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« Cisco FMC(Firepower # 2| AlE])
« FTD(Firewall Threat Defense) 7}4t

- VPN RIBE 55
AMNBElE FE A

« firepower Cisco Domain Management Center for VMWare 7.4.1
+ Cisco Firewall Threat Defense Virtual 7.4.1

» Cisco Secure Client 5.1.3.62
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192.168.1.21

192.168.1.200
GigabitEthernet0/0

Manager Client
Firepower

192.168.1.11
————

Engineer Client

CH

FMC

]

HEL 3 ctojo{1=4
AM XA
= O
FMCe| Zm| a2 ol
1EHA|, FTD QIE{m 04 74
Devices(C|HFO|A) > Device Management(C|HIO|A EH2[)2 0|55t CH& FTD C|HIO[AE HE
&tH, FTD ininterface(/E{m| 0| A)0f| CHE 2|F QIE{mO[AE ’S'?JL—lEP
GigabitEthernet0/0
« O|&: outside
- Hot PA: outsideZone
« IP 24 192.168.1.200/24
. 1|h‘i‘..‘.i;_:E—rTe.n'. Cente VeV Analysis Policia: Davices Objects Integration Deploy o ¢ & e admin ekl
107049 =3
Deviee  Fouting Inteafaces Inline Sete  DHCP WTEP
Wirtual Tunn O, Search b Add Imerfaces
— a\n',::vl.- Pt ::c outskieZone 192.166.1.200/24(51at I [:"::\;J""' \-.u-"::\l ,;
A =9
O|S3atod CHe FTD C|HIO[AE HE
g solgtict

FTD QlE{mo|A

2EH7A|. Cisco Secure Client 2+0]4l
Devices(C|HFO|£) > Device Management(C|HFO|A B E))2

5t Devices(C|HHO|A) #4104 A Cisco Secure Client 2+ O|4lA



License

License Types

Perlormance Tier:

Essentials:
Export-Controlled Features:
Malware Defense:
PS5
Carrier:

URL:

Secure Client Premier:

Secure Client Advantage:

Secure Client VPN Only:

Secure Client 204 A

3TtAL IPv4 =4 E Ft

Object(7i&ll) > Object Management(7H& £ 2]) > Address Pools(F4& &) > IPv4 Pools(IPv4 E)2

O|S 31 Add IPv4 Pools(IPv4 & F7t) HHES S2/8LcH

I .i'ffi F.@@all Ma nagement Center Sl Analysls Poilcis Devices Cibjocts integration

IPv4 Pools

1P pool containg kst of IPve addresass, it is used for management/diagnostic interiace with clustering, of for VPN remote sccess profles.

N reconds 1o display

A X|L|0{ VPN E2}0|E o] CHEt IPv4 TA E2 MAMSHE O Zesdt

« 0|&: ftd-vpn-engineer-pool
. IPv4 A 8H2]:172.16.1.100-172.16.1.110
OtA3: 255.255.255.0

Depioy Q @ & @ sdmin v b cecupe

Add Py Pools [l DXL g



Edit IPv4 Pool

M ®

fid-vpn-engineer-pool

Description

IPvd Address Range®
17216.1.100-172.16.1.110

Fofmatl: ipaddr-ipaddr &g, 10,72 1.71=-10_F2.1.130

Mask*®

255.255.255.0

Allow Owerndes

'Cl:-nf‘.qure dervice owsrmides in the addness pool object 1o
avold IF addreas conflicis in case of object s shaied Bcross
MURiphy Grvices

» Owerride (O)

QX|L|0{ VPN E2I0|1EQ| IPv4 T4 E
22|X VPN 20| Eo]| CHE IPv4 A E2 Md5t= O

- O|&: ftd-vpn-manager-pool
s IPv4 4 819]: 172.16.1.120-172.16.1.130
- OFA3: 255.255.255.0



Add IPv4 Pool aQ

Pl e ™

fid-vpn-manager-pool

LrEscnpinsn

IPed Address Range®

172.16.1.120-172.16.1.130

Formeat: ipaddr-ipaddr e.g.. 10.72.1.1-10.72.1.150

Miask ®
255.255.255.04

Allow Overrides

"Cl.'.lﬂf'lﬂl..l!!' dirice owbnrhdes in the addness pol object b
avold 1P address conflicts Incase of object 15 shaned across
frufliphe dewlicas

»  Ovemide (0)

Manager VPN £2}0|HE & IPv4 =4

M

M IPv4 =4 ES QgL

L. Fir Il Managemen nter
iz ewall Ma ( gement Cente Overview Analysis Policies Devices Objects Imegration Depioy Q d) & @ admin v b
—
IPv4 Pools ETIETET | < Finer
IPvd pool contains list of IPvd addresses, it is used for managl.“nl.‘nt.'di:\gﬂus'.i: interface with chustes ng. or for VPN remote access profiles.
Nama Value Override
Hed-vpn-engineer-poc! 172.16.1.100-172.16.1.110 -
Path
BFD Te fd-vpn=manager-pool 172.16.1.120+172.16.1.130 ]

MIPv4 =4 E

AEHA. & EH =7t

Object(7HAll) > Object Management(ZHA| & 2[) > VPN > Group Policy(2 & H&)2 0|S35t1 Add
Group Policy(I & E& F7I) HHEE =g L Ct



i Firewall Management Center Overview  Anslysis  Pobties  Devices Integration Deploy ©, @ 2+ @ admin v

Group Policy Add Group Policy | SR

A Group Policy is a set of attribute and value pairs, stored in a group policy object, that define the remate access VPN experience The RADIUS authorization server assigns the group policy or it is obtained from the
curment connection profile.

Mame

DMGEPolicy s

AX|L|o VPN 2Eto|AE | CHE O & HHE ddsts ol edt SEE gLt

+ O|&: ftd-vpn-engineer-grp
« VPN ZEEZ:SSL

Add Group Policy Q

MNama:*

Ad-wpin-EngingsEr-grp

Dascription:

LRI | Saciira Cliem ahhransad

WPH Prodosols ] VBN Tunnel Protocod;

Specily (e VPN unnal fypas hal user can use, AL Bl cne lunneling msde
I Address Foos - ;
must be confgured for usaers 1o connect over a Viel tumingi

DRSNS iPsec-IKEY2

Split Tiumneling

@lx|Liof VPN Z2toleiE ol CiEt 18 B
Z2|X} VPN 22t0[AEo| CHE O & MeE BEs o 2R HEE (™ Lch

+ O|&: ftd-vpn-manager-grp
« VPN ZE2EZ: SSL



Add Group Palicy 7]

[ g, e

fid-vpn -manager-grp

DeEzeripion:
General Secure Chernt Achmnced
VPN Proloeddls WiPN Tunme Profccol;
Spacity tha VPN DEnnel Types thal ESar Con use. AL Rbs ong tunnaling modae
IP Sddress Pools

sl be confgilaned for Esais 10 ConmecT oar & VPN Tunsel.

Banngr 5L |

g b IPsec-EEVE

SRE Tuminglimg
ZHE2|AF VPN 220 E| CiEh 28 S

o
M 1E MM =Helgtc

-}, Firewall Management Center

Overview Analysis Policies Devices Objecis Integration

Deply O @F £ @  admin v b

Group Policy Add Group Poliey IERLT)

A Group Policy is a set of attribute and value pairs, stored in a group policy object, that define the remote access VPN experience The RADNUS authorization server assigns the group policy or it is obtained from the
current connection profile,

Hame

5Et7| FTD QI8 M F7t
Object(7HAll) > Object Management(7H&l| 22l) > PKI > Cert Enroliment(215AM S5)Z 0|83t

Add Cert Enroliment(21Z3 M S5 F7I) HES Z2/gfLC.



-~ Firewall Management Center

Overview

Cert Enroliment

oIE Mol st I
: ftd-vpn-cert
g PKCS12 It

o
a7 o

Add Cert Enrollment

MName®

Md=vpn=car

Description

Anakysis

Poices  Devices (I—

Deply O & & @

- bk
admin itn

Add Cert Enroliment

A certificate enroliment object contains the Certification Authority (CA) server informaticn and enroliment parameters that are required for creating Certificate Signing Requests (CSRs) and obtaining ldentity
Cerificates from the speciied CA. These activities ocowr in your Private Key infrastructure (PEI).

2Z HFEoM PKCS12 Y2 7tX{SLC}.

g cerfificate is already ennallesd on devices. emove the anrcdmeant fnom
Dewicaxarfificate page o edit/delate thiz Certilicats

A Information

Cerifcate Paramalars

Eevocaton

Enroliment Type:

FRLSTE Fila®:

Fassphrase®: [ ama

PECS12 Fik=

fedCen plix

Validation Lsage:

IPsec Client [ S5L Client S5L Server

Skip Check for CA Mag in basic constradnts of the GA Cenificate



Firewall Management Center

A carti

M RIS A

oln

=
=

Overnview

Cert Enrolliment

e enroliment object contains the Cartihca
Cortificates from the specified GA. These activities occur in your Private Key

Analysis

Policies

Devicas

stion Authority (CA) server

Objects

Devices(C|HFO|A) > Certificates(21 S A) 2 0|5

Firewall Management Center

Filter

Al Certificates -

FTD @15 A &7t

M 15X S5& FTDO il

xl: 1.x.x.49

Xl 1.x.
. OlEMEE
[ ) o

Overview

Anahysis

Enro@mant Type

: ftd-vpn-cert

Foties oveets

Identsty Cartihcats Expiry

Integeation

st

Irbegration

CA Cortificate

Add(F7I HE

Expiry Status

mo

Deploy

o & e

Add Cert Enrollment Q,

rollrent parameters that ane required for creating Certificate Signi

ing Requests (CSRs)

admin

and obtaining Identity



Add New Certificate

Add a new certificate to the device using cert enrcliment object which is used to

generate CA and identify certificate,
Device*:

1.7%....49 A

Cert Enrollment™:

ftd -vpn-cert v <+

Cert Enrollment Details:

MName ftd-vpn-cert
Enrollment Type: PECS12 file
Enrallment URL: MJA
FTDOfl 215 A HtelE
QI A HQITo| AEfE BrolstLict
" Firewall M_an?gemem Center Overview Analysis Policies Devices Objects Inegration

Filner

Deploy  Q, @ £ @  admin v b

All Certificates
Name Domain Enroliment Type Identity Certificate Explry CA Certificate Expiry stat
R L] -
el vper-con Gioal PRS2 e Jun 18, 2025 Jun 16, 2029 ACA o + PCE

RIEM Hteld dEY

6EHAH. AX|L|o] i =2 utoi| CHEF M2 g =7t

Devices(C|HFO|A) > VPN > Remote Access(®Zd HMA)Z 0|8

2|7 LIk

L, Firewall Management Center

Overview Analysis

Integration

Last Modified

$474 AN A VPN 7}

5t Addbutton(F7F HE)E 2

Depioy O, @ £ @ admin v hil secume
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Q3 MEE 2/245 1 Nextbutton2 Z 2!8tL|C}.

rot

« O|&: ftd-vpn-engineer
« VPN ZEEZ:SSL
o CHA & X[ 1.x.x.49

Firewall Management Center .
Overview Analysis Policies Devices

Remote Access VPN Policy Wizard

o Folicy Assignment 7 Gonnection Profile 3 Secure Client 4 Access & Certificate 5 Summary

Targeted Devices and Protocols
Before You Start

This wizard will gusie you thiough the required minimal steps to configure e Remate Belost v skt b e Folomwiing wonliaition
zard wil g o pevRsipiutoel o Before you star, ensure the ving configura
ceess VPN policy with a new user-defined connection profi elements to be in place 1o complate Remate Aceess
VPN Polic
Name: ¥
d-ven-snginecs Authentication Server
Description Conbgure ar or
&f S50 te suthenticats VPN clients.

Secure Client Package
VPN Protocols:

Make sure you have Secu
Chent downdoaded
ssL
credentials to downlos 1d

IPsec-IKEV2

Device Interace

Targeted Devices:
Inteifaces should b
s0 that th
of imerface group

4, Search 1oLt 49

R4 &H
S

FCF
o

ok

7EHA. IK|L|o] 94 =2 up ol CHEF MIEAME 74

1z}
FO
ok
oA

HE 2]245} 1 Nextbutton2 2 =8tL|C}.

- CIZ W FEI0|ME QIS M HE
« Username From Certificate(2!5 M 2| AL X} 0|F): Map specific(H) ZE=
« 7|8 Z=: CN(Common Name)

. EX Zl=: OU(ZE B9)
« IPv4 4 E: ftd-vpn-engineer-pool
- & EH: ftd-vpn-engineer-grp

Depoy QO @ T @

admin



F.nre'_wallkdanagement Center Overview  Anslysis  Polickes  Devices  Objects  lntegration Deploy O @F £+ @ sdmin~ oo o

Remote Access VPN Policy Wizard
1) Policy Assigneent © connection Protie 3 Secure Client 4 Mecess & Certifeate 5 | Summary
Connection Profibe:
Connection Profiles spacify the tunnel group policies for & VPN connection. Thess policies pertain 1o ereating the

runnel itsell, how AAA is accomplished and how addresses ane assigned. They also include user attributes, which
are defined in group policies.

Connection Profile Mame:* | frd-vpn-engineer

l i This name is conhgured as a connection alias, it can be used o connect 1o the VPN gateway

£ ation, Auth & A ting (AAA):
Specity the method of authentication (AAA, certificates or both), and the AAA servers that will be used for VPN
connections.

Auhentication Method:

s fro [ Vap specit feia Lise entire DN (Distinguished Name) 85 usemame
Cenifcate
Primary Field: | CN (Comenon Name) -
Secondary Field: | OU (Organisational Uinit) -
Authorization Server: w| +
Foeaaim or RADIUS)

Accounting Senver: v+

Client Address Assignment:

Clignt IP address can be assigned fom ARA seiver, DHCP server and IP s8diess pools. Whan muliple sptions are
selcted, |P address assignment ks tried In the order of AAA server, DHCP servar and IP address pool.

Use AAA Server (Realm or RADIUS only) @
Use DHCP Servers

Use IP Address Poois
1Pv4 Address Pocls: | fid-vpn-enginser- pool ’

1Py Address Pools:

Group Policy:

A group policy is a collection of user-oriented session attributes which are assigned to clent when a VPN
eonnection it established. Salect or create a Group Policy abject.

Ftoup Policy:* fid-vpn-engineer-grp I v |+

Edit Group Palicy

Cancel Back

o474 T2l M A}

0%

Hot Z2to|ME o|0|x| g MESt T ChE HES =IELICH

Fl.rewall:h_alanagememCemer e Ml PoMie  Divkos  Ouels  nkegriten Dopioy O @ £ @ sdmine il secume

Remote Access VPN Policy Wizard

1) Palicy Assignment 2 Connection Profke © secure Cliem 4 Access & Certifcate 5 Summary

2 1u A

User Secure Chent Intemet

Secure Client Image

The VPN gateway can autematically download the latest Secure Cllent package 1o the client device when the VPN
connection is initiated. Minimize ion selup time by choosing the appropriate OS for the selected package.

Download Secure Client packages from Cisco Software Download Center,

Show Re-order buttons 4+

Secure Glient File Object Nome Secure Client Package Name Operating System

I i i in-5.1.36... i el in-5.1.3.62 - Windows - I

Cancel Back

Secure Client A1E4



9L X|LI0] 947 T2 mh Qo CHEH MM A B Q1B M T
QEmHOo|A O5/2e BH U UBEM S5 52| 2f2 M=t Next(CHE) HE S S=IFLICH

o QIE{H|O|A O &/E 9F ¥ outsideZone
- Q5 M SE&: ftd-vpn-cert

Firewall Management Center

Overview  Analysis Poiicies  Dewices  Objects Integration Deploy @ @ £+ @ admin v

Remote Access VPN Policy Wizard

1) Policy Assignment 2 Connectian Profle 3| Secure Client @ #ccess & Certificate 5 Summary

=

A
Metwork Interface for Incoming VPN Access

Salect of creats an Inerface Group of & Security Zone that containg the network interfaces users
will access for VPN connections

outsideZone * +

Enable DTLS on member imterfaces

dh Al the devices must have interfaces as part of the Interface Group/Security Zone selected.

Device Certificates

Device certificate {(also called Identity certificate) identifes the VPN gateway to the remote access
chents. Select a certificate which is used 1o authenticate the WPN gateway

Certif

fdd-vpn-cert ] » +

Access Control for VPN Traffic

Al decrypted traffic in the VPN tunnel is subjected to the Access Control Policy by default. Select
thiz aption 10 bypass decrypted trafe from the Access Control Pelicy.

¥ Eypass Access Control policy for decrypted traffic (sysopt permi

u]

HMA X RIS M MEAE

2474 A A VPN B&of Cil /248t HHE SQIStT Finish(0HE) tHE S S2/8rLict

Firewall Management Center

Overview Analysis Policies Devices Objects Integration Deploy Q@ ‘:' e admin

Remote Access VPN Policy Wizard

1) Policy Assignment 2| Connection Profe 3 Securs Client 4 Access & Certificate © surmary

Remote Access VPN Policy Configuration Additional Gonfiguration Requirements

Firewail Management Genter will configure an RA VPN Palicy with the fol 5

inewall Management Genter will configure an RA VPN Palicy with the foliowing settings After the wizard completes, the  following
-enginesr configuration needs 1o be completed for VPN 1o
- A work on all gevice targets.

1.

fi-vgn-engine
rpnenanes Access Control Policy Update

v enginaer

An A ol rule must be defined to allow

VPN traffic an all targeted devices.

Client Certibcate Only

MNAT Exemption

- I MAT is enabled on the targeted devices, you
must dafine a NA ¥ o exempt VPN trafhc

DNS Configuration

- To resolve hostname specified in AAA Servers
R or CA Servers, configure DNS using FlexCor
fidvpr-anginesr-poot ¥ on the targeted devices.

Port Configuration

== anginear-grp SSL will be enabled on port 443,

iSO~ secura-clh win=5.1.3.62 -waboepoy-k9.pk Psec-KEv2 uses port 500 and CSent Senvices
9 will b& énabled on pon 443 for Sacure Client
outsideZone image download NAT-Traversal will be enabled

by default and will use port 4500.
P-cast enswe that these poris are not used in
or other services before denloving

Md=vpa=cer

A AMA VPN HH MF HE

1127, Manager VPN 20| E0f CHEH 42 T2 0t F7¢



Devices(C|HFO|£) > VPN > Remote Access(#

_ E O S
olsst + HEE Z=IFLICHL
P Firewall Management Center P FR—

ftd-vpn-engineer

DofaulWEBVPNGroup

fte-wpn-engineer

Manager VPN Z2}0|HEo0i Cift 44 =2 0t
o7 T2IiUo| e s HEE U

« O|&: ftd-vpn-manager

- OE& ™. ftd-vpn-manager-grp

« IPv4 4 E: ftd-vpn-manager-pool

.........
ertiheate

i B |

Local Realm

74 HM|A) > Connection Profile(2d

74

Dynamic Access Py

Gl



Add Connection Profile 7]

Connection Profile:® | frd-vpn-manager
Group Policy:* | Md-wpn-manasger-grp - |+

i

IP Address for the remote clients can be assigned from local IP Address pools/DHCP Servers /A48
Servers. Configure the Cent Address Assignment Policy” in the Advanced tab to define the
assignment criteria.

Address Pools: ke

Mame IF Address Range

tod - v~ ridanages- poal 172.16.1.120-172.16.1.130 ol - vpn-Frand g er- pool

DHCP Servers: e

Mamo DHCP Server IF Address

1, Firewall Management Center

Overview Analysis Policies Devices Objects Integration Deploy Q, f 9 admin v b cecuRe
—
ftd-vpn-engineer ¥ou have unsaved changes [JEERR)
Enter Description
Policy Assig 13 (1)
Local Realm: M Dynanic Ascass Polty: None

Connection Profile Access Interfaces Advanced
——

o+
Name ARA Group Policy
Authentication -
DetaultWEBVPNGroup Authorization: [y DfGpPolicy £
_—
_ Authentication: Client Certificate Only . _
fid-vpn-engineor Authorization; iy fid-vpo-engineer-grp e
ACcounting:
Authentication: Client Certificate Only a =
ftd-vpn-manages Authorization; [y, fid-vpr-manager-grp £

Accounting;

P

JHEl 947 T2 ube 5Ol



12EH7A. B M & F7t

Objects(7HA) > Object Management(7H&| £ 2]) > VPN > Certificate Map(@1Z A )2 2 0|5 5t1
Add(F 7HCertificate Map(Q1E5 M ) HHES Z=2IgFLCH

] Firewall Management Center Overview Analysis Policies Devices Integration Deply O, @ € @ admin v da
I’r.:'l.-:y' List Certificate Map Add Certificate Map i B+8
1 a Ry PN connection [ I i hes th o
VLAN T:b;;-
“ VPN
Certificate Map
Custom Attribute
QIZM B %7}
v = = =E O S
QIX|LI0} VPN 22}0|21E 0] QIF A ol He# HEE 22isl T Save(KE) HHES 22ALICH

- T O|&: cert-map-engineer
« O§& T3l CN(Common Name) Equals vpnEngineerClientCN



Add Certificate Map

Map Name*:
cert-map-engingcr

Mappiryg Fula
Canfgure the cartficabe matching mile
i Field Cermiponent Operator Value
- r -
1 Subjpect CH [Commaon MNamaes) Edjuals wpnEngineenClhe. . ra ]
AX|L|o EEt0|HES QI M M
Lottt HEE Q2451 Save(XME) HEE Z2IgLICH

Z2|XF VPN 2CI0|1E 2| QIS A BHo|

- T O|&: cert-map-manager
« O4&E 72 CN(Common Name) Equals vpnManagerClientCN



Add Certificate Map

Map Hame®

CETT == a0 T

Mapping Huks

EI
Configure the certificate matching rule
H Fiuld Companent Operabod Value
v ¥
1 I Subjee CHN [Comman Name) Eguals vpnhanagarChe I,-'" ™

[=]}]
=

MZ F7HE Q15 M B SolgLic,

#E|xF Ecto|dE 9| 2l

—— [

0l
x

Firewall Management Center

Overview  Analysis Policies Devices Objects Integration

ey O & & @
Certificate Map

P
admin .

Certificate Map Object is used to provide an association between

2
CONNECHon i associated with the spacified connection profile.

receved certificate and a Remole Access VPN connection profilelf a received cerificate matches the rules contained in the certificat

ate map, the
Hame

cort-map-angineser

1 Criteria s u
cort-map-manager 1 Crites

1 Criteria P
M IEM H

BM bl

[ )

Devices(C|HIO|£) > VPN > Remote Access(&Z AAM|A), edit ftd-vpn-engineer(ftd-vpn-engineer
£H)2 0|5 & L|Ct 23 Ch2 Advanced(ZL2) > Certificate Maps(21&5 M )2 0|55t 1 Add
Mapping(DHE F7t) HE S S=2IFLct



] Firewall Ma“a_g_emem Center Overview Anahysis Palicies Devices Objects Integration Deploy (=} @ Fo 3 ] admin ~ s

|ftd—vpn—engineer | You have unmcdchangesm m

Enter Description

Local Realm: Mone Dynamic Access Policy: Mone

Connection Profile Access Interfaces

General Settings for Connection Profile Mapping
The dovice processes the policies in the order hsted below untd it finds a match

Uze group URL if group URL and Certificate Map match different Connection Profiles

Use the confgured rules to match a certificate o a Connection Profile

Certificate to Connection Profile Mapping
Client requast is checked against sach Certificate Map, associated Connaction Profile will be usad whan rules are matched, If none of the Certificate Map is matched, default connection profile will

ba chosen.
@ Please provide at least one Cartificate Mapping _
Certificate Map Connection Profile

QIZM B Hholg

2
=
o
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Ax|L|o] VPN 220|1EQ| 42 T2 u o] Q1B A

- 215 M ¥ O|F: cert-map-engineer
« 9472 Profile: ftd-vpn-engineer

Add Connection Profile to Certificate Map 7]

Chodase a Cermficate Map and associate Connection Profiles o
selected Certhcate Map.

Certfcate Map Marma®;

CEM-map-angineéer - -

Connection Profle®;

fid-vpn-enginaer

Engineer VPN Z20|1E0f CHEF Q1B M T HIQIE
Z2|XF VPN E2I0|HEN| CHEE 42 Z 20t Uof Q1B A W2 HQIZELIC.

- 2IZ M M O|F: cert-map-manager
- A4 T2 1t: ftd-vpn-manager



Add Connection Profile to Certificate Map 7]

Choose a Certificate Map and associate Connection Profiles to
selected Certhcate Map,

Certificate Map Mame*;

cert-map-manager 4 ~+-

Connection Prahle®;

fid-vpn-manager v

Manager VPN Z2}0|HE0i CHEH QIS A B HiQlE
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Firewall Mana.g_ement. Center Overview Analysis Palicies Devices Objects Integration Doy Q @ & @ adminv  dub cecupe

ﬂd‘\l’pn'e I'Igl neer ‘You have unsaved changcsm m
Enter Description
e e
Local Realm: Mone Dynamic Access Policy: None
Connection Profile Access Interfaces Advanced

General Settings for Connection Profile Mapping
The device processes the poficies in the order listed below until it finds a match

Use group URL if group URL and Certificate Map match different Connection Profiles

Use the configured rules 1o match a certificate to a Connection Profile

Certificate to Connection Profile Mapping
Client request is checked against each Certificate Map, associated Connection Profile will be used when rules are matched. If none of the Certificate Mag is matched, default connection profile will

be chosan,

Cartificats Map Caonnaction Profils
CO-rRap-Engineer Nd-vpn-engineer U
cart=Mmap-manages fid-vpn-manager U

IO

[
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8t % FTD CLIOIAM VPN ©4Z A& g #QIstLch,

// Defines IP of interface
interface GigabitEthernet0/0



nameif outside
security-level 0
ip address 192.168.1.200 255.255.255.0

// Defines a pool of addresses
ip local pool ftd-vpn-engineer-pool 172.16.1.100-172.16.1.110 mask 255.255.255.0
ip local pool ftd-vpn-manager-pool 172.16.1.120-172.16.1.130 mask 255.255.255.0

// Defines Trustpoint for Server Certificate
crypto ca trustpoint ftd-vpn-cert

keypair ftd-vpn-cert

crl configure

// Server Certificate Chain

crypto ca certificate chain ftd-vpn-cert

certificate 22413df584b6726¢C

3082037c 30820264 a0030201 02020822 413df584 b6726c30 0d06092a 8648867

certificate ca 5242a02e0db6f7fd
3082036¢ 30820254 a0030201 02020852 42a02e0d b6f7fd30 0d06092a 8648867

// Defines Certificate Map for Engineer VPN Clients
crypto ca certificate map cert-map-engineer 10
subject-name attr cn eq vpnEngineerClientCN

// Defines Certificate Map for Manager VPN Clients
crypto ca certificate map cert-map-manager 10
subject-name attr cn eq vpnManagerClientCN

// Configures the FTD to allow Cisco Secure Client connections and the valid Cisco Secure Client images
webvpn

enable outside

http-headers

hsts-server

enable

max-age 31536000

include-sub-domains

no preload

hsts-client

enable

X-content-type-options

X-Xss-protection

content-security-policy

anyconnect image diskO:/csm/cisco-secure-client-win-5.1.3.62-webdeploy-k9.pkg 1 regex "Windows"
anyconnect enable

tunnel-group-list enable

cache

disable

certificate-group-map cert-map-engineer 10 ftd-vpn-engineer
certificate-group-map cert-map-manager 10 ftd-vpn-manager
error-recovery disable

// Configures the group-policy to allow SSL connections from manager VPN clients
group-policy ftd-vpn-manager-grp internal

group-policy ftd-vpn-manager-grp attributes

banner none

wins-server none

dns-server none



dhcp-network-scope none
vpn-simultaneous-Togins 3
vpn-idle-timeout 30

vpn-idle-timeout alert-interval 1
vph-session-timeout none
vpn-session-timeout alert-interval 1
vpn-filter none

vph-tunnel-protocol ikev2 ssl-client
split-tunnel-policy tunnelall
ipv6-split-tunnel-policy tunnelall
split-tunnel-network-1ist none
default-domain none

split-dns none

split-tunnel-all-dns disable
client-bypass-protocol disable

vlan none

address-pools none

webvpn

anyconnect ss1 dtls enable
anyconnect mtu 1406

anyconnect firewall-rule client-interface public none
anyconnect firewall-rule client-interface private none
anyconnect ss1 keepalive 20
anyconnect ss1 rekey time none
anyconnect ss1 rekey method none
anyconnect dpd-interval client 30
anyconnect dpd-interval gateway 30
anyconnect ss1 compression none
anyconnect dtls compression none
anyconnect modules value none
anyconnect ask none default anyconnect
anyconnect ss1 df-bit-ignore disable

// Configures the group-policy to allow SSL connections from engineer VPN clients
group-policy ftd-vpn-engineer-grp internal
group-policy ftd-vpn-engineer-grp attributes

banner none

wins-server none

dns-server none

dhcp-network-scope none

vpn-simultaneous-Togins 3

vpn-idle-timeout 30

vpn-idle-timeout alert-interval 1

vph-session-timeout none

vpn-session-timeout alert-interval 1

vpn-filter none

vpn-tunnel-protocol ssl-client

split-tunnel-policy tunnelall
ipv6-split-tunnel-policy tunnelall
split-tunnel-network-1ist none

default-domain none

split-dns none

split-tunnel-all-dns disable

client-bypass-protocol disable

vlan none

address-pools none

webvpn

anyconnect ss1 dtls enable

anyconnect mtu 1406

anyconnect firewall-rule client-interface public none
anyconnect firewall-rule client-interface private none
anyconnect ss1 keepalive 20



anyconnect ss1 rekey time none
anyconnect ss1 rekey method none
anyconnect dpd-interval client 30
anyconnect dpd-interval gateway 30
anyconnect ss1 compression none
anyconnect dtls compression none
anyconnect modules value none
anyconnect ask none default anyconnect
anyconnect ss1 df-bit-ignore disable

// Configures the tunnel-group to use the certificate authentication for engineer VPN clients
tunnel-group ftd-vpn-engineer type remote-access

tunnel-group ftd-vpn-engineer general-attributes

address-pool ftd-vpn-engineer-pool

default-group-policy ftd-vpn-engineer-grp

tunnel-group ftd-vpn-engineer webvpn-attributes

authentication certificate

group-alias ftd-vpn-engineer enable

// Configures the tunnel-group to use the certificate authentication for manager VPN clients
tunnel-group ftd-vpn-manager type remote-access

tunnel-group ftd-vpn-manager general-attributes

address-pool ftd-vpn-manager-pool

default-group-policy ftd-vpn-manager-grp

tunnel-group ftd-vpn-manager webvpn-attributes

authentication certificate
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AnyConnect VPN:
Comnnected to 192, 163. 1. 200.
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AnyConnect VPN:

Connected to 192, 168. 1. 200.

192,158, 1. 200

ﬂ_ m siflice)i:
ekt

22Xt 22ol|AE A VPN 242 A=

2EHA. FMCOIM &4 MM &2l

Analysis(£49) > Users(At& A}) > Active Sessions(& 4 MM)E 0|S3t0{ 4 MMoiMH VPN 215
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Firewall Managemem Center Overview Analysis Policies Devices Objects Integration Depioy  Q, f i @ admin v~ dele cpoypE

@l | Switch to legacy Ul

=
2 za s 4 .-
Login Time Realm\Usermanme Last Sean Buthentication Type Ciarrant I Raakm Uskrnams 4 First i Lkt Map
2024-06-19 11:01:19  Discovered Identities\vpnManagerClientCN  2024-06-19 11:01:19 VPN Authentication 172160020 Discovered Identities | vpnManagerClientCN
24-06-12 11:200:35 Discovered Identites\wpnEnginearCientCh 2024-06-19 11:00:35 VPN Authentication 172.16.1.101 Discovered Identities vpnEngineerClentCh
=FAd 20
2 Ml =l

3CHAL FTD CLIMIA VPN A|44 =0l

F T Dshow vpn-sessiondb detail anyconnect(Lina) CLIOIA| B2 Alsistoq QUK|L|o{2 R E[XLS| VPN MM &HolstL|ct.

ftd702# show vpn-sessiondb detail anyconnect
Session Type: AnyConnect Detailed

Username : vpnEngineerClientCN Index : 13

Assigned IP: 172.16.1.101 Public IP: 192.168.1.11

Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-128 DTLS-Tunnel: (1)AES-GCM-256
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA256 DTLS-Tunnel: (1)SHA384

Bytes Tx : 14782 Bytes Rx : 12714



PktsTx : 2 PktsRx : 32

Pkts Tx Drop : 0 PktsRx Drop : 0

Group Palicy : ftd-vpn-engineer-grp Tunnel Group : ftd-vpn-engineer
Login Time: 02:00:35 UTC Wed Jun 19 2024

Duration : Oh:00m:55s

Inactivity : Oh:00m:00s

VLAN Mapping : N/A VLAN : none

Audt Sess D : cb0071820000d00066723bc3

Security Grp : none Tunnel Zone: 0

AnyConnect-Parent Tunnels; 1
SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels; 1

AnyConnect-Parent:

Tunnel ID : 13.1

Public IP: 192.168.1.11

Encryption : none Hashing : none

TCP Src Port : 50225 TCP Dst Port : 443

Auth Mode: Certificate

Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client OS: win

Client OS Ver: 10.0.15063

Client Type : AnyConnect

Client Ver : Cisco AnyConnect VPN Agent for Windows 5.1.3.62
Bytes Tx : 7391 BytesRx : 0

PktsTx : 1 PktsRx: 0

Pkts Tx Drop : 0 PktsRx Drop : 0

SSL-Tunnel:

Tunnel ID : 13.2

Assigned IP: 172.16.1.101 Public IP: 192.168.1.11
Encryption : AES-GCM-128 Hashing : SHA256
Ciphersuite: TLS_AES_128 GCM_SHA256
Encapsulation: TLSv1.3 TCP Src Port : 50232

TCP Dst Port : 443 Auth Mode : Certificate

Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client OS : Windows

Client Type: SSL VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 5.1.3.62
Bytes Tx : 7391 BytesRx : 1775

PktsTx : 1 PktsRx : 2

Pkts Tx Drop : 0 PktsRx Drop : O

DTLS-Tunnel:

Tunnel ID : 13.3

Assigned IP: 172.16.1.101 Public IP: 192.168.1.11
Encryption : AES-GCM-256 Hashing : SHA384
Ciphersuite : ECDHE-ECDSA-AES256-GCM-SHA384
Encapsulation: DTLSv1.2 UDP Src Port : 50825

UDP Dst Port : 443 Auth Mode : Certificate

Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client OS : Windows

Client Type: DTLS VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 5.1.3.62
Bytes Tx : 0 Bytes Rx : 10939

Pkts Tx : 0 PktsRx : 30

Pkts Tx Drop : 0 Pkts Rx Drop : 0



Username : vpnManagerClientCN Index : 14

Assigned IP: 172.16.1.120 Public IP: 192.168.1.21

Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-128 DTLS-Tunnel: (1))AES-GCM-256
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA256 DTLS-Tunnel: (1)SHA384
Bytes Tx : 14782 Bytes Rx : 13521

Pkts Tx : 2 PktsRx : 57

Pkts Tx Drop : 0 PktsRx Drop : 0

Group Palicy : ftd-vpn-manager-grp Tunnel Group : ftd-vpn-manager

Login Time: 02:01:19 UTC Wed Jun 19 2024

Duration : Oh:00m:11s

Inactivity : Oh:00m:00s

VLAN Mapping : N/A VLAN : none

Audt Sess D : cb0071820000e00066723bef

Security Grp : none Tunnel Zone: 0

AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels: 1

AnyConnect-Parent:

Tunnel ID : 14.1

Public IP: 192.168.1.21

Encryption : none Hashing : none

TCP Src Port : 49809 TCP Dst Port : 443

Auth Mode : Certificate

Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client OS: win

Client OS Ver: 10.0.15063

Client Type : AnyConnect

Client Ver : Cisco AnyConnect VPN Agent for Windows 5.1.3.62
Bytes Tx : 7391 BytesRx : 0

PkisTx : 1 PktsRx : O

Pkts Tx Drop : 0 PktsRx Drop : 0

SSL-Tunnel:

Tunnel ID : 14.2

Assigned IP: 172.16.1.120 Public IP : 192.168.1.21
Encryption : AES-GCM-128 Hashing : SHA256
Ciphersuite: TLS AES 128 GCM_SHA?256
Encapsulation: TLSv1.3 TCP Src Port : 49816

TCP Dst Port : 443 Auth Mode : Certificate

Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client OS : Windows

Client Type: SSL VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 5.1.3.62
Bytes Tx : 7391 Bytes Rx : 3848

Pkts Tx : 1 PktsRx : 25

Pkts Tx Drop : 0 PktsRx Drop : 0

DTLS-Tunnel:

Tunnel ID : 14.3

Assigned IP: 172.16.1.120 Public IP : 192.168.1.21
Encryption : AES-GCM-256 Hashing : SHA384
Ciphersuite : ECDHE-ECDSA-AES256-GCM-SHA384
Encapsulation: DTLSv1.2 UDP Src Port : 65501

UDP Dst Port : 443 Auth Mode : Certificate

Idle Time Out: 30 Minutes Idle TO Left : 30 Minutes



Client OS : Windows

Client Type: DTLS VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 5.1.3.62
Bytes Tx : 0 BytesRx : 9673

Pkts Tx : 0 PktsRx : 32

Pkts Tx Drop : 0 PktsRx Drop : O

Lina@1%19| C|H{ 1 syslog & Windows PC2| DART Tt oi A VPN Q1E0f CHEt HEE &2 =+ U&LICt

S 2 2AX|L|of ZEto|AE oA VPNOI| 4ZsHE S Lina Ao = CIHT =239 of QL.

<ffroot>

Jun 19 2024 02:00:35: %FTD-7-717029: Identified client certificate within certificate chain. serial number: 7AF1C78ADCC8F941, subject name: CN=vpr
Jun 19 2024 02:00:35: %FTD-6-717022:

Certificate was successfully validated
. serial number: 7AF1C78ADCC8F941, subject name:
CN=vpnEngi neer C i ent CN

,0U=vpnEngineerClientOU,0=Cisco,L=Tokyo,ST=Tokyo,C=]P.
Jun 19 2024 02:00:35: %FTD-7-717038: Tunnel group match found.

Tunnel Group: ftd-vpn-engineer

, Peer certificate: serial number: 7AF1C78ADCC8F941, subject name: CN=vpnEngineerClientCN,OU=vpnEnginee
Jun 19 2024 02:00:35: %FTD-6-113009: AAA retrieved default group policy (ftd-vpn-engineer-grp) for user
Jun 19 2024 02:00:46: %FTD-6-725002: Device completed SSL handshake with client outside:192.168.1.11/50

Xt 22| E oA VPN dZASHE S¢t Lina Aol )I= Cl1 219] of lLct

<#root>

Jun 19 2024 02:01:19: %FTD-7-717029: Identified client certificate within certificate chain. serial number: 1AD1B5EAE28C6D3C, subject name: CN=vp
Jun 19 2024 02:01:19: %FTD-6-717022:

Certificate was successfully validated
. serial number: 1AD1B5EAE28C6D3C, subject name:
CN=vpnManager Cl i ent CN

,0U=vpnManagerClientOU,0=Cisco,L=Tokyo,ST=Tokyo,C=]P.
Jun 19 2024 02:01:19: %FTD-7-717038: Tunnel group match found.

Tunnel Group: ftd-vpn-nmanager

, Peer certificate: serial number: 1AD1B5EAE28C6D3C, subject name: CN=vpnManagerClientCN,OU=vpnManagerC
Jun 19 2024 02:01:19: %FTD-6-113009: AAA retrieved default group policy (ftd-vpn-manager-grp) for user
Jun 19 2024 02:01:25: %FTD-6-725002: Device completed SSL handshake with client outside:192.168.1.21/65
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https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/217966-configure-anyconnect-certificate-based-a.pdf
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/217966-configure-anyconnect-certificate-based-a.pdf
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/217966-configure-anyconnect-certificate-based-a.pdf
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