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%ASA-6-113015

<#froot>
YASA- 6- 113015

: AAA user authentication Rejected : reason = User was not found : Tocal database : user = admin : user


https://www.cisco.com/c/en/us/td/docs/security/asa/asa920/configuration/vpn/asa-920-vpn-config/vpn-groups.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa920/configuration/vpn/asa-920-vpn-config/vpn-groups.html

%ASA-6-113005

<#froot>

YASA- 6- 113005
Teddhd : user IP =

: AAA user authentication Rejected : reason = Unspecified : server = X.X.X.Xx : user =

%ASA-6-716039

<{froot>

YASA- 6- 716039
Group <Df1tGrpPolicy> User <admin> IP <x.X.x.x> Authentication: rejected, Session Type: WebVPN

AHE X} O|& 2 ASAOIAM no logging hide username B230| L AE W7F K| &4 & 74 EILICH
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<#root>
ciscoasa#

show aaa-server

Server Group: LOCAL - - - - - >>>> Sprays against the LOCAL database
Server Protocol: Local database

Server Address: None

Server port: None

Server status: ACTIVE, Last transaction at 16:46:01 UTC Fri Mar 22 2024
Number of pending requests 0

Average round trip time Oms

Number of authentication requests 8473575 - - - - - >>>> Unusual increments
Number of authorization requests 0

Number of accounting requests 0

Number of retransmissions 0

Number of accepts 0

Number of rejects 8473574 - - - - - >>>> Unusual increments

<#root>
ciscoasa#

show aaa-server

Server Group: LDAP-SERVER - - - - - >>>> Sprays against the LDAP server
Server Protocol: ldap

Server Hostname: ldap-server.example.com

Server Address: 10.10.10.10

Server port: 636

Server status: ACTIVE, Last transaction at unknown

Number of pending requests 0

Average round trip time Oms

Number of authentication requests 2228536 - - - - - >>>> Unusual increments
Number of authorization requests 0

Number of accounting requests 0

Number of retransmissions 0

Number of accepts 1312

Number of rejects 2225363 - - - - - >>>> Unusual increments

Number of challenges 0

Number of malformed responses 0

Number of bad authenticators 0

Number of timeouts 1

Number of unrecognized responses 0
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DefaultWEBVPNGroup %! DefaultRAGroup 212 Z 21} UoiM AAA QIS H|EAs)

Devices(C|HIO|A) > Remote Access(T{Zd HAMA)E O|SEHLCt.

Firewall Management Center
Overview | Dashboards /

Overview Analysis Policies Devices Objects Integration

Device Management VPN Troubleshoot

NAT Site To Site File Download

QoS Remote Access Threat Defense CLI

Platform Settings Dynamic Access Policy Packet Tracer

Network Threats Intrusion Events Status Geolocation QoS FlexConfig Troubleshooting Packet Capture

Certificates:

Upgrade
st Applications e Threat Defense Upgrade

Chassis Upgrade
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Enter Description

Local Realm.

Achvanced
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Edit Connection Profile

Connection Profile:* | DefaultWEBVPNGroup

Group Policy:* | DfitGrpPolicy

Client Address Assignment AAA Aliases

Authentication
Authentication Method: | Client Certificate Only A

Enable multuple cerincate authentication

» Map username from client certificate

Authorization

Authorization Server: v

Allow connection only if user exists in authorization database

Accounting

Accounting Server:

FMC Ul LH2| Default WEBVPNGroup| CH3HMEF 22+0|Q1E QIE ME ¢l

DefaultRAGroup2 &5t 11 AAA B{S 2 0|5 5104 Authentication Method(2!
MEBLICH "B 2H0|QIE QIBAMBrS MeHst T X{F S MetELIC)




Edit Connection Profile

Connection Profile* | DefaultRAGroup

Group Policy=* | DfitGrpPolicy

Client Address Assignment AAA Aliases

Authentication
Authentication Method: || Client Certificate Only v

Enable multiple certificate authentication

» Map username from client certificate

Authorization

Awthorization Server: =

Allow connection only if user exists in authorization database

Accounting

Accounting Server:

FMC Ul LH2| DefaultRAGroupOil CHEHAEF 2 2}0|1E
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DefaultWEBVPNGroup % DefaultRAGroup0i| A Hostscan/Secure Firewall Posture
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o= sl & Z 0l Hostscan/Secure Firewall Posture7P U B=oot HestL|Ct o] BFAIMH=
SAXIAEZQIE HAAF T2 MHAZ QIS HSHEO| E|AA A EE =0l AE EX|ELIC

FMCOM Ol AEXQIE HA 7|52 HIZEHS5t7] 28 BE without-csdE A+& 8104
FlexConfig Zi#| & Y Hd =M FEELICH

Objects(7HAl) > Object Management(7H#| 2t 2|) > FlexConfig Object(FlexConfig i) > Add
FlexConfig Object(FlexConfig 7i&| 712 0|& & L|Ct.



F ire\fvall Management Center o Ansiysia Policies

FlexConfig Object

Application Filters

AS: Path

BFD Ternplate

Cipher Suite List

—— Delauit_DNE_Consgure
DHCP IPvE Posl
Distingushed Name
DNS Server Group

Extemal Attributes DHCPYE_Profin_Delegaton_Confgurs

Ampeannect_rouln_Rsnng

Dafmdt_inspection_Protacol_Dissble

Dotauit_inspection_Protosol_Enable

File List
FlexConfig
FlexCordg Object

Toxt Objwct DNS_UnContgure

DHCPYE_Profx_Delegation_UnConfgurs

DE_Configues
Eigrp_Configurs

Eirp_ininrisen_Confgus

EXQp_UnConfgure

FlexConfig 7iA|2
CtE EAE 2ot

Edit FlexConfig Object

Name:
Witihout-CSD

Description:

Contgune Defaull DNS with (e help of TextObjects delautDNS.

Db Doleull Nspecion

Enabie Detsult Inspescion

Coffgune ofe cutiedt (P chent) ang one roede nierace (feap

Rmave configuration of one cutside {PD cient) and ona inside |

Confgune DA with ihe heip of TexiObjects desParameiers and

Rurnena R ONS conhguations

Contgures sigrp. 1. Conhguies et hop. . configun

Contgures interlnce parmeters faf pigro. 1. Conty

Clears s confguration for an AS

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

Insert v 23] Deployment: | Everytime Type:

tunnel-group DefaulctWEBVFNGroup webvpn-attributes
without-csd

tunnel-group DefaultRAGroup webvpn-attributes
without-cad

Append

» Variables

Property

Name Dimension Default Value (Type:Name)

Mo records to display

Override

Description

Devices(C|HFO|A) > FlexConfig2 0|t Ct& Pencil(@1E)E 2 =l5t01 FlexConfig =&




L|C.

~1 Firewall Management Center
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FMC Liod| M FlexConfig & =X

AEXRF Ho| MMof| M st AR E F&LICH O CHS g4 EE {1=H5104 Selected Append
FlexConfigs0oll F7}&fLICt OIX|2t2 2 SaveE ME45104 FlexConfig 22 X{ZH 8L,

FI{E‘IWHH Management Center e - - P — —

 Selected Prepend FlaxConfigs

ected Appand FlexConfigs
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Targeted Devices

Taegotd Devices

ch you want 1o apply this policy.

o sk

24
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<#froot>
FTD72#

show run tunnel - group Defaul t RAG oup

tunnel-group DefaultRAGroup general-attributes
address-pool TEST-POOL

tunnel-group DefaultRAGroup webvpn-attributes
authentication certificate

wi t hout - csd

FTD72#

show run tunnel - group Def aul t WEBVPNGr oup

tunnel-group DefaultWEBVPNGroup general-attributes
address-pool TEST-POOL

tunnel-group DefaultWEBVPNGroup webvpn-attributes
authentication certificate

wi t hout - csd
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Edit Connection Profile

Connection Profile:* LDAP-TG

Group Policy-* DfitGrpPolicy

Client Address Assignment AAA Aliases

Alias Names:

Incoming users can choose an alias name upon first login. Aliases from all connections configured
on this device can be turned on or off for display.

Status

Disabled

URL Alias:

Configure the list of URL alias which your endpoints can select on web access. If users choose the
following URLs, system will automatically log them in via this connection profile.

-

Status

FMC Ul LHolM B 2 &0fl CH$t group-alias M H|gH3at gLt

URL %10l CHEH 7HA O|S-8 445t URLOY CHE #5h+{0| FQDN /S IP FAE U248 of
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Edit URL Objects

Name
LDAP-ALIAS

Description

URL
htips:f/fid1 M com/aaalda

Allow Overrides

FMC Ul LHo{lAH URL-Alias Z4A]| 44

MEHSL T Enabled(& A5t




Add URL Alias

URL Alias:
LDAP-ALIAS

+ Enabled

URL-Alias7} FMC Ul LHO{| A 2 A5} £|9i= x| & QI5fL|C}.
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Edit Connection Profile

Connection Profile:* LDAP-TG

Group Policy=* | DfitGrpPolicy

Client Address Assignment AAA Aliases

Incoming users can choose an alias name upon first login. Aliases from all connections configured
on this device can be turned on or off for display.

Status

Disabled

URL Alias:

Configure the list of URL alias which your endpoints can select on web access. If users choose the
following URLs, system will automatically log them in via this connection profile.

URL Status

LDAP-ALIAS (https://fid1 | com/aaaldap) Enabled

FMC Ul LHolAM E{d 2 E0il CHEH URL-Alias &M
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Remote Access VPN Policy(F423 A M|A VPN H2H) LHO| Advanced(2) B2 0O|S & Lct. 7|
= Mol et Ui MY SMS MEELICEH MENSH & oiE F7HE MEIELICH

[ I [ S |

Local Reslm: M Dynamic Access Policy;

ion Profile Mapping
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Add Certificate Map

Map Name*:
Certificate-Map-CN

Mapping Rule

Configure the certificate matching rule

i Field Component Operator Value

1 Subject

[ [==T]

CN (Common Nami ~ Equals customvalue
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Add Connection Profile to Certificate Map

Choose a Certificate Map and associate Connection Profiles to
selected Certhicate Map.

Certificate Map Name*:
Certificate-Map-CN

Connection Prohle®:
LDAP-TG

2l XE FMC Ul LHS| ¥5t= B 280 HAZELICt

A2 Xt7} DefautWEBVPNGroupL 2 M E|= iZof Alujg Z 7|
DefauItWEBVPNGroupQE TFAERA=X] EelgtL|Ch 22 | Save(Xd
2 FHELcH

RAVPN

Enter Description

Dynamic Access Policy: M
Connection Prole Access Interfoces  Advanced

Socure Clent Images General Sattings for Connection Profila Mapping
. Secure Clent Cusiomization The tiovica processas the pokcies in 1he ordss kEtod below Untl i Snus 3 match
61 Teat and Messages Use group URL if group URL and Gertificat Map match difforent Connoction Profies
@ Use the configured niles to match & certificate 1o 8 Connection Profile
eons and Images
Seripts Certificate to Connection Profile Mapping
3 Chant request is chacked agains! each Corscate Map, associsted Connectn Profile wil bo usad whon ndos ars matched If nore of She Cortificats Mag s malchod, detault connection profile wil ba chosan

Binaris
Custom Installer Transforms
Localized Installer Transforms
Address Assignment Policy
Certificate Maps
Geowp Policies
LEWAE Attribute Mapping
Lead Balancing
. IPsec
Cryplo Maps
KE Policy

Paoc/IKEv2 Parameters DrefaulWEENFHGroup

X OjEe 21 E FMC Ul LI2| DefautWEBVPNGroup2 2 #Z8gtLIC}.
IPsec-IKEv2

¢5tE IPsec-IKEv2 4 MEHSE T Edit Group Policy(2& Y




Edit Connection Profile

Connection Profile:* IKEV2

Group Policy:* | IKEV2-IPSEC

Client Address Assignment AAA Aliases

IP Address for the remote clients can be assigned from local IP Address pools/DHCP Servers/AAA
Servers. Configure the 'Client Address Assignment Policy’ in the Advanced tab to define the
assignment criteria.

Address Pools:

Name IP Address Range

AnyConnect_Pool 10.50.50.1-10.50_50_6

DHCP Servers:

Name DHCP Server IP Address

FMC Ul LHOIM 28 MAS =Rt}

General( gt B0{ A VPN Protocols(VPN Z2E Z) MMO 2 0|55}04 IPsec-IKEv2 & X} 7} MEH
EIRA=X| =elghct.



Edit Group Policy

Pd e *

IKEV2-IPSEC

Description

Geneml Secure Chant Achsanced

VPN Protocols VPN Tunnel Protocol

Specify the VPN tunnel types that user can use, Al least one tunneding mode

I Address Pools must be configured for users to connect over a VPN tunned.

Banner ga

DMNSAWING & |Psec-lKEvZ

Spiit Tunneling

FMC UIS| 1 & M

VPN Z20j 17|01l Server List(AMt E22) 8o 2 o|SELICH.
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Server List Entry
Server Lpad Balancing Servers SCEP Mobile Certificate Pinning
Primary Server Cormection Information
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FQDMor IP A... Lsar Group B AsA gateway
ﬂdl:(t}m IKEV2 Auth Methiod During [KE Megotiation  |EAP-AnyCornect
Group LRL [KE [dertity (105 gateway only)
Baclowup Servers
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Move Lo
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9 Cisco Secure Client

AnyConnect VPI:
Contacting FTD 1-IPSEC.

FTD1-IFSEC Connect

i ©

8 Cisco Secure Client | FTD1-IPSEC

Lszername:

Password:

IPsec-IKEv2 RAVPN 217 Alof| CHet 2ot Z2t0|HE Ul 27| lLICh
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ASA# configure terminal
ASA(config)# tunnel-group DefaultWEBVPNGroup webvpn-attributes
ASA(config-tunnel-webvpn)# authentication certificate

ASA# configure terminal
ASA(config)# tunnel-group DefaultRAGroup webvpn-attributes
ASA(config-tunnel-webvpn)# authentication certificate



DefaultWEBVPNGroup % DefaultRAGroup0il A Hostscan/Secure Firewall Posture
HI & S 3h(MEH ALE)

ol= Y 2HZH 0 Hostscan/Secure Firewall Posture7} /& Z<0{2F Z8tL|Ct. o] EHAl0MHE
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Default WEBVPNGroup 2! DefaultRAGroupdt @122 T 2 1t 2o CHEF webvpn-attributes AlM 2 &
245} 1 without-csdS 7345104 A= ZQIE ZHAL 7|52 HIE A58 Ct.

ASA# configure terminal
ASA(config)# tunnel-group DefaultWEBVPNGroup webvpn-attributes
ASA(config-tunnel-webvpn)# without-csd

ASA# configure terminal
ASA(config)# tunnel-group DefaultRAGroup webvpn-attributes
ASA(config-tunnel-webvpn)# without-csd
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ASA# configure terminal

ASA(config)# tunnel-group NAME webvpn-attributes
ASA(config-tunnel-webvpn)# group-alias NAME disable
ASA(config-tunnel-webvpn)# group-url https://FQDN/name enable
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ASA(config)# crypto ca certificate map NAME 1
ASA(config-ca-cert-map)# subject-name attr cn eq customvalue

ASA(config)# webvpn
ASA(config-webvpn)# certificate-group-map NAME 1 TG-NAME

ASA(config)# tunnel-group DefaultWEBVPNGroup webvpn-attributes
ASA(config-tunnel-webvpn)# tunnel-group-map default-group

IPsec-IKEv2

A Hm|agiold ZEM 7[E I8 HME £85HL M I8 BME ddstn did I8 &
Mol CHEt SEE YT = UGLICH 6 Mol U= B2 IKE2E RLUE von B Z2EER
gdstgtLict ol 28 ﬂxHol IPsec-IKEV2 #1Z4 HA|A VPN 1Z0f AHEE B 250 2L /o]
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XML Z 212 MEIS T ASAL| B O & O|&1t YX|5HT = User Group ZEE HZE5t 11
EZE IPsec2 2 75l of Lict.

ASA# configure terminal

ASA(config)# group-policy GP-NAME internal
ASA(config)# group-policy GP-NAME attributes
ASA(config-group-policy)# vpn-tunnel-protocol ikev2

ASA(config)# tunnel-group TG-NAME general-attributes
ASA(config-tunnel-general)# default-group-policy GP-NAME
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O Cancel
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Unauthorized Access Vulnerability 20234 9&
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https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/221806-password-spray-attacks-impacting-custome.html#:~:text=Cisco%20Secure%20Firewall.-,Background%20Information,be%20related%20to%20reconnaissance%20efforts.
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-asaftd-ravpn-auth-8LyfCkeC
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-asaftd-ravpn-auth-8LyfCkeC
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/defense-center/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/defense-center/products-installation-and-configuration-guides-list.html
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