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Sensors

You can monitor traffic in public cloud environments by fol

ona-a6fcbd
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<#root>

7} 8.8.8.801lA Google DNS M & &

ing the instructions on the relevant integrations page:

LICH.



user@example-ona:~#

ping -c4 8.8.8.8

PING 8.8.8.8 (8.8.8.8) 56(84) bytes of data.

From 10.10.10.11 icmp_seg=1 Destination Host Unreachable
From 10.10.10.11 icmp_seqg=2 Destination Host Unreachable
From 10.10.10.11 icmp_seg=3 Destination Host Unreachable
From 10.10.10.11 icmp_seg=4 Destination Host Unreachable

--- 8.8.8.8 ping statistics ---
4 packets transmitted, O received, 100% packet Toss, time 3065ms

user@example-ona:~#

MM7L LT ' IPFALE pinge = Sl B2 KHAMIS| otEAMAIR.

BB AL83t0od 7|2 HIOIEROIE route-n ZEELICH
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Mol 22216t 1 B2 sudo curl https://sensor.ext.obsrvbl.com A8 8t L|C}.
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745t7] SIE MM 7l
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<#root>

user@example-ona:~#
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https://sensor.ext.obsrvbl.com

sudo curl https://sensor.ext.obsrvbl.com

[sudo] password for user:
curl: (6) Could not resolve host: sensor.ext.obsrvbl.com
user@example-ona:~#
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<#root>

user @xanpl e- ona: ~#

sudo curl https://sensor.ext.obsrvbl.com

[ sudo] password for user:
{"wel cone": " exanpl e-donai n"}
user @xanpl e- ona: ~#


https://sensor.ext.obsrvbl.com
https://sensor.ext.obsrvbl.com
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https://sensor.ext.obsrvbl.com
https://sensor.ext.obsrvbl.com
https://sensor.anz-prod.obsrvbl.com

user@example-ona:~# sudo curl https://sensor.anz-prod.obsrvbl.com

[sudo] password for user:
","identity":"240.0.0.0"}

{"error":"unknown identity",
user@example-ona:~#

DNS 2H|
20l |ct.

=]

2 AM83t0 DNSHHE cat /etc/netplan/01-netcfg.yaml

<#root>

user@example-ona:~#

sudo systenctt|l restart systend-resol ved. service

[sudo] password for user:
user@example-ona:~#
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Netplan Z1I| 12{|0| M T UL /etc/netplan C|H E2| 0] X{Z&ElL|CH

g ol CIHMEZHM YAML Tt &t F 7] 22 &= J&Lict 228 nted 0|&2 01-netcfg.yaml /== 50-cloud-
inityaml &L|Ct.

BHE AE 504 Netplan Z4Z| 2284 0|4 IS sudo vi /etc/netplan/01-netcfg.yaml 3LICEH



Netplan Z4I| 22|04
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<#froot>
user@example-ona:~#
resol vectl status | grep -A2 'DNS Servers'
DNS Servers: 10.122.147.56
DNS Domain: example.org
user@example-ona:~#
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<#root>

user@example-ona:~#

df -ah /

FiTesystem Size Used Avail Use% Mounted on
/dev/mapper/vgona--default-root 30G 30G 0G 100% /
user@example-ona:~#

O Md 2O E X|@ 0| BHEo 2 C|AT S journalctl --vacuum-time 1d & £ & L|Ct.

<#root>

user@example-ona:~#

journal ctl --vacuumtime 1d

Vacuuming done, freed OB of archived journals from /var/log/journal.

{Removed for brevity}

Vacuuming done, freed 2.9G of archived journals from /var/log/journal/315bfec86e0947b2a3a23da2a672e577.
Vacuuming done, freed OB of archived journals from /run/log/journal.

user@example-ona:~#
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https://www.cisco.com/c/en/us/support/security/stealthwatch-cloud/series.html

2

Moz s4et7| 9

- =

A X|IH 20| ONA MIME 7|2 M5t netflow Z/EEE IPFIX HIOIEE S5

0
0

EolstzdH

AEHE grep PNA_SERVICE /opt/obsrvhl-ona/config

<#root>

user@example-ona:~#

grep PNA_SERVI CE /opt/obsrvbl -ona/config

OBSRVBL_PNA_SERVICE="false"
user@example-ona:~#

MH|AT} fase2 MHEE F2 tote WEXHI T sSCA ZEHO| MIA] Settings > configure monitoring ol CHEH LIAE|0] Q=X

ch



& ona-80a187 Settings -~
a

IP Address: 192.168.28.
Heartbeat Received: » 2023-02-1

Heartbeat Sent: 2023-02-1
| a=t Flow Rarcnrd: & 20273-N72-1

change name

confgure Netflow/IPFIX

configure monitoring

MHE|A7} ps-fu obsrvbl_ona| grep pna EAIZ| T 64 £l ZLEZEE HEST He(7t LHPE/H Eya o2& M™ELICH

<#root>

user@example-ona:~#

ps -fu obsrvbl _ona | grep pna

obsrvbl+ 925 763 0 Feb09 ? 00:29:04 /usr/bin/python3 /opt/obsrvbl-ona/ona_service/pna_pusher.py
obsrvbl+ 956 920 0 Feb09 ? 00:24:00 /opt/obsrvbl-ona/pna/user/pna -i ensl192 -N 10.0.0.0/8 172.16.0.0/12
obsrvbl+ 957 921 0 Feb09 ? 00:00:00 /opt/obsrvbl-ona/pna/user/pna -i ens224 -N 10.0.0.0/8 172.16.0.0/12
user@example-ona:~#

H@o| E240]HE PNA MH[A0| Z2 M A ID7F 956 & 9570(04, 7HR! =4 ¥42{ 10.0.0.0/8, 172.16.0.0/12 & 192.168.0.0/160|
ens192 ! ens224 QIE{m| 0| A0 ZLIE{RIES Eod ELICI



D T4 H9 U QIE{H 0|4 0|F2 MMl HI|TFolM W TEf mat o 4 aLict

SSLes

0| W2 A8 35104 /opt/obsrvbl-onallogs/ona._service/ona-pna-pusher.log I 20l A SSL 2 F £ |ess /opt/obsrvbl-onallogs/ona._service/ona-
pna-pusher.log AE & LICtH

oM @77t MSELICtH



(Caused by SSLError(SSLCertVerificationError(1l, '[SSL: CERTIFICATE_VERIFY_FAILED] certificate verify fa

BHE woet https://s3.amazonaws.com M5t T EE HESH0 7t HTTPS AAL7H U= X[ =QlFrLICH.
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