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The graymail application tried and failed 3 times to successfully complete an update.
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<#root>
(esa.example.local) (SERVICE)>

di spl ayal erts

Date and Time Stamp Description

22 Nov 2024 12:00:00 +0300 The graymail application tried and failed 3 times to successfully complete a

outage.
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<#root>
esa.example.local (SERVICE)>

grep -i "update failed" updater_I|ogs

Fri Nov 22 12:00:00 2024 Warning: graymail update failed
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<tfroot>

(Machine esa.example.local)>
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Component Version Last Updated File Version

CASE Core Files 3.13.2-045 14 Nov 2024 04:06 (GMT +00:00) 1731414068326236

CASE Utilities 3.13.2-045 14 Nov 2024 04:06 (GMT +00:00) 1731414072027229

Structural Rules 3.13.2-20241121_201008 21 Nov 2024 23:30 (GMT +00:00) 1732231660607257

Web Reputation DB 20241016_150447 14 Nov 2024 04:06 (GMT +00:00) 1729091106299038

Web Reputation DB Update 20241016_150447-20241016_150447 14 Nov 2024 04:06 (GMT +00:00) 172909110643616
Content Rules 20241122_021309 22 Nov 2024 02:15 (GMT +00:00) 1732241625451653

Content Rules Update 20241122_022837 22 Nov 2024 02:30 (GMT +00:00) 1732242536816053

Bayes DB 20241122_004336-20241122_013648 22 Nov 2024 01:40 (GMT +00:00) 1732239454073553

SOPHOS Status: UP CPU: 0.0% RAM: 396M

Component Version Last Updated File Version

Sophos Anti-Virus Engine 3.2.07.392.0_6.12 14 Nov 2024 04:06 (GMT +00:00) 1729232666
Sophos IDE Rules 2024112103 21 Nov 2024 22:55 (GMT +00:00) 1732228972

GRAYMAIL Status: UP CPU: 0.0% RAM: 280M

Component Version Last Updated File Version

Graymail Engine 01.430.00 Never updated 143000

Graymail Rules 01.431.37#45 22 Nov 2024 02:25 (GMT +00:00) 1709881322
Graymail Tools 8.0-006 Never updated 1110080006

MCAFEE Status: UP CPU: 0.0% RAM: 670M

Component Version Last Updated File Version

McAfee Engine 6700 Never updated 6700

McAfee DATs 11263 21 Nov 2024 11:29 (GMT +00:00) 1732187479

AMP Status: UP CPU: 0.0% RAM: 163M
Component Version Last Updated File Version

AMP Client Settings 15.0.0-006 14 Nov 2024 04:06 (GMT +00:00) 100110
AMP Client Engine 1.0 Never updated 10
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<#root>
(Machine esa.example.local)>

tel net updates.ironport.com 80

Trying 23.62.46.116...


https://www.cisco.com/c/en/us/td/docs/security/esa/esa16-0/user_guide/b_ESA_Admin_Guide_16-0/b_ESA_Admin_Guide_12_1_appendix_0101111.html

Connect ed
to a23-62-46-116.deploy.static.akamaitechnologies.com.

(Machine esa.example.local)>

tel net downl oads.ironport.com 80

Trying 96.16.55.20...
Connect ed
to a96-16-55-20.deploy.static.akamaitechnologies.com.

(Machine esa.example.local)>

tel net update-mani fests.ironport.com 443

Trying 208.90.58.5...
Connect ed
to update-manifests.ironport.com.

(Machine esa.example.local)>

t el net updat e- mani f ests. sco. ci sco. com 443

Trying 208.90.58.6...
Connect ed

to update-manifests.sco.cisco.com.
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1. update-manifests.ironport.com2 £ 2|% 0{Z2}0|21A 0] A& £l update-
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<#root>
(Cluster esa.lab)>

updat econfig

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- CLUSTERSET - Set how updates are configured in a cluster

- CLUSTERSHOW - Display how updates are configured in a cluster
- VALIDATE_CERTIFICATES - Validate update server certificates
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- TRUSTED_CERTIFICATES - Manage trusted certificates for updates
(1>

dynam chost

This command 1is restricted to "machine" mode. Would you Tike to switch to "machine" mode? [Y]>

Choose a machine.
1. esal.lab.local
2. esa2.lab.local
[1]>

Enter new manifest hostname:port

i

updat e- mani f ests. sco. ci sco. com 443

1>
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https://www.cisco.com/c/en/us/support/security/cloud-email-security/products-user-guide-list.html
https://www.cisco.com/c/en/us/support/security/cloud-email-security/products-user-guide-list.html
https://www.cisco.com/c/en/us/support/security/email-security-appliance/products-user-guide-list.html
https://www.cisco.com/c/en/us/support/security/email-security-appliance/products-user-guide-list.html
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
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