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import requests

def read_config(file_path):

Reads the configuration file to get the API base URL, client ID, and API key.

config = {}

try:
with open(file_path, 'r') as file:



for Tine in file:
# Split each Tine into key and value based on '='
key, value = Tine.strip().split('=")
config[key] = value
except FileNotFoundError:
print(f"Error: Configuration file '{file_path}' not found.')
exit(l) # Exit the script if the file is not found
except ValueError:
print(f"Error: Configuration file '{file_path}' 1is incorrectly formatted.")
exit(l) # Exit the script if the file format is invalid
return config

def read_guids(file_path):

Reads the file containing GUIDs for endpoints to be isolated.
try:
with open(file_path, 'r') as file:
# Read each Tine, strip whitespace, and ignore empty lines
return [line.strip() for Tine in file if Tline.strip()]
except FileNotFoundError:
print(f"Error: GUIDs file '{file_path}' not found.")
exit(l) # Exit the script if the file is not found
except Exception as e:
print(f"Error: An unexpected error occurred while reading the GUIDs file: {e}")
exit(1l) # Exit the script if an unexpected error occurs

def isolate_endpoint(base_url, client_id, api_key, connector_guid):
Sends a PUT request to isolate an endpoint identified by the connector GUID.
Args:
base_url (str): The base URL for the API.
client_id (str): The API client ID for authentication.
api_key (str): The API key for authentication.
connector_guid (str): The GUID of the connector to be isolated.
url = f"{base_url}/{connector_guid}/isolation"
try:
# Send PUT request with authentication
response = requests.put(url, auth=(client_id, api_key))
response.raise_for_status() # Raise an HTTPError for bad responses (4xx and 5xx)

if response.status_code == 200:
print(f"Successfully isolated endpoint: {connector_guid}")
else:
print(f"Failed to isolate endpoint: {connector_guid}. Status Code: {response.status_code},
except requests.RequestException as e:
print(f"Error: An error occurred while isolating the endpoint '{connector_guid}': {e}'")

if _name__ == "_main__":
# Read configuration values from the config file
config = read_config('config.txt")

# Read Tist of GUIDs from the GUIDs file
connector_guids = read_guids('guids.txt"')

# Extract configuration values

base_url = config.get('BASE_URL"')
api_client_id = config.get('API_CLIENT_ID")
api_key = config.get('API_KEY"')

# Check if all required configuration values are present



if not base_url or not api_client_id or not api_key:
print("Error: Missing required configuration values.")
exit(l) # Exit the script if any configuration values are missing

# Process each GUID by isolating the endpoint

for guid in connector_guids:
isolate_endpoint(base_url, api_client_id, api_key, guid)
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