74 Ated 1: service resetoutboundZt EA451 5|1 S 2tO|IE-MH EB]=l0] L2 E
178 Ated| 2: service resetoutboundZt EHA45HE|X| of 1 Z2tO[QIE-MHH EE{Zl0| {E F

24 Al 3: service resetoutboundZt H|Ef M8t E| 11 (7|2 %O 2) service resetinbound 7} H|EH 44
SHE(ZIEMOZ)

074 Abed| 4: service resetoutboundZt HIEH 43S E| 71 (7|2 2O 2) service resetinbound 7} H| &4
§|:EI
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7. MHS= S22 ASA 2! Secure Firewall Threat Defense0d| 2& =l L|C}.

Ol EMe| HE= 5 & gt &2l CIHIO|AE EOIZ A EERI&LICH O EX{o0l| AHEE 2 E Clut
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OlaE X7I3tE(7|2) ZE|ado[Me 2 AR EIRA&LICH B HELZI 58 1 8¢ 2E
BE o HAXQ S 0|2| SXIStA|IZ| HHEfLICH
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&5tX| oot AE|0|EE Y|S0l ols T & mfZlof CiEr MHE T ™MEE LT

A @47 1: MH|A resetoutbound 7+ 2H445HE]T Sato|tE-ME 7+ E2i=lo| HRELICH

7|1B™Mo 2 sarviceresetoutbound= 2 E QIE{H| 0| A 0] CH3H &4 5tELICE O] 128 AtE|ol= EEI0|ME-MH ESfEEZ 585t
F=lo| gigLich

1. Client send TCP SYN SYN 2. Firewall does not

to 10.10.20.250/17111 ¥ allow this packet. It

through Firewall _drops it.

3. Firewall send RST
RST packet to client

OUTSIDE

192.168.191.250
Client

10.10.20.250
Server

# show capture

capture cap_I type raw-data trace trace-count 50 interface INSIDE [Capturing - 0 bytes]
match tcp host 192.168.191.250 host 10.10.20.250

capture cap_0 type raw-data trace trace-count 50 interface OUTSIDE [Capturing - 0 bytes]
match tcp host 192.168.191.250 host 10.10.20.250

capture asp type asp-drop all [Capturing - O bytes]

match tcp host 192.168.191.250 host 10.10.20.250



service resetoutbound= 7|2 MO 2 &M SHEILICH [MEkA B239| £2404| show run service OFF W EA|E|X| to ™ &SI E[}ZS
o|o|ghLct.

# show run service ...

u
ok

1. 22I0|HE TV} whalude S8l A 10.10.20.250/171110{l TCPSYNS M&&tL|ct o] Zix{o| mi!

# show capture cap_I
1: 19:48:55.512500 192.168.191.250.46118 > 10.10.20.250.17111: S 3490277958:3490277958(0) win 29200 <ms

51835t= ACLO| ileo 2 Hot w0 M O|F U= O|RE O THZA!Z acl-drop & A& LICt O THZ!2 asp-drop

2.0l EBiEE S
M M E LT

captured|

# show capture cap_I packet-number 1 trace det

1: 19:48:55.512500 a2c7.1e00.0004 0050.56b3.05b1l 0x0800 Length: 74
192.168.191.250.46118 > 10.10.20.250.17111: S [tcp sum ok] 3490277958:3490277958(0) win 29200 <mss 1380
(DF) (ttl1 49, id 60335)

<output removed>

Subtype: Tlog

Result: DROP

Config:

access-group allow_all global

access-1list allow_all extended deny 1ip any any
Additional Information:

<output removed>

Result:

input-interface: INSIDE
input-status: up
input-Tine-status: up
output-interface: OUTSIDE
output-status: up
output-line-status: up
Action: drop



Drop-reason: (acl-drop) Flow 1is denied by configured rule, Drop-location

: frame 0x0000561961c8333f flow

3 HUSHR AAIPFAZ M IPFAE AFE510{ RST IHZ!E MEELICE O Zx{Q| mZ! HE 2:

# show capture cap_I

1: 19:48:55.512500 192.168.191.250.46118 > 10.10.20.250.17111: S 3490277958:3490277958(0) win 29200 <ms
timestamp 2096884214 0,nop,wscale 7>

2: 19:48:55.512806 10.10.20.250.17111 > 192.168.191.250.46118: R 0:0(0) ack 3490277959 win 29200

174 ARl 2: serviceresetoutboundZt EHAISHEIX| 21 2ato|HE-MH EajZ 0| HHEY

174 At 20 = S2toIUE-MH EBfEE 585t 7=El0] ¢

n:O

O serviceresetoutbound 7} HI|Z 445 E|0{ Q& L|Ct.

1. Client send TCP SYN SYN
to 10.10.20.250/17111
through Firewall

2. Firewall does not
# allow this packet. It
drops it.

3. Firewall drops the
SYN packet silently

INSIDE OUTSIDE

192.168.191.250
Client

10.10.20.250
Server

0| show run service H232 MH|A resetoutbound”7} H|EHZIE| U S S EAIE



# show run service
no service resetoutbound

H

Ju
o
o
rr
o
Loj
1T
1o
Ofm

8 TCP TCPE AME{ 10.10.20.250/171110f| A& gtL|Ct. o] Zix{e| THZ! #i5 1:

# show capture cap_I

1: 19:48:55.512500 192.168.191.250.46118 > 10.10.20.250.17111: S 3490277958:3490277958(0) win 29200
<mss 1380,sackOK,timestamp 2096884214 0,nop,wscale 7>

2.0| ECfEIE 3183l= ACLO| giea 2 Hot &5tsdo| M Olf & 204 O THZ! 2 acl-drop A A& LICH O HZ!2 asp-drop capture.

# show capture cap_I packet-number 1 trace det

1: 19:48:55.512500 a2c7.1e00.0004 0050.56b3.05b1 0x0800 Length: 74 192.168.191.250.46118 > 10.10.20.250

3. & SYN H{Z!E asp-drop capture EA|5HX|BH LHE QIE{H|O|AE Salf CtA| M&El RST T Olcap | capture Si&LICEH.

# show cap cap_I
1: 23:58:32.850755 192.168.191.250.46118 > 10.10.20.250.17111: S 3490277958:3490277958(0) win 29200 <ms

# show cap asp
1: 23:58:32.850999 192.168.191.250.46118 > 10.10.20.250.17111: S 3490277958:3490277958(0) win 29200 <ms

178 Al 3: serviceresetoutboundZ} H| &S| (7| 2 2 2) serviceresetinbound?} H|EHESHE (7| 2E o 2)

7|2 %0 2 sarviceresetoutbound= 2E QIE{H| 0| A 0] CHSH & A48 E| T serviceresetinbound = H|E A45HE|L|C}.



2. Firewall does not NON-SYN packet 1. Server sends a TCP packet to
have a built connection | _ P 192.168.191.250/17111

for this flow. 5 through Firewall.

3. Firewall drops the
non-SYN packet silently

OUTSIDE

192.168.191.250
Client

10.10.20.250
Server

1. MM Yateg Sl 22tolAE0| TCP IHZ(SYN/ACK)E & ELICH YatHol= ol ZE=<of CHa 5 & dZo] gl&LIc

# show capture cap_0

1: 00:22:35.111993 10.10.20.250.17111 > 192.168.191.250.46118: S 3475024584:3475024584(0) ack 349027795

2. ™2 et HHE MSEIX| of&LICH O] SYN/ACK TZ!2 0|} HE| AFHS 22 tep-not-syn AFA|EILICH 8 asp-drop
capture Z{ % E/L|C}

# show capture cap_0O packet-number 1 trace detail

1: 00:22:35.111993 a2c7.1e00.003e 0050.56b3.1ef5 0x0800 Length: 70

10.10.20.250.17111 > 192.168.191.250.46118: S [tcp sum ok] 3475024584:3475024584(0) ack 3490277959 win
(DF) (tt1 255, id 62104)

<output removed>

Result:

input-interface: OUTSIDE

input-status: up

input-Tline-status: up

output-interface: INSIDE

output-status: up

output-line-status: up

Action: drop

Drop-reason: (tcp-not-syn) First TCP packet not SYN, Drop-location: frame 0x0000561961c89aaa flow (NA)/
</pre



# show capture asp

1: 00:22:35.112176 10.10.20.250.17111 > 192.168.191.250.46118: S 3475024584:3475024584(0) ack 349027795

178 Al 4: serviceresetoutboundZ} H|Z/J2tE| D (7|2 M 2 2) serviceresetinbound 7} H|2Hd $H

7|22 2 serviceresetoutbound= 2E QIE{H 0|A 04| CHSH H|EH 43t E| T serviceresetinbound= CHS A% WHEO 2 H|EMHsHE L
Ct.

: 1. Server sends a TCP packet to :

| 2. Firewall does not NON-SYN packet
have a built connection = P | 192.168.191.250/17111
for this flow. [ through Firewall.

3. Firewall drops the

non-SYN packet and send RST packet
a RST packet to server. |

INSIDE

OUTSIDE

10.10.20.250
Server

192.168.191.250
Client

0| 224 2| show run service £230{ = service resetoutbound?} 7| 2 o 2 H|& A4St E|0{ T service resetinbound?7} Z1I|Z2f|0|M HEH
off o|al HIEH35tE|0] USE EAIFLICH

# show run service
service resetinbound

1. MM &2 Sl Z2H0|1E | TCP IHZN(SYN/ACK)S ™S ELICH.

# show cap cap_0

1: 00:32:26.434395 10.10.20.250.17111 > 192.168.191.250.46118: S 3475024584:3475024584(0) ack 349027795



24390l = ol E= 0l Cial 5 & 2A4Z0| gl O|E AMELICH & asp-drop captures IHZ! S FE AIRfLICH

# show capture cap_0 packet-number 1 trace detail

1: 00:32:26.434395 a2c7.1e00.003e 0050.56b3.1ef5 0x0800 Length: 70

10.10.20.250.17111 > 192.168.191.250.46118: S [tcp sum ok] 3475024584:3475024584(0) ack 3490277959 win
(DF) (ttl1 255, id 62104)

<output removed>

Result:

input-interface: OUTSIDE

input-status: up

input-line-status: up

output-interface: INSIDE

output-status: up

output-line-status: up

Action: drop

Drop-reason: (tcp-not-syn) First TCP packet not SYN, Drop-location: frame 0x0000561961c89aaa flow (NA)/

rlo

3. serviceresetinbound O % &322 SEIO[HES AA IPFAL 7 MHHZ RST THZ!S ™S ELICH

# show capture cap_O
1: 00:32:26.434395 10.10.20.250.17111 > 192.168.191.250.46118: S 3475024584:3475024584(0) ack 349027795
2: 00:32:26.434608 192.168.191.250.46118 > 10.10.20.250.17111: R 3490277959:3490277959(0) ack 347502458
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