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ASA1:

ip local pool anyconnect 10.4.0.100-10.4.0.200 mask 255.255.255.0

interface GigabitEthernet0/0
nameif outside

security-level 0

ip address 10.1.1.1 255.255.255.0
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interface GigabitEthernet0/1

nameif inside

security-level 100

ip address 192.168.1.1 255.255.255.0

route outside 0.0.0.0 0.0.0.0 10.1.1.2 1

webvpn
enable outside
anyconnect enable
tunnel-group-1list enable

group-policy anyconnect internal
group-policy anyconnect attributes
dns-server value 192.168.1.99
vpn-tunnel-protocol ssl-client
default-domain value example.com
username examplel password *¥¥%%
username examplel attributes
vpn-group-policy anyconnect
service-type remote-access

tunnel-group anyconnect-tunnel-group type remote-access
tunnel-group anyconnect-tunnel-group general-attributes
address-pool anyconnect

default-group-policy anyconnect

tunnel-group anyconnect-tunnel-group webvpn-attributes
group-alias example enable

ASAZ2:

ip local pool anyconnect 10.4.0.100-10.4.0.200 mask 255.255.255.0

interface GigabitEthernet0/0
nameif outside

security-level 0

ip address 10.2.1.1 255.255.255.0

interface GigabitEthernet0/1

nameif inside

security-level 100

ip address 192.168.1.1 255.255.255.0

route outside 0.0.0.0 0.0.0.0 10.2.1.2 1

webvpn
enable outside
anyconnect enable
tunnel-group-1list enable

group-policy anyconnect internal
group-policy anyconnect attributes
dns-server value 192.168.1.99
vpn-tunnel-protocol ssl-client
default-domain value example.com



username examplel password *¥%%%

username examplel attributes
vpn-group-policy anyconnect
service-type remote-access

tunnel-group anyconnect-tunnel-group type remote-access
tunnel-group anyconnect-tunnel-group general-attributes

address-pool anyconnect

default-group-policy anyconnect
tunnel-group anyconnect-tunnel-group webvpn-attributes

group-alias example enable
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Metwork Connection Details )4

Metwork Connection Details
Property Value
Connection-speciic DN. ..
Description Intel(R} PRO/1000 MT Network Connecti
Fhysical Address 52-54-00-08-68-6F
DHC P Erabled e
Pvd Address 10.31.2
|Pvd m Mask 2552552550
Pvd DNS Server 10314
|Pvd WINS Server

NetBIOS over Tepp En..  Yes
Linkdocal IPvE Address  feB0::6147.2eeb 56475004416

|Pv6 Defauk Gateway
|PwE DNS Server
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