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= @ Cisco ASDM-1DM Launcher i

Device IP Address / Name: 192.0.2.1 .
Username:

Pasoweord:

| | Remember the username of the specified device on this computer

oK ] Close

ol&la

<ffroot>

j avax. net . ssl . SSLHandshakeExcepti on: Received fatal alert: handshake_failure

at sun.security.ss1.Alerts.getSSLException(Alerts.java:192)
at sun.security.ssl.Alerts.getSSLException(Alerts.java:154)
at sun.security.ss1.SSLSocketImpl.recvAlert(SSLSocketImpl.java:2033)
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<#root>
ASA(config)#

ssl ci pher ?

configure mode commands/options:

default Specify the set of ciphers for outbound connections
dtlsvl Specify the ciphers for DTLSv1l inbound connections
dtlsvl.2 Specify the ciphers for DTLSv1.2 inbound connections
tlsvl Specify the ciphers for TLSvl inbound connections
tlsvl.1l Specify the ciphers for TLSvl.1l inbound connections
tlsvl.2 Specify the ciphers for TLSv1l.2 1inbound connections
tlsvl.3 Specify the ciphers for TLSv1l.3 1inbound connections

TLSv1.29| &t 53 SM:

<#root>
ASA(config)#

ssl cipher tlsvl.2 ?

configure mode commands/options:
all Specify all ciphers
Tow Specify low strength and higher ciphers
medium Specify medium strength and higher ciphers
fips Specify only FIPS-compliant ciphers
high Specify only high-strength ciphers
custom Choose a custom cipher configuration string.
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S, Cisco ASDM-IDM Launcher o,

CISCO
Device IP Address / Name: 192.0.2.1 - |
Username:
Password:

[ ] Remember the username of the specified device on this computer

| oK | Close
. a[Zle

<#root>
java.lang. |11 egal Argunent Exception: TLSv1.3

at sun.security.ssT.ProtocolVersion.valueOf(Unknown Source)
at sun.security.ssl.ProtocolList.convert(Unknown Source)
at sun.security.ssl.ProtocolList.<init>(Unknown Source)
at sun.security.ss1.SSLSocketImpl.setEnabledProtocols(Unknown Source)
at sun.net.www.protocol.https.HttpsClient.afterConnect(Unknown Source)
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Usermarme: al The certificate present in this devics is nok valid.
5 Certificate date is Expired or not valid &5 per currert date
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<{froot>
#

show crypto ca certificates

Certificate

Status: Available

Certificate Serial Number: 673464d1

Certificate Usage: General Purpose

Public Key Type: RSA (4096 bits)

Signature Algorithm: RSA-SHA256

Issuer Name:
unstructuredName=asa.lab.local
CN=CN1

Subject Name:
unstructuredName=asa.lab.local
CN=asa.lab.local

Validity Date

start date: 10:39:58 UTC Nov 13 2011

end date: 10:39:58 UTC Nov 11 2022

Storage: config

Associated Trustpoints: SELF-SIGNED

Public Key Hashes:
SHA1 PublicKey hash: b9d97fe57878a488fad9de99186445f45187510a
SHA1 PublicKeyInfo hash: 29055b2efddcf92544d0955f578338a3d7831c63
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<tfroot>

conf t

crypto ca trustpoint SELF-SI GNED

enrol | rent self



fqdn

subj ect - name

, St =



exit

crypto ca enroll SELF-SI GNED

crypto ca enroll SELF-SI GNED

WARNI NG The certificate enrollnment is configured with an

that differs fromthe systemfqdn. If this certificate will be

used for VPN authentication this may cause connection probl ens.

Wul d you like to continue with this enrollnent? [yes/no]: yes

% The fully-qualified domain name in the certificate will be: asa.lab.loca

% I nclude the device serial nunber in the subject nane? [yes/no]:

Generate Self-Signed Certificate? [yes/no]: yes
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<tfroot>

ssl trust-point SELF-SI GNED



<#froot>

#

show crypto ca certificates

Certificate

Status: Available

Certificate Serial Number: 673464d1

Certificate Usage: General Purpose

Public Key Type: RSA (4096 bits)

Signature Algorithm: RSA-SHA256

Issuer Name:
unstructuredName=asa.lab.local
CN=CN1

Subject Name:
unstructuredName=asa.lab.local
CN=CN1

Validity Date

start date: 12:39:58 UTC Nov 13 2024

end date: 12:39:58 UTC Nov 11 2034

Storage: config
Associated Trustpoints: SELF-SIGNED

Public Key Hashes:
SHA1 PublicKey hash: b9d97fe57878a488fad9de9912sach3772777

SHA1 PublicKeyInfo hash: 29055b2efdd3737c8bb335f578338a3d7831c63

5. QIE{m[O|ALte| Q1B M HAZA S &HIfLICH.

<tfroot>

#

show run all ssl
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affected by the vulnerability that is described in this advisory and which release included the fix for

this vulnerability.
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