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B, Cisco ASDM-IDM Launcher disco

Contacting tt Error

Device P Ad g -]
.m LInable to launch device manager from 10.62.184.141

Username;

Password: ! Ok .

[_] Remember the username of the specified device on this computer

-

=
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« JavaC|H 23 & Ch3 02| & 5tLHE E AR LICH

<ffroot>

j ava. net. Connect Exception: Connection tinmed out: connect
at java.net.DualStackPTainSocketImpl.waitForConnect(Native Method)

j ava. net . Connect Excepti on: Connection refused: connect

at java.net.DualStackPTainSocketImpl.waitForConnect(Native Method)

Trying for ASDM Version file; url = https://192.0.2.1/admin/

java.io. Fi |l eNot FoundException: https://192.0.2.1/adm n/version. prop

j ava. net . Socket Excepti on: Connection reset

at java.net.SocketInputStream.read(Unknown Source)
at java.net.SocketInputStream.read(Unknown Source)
at sun.security.ss1.SSLSocketInputRecord.read(Unknown Source)

Ol 54 E &Qlsted™ Java 2& 2 & EEEELICHL



Cisco ASDM-IDM Launcher SRn

Device IP Address [/ Name: 192.0.2.1 L]
Username:
Password:

[ ] Remember the username of the specified device on this computer

| OK | Close
| a[&]8
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4. HTTP M7t 445t z|o] Q)1 SHIE S AE/QRIEHO|A 7} FME|0] Q=K &QlghL|Ct.

<#root>
#
show run http

http server enabl e

http 192.0.2.0 255.255. 255. 0 nanagenent

Cisco 1 ID CSCwc67687 "ASA HA & O Z=X|7} HTTP ME{ A A|%f Aluf 2! ASDM 5EHE E2|


https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-release-notes-list.html
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5. ASDM O|0|X|7F 24 Z2{A|0IM AFR 756t A ERJI=X| =olshL|ct
<{troot>
#
dir flash:
Tog

Directory of diskO:/
05:55:01 Nov 14 2024
23:30:37 Cct 17 2024 asdmbin

150 drwx 4096
123665740

1074037795 -rw



#
show run asdm
AE M

asdm i mage di sk0:/asdm bin
no asdm history enable
&5l ASA0] 215t = &< 3DES/AES 2to|4l

=
AS

6. ClO|E 2IE{m|O]

lgrLct.
<#root>
#
show ver | grep Encryption
Encryption hardware device : Cisco ASA Crypto on-board accelerator (revision 0x1)
Encryption-DES Enabled
Encrypti on- 3DES- AES Enabl ed
E{H 0| A0 M & ASHEl Z? WebVPN 2! ASDMO| CH3H MZ CHE =
£ HZASHL HTTPS M ZEE BHFE L
Z|LICt WebVPN MH|AE 7|2 HTTPS
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E7 FEEIRER] =
C}.
0| of|oll A= WebVPN 2! ASDM HM AT BF 3
i |7 Qe ASDME HTTPS £

EE 4430 M A™E[T Qo

<ttroot>

#
show run webvpn

webvpn
default HTTPS port 443

enabl e outside <

#
custom HTTPS port 8443

show run http

http server enable 8443 <
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show run http

http server enable

http 192.0.2. 0 255. 255. 255. 0 nanagenent

# cap capminterface managenent match tcp any any eq https

# show capture capm

138 packets captured

1: 14:20: 44. 355526 192. 0. 2. 35. 50590 > 198.51. 100. 141. 443: S 3649403547: 3649403547(0) wi n 64240

2: 14:20: 44. 356152 198. 51. 100. 141. 443 > 192.0. 2. 35.50590: S 0:0(0) ack 3649403548 wi n 32768



ack 1 win 64240

P 3649403548:3649403918(370) ack 1 w

192. 0. 2. 35.50590 > 198. 51. 100. 141. 443:
ack 3649403918 win 32398

14: 20: 44. 357388

3

192.0.2.35.50590 > 198.51.100.141.443:
198.51.100.141.443 > 192.0.2.35.50590: .
198.51.100.141.443 > 192.0.2.35.50590: P 1:760(759) ack 3649403918 win 3276

4: 14:20:44.384715
5: 14:20:44.384806
6: 14:20:44.385829
9. ASDM2| XY Z|laa AL 0| Bt & ZutstX| b =X| & QIghL|ct
<#root>
#
show resource usage resource ASDM
Resource Current Peak Limit Denied Context
ASDM
1
1
5
0 admin
2 &l35t2{™ show conn all protocol tcp port <port> B2 AFE & LICtH
2 ZEE M33atoF & LICHshow run http).

A ASDM A =22
HTTP M M7} AF25l= 8H

<{froot>

#
show

flags

protocol tcp port 443
idle 0:00:08, bytes 119188,

conn al
198. 51. 100. 141: 443,

2 in use, 8 most used
192.0.2.35: 50620 NP Identity Ifc

TCP nmanagenent



2 Q15t= Ol show asp table socket HEE AL & 4= U&LICEH HTTP A
| @188t & 1% L|CH(show run http).

show asp tabl e socket

Protocol Socket State Local Address Foreign Address
SSL 0027eb28 LISTEN 198.51.100.141:443 0.0.0.0:%
SSL 00305798 ESTAB

198. 51. 100. 141
1443
192.0.2.35

150620

clear conn all protocol tcp port <port> BHEE AFE5t0{ IS X2 &= UYUELICH

10. management-access <interface> B 0| T3 &|01 {1 ASDMO| VPN(Virtual Private
Network Connection)2 &3l <interface> IP0i| 21Z4£|0{ Q! 2™ management-access )
<interface>E A|7{8t % C}A| F7}EfLICE Cisco B2 ID CSCvu2| sl Z2 2eq QL |Ct60373
"ASA - Management-access does not work over Tunnel Interface(ASA - 22| M A7} E{d

OlE{m| 0| A0 M Xt S 5HK| 2",
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11. Cisco HH1 ID CSCwdE & Q18tL|Ct04210
“ASA: ASDM M|440] CLOSE_WAITH HE2] 2| 7|50 & "O| ZE o= oI5
ASDM M| 0| "Lost connection to firewall(& 32401 CHEF 4 ZZ)" HIAIXIZR B2E 5= Q!
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https://tools.cisco.com/bugsearch/bug/CSCvu60373
https://tools.cisco.com/bugsearch/bug/CSCwd04210
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12. Cisco {1 ID CSCwhE = QI8fL|Ct32118
"HTTP M|440] CLOSE_WAITO{ H=24 ASDM Z 2| MM g ol ZEri&Lct" ol Zge
2 QIS HTTP AMI440| CLOSE_WAIT #EiZ T HEI7| HE 0l ASDM 2| MM & ol
CEELICH SiE g

« ASDMO]| CHEr 2R & ElAaA ALSE S FHIELICH

<#root>
#

show resource usage resource ASDM

Resource Current Peak Limit Denied Context
ASDM

1

0 admin

« X Ztol Mgtat Zo™ HTTPS AM|4do| dEfE & QIEfLICH

<#froot>
#

debug menu npshim -w


https://tools.cisco.com/bugsearch/bug/CSCwh32118

Handle State Intf

720108b6 CLOSE_WAIT
57835276 CLOSE_WAIT
58068272 CLOSE_WAIT
6ae93b92 CLOSE_WAIT

« CLOSE_WAIT #Efo| &= 0] 0424 7§ /U= B debug menu pdm 3 BHES
MME 25 X|ZLICh.

I
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13. show blocks B EZ20{|MH 28 12| 54, E3/ LOW L CNT e

« 256HI0|E 2! 1550HI0|E EE 3 7|7} 25 ARIE|o{ EFRE|SLICE.

<tfroot>
#

show bl ocks

SIZE MAX

Low

CNT
0 5700 5608 5700
4 900 899 899
80 5000 4575 5000
256 13568

13563
1550 50000

49974

LICE.

hQ
3
m>

« 256HI0|E 2 1550HI0|1E E8 3 7|7} 25 ATIE[0{ EFL|X|

<#root>
#

show bl ocks

SIZE MAX

Low



0 5700 5608 5700

4 900 899 899
80 5000 4575 5000
256 13568

1550 50000

Cisco H{1 ID CSCvv71435 "ASA 256 Z!/EE= 1550 block depletion cares DMA Memory
unreleased allocation"2 & X 5HAA|Q.
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1. &= M2t syslog HAIXIZH BHE ST 2 MAELICH HAIK| HIZ0| £ 7HE YeHsiQl HIA|
x| IDE CHRTH 22 478 A4 T SR HIAIR|LIC

<tfroot>

Y%ASA- 6- 302013: Built {inbound| out bound} TCP connection_id for interface:real-address/real -port (mapped-:

%ASA- 6- 302014: Teardown TCP connection id for interface :real-address /real-port [(idfw user )] to inte

Ol 32 7tstt &£ AEh Hu|aefo|lM2 o3t Z&Lh

<{froot>

logging rate-linmt 1 10000 nessage 302013

logging rate-linmt 1 10000 nessage 302014

7Bt &AM HAIX|= CHE 3 Z&LICH 302015/ 302016 / 302017 / 302018 / 302020 / 302036 /
302303 /302304 / 302305 / 302306. & =: logging rate-limit B2 X,



https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/I-R/asa-command-ref-I-R/m_log-lz.html#wp2631635369
https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/I-R/asa-command-ref-I-R/m_log-lz.html#wp2631635369
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<{froot>

no | oggi ng message 302013

no | oggi ng nmessage 302014

3. Reactive S M2 &2HE DMA HI2 2|2 sl|AlsH7| 80 ClHFO|A
OltEt EM7F MESHX| A= o Y™ F 5HLIE AHRSHE A 1edst

271 ASA &0 EA|Z|=X] #QlgfL|ct o] 22 ASDM E& SSH

14. O|2{%t 2telnt &
| ZE L

=
7S MEIEHK| 2

I rjo

in}

ERROR: FAIL to ALLOC the stack page Oxffffffffffffffff[size 36864] to 0x00007fa3b0c29000 errno (mmap:um
First MMAP Req/Updated 36864/45056 Front 0x00007fa3b0c28000 rtn 0x00007fa3b0c29000 back 0x00007fa3b0c32
Message #11 : process_create: out of stack memory for name accept/ssh_2 size 32768 prio 3

Message #12 : _listen_ssh: failed to create thread for interface 2 port 22

Cisco H{1 ID CSCwc23844 "30% O|&f 2| 047 HIZ 2|7t (JIZ0l= E75t1 ASAv £2 CPU & &

o RE) BT OF'E HESUAL. Al 7 WHe WahHE MRS UL
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https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/I-R/asa-command-ref-I-R/m_log-lz.html#wp2631635369
https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/I-R/asa-command-ref-I-R/m_log-lz.html#wp2631635369
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Cisco ASDM-IDM Launcher

alZl e

Username.

Device IP Address / Name: 192.0.2.1
|: Remember the username of the specified device on this computer
Close

Password:
Lo )

https://192.0. 2. 1/ adni

o 22 HAIX|7F 2 AIELICH

0jo

java.io. Fil eNot FoundExcepti on:

Java 2& 230i=
Excepti on:

<#root>
NLPExcept i on[ cat egory: Downl oad Error
at com.sun.javaws.Main.TaunchApp(Unknown Source)
at com.sun.javaws.Main.continueInSecureThread(Unknown Source)
at com.sun.javaws.Main.access$000(Unknown Source)
at com.sun.javaws.Main$1l.run(Unknown Source)
at java.lang.Thread.run(Unknown Source)
java.io. Fil eNot FoundException: https://10.75.32.2/admi n/public/asdmjnlp
at sun.net.ww. protocol . http. Ht t pURLConnect i on. get | nput St r eanD( Unknown Sour ce)
at sun.net.www.protocol.http.HttpURLConnection.access$200(Unknown Source)

Caused by:
at sun.net.www.protocol.http.HttpURLConnection$9.run(Unknown Source)
at sun.net.www.protocol.http.HttpURLConnection$9.run(Unknown Source)

at java.security.AccessController.doPrivileged(Native Method)
at java.security.AccessController.doPrivilegedWithCombiner(Unknown Source)
at sun.net.www.protocol.http.HttpURLConnection.getInputStream(Unknown Source)
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Launching Protocol)0oll CH8t Oraclel| x| S22 Qls ASDME Cf 0|4 Java Web StartE |28t
L|C}. ASDME A|ZHstE{E ASDM LauncherE A x|al{ok & LIC}. Cisco Secure Firewall

Xl ot&
ASDM, 7.18(x)2| ZI2|A MEE & X3IAIAIQ
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» Cisco Secure Firewall ASDM Z2|A ME | 7.18(x)
=Xl 3. ASDMO| 'ASDMO| C|HFO|AO|AM A ZE|TB|[0|ME EEStE S £ Al
7|Cted FAA|.'0| M SEHEILICH
ASDM UIO]| EAElE @F = CHS0H Z4&LCh
Status

@
Please wait while ASDM is loading the current

E configuration from your device.
0%

St oI-E;lxl_l 7=|%Fol|_||_-_|:14818
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https://www.cisco.com/c/en/us/td/docs/security/asdm/7_18/release/notes/rn718.html
https://www.cisco.com/c/en/us/td/docs/security/asdm/7_18/release/notes/rn718.html
https://www.cisco.com/c/en/us/td/docs/security/asdm/7_18/release/notes/rn718.html
https://www.cisco.com/c/en/us/td/docs/security/asdm/7_18/release/notes/rn718.html
https://www.cisco.com/c/en/us/td/docs/security/asdm/7_18/release/notes/rn718.html
https://www.cisco.com/c/en/us/td/docs/security/asdm/7_18/release/notes/rn718.html
https://tools.cisco.com/bugsearch/bug/CSCvv14818
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Unable to launch the application. : _.i
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I@] More Information

Error: JAR resources in JNLP file are not signed by same certificate

O|= Cisco {1 ID CSCwcO| A FA45H ehe{ &l 2511 |CH13294
ASA: ASDMI} Java Web LaunchS A2 35104 ASAO]

AT 4 98



https://tools.cisco.com/bugsearch/bug/CSCwc13294
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£t 1: ASDM Java Web Launch X| &2 7.18 E2l2|A FEZ FZEUSLICH ASDM 7.188
E{ JRE 8 2! JNLP(Java Network Launching Protocol)0i] CH&+ Oracle®| X[ S22 QI&}
ASDME [ 0|4 Java Web Start& X|#5tX| et &LICH. ASDME2 A% 5tE{T ASDM

LauncherE M x|sHofF & LICI.

ot
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https://www.cisco.com/c/en/us/td/docs/security/asdm/7 17/release/notes/rn717.html

ot ASDMO| 77% £ SEHE

S0k ASDMO| 77%0ll A SEHEILICE.


https://www.cisco.com/c/en/us/td/docs/security/asdm/7_17/release/notes/rn717.html

(&J Status

®

Please wait while ASDM is loading the current configuration
from your device.

Parsing running configuration...

O|= Cisco HH1

ClHol& HI|TgolME REstE &

ID CSCvhoi 2|3} $ IE Fe{ &l Z28helL|ct02586
ASDMO| 77% M Xx|E



https://tools.cisco.com/bugsearch/bug/CSCvh02586

10| 22 %2 ASDM AZEQ| 0] ZIZ|ANM =™HE|ASLICH REMEH LIS
NEAEE &0l AAIR

2K 6. AEHHIO| 2tStEd0) Al ASDMO]| HAM| A 4= Q& LICt.

eteol| CHS 7|s0| U= X FlgL

_'|:_
S8t ASA AZE2of o|O|x|(of:

asa#

show run boot

boot system disk0:/cisco-asa-fplk.9.22.1.1.SPA



52lst ASDM A Z EQfo4 o|O|X|(o:

asa#

show asdm i mage

Device Manager image file, diskO:/asdm-7221.bin

2| 7. ASDMO]| 'Software update completed(AZE 0] AGI0|E &t=2)' 0l H
L|Ct.

If¥

ASDM UI7} 'Software update completed(AZE 90| AH|0|E 2t 2)'0llM K| LICH BEHA|

(B Cisco ASDM Launcher — P

&, Cisco ASDM-IDM Launcher cisco

Software update completed.

Device P -"l.ddI"ESS.I" MName: 10.62.148.30 ;I
Username: test
Password: I

[:] Remember the username of the specified device on this computer

LK Close

|0 || &

ASDM Java 210 CtS 50| EAIELICH



=5, Cisco ASDM-IDM Launcher cisco

Device IP Address / Name: 192.0.2.1 -
Username:
Password:

[ )| Remember the username of the specified device on this computer

0K Close

\ [ é

java.lang.NullPointerException
at vk.cz(vk.java:780)
at vk.b(vk.java:609)
at vk.<init>(vk.java:409)
at com.cisco.pdm.PDMApplet.start(PDMApplet.java:170)
at com.cisco.nm.dice.loader.Loader$1l.run(Loader.java:416)
Exception in Starting Main window
Exception in thread "SGZ Loader: launchSgzApplet" java.lang.NullPointerException
at com.cisco.pdm.PDMApplet.start(PDMApplet.java:177)
at com.cisco.nm.dice.loader.Loader$1l.run(Loader.java:416)

XtOlE 7tsELICH o & EJ ChS2t Z &L

HO

vk,cz 88 (&) o™

java.lang.NullPointerException
at t6.cr(t6.java:742)
at t6.b(t6.java:573)
at t6.<init>(t6.java:386)
at com.cisco.pdm.PDMApplet.start(PDMApplet.java:168)
at com.cisco.nm.dice.loader.Loader$1l.run(Unknown Source)
Exception in Starting Main window
Exception in thread "SGZ Loader: TaunchSgzApplet" java.lang.NullPointerException
at com.cisco.pdm.PDMApplet.start(PDMApplet.java:175)
at com.cisco.nm.dice.loader.Loader$1l.run(Unknown Source)



A siid - HE =X
ASDM ALEXRHof|AH| TEH 2l 157 U= X[ =l Lct
<#root>

asa#

show run user nanme

username test password ***** pbkdf2 privilege 3 <- this will not work

ol g2 i3 22 20 E gL

<tfroot>

asa#

show run usernane

username test password ***¥** pbkdf2 privilege 15

=
2

ofr

= S0t ASAS| ASDMOAM CHE Z1E

MO

=X 8. Ad B° |?_‘| |1E1|0|*._4

o

;1

ASDM UI7} 57% 2 T ™EELICH Ulofl= CHZ 0| EAIELICH. ASDMO| C|HFO|AO| A $AY x| 22|
o|lME EE5tE SO Al 7|Cled FAAI.

(5 Status X

Flease wait while ASDM is loading the current
IE configuration from your device.

Farsing running configuration...




24l sl - HE =

YitMo =z olefét ZE =70/ &

>

1

2 M EAIELICH

1. ASA7} CI& ZHHIAE R E Q!
2. 471 O|& 2| MEHHE X & 3Sl= aaa-server 1&0| YU&LICH

Ojo

aM

E0{M aaa-servere| =& EQILICI. o E EM™ CIS 0} Z&LICH

z=7d ~

= 1l

<tfroot>

aaa- server ACS protocol tacacs+

aaa-server ACS (managenent) host 192.0.2.1

key * Kk k k%

aaa-server ACS (nmanagenent) host 192.0.2.2

key * Kk k k%

aaa-server ACS (nmanagenent) host 192.0.2.3

key * Kk k k%

aaa-server ACS (managenent) host 192.0.2.4

key * Kk k k%

aaa-server ACS (managenent) host 192.0.2.5

key * Kk k k%

aaa-server ACS (nmanagenent) host 192.0.2.6

key * Kk k k%



#HZ:

<#froot>

asa(config)#

no aaa-server ACS (managenent) host 192.0.2.5

asa(config)#

no aaa-server ACS (managenent) host 192.0.2.6

o

w

<ffroot>

aaa- server ACS protocol tacacs+

aaa- server ACS (managenent) host 192.0.2.1

key *kkk*k

aaa- server ACS (nmanagenent) host 192.0.2.2

key *kkk*k

aaa- server ACS (nmanagenent) host 192.0.2.3

key *kkk*k

aaa- server ACS (nmanagenent) host 192.0.2.4

key *kkk*k

et

e

https://www.cisco.com/c/en/us/td/docs/security/asa/asa72/configuration/quide/conf gd/aaa.html#wp10397



https://www.cisco.com/c/en/us/td/docs/security/asa/asa72/configuration/guide/conf_gd/aaa.html#wp1039757

2 X 9. VASAOI A ASDMO]| HA|AEH 4= i& LTt
Ct2a 22 HIAIX| 7} 80| EAIEILIC

ProbTem Details: ERROR: FAIL to ALLOC the stack page Oxffffffffffffffff[size 36864] to 0x00007ff62429c0

7|Et B4

AL
rlo

A E 2 H0|E 'show cpu core't| = 261 'show cpu' E20{A £ CPU AIEE
Lo AR HEE B 02

. C|Hto|A0f CHE SSH £ 7}
.SNMP Z2! Almj

O|= Cisco B2 ID CSCwcO| A FX48t

x5t o p{ &l 45l |Ct23844
018 HIE 2|7} 30% O|M UM E EF5IT A

SAVO| =2 CPU 2 AE HZ 2| &Y 2 &

TI'


https://tools.cisco.com/bugsearch/bug/CSCwc23844

|2 ASDM A ZE Qo] &Z|A0M S HEIRALICH REAMIEH LI 2 Zgt
A

22X 1. ASA + SFRE2 A2t 3 ASDMOIA] wted Hu|a oM 2ZE5HK|
or&L|Ct.
ASDM UIO| EAElE @F = CtSa Z &L ct.

'ASDMOY|AM HEto| Am|Tgo|dEe 228 4 QI&LICH Cluto|A0f CHE A4S & Qlst ALt Lt
S0l CHAl A=t A2



ASDM was unable to load the firewal's configuration. Please check connectivity to

the device or try again later

2 siE - HE =X
ASDM EZ|A HEE #fQlgfLICt X|#HE|l= Ose Ch&1 Z &L
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-
release-notes-list.html
ghed M-
| A3 242 ASDM 7.18 2 2|A = E0|M 7FKd2 ZALCt.
https://www.cisco.com/c/en/us/td/docs/security/asdm/7 18/release/notes/rn718.html
20|z JA&AE Windows 112 2022= S50 ei&LCt.
£ st ASDM 7.162+ OFEH7FR|2 Windows Server 2016 ! Server 201901l A& Firepower 2 & 9|
ASDM ZE2[7t X|HEIX| f&LICH = ASA ZE|IE 2/ ASDME A8 E [ FMCE A& 5t
Firepower Z =2 Z2[& = JU&LICH
=Xl 2 &: ASDMO|A Java 2& 23 & = QIELICEH


https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
https://www.cisco.com/c/en/us/td/docs/security/asdm/7_18/release/notes/rn718.html

o)

B, Cisco ASDM-IDM Launcher disco

Device IP Address [ Name: 192.0.2.1 hd
Lisername
Fassword,

|| Remember the username of the specified device on this computer

oK | Close

h

XI#EIX| o= 082 B CHEIH 22 A#o| LheberLict.

<#root>
Caused by: java.lang.ExceptionInInitializerError: Exception com.teamdev.jxbrowser.chromium.internal.Env

Unsupported operating system Supported OS: Wndows XP (SP2), 7, 8, 10, Vista, 2003 (SPl), 2008, 2012,

at com.teamdev.jxbrowser.chromium.internal.Environment.checkEnvironment(Unknown Source)

Py —|
&EFM

MR

[tEt A ASDME AL83t01 ASAE #ElstEAH CE 242 M2 MEF + JU&LICH

S 2: FMCE A2 3610d Firepower ZES & 2|5t ASDME AFE35101 ASAE H|<& #elghLct.

|=o==

2 M 3: firepower ZES SZELICH

<tfroot>

ASA5508#

sw modul e nodul e sfr shut down



Shutdown module sfr? [confirm]
Shutdown issued for module sfr.

2 M 4: firepower ZES
Ct.

<ffroot>

ASA5508#

sw modul e nodul e sfr uninstall

l
" '-...
M 5: Cisco TACTH $1245104 Cisco H{1 ID CSCwjoil M SHZ WHS M8 |C151536
ijrowser.jar g =522 thAg Lt ol HE WHe 2= i3S 27t AKX 2 = U
gL|Ct O d20ll= ol M2 neds{ok gt

2 2. Firepower I 7| X|& CI2 2 E5t= S92 ASDMO| SEHE LICY

& Cisco ASDM Launcher 4

Cisco ASDM-IDM Launcher psh

Downloading FirePOWER packages = -

Device IP Address / Name: 10.62.148.3( -
Username: admin

Password: sesssnssRe

ﬂ Remember the username of the specified device on this computer

|||

2M g - HE =K

firepower 24 740|=0f 2T ASA 9.8(4.45)+, 9.12(4.50)+, 9.14(4.14)+ & 9.16(3.19)+8 At
5t = Firepower 2= #2/0i CH3l M= ASDMO| K| E|X| f&LICt O] BlE2|AR ZES EEl5He
™ FMCE Ab&3aHok &LICH O|248 ASA 2l2|A0l= ASDM 7.18(1.152) 0|4 0| 5t X|Et ASA


https://tools.cisco.com/bugsearch/bug/CSCwj51536

Firepower 20 CHEH ASDM X|§40| 7.162 2 SR E[URELICH.

g

=M

[F2tA ASDME Al83510{ ASAE &Elsle{H St Ze M

jo

AEE = U&LICH

M 1: CHE Ol S AE(0: Windows 2010, Windows Server 2012 S)0{|A{ ASA &! Firepower 2
£ zelghuoh
S 2: FMCE A2 3610d Firepower ZES & 2|5t ASDME AFE35101 ASAE H|<& #elghLct.

MR

2 M 3: firepower 2ZES SZELICH

ASA5508# sw 2= sfr 8=

Ct.

ASA5508# sw-module module sfr A| 74

o2k

P

https://www.cisco.com/c/en/us/td/docs/security/firepower/compatibility/firepower-classic-
compatibility.html#id 60529

2X| 3. Windows SAEN| EAIZ|= "0 HS PCOIM AE £+ QAGLICH 2F O
AlX|

This app can't run on your PC

To find a version for your PC, check with the software publisher.

24l sl 4 - HE =Xl

ASDM LauncherZ A %[5t Windows0llA ASDM HIE 77| CHAFS Windows AT ZIEl SAE Z
22 nAME = UM, 0| B F7H MetL|CH HIZ 747 CHa € =5t ™

I


https://www.cisco.com/c/en/us/td/docs/security/firepower/compatibility/firepower-classic-compatibility.html#id_60529
https://www.cisco.com/c/en/us/td/docs/security/firepower/compatibility/firepower-classic-compatibility.html#id_60529

1. Start(A|%}) > Cisco ASDM-IDM Launcher(Cisco ASDM-IDM Launcher)& ME43}t 1 Cisco
ASDM-IDM Launcher O§ZZ|7|0|ME 02 A QLEZ HESZ FEFLICH

2. &7t > ot Qx| D7|E MEELICH HHE 77| oto|Z0| /= CIHE 27t FRILICEH

3.HHE 77| o} 0|2 OtRA QLER BFE Z =I5t §4S MEHFLICE

4. CHE 2 OhE 2 2 H3: C:\Windows\System32\wscript.exe invisible.vbs run.bat(invisible.vbs
run.bat= ASDM2 0= O| ME E|l= 23 ZE O[22 OtX|2tof SLICH.

oy Cisco ASDM-IDM Launcher Properties X

General =Shofcuwt Secunty Details  Previous Versions

% Cizca ASDM-IDM Launcher

Targel type: Applcation

Targetlocaton  System32

Target | \Windows\Syltem32\wscript exe invisible.vbs un.bat |

Stan in "C\Program Files (xB6)\Cisco Systems ASDM"
Sharcut key: L
Run Mormal window b
Comment Run Cisco ASDM-IDM Launcher

Open File Locabon Change lcon... Advanced..

https://www.cisco.com/c/en/us/td/docs/security/asdm/7 22/release/notes/rn722.html

=Xl 4. javaw.exe'E HE T UELICE O|F2 SHIEA UM =X| &Qlst = CHA|
AMESHAAI2.


https://www.cisco.com/c/en/us/td/docs/security/asdm/7_22/release/notes/rn722.html

javaw.exe

Windows cannot find 'javaw.exe’. Make sure you typed the name correctly, and then try
again.

QK

A sl 4 - HE =Xl

. YBHEo 2 0| 2R £ ARE{0] Javart 9t W BE0| &LICH Windows BAE0] S8
I|E Java 0| Mx|E|o{ YU=K| EQlEL|Ct.
https://www.java.com/en/download/help/windows manual download.html

https://www.cisco.com/c/en/us/td/docs/security/asdm/7 22/release/notes/rn722.html#id 25472

« Windows £t B4~ ZA20i Java T2 IR O| MEst A2 7| QIEX| EQlghL|ct.

-« Java YIB0|E & BA|7t Ll B Java HEE EWMSIE WS TE{SHAAIL

« ASDM Desktop(ASDM H|A 3 &) o}O|20| 2HIE Mx| 22 7+EI9It | ¢ EI—IEP I
K| etom AX||StD M| HEZ 7}7|2 SrS L C}.

2 5. CH4 A XFe| HFZ 77| 'C:\Windows\system32\invisible.vbs'ol 27} Q&L
Ct.

QF EA|: CHA A X0l X|HEl O|F 'C:\Windows\system32\invisible.vbs'0| 22 E|A&LICH B2
o el O|F0| SHIEX| &QlstMAIL.

|\ The name 'CAWINDOWS\system32\invisible.vbs' specified in the Target box is not valid. Make
£25  sure the path and file name are correct.

fjo

Aol et e FeE Chso &Lk A3 2 E 1Y 'C:\Windows\system32\invisible.vgs'S &


https://www.java.com/en/download/help/windows_manual_download.html
https://www.cisco.com/c/en/us/td/docs/security/asdm/7_22/release/notes/rn722.html#id_25472

« Windows 3AE0| ASDM2 Mx|gt i 2t2|AF HEto| QI=X| &olstL|ct <o et

AN - = —-H

Windows AFEXIE |8 Active Directory &2 WmdowsOHA‘l ASDME H3Ho = A-St
= o g3t MEILE” ot @|x|oi CHEt HMAE MEHE = A&LICH CFg ClRER|of CHEt

%”/HI&% Z gLt
- HIE 3HH &
- C:\Windows\System32C:\Users\<A}- & A} O|&>\.asdm
- C:\Program I} 2/(x86)\Cisco Systems

Active Directory 7| C|HE{Z| HMAE ATt = BE2 Active Directory ZHE|XHO|H BMAE 2
Hatof ct.

« Windows SAEO| CIE H{F2o| JavaEs Mx|6H EAAIL.

ot

P

2x 6. Windows AR E SAEJ} AFRE 0}
"C:\WINDOWS\system32\invisible.vbs"2 &2 = i&LICI.

ASDM Launcherg& A|2t35t2410 5tH CHS @7/ 7 LIEFSLICEH

Windows Script Host X

6 Can not find script file "CAWINDOWS\system 3 2\invisible.vbs”.

OK

1. Windows EAEE REEI5t T ASDM Launcherl| ZE QIAEAS ArX|/A| 7{EFL|C}.
2. ASDM Launcher_O_I 2|4 HAO|X|BF S8 E|= HAE CHA| AR[EhLCH =4l HEO| Qi &
< o|H™of Mk Zd1t 5Ust ASDM LauncherE M x|gHL|Ct.

3. %HPE Java HEO| AR |R= K| & IErL|CH.

= 224 PCH Oracle Javag M| Z7t {222 OpenJRE 7|8 ASDM M| #HE|IXHE AFHE


https://www.cisco.com/c/en/us/td/docs/security/asdm/7_18/release/notes/rn718.html#id_25476

1. Windows EAEE XE &5t ASDM Launcherl| 2 E QUAEAE AFX||/M|7{EL|C}.

2. ASDM Launcher°| 2|4 HH™OIX[BF S 2tE|= HM S CHA| Ax[=LCH #[4l H™O| @i &
< o|™of M| Zdnt 5UEH ASDM LauncherE M x|gfL|Ct.

3. QHPE Java HHZ0| AR|E[R}A= K] & QlehL|Ct.

= 2Z4 PCH Oracle Javag MXIE 7t iS22 OpendRE 7|8k ASDM MX| #HE|XHE AHE
g = A&t

2 7. Windows Server 20220 A= ASDMO| 2S5t X| o8 &LICt.

0| 244 Alofl& Windows Server 20227} X| 2 E|X| et & LICE
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-
software/products-release- notes list.htmlI0o| A %[&] ASDM 2 E|A = E & = Q15T Windows
Server 20227t LIFE|X| §i2 B2 X|HEl= SFO|M CHE OSE AISSHAAIR.

=Xl 8. ASDM UI 2& 2 7|7} 45 &&LCt

24 sl 2 - HE =Xl

1. A x|8t javaw.exe(C:\ProgramData\Oracle\Java\javapath)& & 7L} ASDMOI| A Task
ManagerE ¥ A SQl MHIAE 3H&LICH


https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-release-notes-list.html

s PC * Local Disk (C:) * Program Files (x86) * Cisco Systems * ASDM * jre * bin

Name Date modified Type Size
SEMver 4/20/2021 12:44 P...  File folder
attach.dll 1/24/201912:36 A... Application extens., 23 KB
awt.dll 1/24/201912:36 A...  Application extens.. 483 KB
dt_shmem.dIl 1/24/201912:36 A...  Application extens. 30 KB
dt_socket.dll 1/24/201912:37 A... Application extens,, 25 KB
fentmanager.dll 1/24/201912:37 A... Application extens,, 281 KB
freetype.dll 1/24/201912:37 A, Application extens.. 625 KB
hprﬂf.dll 1/24/201912:37 A, Application extens., 156 KB
instrument.dll /2472019 12:37 A Application extens,, 122 KB
j2pesc.dil 1/24/2019 12:37 A Application extens,, 20 KB
i2pkes11.dil 1/24/201912:37 A, Application extens,, 63 KB
jaas_nt.dll 1/24/201912:37 A Application extens.,, 21 KB
W jabswitch.exe 1/24/2019 1237 A, Application 35 KB
java.dil 1/2452019 12:3T A Application extens 156 KB
ﬁ java.exe /242019 1237 A Application 198 KB
java_crw_demo.dll 1/24/2019 12:3T A Application extens,, 10 KB
JavahccessBridge-64.dll 1/24/2019 1237 A Application extens.. 141 KB
W java-rmi.exe 1/24/2019 12:37 A...  Application 16 KB
s javaw.exe 1/24/2019 12:37 A...  Application 199 KB
jawt.dll /2472019 12:37 A...  Application extens.. 15 KB
JAWTAccessBridge-64.dll 1/24/201912:37 A... Application extens., 17 KB

L

g2 > a4

4. 'Change high DPI settings(£2 DPI & #3) & &g LIct

5. 'Use this setting to fix scaling problems instead of this program instead of Settings'(A
Hol = EM cidl ol Z2a3e| 37| 2 EXME siEstcdiH o] M ALE) &gt
g gdsec.

6. 'Override high DPI scaling behavior' (=2 DPI HiE S i 9|) & olEt
'System (Enhanced)(A|2=(15))'E ME{ELICH

el

o
ik

OH
s

-

- L—-




|&| javaw.exe Properties

General Compatibilty Digital Signatures Security Details Previous Versions

ifthis program isn'tworking comectly on this version of Windows, try
running the compatbility troubleshooter.

Runi High DPI settings for javaw.exe X
Howdo |

ColEs Program DPI

[:] Rur D Lise this setting to fix scaling problems for this program
Winde instead of the one in Settings
Open Advanced scaling settings

Choose the high DPI settings for this program.

A program might look blurry if the DPI for your main display
Sefling:  changes after you sign in to Windows. Windows can try to fix
fiac  this scaling problem for this program by using the DPI that's
set for your main display when you open this program.

SBIE Use the DPI that's set for my main display when

Rur I signed in to Windows

(JDis:  Learn more

[ |Rur

High DFI scaling override
[ Ret L . }

Dﬂv&mde high DFI scaling behavior.
[(JUse Scaling performed by:

Application
OK Cancel
Ch
OK Cancel Apply

X




|| Javaw.exe Properties X

General Compatibility Digital Signatures Security Details Previous Versions

Ifthis program isn't working correctly on this version of Windows, try
running the compatibility troubleshooter.

Run: High DPI settings for javaw.exe b4
How do |
SO Choose the high DFI settings for this program.
Compal erogram DPI
CRur = Use this setting to fix scaling problems for this program
- instead of the one in Settings
iz n 1 lin ir

A program might look blurry if the DPI for your main display
Sefting:  changes after you sign in to Windows. Windows can try to fix
R this scaling problem for this program by using the DPI that's
=1 migle :
set for your main display when you open this program.

FBIE T yse the DPI that's set for my main display when

Rur I signed in to Windows v
[ ]Disi  Learn more

High DPI scaling override
] Owverride high DPI scaling behavior.

Scaling performed by:

0K Cancel
Ch

OK Cancel Apply

BXl 9. Java 2F

ASDM UIME CHS Java 257 & StLt O|4 2 EAIE &= U&LICH @F:javadiE &2 = Q&



LICE.

e Error: Could not find Java SE Runtime Environment.

i
rr

to
3

: Java SE Runtime Environment2 32 £ gi&LCt.

Error: could not find java.dll

23 B X|AEE| 7| 'Software\JavaSoft\Java Runtime Environment\CurrentVersion'0{ = 'x.x' 0|
URIBH 'x x'7F ZHEFLICE



has value '1.6°, but '1.8" is required.

Al sl 4 - HE =Xl

1. CHE T2l Java7t MR|El0f }EX| = lFLICE
2. CHE HH™Oo| DX[E B2 ZE Java HEE FM7HELICE Java 8= A|7{sHoF & LICH.

El: Y R|IAEZ|0M 0| 7|2 AEE £ UL

gfLCt.

2

LI|C}.
HKEY_LOCAL_MACHINE\SOFTWARE\JavaSoft\Java Runtime Environment - x| & HHXE

gt 0| 7|1& Soll ZE 0| 23| MAHEISE #HE + U&LICH

Error: Registry key 'Software\JavaSoft\Java Runtime
Environment™\ CurrentVersion'

B Registry Editor
File Edit View Favorites Help

Computer\HEEY_LOCAL MACHINEVSOFTWARE JavaSoffJava Runtime Environment

¥ o Cisco Inbemad
» T Cisoo Spark Mative
» 00 Classes
» 23 Clients
T Coded2-AAT
¥ Colataft
T vy
T DefauttlserE mvironmend
» B0 Dolty
» IO dotnet
» 58 Duo
¥ 0 FilaZila 3
. GatForWindows
» 5l GitHub
» T Google
* T IM Providers
» O Ienimanet Protect
¥ 0 Il
w O Jawatalt
» 00 Java PMug-in
w|Z_ Java Runtime Ervirorimant|
B 18
» 50 18043
|+ T Java Web Star

w T SOFTWARE Pdamse Tvpe Data
= 7-Zip 25| (Default) REGSZ tvalue not 5e1)
¥ :_ n.!'ellia 5| Browserlavaviersi.. REG_SZ 11.431.2
» £ Cisoo | CyrendVerson  REG_SZ 18




Z41: Windows HIX|AEEIE AFRE [M|= Fo|5tAIA|Q!

4, SEE|E Java HHAE CHA| Ax|EHL|ct.

2 10. gl = o] ASDM 7R 7.19.1.94 openJRE H{F I 0| 04%15| OracleJRE

Yt o 2 JRE 7|8 ASDM O|0|X|E Mx| L Y™ Java HAOf| BHAELICE.

5 ASDM-IDM Java Consaole

Using JRE wversion 1.8.0 3532 OpendJDE 64-Bit Server VH

2|1 ol B2 ot jre' EH7F MM ELICH C:\Program It 2(x86)\Cisco Systems\ASDM\jre

A
=

047|0{| A Azul Zuluo| CHEt HE 7} & E 22(A oY

fjo
mo

= A&LICH

<tfroot>

| MPLEMENTOR=" Azul Systens, Inc."

| MPLEMENTOR_VERSI ON=" Zul u8. 74. 0. 17- CA- wi n64"

JAVA_VERSION="1.8.0_392"
OS_NAME="Windows"
OS_VERSION="5.2"
OS_ARCH="amd64"
SOURCE=".:git:51a769a8708c"

T

openJREL| &R El 5%

OlM EXMl= LT ASDM HHZ(04: 7.19.1.94)04| A UI7} Ct Sk Z 0| EA|EICHE ZAILICH.

£ ASDM-IDM Java Console - !

| Using JRE version 1.8.0 351 Java HotSpot (IM) 64-Bit Server VH

C:\Program Files (x86)\Cisco Systems\ASDM\jre\release It L0ll= CtS1t 22 LI 0| ZA|IELICH



JAVA_VERSION="1.8.0_351"
OS_NAME="Windows"
OS_VERSION="5.2"
OS_ARCH="amd64"
SOURCE=".:git:c72692150ec4+"
BUILD_TYPE="commercial"

24 ol - HE A

Ol= &E4% Cisco {1 ID CSCwfRlL|C}74697
BHoll = O] ASDM H{7 7.19.1.94 openJRE B I} 0] OracleJRE HZT10| 04715 E A|H


https://tools.cisco.com/bugsearch/bug/CSCwf74697

Fo: ol Zg2 il—:L ASDM A ZE9|o] ZI2|A0M ™RSS LICH KIMEH 82 ZAgt
i Al
=

H7=I Hied.
= O H.

Ol

>=7.18.1.161 £ >=7.19.1.95 OpenJRE B HEHAE AFSEFLICY.

=Xl 11. ASDM java 257 "[ERROR] CLI-PASSTHROUGH-DEBUG Inside
dolnitialProcessing"

0 [SGZ Loader: launchSgzApplet] ERROR com.cisco.pdm.headless.startup - CLI-PASSTHROUGH-DEBUG Inside dol
[ERROR] CLI-PASSTHROUGH-DEBUG Inside doInitialProcessing messenger: cqq@la3c930 46 [SGZ Loader: TaunchS



CLI-PASSTHROUGH-DEBUG Inside doInitialProcessing messenger: cqq@la3c930 CLI-PASSTHROUGH-DEBUG Inside do
No CSD version

O|= Cisco H{1 ID CSCwe0i| ol|al FXMEl o e4Zl 2|2t ZAe &L |CH28411
ASDM java 27 "[ERROR] CLI-PASSTHROUGH-DEBUG Inside dolnitialProcessing"

ok
K
=]

N
ok
rio
bt

|2 ASDM 2 Z EQjof ZIZ|A0M SHEI&LICH RIS LIS A


https://tools.cisco.com/bugsearch/bug/CSCwe28411

2A 1. =i MM 20l ZESH0{ ASDM A|ZHO| AlzfEt

"I 2 E 2 http E= AF2Ktol| CHEF =|CH 22| MM £=71 0]0| Q& LICEH. Please try again later" 2/
HIAIX|7F ASDMO| EA|EILICH

(&) Error b

@ The maxamum number of management sessions for protocol http or user already exist.Please
try again later.

2 &sE - HE =R

Cisco H{1 ID CSCwd042102 & =35t A A|2. ASA: ASDM M|A0| CLOSE_WAITOH| HEH &t2| 7|
SO| 2F&&" o] Z&E 22 QI3 ASDM MM 0| "Lost connection to firewall('& st=30d| CHEF A 2
) HAIRIR BEE $ Aon, o o4 &ateof 425 K| R &= U&LICH

A2 T AAE



https://tools.cisco.com/bugsearch/bug/CSCwd04210

1ol Z&2 %2 ASDM A ZEQfof EE[A0M =HEIRELICH RIME LIS AF
NFAIE S &elst AL

2X 2. ASDMUAM ZE=/443 A|ZE STt

ASDM £ 7| HAZ/ZE A|ZH2 Cisco {2 ID CSCvw79912 "Cisco Adaptive Security Device

Manager Remote Code Execution Vulnerability"0l| CHEt =82 A= A S7HELICH.

22X sig - HE =K

n>l-

Cisco H{1 ID CSCwd58653 "ASDM Z 7| @1Z/EE A|Zt B7I"E &I ESHAAIL.


https://tools.cisco.com/bugsearch/bug/CSCwd58653
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ZEQof Ee2l2oM +HER

1. o]l Z&2 x|2 ASDM AZE
MEAE S 2HISHAIAIL.
o 2 &2

ot X| §f7Lt ASDM ARE At QIE{H|O|ATH =&

& oLt ol&o| rEELICH

E5t= ¢ ASDM UI7t 85 3HX| 8 7{LE =e4 &Lt
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. AnaglolMe 2
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E Information

ASDM was unable to load the firewall's configuration. Please check connectivity to

the device or try again later.

&2l Hmaefo|Md &

Exit ASDM

| SH
= O

« "Retrieval of Data (validating running configuration)(GllO|E{ Z444(4

)" HIAIX|7F &2 AlZh S2| ZI Azt S EAIELICH
- Java 2& 210z Ch2 ol EA|FELICH
Exception in thread "AWT-EventQueue-0" java.lang.OutOfMemoryError: Java heap space

GC overhead limt exceeded

<ffroot>

Exception in thread "LoadConfigThread" java.lang. Qut Of MenoryError:
Java heap space

rr

cC
Ju -
Exception in thread "AW- Event Queue-0" java.l ang. Qut O MenoryError:

<#root>
java.lang.reflect.InvocationTargetException
at java.awt.EventQueue.invokeAndWait(Unknown Source)
at java.awt.EventQueue.invokeAndWait(Unknown Source)
at javax.swing.SwingUtilities.invokeAndwWait(Unknown Source)

at ve.setVisible(ve.java:165)

at cl.f(cl.java:483)
at cl.setVisible(cl.java:455)
at vd.d(vd.java:873)
at com.cisco.pdm.PDMApplet.populatelLoginHistory(PDMApplet.java:268)
at com.cisco.pdm.PDMApplet.start(PDMAppTlet.java:233)
at com.cisco.nm.dice.loader.Loader$l.run(Loader.java:416)

Java heap space

Caused by: java.lang. Qut O MenoryError:
&g #QlstE{H Java 2& 21 E S HELICH



=, Cisco ASDM-IDM Launcher el

CISCO
Device TP Address [ Name: 192.0.2.1 -|
LS naemug
Passvendd:

Remémber the username of the spedfied device on this computer

"5

QK Close

e -

| a6

24 sl 2 - HE =Xl

1. ASA, ASDM ! 2 #MA| HF0| St =l=X| = lgfL|C}. Cisco Secure Firewall ASA 22

A - E Cisco Secure Firewall ASDM Z!2|A - E Cisco Secure Firewall ASA S8t &t
XSHAAIR.

2. 24 AX[olA ASDM A 1|2 zfo|d M2 2§ =&ILICH

ozt

- ASDM A x| C|2 E 2|(0d|: C:\Program Files (x86)\Cisco Systems\ASDM)Z O|& &fL|C}.

« BIAE HEY|Z run.bat THLUS WEEL|C

- "start javaw.exe"E A|E5t= E0|A HF AL -Xmx"Ql Q=& ¥#4Z5t0{ H 5t
X|HEtLCt o & S04, 768MB2| B -Xmx768M, 1GBL2| AR -Xmx1GE HHZ3L|Ct.
 run.bat It AEELICE.

o4 OS

« Cisco ASDM-IDM O}0O|Z2 & OtRA QLEZ HECSE Z2|5t1 Show Package Contents(I 7|
X 2EX EANE ME4ELICE

« Contents 204 A Info.plist Tt U F H Z2IFLICtH LR ZF7F DR|Z|o] QlodH &4
SE HET||M GEILICEH 2 X| ¥ 2™ TextEditol A DEILICEH

- Java > VMOptions OFZHOI M HFALZ} "-Xmx"Ql BEXtGEE #4510 ¥ote & 27| XIHE
LICt. o & 04, 768MB2| B2 -Xmx768M, 1GB2| BL -Xmx1GE HAFLICE

- Ol mto| &7 lem st 22 2771 EAIELICH



https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html

The file “Info.plist” is locked because you
haven't made any changes to It recently,

. If wou want 0o make changes to this docurment, click
) Unlock. To keep the file unchanged and work with a copy,
clack Duaplicake.

Unlock Cancel | | Duplicate |

- 3 SHNE ZEIstT ntdS MY EELICH &2 SHA chet 4RI EAER| o™ HET|E
ZE5t1 Cisco ASDM-IDM O O|2& 0t A RLEZ HESE ZE|§ CHZ Copy Cisco
ASDM-IDME AEi5} T DesktopT} 22 A 7| HEH0| U 9Ixlofl Eoid&Lict 2™ ot o
SAH20M & 27(& HEg LI

ot
P

« Cisco Secure Firewall ASA 2l2|A ME
« Cisco Secure Firewall ASDM ZI2|A HE
« Cisco Secure Firewall ASA 3 &4

A 2. ASDMO{| A &3tedof ed8E 4~ Qi&LCt.

QF E= ASDME A|ZHE [ "Unable to
launch device manager(EIHPOIA EIXP% AlEte = Qi8)"7F EAIELICH

Error X
f=)

@ ASDM is temporarily unable to contact the firewall.



https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html

Error X

Unable to launch device manager from 172.29.64.6

| L& mZ!0] (ctm-error) CTMO{| A ASP(Accelerated Security Path)of|
=t ot AFX|E LCH

- ASDM HTTPS 944
H

(oF | O
|_ — |
QF AKXl O|fE HtE
<#root>
#

capture asp type asp-drop all buffer 33554432 match ip host 192.0.2.1 host 192.0.2.1 eq https

<#root>
#

show capture
capture asp type asp-drop all buffer 33554432 [Capturing - 587 bytes]

match ip host 192.0.2.1 host 192.0.2.2 eq https

<ttroot>
#

show cap asp

1 packet captured

1: 10:41: 04. 850648 192.0.2.1.56667 > 192.0.2.2.443: P 758423982: 758424499(517) ack 2534033991 \
- AIist EE == 256700/ 37|7F 15507421 5 4= 00| ofL|H FAILED 7}2E{7} &7}
groct.

<ttroot>



#

show bl ock

SIZE MAX
0 2950

4 400

80 2500
256 6302
1550 22147
2048 8848
2560 2964
4096 100
8192 100
9344 100
16384 154
65664 16

« MEMPOOL_DMA HIZZ| £9| 047 HEE| 2 Mo =

LOW
2865
398
2369

0

8844
2962
99
99
99
153
16

CNT FAILED
2950 0
399 0
2500 0

6274 50693

22111 769896

8848
2964
100
100
100
154
16

[eNeNeNoNoNeNel

2 O0i? M&Lch

<#froot>

#

show menory det ai |

begi n MEMPOOL_DVA

MEMPOOL_DMA POOL STATS:

Non-mmapped bytes allocated = 230686720
Number of free chunks = 175
Number of mmapped regions = 0
Mmapped bytes allocated = 0
Max memory footprint = 230686720
Keepcost = 336
Max contiguous free mem = 21136
Allocated memory in use = 230548640
Free menory = 138080
=M d - HE =X

i
[n e
o
|m
i

1. Cisco {1 ID CSCvv71435 "ASA 256 Z//EE= 1550 block depletion cares DMA Memory

unreleased allocation"2 & Ql&L|Ct. A

o A&
Il L

X|Q]

2 graELch

5t
==

&2 302013 EE= 3020141t

bl X=1

—

syslogs MIA|



12 2 Mol BB S 8ELICH
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2. Cisco 1 ID CSCwd58653 "ASDM initial connection/load time increated"& & 18t L|C}.
ASDM 417|0|=E & ASDM = 7| /2= A|Zt0| Z7}5104 Cisco {2 ID CSCvw79912
"Cisco Adaptive Security Device Manager Remote Code Execution Vulnerability" BH{710| =
HE[AELICE.

&1 Cisco HH1 ID CSCwd58653



https://tools.cisco.com/bugsearch/bug/CSCwd58653
https://tools.cisco.com/bugsearch/bug/CSCvw79912
https://tools.cisco.com/bugsearch/bug/CSCwd58653

2l Cisco {1 ID CSCvw79912



https://tools.cisco.com/bugsearch/bug/CSCvw79912
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