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ip any

<#root>
firewall(config)#
1 extended permt

access-|ist
firewall(config)#
any access-list 2 extended pernit udp any any

firewall(config)#
access-list 3 ethertype pernmt dsap bpdu

firewall(config)#
access-group 3 in interface inside

firewall(config)#
access-group 1 in interface inside
| 22 ASDMO{| M access-group

firewall(config)#
access-group 2 in interface outside
e
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[ERROR] access-1ist mode manual-commit access-Tist mode manual-commit
A
ERROR: % Invalid input detected at 'A' marker.
[OK] no access-Tist ACL1 1line 1 extended permit tcp object my-obj-1 object my-obj-2 eq 12345
[ERROR] access-1ist commit access-1list commit
ERROR: % Incomplete command
[ERROR] access-1ist mode auto-commit access-Tist mode auto-commit
A

ERROR: % Invalid input detected at 'A' marker.

Error in sending command X
s g

ASDM received messages below when one or more of the commands below were sent to the ASA. [OK]
o means success, [ERROR] means failure, [INFO] means information and [WARNING) means warning

[ERROR] access-ist mode manual-commit

access-ist mode manual-commit

)

ERROR: 9% Invald input detected at "' marker.

[OK] no access-ist outside ine 43 extended permit object tcp1433 10.248.219.0 255.255.255.0 object 10.88.88. 10
[OK] accessdist outside line 43 extended permit object top1433 10.248.219.0 255.255.255.0 object AQS18_IOP
[ERROR] accessist commit

access-ist commit
ERROR: % Incomplete command

[ERROR] access-ist mode auto-commit
accessHist mode auto-commit

e

ERROR: % Invalid input detected at "' marker.
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firewall (config) # access-list pbr line 1 permit ip any host 192.0.2.1
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<#root>

ASA(config)#

no hpm t opN enabl e
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<#froot>
#

show run | oggi ng

logging enable

I ogging timestanp rfcb5424

2. RFC5424 2Z E}JAEHT A XZ E )04 Cisco H{1 ID CSCvs52212
"ASDM ENH: OlH'”E 27 IE:|I'|£ %=UL!O| ASA SySlOg Alol_l_ 7||_..
2 W2 RFC5424 JAIE AFESHK| et ALt

O H -

<#root>

firewall(config)#

no | ogging timestanp rfc5424
firewall(config)#

| oggi ng ti nestanp

3. E £ZEH0] D Cisco B ID CSCwh70323 "UF syslog HIAIX|7} syslog MHE TS
=|7| |3 Timestamp entry missing"& & X35HAAI2.
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%ASA-3-768004: QUOTA: management session quota exceeded for http protocol: current 5, protocol Timit 5



%ASA-3-768004: QUOTA: management session quota exceeded for http protocol: current 5, protocol Timit 5
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1. 3K ASDM E|AA AF2EZFO| Limitod] EE3=X| &QlgtL|Ct. 0] ZZ2 Denied 7} 2E{7} S 7}
grLICH.
<f#froot>
firewall #

show resource usage resource ASDM
Current Peak Limit Denied Context

Resource
ASDM

5

10

admin

2. 2 E 904 Cisco 1 ID CSCvs72378 "ASDM session being snotween terminated when

switching within different contexts"& & Z 5t & A|2.


https://tools.cisco.com/bugsearch/bug/CSCvs72378
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off TEFE 42 7|Z ASDM MM & R o| ¢
Ste 3AEQ|IP FA0 CHEH HTTPS IS

ZAg Q&LICh ASDME B 7L ASDME A%

X2 4 &Lt o] ofof M= ASDM2| HTTP

M7} 7|12 HTTPS L E 44304 A A™MEICtT 7 EEL|C}

<#froot>

#

show conn all protocol tcp port 443

TCP management 192.0.2.35:55281 NP Identity Ifc
TCP management 192.0.2.36:38844 NP Identity Ifc

#

clear conn all protoco

192.0.2.1:443, idle 0:00:01, bytes 33634, flags UOB
192.0.2.1:443, idle 0:00:08, bytes 1629669, flags UOB

tcp port 443 address 192.0.2.35
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https://tools.cisco.com/bugsearch/bug/CSCwh04395

E2x 13. "2l5 Firepower 221" HIA|X|2t & 74 ASDM 2E7+ SEHEILICE

ASDM E E 7} "Authentication Domain login(2!& Firepower 21 21)" HIA|X|2t & 7H SEHELICH

r
[ Cisco ASDM Launcher i %

= o
5 Cisco ASDM-IDM Launcher UL
Authenticating FrePOWER logn T L

Devioe IP Address [ Mame: 10,0.0,254 _]
e

Pasoaord: TIILI Ly

H Remember the username of the speofied dewice on ths computer

0% &

Java 2& Z0{= "Firepower0l 23 Zst K| ZU&LICE O HIAIX| 40| AL ELICH" HIAIX|7 &
AlELcH

| .

<{froot>

2023-05-08 16:55:10,564 [ERROR] CLI-PASSTHROUGH-DEBUG Inside doInitialProcessing:

0 [SGZ Loader: TaunchSgzApplet] ERROR com.cisco.pdm.headless.startup - CLI-PASSTHROUGH-DEBUG Inside do
CLI-PASSTHROUGH-DEBUG Inside dolInitialProcessing:

2023-05-08 16:55:10,657 [ERROR] CLI-PASSTHROUGH-DEBUG Inside doInitialProcessing messenger: cpl@l8c4ch7
93 [SGZ Loader: TaunchSgzApplet] ERROR com.cisco.pdm.headless.startup - CLI-PASSTHROUGH-DEBUG Inside d
CLI-PASSTHROUGH-DEBUG Inside dolInitialProcessing messenger: cpl@18c4ch75
com.jidesoft.plaf.LookAndFeelFactory not Toaded.

2023-05-08 17:15:31,419 [ERROR] Unable to login to DC-Lite. STATUS CODE IS 502

1220855 [SGZ Loader: launchSgzApplet] ERROR com.cisco.dmcommon.util.DMCommonEnv - Unable to Togin to
May 08, 2023 10:15:31 PM vd cx

INFO Failed to connect to FirePower, continuing without it.
May 08, 2023 10:15:31 PMvd cx
INFO If the FirePower is NATed, clear the cache (C /Users/userl/.asdn data/firepower.conf) and try aga
Env. i sAsdm nHeadl essMode()-------------- >f al se
java.lang. | nterruptedException
at java.lang. Obj ect.wait(Native Method)



== Cisco ASDM-IDM Launcher

Device IP Address / Name: 192.0.2.1
Lsarname;

Password:

-
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[_J Remember the username of the specified device on this computer
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1. ASDM & 2|k 2 F;QI—IEP
2. SFRO| CHeF SSH HAM|A H
3. ¢ EHAHIE &t —?—ASDM

32 U1 AR XFE root2 MEHELICHsudo su).

Soil "H™ 2= SiX"E x|

CA| 223352 Firepower(SFR) B2 2=8 = U &LICH.
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1. ASA, ASDM, Firepower 28 2 2@ MA| HT 0| S & &|=X| =lgrL|Ct. Cisco Secure
Firewall ASA ZI2|A - E Cisco Secure Firewall ASDM ZI2|A = E Cisco Secure Firewall

ASA SEME AT XSHAAIL.
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ASA 9.12/ASDM 7.12/Firepower 6.4.02 ASA 5515-X ! 5585-X2| ASA Firepower 2 E 01| CH
gt 2|5 LY.

ASA 9.9/ASDM 7.9(2)/Firepower 6.2.32 ASA 5506-X Series %! 5512-X2| ASA Firepower 2
£oi cHet =1F HTLCH

= BAIZ|X| et = B ASDM T2 2 E 0|7 ASA Tt 45 #HEILICE. 0 & S0{ ASDM
7.13(1)2 ASA 9.10(1)0| A ASA 5516-XE ZE2|& = U&LICH.

ASDM ASA 9.8(4.45)+, 9.12(4.50)+, 9.14(4.14)+ 2! 9.16(3.19)+2| Firepower Z & Z 2|0
X|HEIX| f&LICH o] 2E[AR RES EE[StEi™ FMCE AL&3tof g L|Ct. o[2{8t ASA E
2|A 0= ASDM 7.18(1.152) 0|4 0| Z 35t X|Bt ASA Firepower 2 & 01 CHE ASDM X[ 0|

7.162 2 SR K& LICE

« ASDM 7.13(1) & ASDM 7.14(1)= ASA 5512-X, 5515-X, 5585-X & ASASME X|&3HX]| ©
A& LICH asdm K| 2 54524 ASDM 7.13(1.101) EEE 7.14(1.48)2 ¥ zl|lo|=35Hof &

L|Ct.
2. HTo| 38 7ts8 B9 EE0| & L A™M S|
<#root>
firewall#

show nodul e sfr details

Getting details from the Service Module, please wait...

Card Type: FirePOWER Services Software Module
Model: ASA5508

Hardware version: N/A

Serial Number: AAAABBBB1111

Firmware version: N/A

Software version: 7.0.6-236

MAC Address Range:

App. name:

App. Status:

App. Status Desc:

006b.f18e.dac6 to 006b.f1l8e.dac6
ASA FirePOWER

Up

Normal Operation

App. version: 7.0.6-236

Data Pl ane Status: Up

Consol e session: Ready

St at us: Up

DC addr: No DC Configured
Mgmt IP addr: 192.0.2.1

Mgmt Network mask: 255.255.255.0
Mgmt Gateway: 192.0.2.254

Mgmt web ports: 443

Mgmt TLS enabled: true



D EO| CI2E A2 sw-module module reset BHS AR50 ZES AMHMSICIS ZE AZE
01E CHA| ZREE £ Q&LILCE.

o2k

P

« Cisco Secure Firewall ASA ZIZ|A ME
« Cisco Secure Firewall ASDM Zl2|A HE
« Cisco Secure Firewall ASA & &4

2 Xl 15. ASDMOIA 20t 2EI0|HE Z 2 00| HMAE £ Q& L|CE.

Java 2& 27101 "java.lang.ArrayindexOutOfBoundsExceptionO| Z A|E/LICt. 3" 27 HIAIX]:
<#root>
LifeTime value : -1 HTTP Enable Status : nps-servers-ige

java.l ang. Arrayl ndexQut Of BoundsException: 3

at doz.a(doz.java:1256)
at doz.a(doz.java:935)
at doz.1(doz.java:1100)

% Cisco ASDM-IDM Launcher el

Device IP Address [ Name: 192.0.2.1 d
Username:
Password:

[_J Remember the username of the specified device on this computer

-

(0] 4 Closie

| —



https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html

U°T"

2o o] Zg2 %2 ASDM &~ Z E Qo] ZZ|A0AM =HEIRIELICE XA LIS 2
= A

™ 4.8 0| 2| C|A3.0f| AnyConnect O|0|X|7} = B ASDM Configuration(ASDM Z1 1| 1.2
0[M) > Remote Access VPN(Z4 HM|A VPN) > Network (Client) Access(HIE X3 (EEI0|AE)
M M| A) 2| Secure Client Profile(2 ¢t Z2t0|1E T2 tQ) XML ZE2 It UE ASA ClHHO[A|AM H
7§|o|' A O'|AL|E|-



QF HAIX| "&x|o] 2ot Et0|AE o|O|X|o =2t HE|7| Z22{12l0| ei&LICt. Please go
to Network (Client) Access(H|IE 9|3 (Z2I0|HE) HAM|A) > Secure Client Software(2 ¢+ Z2+0[d
E Az E?|0{)Z 0|5 35}04 Secure Client Image version 2.5 0|42 Mx|8t £ CIA| A|E5HAAI2
y'7t EAIEILICH

22X g - HE =K

A I E Q|04 Cisco H{1 ID CSCwk64399 "ASDM- Unable to edit Secure Client Profile"S & &= 5t &
Al 2 W M =271 ¥2 CHE AnyConnect O|0|X|& AHE5H= ZAQLICEH

&3 0| 23S 2|2 ASDM AZER 0] YB|A0IM £HEIUSLICH AHME LIS Zit
MEAE S 5OIst AR,



22X 17. Z4x|aeio|M ¥4 &= Secure Client O|0|X|7} A& LICH.

ASDM Configuration(ASDM Z1IZ|12{|0|M) > Network (Client) Access(HIE-‘?—-IEL(E'*EFOICH E) HA|
A) > Secure Client Profile(2 2t 22t0|HE Z 20l )2 BHZEFH F Configuration(Z4I| 2240 M) >
Network (Client) Access(H|E 2|3 (ZEI0[HE) AAM|A) > Secure Client Software(2 ¢t ZE0|HE
2z EQo)e] O|0|X|7t +2 E|RA&LICH.

24 sl g - B =l

A X E o] Cisco H1 ID CSCwf23826 "Secure Client Software is not displayed after modify the
Secure Client Profile Editor in ASDM"2 & X5t & A2, SHZ WH:

« ASDMO{| M Refresh(MZ %&l) ofo|E22 =T LICH

CC
4

rr

- ASDMZ B3 ChA| FLct,



. o]l A2 %[22 ASDM A ZE Q0] ZIZ|A0|M =HEIRELICH RHMEH LIS AF
= A
=

£A 18. H|Z 22l http server session-timeout 2! http server idle-timeout B&

http server session-timeout & http server idle-timeout WHE2 C+& ZHEIAE ZE ASAN| J&ES
FX| et&Lct.

1

24 sl g - B =l

o

A EQJ|0{ Cisco EH{Z1 ID CSCtx41707 "Support for http server timeout command in multi-context
mode"E MESH AR BH2 T HE + UKX|EF Zho| &S DIXIX| et &LICH.

2x 19. ASDMOI|M Dap.xml S A} AlTH



ASDMZ2| File Management(It Y #2[) &2 S5l dap.xml2 ASAE S A5t K| EotH
"disk0:/dap.xml is a special system file(C|AF0: = &5 A|AE mUQIL|Ct)"02tE 2F HIAIX|7}

E AIEILIC disk00d| dap.xml 0|22 7}7 It Y2 =: H{R E|X| 2"

m Upload Special System File Information A

“dishD: /[dap. xml” is a special system File,
& Uploading a file with name dap. xml in disk0: is not allowed.

[ ]

i - HY =X

ol

=X

A X E Q|04 Cisco {1 ID CSCvt62162 "Cannot copy dap.xml using File Management in ASDM
7.13.1"2 BESFMAR. HE HHS FTP = TFTPR 22 Z2EZ S A83t0{ ASA IHAUS
™ SAtsts Aot




2 Al 20. ASDMO]| IKE = 81 [PSEC K|t 7F EAIZ|X| &2

S

ASDM2 Configurations(Z1I|1240|4) > Site-to-Site VPN(AFO|E CH AFO|E VPN) &oi IKE &Y
Sl IPSEC M|9tS EAISHK| ob&LCH
=

2 - HY =R

(o][]

A EQ|0{ Cisco {1 ID CSCwm42701 "ASDM display blank in IKE policies and IPSEC
proposals(IKE & & |IPSEC A2t E40{ ASDM EA| H|0{ JUZ)'E HESHMAIL.

27X 21. ASDMO] "The enable password is not set. X|& A AA|2."



ASDMO1| "The enable password is not set. X|2 MM AMA|L." B ZE0{ M enable H/ZHS E

St =

fs

\|
AL
ol

@ The enable password is not sat. Please set it now.

To configure enable password, go to Configuration > Device Management > Users/AAA >
User Accounts

A2 ZE Q)04 Cisco {1 ID CSCvq42317 "CLIOIAM X Et & enable H|ZH S & ¥4 52H= ASDM
ZIEZE"E ATSAAIR.

=X 22. ASDM UIE MZ 17 X|™H ASDN Z4X{|7} At &L|Ct.

A 280 AN ZAEE 7[E A 2& FIHE [H ASDMZ MZ 1 x|™ 24X 1 & 0| ASDM
S S0 A2t EILICE 7HA| O|§2 o] A& ol YRlst=F AtZ Al&faliof &LICE.

28 a2 - HE =R

A X E o] Cisco H{1 ID CSCwf71723 "ASDM losing configured objects/object groups"& & &= 5}
AL,



745k

1 ol Z&2 %2 ASDM A ZEQfof EE[AM +HEIRELICH RHME LI 2 AE
MEAEE &elst A,

2 23. 4.5 0| HHT Q| AnyConnect Z2I0|¢1E T2 0t U2 MRS 5 & LICH
& 4.5 0|1 2] AnyConnect Z 21}t 2o CHS A= AnyConnect 22I0|HE Z20 S HEE
S0l A

ei&Lct 27/ MIAIX|= "The Secure Client profile plug-in can not access. ASDM =7 2

Refresh(MZ I &) HEES FEHAIR. 0| EX|7I K|S E[TH ASDME CHA| A|EFSHAA|R."



") Secure Client Profile Editor b

The Secure Cient profie plug-in can not be accessed. Please
press the Refresh button on the ASDM tool bar. If this issue

persits, please restart ASDM.

R

EA A - HE =X|

MO

A X E Q|04 Cisco HH1 ID CSCwf16947 "ASDM - Unable to load Anyconnect Profile Editor"& & &
StAAl2



745t

2D 0| ZE2 22 ASDM 2 ZER|0of ZEA0IM S HEIU&LICH RMEH LSS ZE
NEAEE FlstaAl2.
A M2 £%) > Rule Actions(TF 2! 2H¢d) > ASA

2 X 24. Edit Service Policy(MH|A H
Firepower Inspection(ASA Al B2 Z 0|8
£7d) > Rule Actions(T+&! &)

ASDM H{7T 7.8.20{l M= AF& X7} Edit Service Policy(AH|A H 4

> ASA Monitoring Inspection(ASA Firepower ZAl) B{IS 2 0|58 = glo 2771 EAIELICH

"7|2 A EBlEE EClE UX| 7|E2E X|™FELICH 7|2 HA ECfEof CHai M= dA 73
= &LICh" ol EIC|HEME 2I5H ACLS MEfst ZR0o T ErdshLct.

xroqot x|AEH & OlA



Configuration > Firewall > Seryice Polcy Rules

% Add = & edt [N Osiete | + & | X B B - | Q Find B Duagram Y Packet Trace
Traffic Clasufication

Hame

Rult Agtons
# Ensbled Match Source Src Secarity Gr... [Desbnation Dst Security Gr... Servide
= Globa Pokcy: gobal_pokcy

0, defhn-rrpeitond

Connection Settings QoS |MetFlow | User Statistics Chuster
Match HetFlow events with any of configured NetFlow collectons,

Flow Event Type Collectors Add

B Rule Actions
9 ‘fou have specified default inspection traffic as the traffic match
erRarion.

Oy ISPt bl BCUONS. CbN B SpRcfied for th LR INSpection
traffic,

=1

< Back | Finish | Concel  Help

0

2M aiZ - HE =R

—-O

E
Ol

A Z E9)|0{ Cisco {1 ID CSCvg15782 "ASDM - K7 7.8(2)2 Yaa|o|=

C# & Y SFR EZNH
EICIEME 2 + AS"e HEHMUAIR. siE Y2 CLIE AF85t0od WA | Z41|1 aﬂou_% =

ot= ZdLch.



L

2tD: 0| A%t e %2 ASDM AZE Qo] 2E|ANM £HE[RSLICH AIMEH L2 A
MIEAHE S Elst A,

24Xl 25. ASDML| AnyConnect O|0|X| H{%1 5.1 2! AnyConnect ZZ I} TE| 7|
Secure Client AZE Q0| HX 510 = CtS1t 242 Z4 0| LIEFLfLICEH

1. Win/Mac/Linux 7|X|€ ZEE& | 2§ 8™ 2 & O|F0| L}YEE|X| et&LICH
o4

o Lt
2. ASDMOA AnyConnect Z2 It HE|7|E UX| ZE&LICTH

148 - dE =Xl

M
Pl
ol

A X E Q|04 Cisco {1 ID CSCwh74417 "ASDM: CSC Image 5.1"€ A& 3dt= ZB< AnyConnect
Z=oU WHEY| Y O WME EEY £ lsLIch siE Y2 Secure Client2| 5t HHEE At
&5te ZALch.


https://tools.cisco.com/bugsearch/bug/CSCwh74417

21 o] A& %2 ASDM AZE Qo] ZZ|A0AM SHEIRSLICH REAMEH L2 A
MEAEE &elst A,

2X 26. AAA EH & (Radius/LDAP)2 ASDMO| E A|Z|X| et &LICEH

AAA B 38 (Radius/LDAP)2 ASDM > Configuration(T43) > Remote Access VPN(Z3 HAM|A

VPN)> Network (Client) Access(HIE 2 (ZCI0|1E) HMA)> Dynamic Access Policies(S % H
Ml& HE)>Add(F 71 > On AAA attribute(AAA §74) 2 E) > Add(F7}) > Select Radius or
LDAP(Radius === LDAP MEH M EA|EIX| f&LICtH



{Configure Dynamic Access Policies
For Psec, Secure Client, Clientless SSL VPN, and Cut-ThronnhBrnms caccinne i ran manfimre dunamic arcoce molicioc (A4S that dofina whick nobunrdk rocasreee 2 ucar e autharizad tn accece Al aoliciac in the tahla hobuw
enforce the DfitAccessPolicy. B Add Dynamic Access Palicy
To use certain Endpoint attributes AVIAS/FW ol
Palicy Name:
# ALCL Pricrity Name Deseription: ACL Priority: 0
n z Selectien Criteria
Dafing the AAA and endpeint attributes used to select this scoess policy. A policy is used when 8 user's authorization attributes match the AAA sutribute critena
below and aviry endpoint attribute has been satisfied, These asttributes can be created using the tables balow and/or by expanding the Advanced aption to spicfy
the logical expression text.
User has ANY of the following AAA Attributes values... and the following endpoint attributes are satisfied.
AAA Attribute  Operation/Value Endpoint ID Hame/Operation/Valug Add
Edit
Delete
Logical Op.
Advanced £
B Add AAA Attribute *
Access/Authorization Palicy
Configure access/authori Type: .| stem and the
group-palicy hierarchy. T| AAR Altribute i RADIUS [y attributes (those that
are not specified in DAF),
Altribute ID:
Poit Forwarding fom Attributes
Action Value: Sl Functions
action: Q) Continue
Specfy the message t
User Messag:
cncel b
Find: 26 COm Cancel Help
= =] =
= 2 - HE =X|

A I E Qo] Cisco H{1 ID CSCwa99370 "ASDM: ASDM:DAP config missing AAA Attributes type

(Radius/LDAP)" 2! Cisco B2 ID CSCwd16386 "ASDM:DAP config missing AAA Attributes type
(Radius/LDAP)"



https://tools.cisco.com/bugsearch/bug/CSCwa99370
https://tools.cisco.com/bugsearch/bug/CSCwd16386

SDM A Z EQfo RIZ|ANM +EER&ELICH REAEH LI 2

2|'_|
|_J
o
EJ_
ot
N
it]
ro
b
i
>

22X 27. 'Post Quantum key cannot be empty' 27 7} ASDMO{| E A|ELIC}.

'Post Quantum key cannot be empty' 2F = ASDM > Configuration(T ) > Remote Access

VPN(#Z4 M A VPN)> Network (Client) Access(HIE X Z(EEH0|HE) HAM|A) >IPsec (IKEv2)

Connection Profiles(IKEv2) 912 Z 21}t ) 9| Advanced(1 =) AMS HEE m EAIELICH



Post Quantum key cannot be empty

]

ol

A sl 4 - HE =Xl

A I E o] Cisco H{1 ID CSCwe58266 "ASDM IKev2 configuration - Post Quantum Key cannot
be empty error message"& EZSHMAIL.



o 7945t
-

1 ol Z&2 %2 ASDM A ZEQfof EE[AM +HEIRELICH RHME LI 2 AE
NFAIE S &elst AL

2 x| 28. ASDML "where used" SM2 Al 1 o{iH 4

ASDMOi M= Configuration(Z1I| 12/ 0| M) > Firewall(& &) > Objects(7HAll) > Network
Objects/Groups(HIER T 7HA/2&)E O|Sst OtRA LER HHE SR Object(ZHA)E 2215104
"where used(AtER)" SME AISE I Aot E EAISHK| b &LCt.

24 sl 2 - B =Xl

=2

jo
ook
P
9'|_|
>
>
to

A= E Q0] Cisco H{1 ID CSCwd987022] "ASDMOI| A ES 5t K| St="


https://tools.cisco.com/bugsearch/bug/CSCwd98702

. o]l A2 %[22 ASDM A ZE Q0] ZIZ|A0|M =HEIRELICH RHMEH LIS AF
MEAEE &elst A,

22X 29. HELZ 7HXE A AE m "[Network Object]= CHZ 0| AFE E|2 2 ALK&

T elgLch”

ASDM£ Configuration(Z1ZL|22{|0]|44) > Firewall(& 3}24) > Objects(7HAll) > Network
Objects/Groups(HIEX T 7HA/ZE)0IM HEXHZ AEHM HExEl= UWERXT JHXME AXME
"[Network Object] cannot be deleted in the following(CHH0ll AFR E|2 2 [HERIT JHX[]E ATME
= glgLch el 21 HIAIXIE EAISHK| et&LICH]

A X E Q|0 Cisco HH1 ID CSCwe67056 "[UEX T 7HA]= CHS "d10 EA| o &"of| AR L2 2
A


https://tools.cisco.com/bugsearch/bug/CSCwe67056

Z2Xl 30. ASDM2| Network Objects/Group(HIERZ 7HA/2&
A

-

CHE &Y & stLt ol¢fof H&ELICH

+ IR 28 FIHET 0l M IHH TR BHE I Mo 2l "ol8"

Mg 2 EAIEL
"Add>>" H{E 0| H|

Ch 2Lt Ol Y™stx| eto™ A& BHE
HesHE LICH

mkll- L

) Ho

« AER7H"ALE SIRI... % ZElstH dels "8 | HEAE Hiwole

=
£ QIEIE|(ACL, B2 ©, 2R 2 8)8H L
sof BLICH FE AHZ(AH 7 ZEE
Adz|ofok )

AE e "M
TR 4 Us

el R SESES

M B S 2

'_”9' uAI_g_ngE

- HHAE HiRolM AR E £ i "Ml Aol O SEE EAITLICH HHE Y &

0| A2 Z2 ASDM AZ ER||o] EE|AMM =EHEIRESLICH RIME LHIE2 AF
= |- A
S



ot= QE|E[E AtSe = AXELICHZAMTE A E [ AEIE|TL HIO] Qe BR). 27, 3R S
oAM= O|FE A & Sstx| ef&LICH AA & & il =M XTI AFNEIEZ =M & Z=7F -0
UA Lt

A& Xt= ASDMOYAM LI K| AT 22| 0] Mol M Z4&| 7} Af A [0 HIof RIE HEIE[Tt AEEl= A
2 YX|ECtn d2te  Q&LUCH gLt BrEA| 2% X[ &L

A X E9||0{ Cisco {1 ID CSCwe86257 "Usability of Network Objects/Group Tab in ASDM"S &
T2,
21 o] ZE2 %[22 ASDM A Z E Qo] ZIZ|A0NAM =HEREGLICE RHME 182 2
NS AE S &l A AI2



22X 1. ASDM 212! AT}

ASDM UIo]| EAIElE @FE CtS Z4r&Luch

.lli.|||,

X
8
o

Please enter your username and password.

Devia
- Usern ¥

Username: admin

= kb @

_ Password:
Passw

Login Cancel wter

oK Close

0| &8

L

O| 27 = S8 AEH O|AHM HTTP & Webvpn Cisco Secure Client(AnyConnect) & 25
datet Ao ZAIE & UA&LICH WElM 2E E740| SF |o{ok g Lct.

1. AnyConnect/Cisco Secure Client7} QIE{H 0| A0 A & A3}
2. HTTP AMB{= AnyConnect/Cisco Secure Client} S8t QIE{H 0|A L X EoiM & MH35HE

of:

<#root>
asa#

configure term na

asa(config)#

webvpn

asa(config-webvpn)#

enabl e outside <-



default port in use (443)

and
asa(config)#

http server enable

<-

default port in use (443)

asa(config)#

http 0.0.0.0 0.0.0.0 outside

<- HTTP server configured on the sanme interface as Whbvpn

HO

<tfroot>

ciscoasa#

debug http 255

Ml 312 &l 'debug http 255'

i
fo

debug http enabled at Tevel 255.
ciscoasa# ewaURLHookVCARed1irect

...addr: 192.0.2.5

F A
= O

ewaURLHookHTTPRedirect: url = /+webvpn+/index.html

HTTP: ASDM request detected [ASDM] for [/+webvpn+/index. htm] <emem----

webvpnhook: got '/+webvpn+

or '/+webvpn+/': Sending back "/+webvpn+/index. htnm" <-----

HTTP 200 OK (192.0.2.110)HTTP: net_handle->standalone_client [1]
webvpn_admin_user_agent: buf: ASDM/ Java/1.8.0_431
ewsStringSearch: no buffer

Close 0

<{froot>
asa#

show | oggi ng

Oct 28 2024 07:42:44:
Oct 28 2024 07:42:44:
Oct 28 2024 07:42:44:
Oct 28 2024 07:42:44:

%ASA-6-113012:
%ASA-6-113009:
%ASA-6-113008:
%ASA-6-605005:

AAA user authentication Successful : local database : user = user2
AAA retrieved default group policy (Df1tGrpPolicy) for user = user
AAA transaction status ACCEPT : user = user2

Login permitted from 192.0.2.110/60316 to NET50:192.0.2.5/https fo



Oct 28 2024 07:42:44: %ASA-6-611101:

User authentication succeeded: |P address: 192.0.2.110, Unane: user?2

ol
=0
I
oF
I

1

ol
My
o
It

ASAHTTP MHe| TCP 2 EE HZASLICH o€ EH CHS 0t Z&LCH

<#root>
ciscoasa#

configure term na

ciscoasa(config)#

http server enable 8443

‘ ﬁ Cisco ASDM-IDM Launcher v1.9(8) — X

X, Cisco ASDM-IDM Launcher ©= il

Contacting the device. Please wait. ..

Device IP Address [ Name: 10.0.200.5:8443 |

Lizermname: adimiry

Passward: TTIIIIL]

[ Remember the username of the specified device on this computer

H7=| HiEH 2

=2 ok

ol

AnyConnect/Cisco Secure Client| TCP ZEE HZAgLICH & EM Ch2 1 Z&Lch.

<ffroot>



ciscoasa#

configure term na

ciscoasa(config)#

webvpn

ciscoasa(config-webvpn)#
no enabl e out si de

<-- first you have disable WebVPN for all interfaces before changing the port
ciscoasa(config-webvpn)#

port 8443

ciscoasa(config-webvpn)#

enabl e out si de

ol
o

74
=

0%
T

3

rr

Ct

rin
ol

2 ¥ 2 "aaa authentication http console" Z1I|18y|0|ME A 7{35t

R

<#root>
ciscoasa(config)#

no aaa authentication http console LOCAL

O| B2 enable HIZ'HEZE A&35t0§ ASDMOI| 23918 +~ Q&LICH.

ZJdLct.



‘ m Cisco ASDM-IDM Launcher v1.9(8) L\"}

Cisen ASOM-IDM Launcher !l

[&) Authentication Required

blank username

Contacting e b ter login details to access Authent

Device IP Addf Ussrname:

Username: Password: -

Ok Close

Password:

Enable
password

Cisco {1 ID CSCwb67583

webvpn 2 ASDMO| S 8t QIE{H| 0| A A EASHEl 72 ZHD &7t
A 2. ASDM B HEF Fodof| Almisi&L|Ct.

ASDM UIO|| EA|ElE @F = CtSa Z &L ct.


https://tools.cisco.com/bugsearch/bug/CSCwb67583

stfiat] s
CISCO

| Error

@ Problem ocuured while launching device manager due to Command authorization failed.

L RE:

https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/configuration/general/asa-922-general-
config/aaa-local.html

ZX| 3. ASDM &{7| ME M A 7

ASDM AFERIAH 47| TE AMAE MSsteds d< 7t A&

M-SR I HeF elE(5)2 7HE M AFSAE HHEELICH ol § W Ot Z&Lch

<#root>
asa(config)#

usernane [usernane] password [password] privilege 5


https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/configuration/general/asa-922-general-config/aaa-local.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/configuration/general/asa-922-general-config/aaa-local.html

Ol HHE2 "ZLIEZ ME" =&l HEt +&0| 52! AA8KIE HMFLICH “[username] &
‘[password] & #5t= AFEXl O|F X H|ZEHS 2 HFELICEH

R

22 92 Be Lojol 1674ol TE A0-15) & shtol WS BEE 2 glau Jlex
oz 7t mae et 2w 0 & 1500 XIMELICH 2t ASAHE SH Wt plgE Holg 4 Yoo
2t AFBAHS RITE M BY olstel RE TS U £ mucr ASAE 27 Hlo[Ef#I0l,
RADIUS MH{ = LDAP ME{(LDAP E42 RADIUS EM0l| HZ st B0l Ho|=l AL A M
B BWS x|BrLCt

(=hy;

1EHA Configuration(Z1Z| 124|0| ) > Device Management(C|HFO|A & E]) > Users/AAA(AFS K}
. /AAA) > AAA Access(AAA HAM|A) > Authorization(T 8 F04)2 MEIEFLICEH

SEHA Enable authorization for ASA command access(ASA B HAM|A0| CHEF T F0o4 &4

3t) > Enable(2 &3}) & Ql2t2 MEfgfLICH

3EtAl  [Server Group EECH2 S50M LOCALS ME4FFLICEH

270 B HE R0IE TS 0 HY BY £t ¥ OB 502 it yyg ¥
ot 7LE 0|2 SolE MAEX AE HEr S gdste + &Lt
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ASDM Defined User Roles Setup CH3l & AH7F LIEFE LICEH AR HOlEl AFEAF AHIH HE
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https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/asdm722/general/asdm-722-general-
config/admin-management.html#ID-2111-00000650

&= Al 4. ASDM MFA(Multi-Factor Authentication)
2 sia - HE A

Ol M 2fd Al ASDM2 MFA(EE= 2FA)E K| stX| e &LICH O] MEHol= PinglD S2| £5F 40|

Cisco HH1 ID CSCvs85995
ENH: MFA(Two Factor Authentication)& A& 5t= ASDM A A

2X 5. ASDM 2|§ Q15 Zdx|18 o]

Ol
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* https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-
firewalls/112967-acs-aaa-tacacs-00.html

 https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/configuration/general/asa-922-
general-config/aaa-radius.html

* https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/configuration/general/asa-922-
general-config/aaa-tacacs.html

* https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/configuration/general/asa-922-
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https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/configuration/general/asa-922-general-config/aaa-ldap.html
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<#root>

asa(config)# aaa authentication ssh consol e RADI US_AUTH LOCAL
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» https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/A-H/asa-command-ref-
A-H/aa-ac-commands.html#wp6184732320
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https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/configuration/general/asa-922-general-config/aaa-ldap.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/A-H/asa-command-ref-A-H/aa-ac-commands.html#wp6184732320
https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/A-H/asa-command-ref-A-H/aa-ac-commands.html#wp6184732320
https://tools.cisco.com/bugsearch/bug/CSCtf23419
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<#root>
tunnel-group DefaultWEBVPNGroup webvpn-attributes

aut hentication aaa certificate
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<#froot>

aaa-server ldap_server protocol ldap
aaa-server ldap_server (inside) host 192.0.2.1
Tdap-base-dn OU=1dap_ou,DC=example,DC=com
Tdap-scope subtree
Tdap-naming-attribute cn
Tdap-Togin-password *#**%%*
Tdap-Togin-dn CN=example, DC=example,DC=com
server-type microsoft
asa(config)#

aaa aut hentication http consol e | dap_server LOCAL

2EHA|

LDAP AMt{ & EHE =fQIErL|Ct.

<#root>
asa#

show aaa- server

E2 AUEl:

<#root>
Server status:
ACTI VE

, Last transaction at 11:45:23 UTC Tue Nov 19 2024
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<#root>
Server status:
FAI LED

, Server disabled at 11:45:23 UTC Tue Nov 19 2024

3EHA|
LDAP 2152 2UA|Xo 2 H|& 43515104 LOCAL 2I150| MCHE 2 S5t=X| &elgh|ct.
4THA|

ASAO| A LDAP CIHH1E A&t ALK} Q1SS AT §FLC.

<tfroot>
#

debug | dap 255

CIHI0|AMEe "Alufret Zte sIEV ZT8E =8 5t& L)
2 11. ASDM Webvpn DAP 7440| gi&LICt.

ASDM AAA Attributes(RADIUS/LDAP) E449| DAP ZAI|aa|o|MofAM = Y Iz(EECIR)EH 2 %
A& LCt

E Edit AAA Attribute

AAA Attribute Type: LDAP

Attribute ID:
Vahue:
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oK Cancel Help
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https://tools.cisco.com/bugsearch/bug/CSCwa99370
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 Device Lit | Bookmarks | Confiquration > Remote Access VP > Introduction
Device List a % x |
& Add [ Delete F Comnect
| Go L , izable connections to c ks and applications to users at home or on the road.
10.3.205.10 = : )
g& The ASDM Assistant guides you step by step through the configuration of the three types of Remote Access VPN,
M 10.11.0.85
M 10.201.9.10
[ Chentiess S5L VPN Remote Access (using Wb Browser)
RemoteAccessvP® &8 [ SSL or IPsec(IXEV2) VPN Remote Access (using Gsco Seare Gient)
7 Introduction

£ EBE Netwark (Chent) Access ED] IPsec(IKEv 1) VPN Remote Access (using Cisco VPN Chent)

B} Secure Client Connection Profiles

RN R

D welp| cisco

@ Home @ Maonitoring ‘ Q Save G

" Device List | Bookmarks | Configu
Device List g 8 x|

% Add [J Delete & Connect This panel is used to manage Secure Client Profiles and perform group assignment for Secure Client version 2.5 or later.You
Go can select a profile to edit, change group or to delete. You can select the 'Add" button to add a new profile. Pressing the
Import or Export button is for uplead and downlead of client profiles between local machine and device.

The profile Usage field is introduced with the Secure Mobility Solution. This field contains different profile usage in Secure
Client version 3.0 and later.

There is no Secure Client package installed. Go to
profile.

CS Secure Client package version 2.5 or later is not found on the ASA device. Therefore, some function buttons
are not available.
3 Network (Client) Access Kindly download Cisco Secure Client version2.5 from the CCO and upload in the device.

Secure Client Customization/Localize
Secure Client Profile
Secure Client Software
ily Dynamic Access Policies Profile Name Frofile Usage Group Policy Profile Location
B Group Palicies
) IPsec(IKEVL) Connection Profiles
IPsec(IKEv2) Connection Profiles
T Secure Mobility Solution

t Sp Address Assignment
Advanced
R Clientless SSL VPN Access

{51 Easy VPN Remote
Hml AAA/Local Users

B = N T R PP [}

_& Device Setup

Refresh | o Back 0 Forward

e ]10.62.148.30
-2 10.62.184.89

=Tl e[y deTninertis to install an image before changing any client

% Add| B Edit % change Group Pnllq.rlﬁ Deler.e|. Import|i Expnrt|. validate|

Cisco {1 ID CSCwi56155


https://tools.cisco.com/bugsearch/bug/CSCwi56155
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ASDM UIo{|= CHZ 0| EAIELIC
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St HOob %4 Ab&ho| Z 8| K| 22 H{ A 2| HostScan/SecureFirewall Posture O|O|X|E AlSH
3P U&LICH x|M HHSZ Lado|=E5H A2, HlSSHAIZE LI
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INFO X

You are running a version of HostScan/Secure Firewall Posture Image that does not include important security foces.
Please upgrade to the latest version.

Do you still want to continue?
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Cisco H{1 ID CSCwc62461
hostscan2 /5 ASDM E 4ol 21 21& M o|O|X|o| 528t 2o =3 At&gto| £ & Z|X| of&L|CH


https://tools.cisco.com/bugsearch/bug/CSCwc62461
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Error X

9 Error occurred in performing File Transfer

Error wriking request body ko server

Cisco {1 ID CSCtf74236


https://tools.cisco.com/bugsearch/bug/CSCtf74236
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