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* NGIPS(AtAICH &= Y X| A[AE)

* NGFW(Next Generation Firewall)



» FTD(Firepower Threat Defense)

* FXOS(Firepower eXtensible Operating System)

+ FCM(Firepower Chassis Manager)

+ ASDM(Adaptive Security Device Manager)
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» Defense Center(DC)

* FMC(Firepower Management Center)
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1. SFR CLI

LHEHALICE. off:
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SSHE SFR IPO]| 2% 435104 CLI UM A

ASA CLIE AF85t0{ SFR 2&0f HMAE

0of: ASA 5508 SFR

ciscoasa#
clscoasa#
ciscoasa# session sfr console
Opening console session with module sfr.

to module sfr. Escape character sequence is 'CTRL-"X".
firepower admin
Password

login:

i Mon Jul 24
: Mon Jul 24

14:02:41 UTC 2023 on ttysl
19:08:00 UTC 2023 on ttysi

Copyright 2004-2019, Cisco and/or its affiliates. All
Cisco 15 a registered trademark of Cisco Systems, Inc.
All other trademarks are property of their respective owners.
Cisco Fire Linux 0S v6.4.0 (build 2)
Cisco ASA5508 v6.4.0.4 (build 34)
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E - Shell access wi
and will be replaced w1th a anparate expert mode CLI.
e e sk sk ke ke ok kA ok ek sk ke ko ok ek ko ok
admin@firepower:~$% sudo su -
Password
in: Mon
roo Jf\rﬂpower:
root@firepower:
logout
admin@firepower:~% exit
logout
30
ape Sequence detected
Console session with module sfr
ciscoasa# I

expert

4

Jul 24 19:08:44 UTC 2023 on ttySi

# exit

terminated.
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From ASA CLI, enter to SFR CLI
Run the command, “session sfr console”

Enter SFR CLI credential
Username:
Password:

rights reserved.

ASA model & SFR Version Information

From CLISH, Run the command "expert”,
to enter into EXPERT
From EXPERT,
Run the command "sudo su -" (super user)
to enter into ROOT Privilege

+—— SR

Back into CLISH: Run the command "exit" command
Exit from SFR CLI: From CLISH, run the command:
'CTRL + SHIFT + 6 and then release all keys & press X'
or
“CTRL-AX"
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