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+ Cisco FMC(Secure Firewall Management Center)

- Cisco FXOS(Firepower eXtensible 2 | All)
» Cisco FTD(Secure Firewall Threat Defense)

t= %0 HEH

OII

C>

7|8to 2 stLCt.

= Secure Firewall Threat Defense ZES



« Firepower 41102 FXOS v2.12(0.498)E AlgHgtL|C}.
« =2|% C|d}o|A 0| M Cisco Secure Firewall v7.2.5 At

« Secure Firewall Management Center 2600 &/ X 7.4

« SCP(Secure Copy Protocol) X|4
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« Cisco Secure Firewall 1000 Series 0{Z2
« Cisco Secure Firewall 2100 Series 0O{Z2
« Cisco Secure Firewall 3100 Series 0{Z2}0|1A

« Cisco Secure Firewall 4100 Series 0{Z2}0[|1A

« Cisco Secure Firewall 4200 Series 0{ZZ}0[|1A

« Cisco Secure Firewall 9300 0{Z2}0|21A

» Cisco Secure Firewall Threat Defense for VMWare

AlEret 7| ZHof

Ol EMUME S8 FX0S 2 FTD HASE M S8 7 A45H0F gLt

74
=

A
al

ok
L
U

(=)
T

., FTD-HA P

High Awaitability

FTD-01(Primary, Active) Snort 3 S with E - e FPR4 2:44
L " Firepower 4110 with FTD 7,25 B oty Module - 1

(7 FTD-02{Secondary, Failed) Snort 3

Firspower 4110 with FTD 7.2.5 = Security Module - 1

0| AlLtEIR0IM B X §%(FTD-02)2 Al AENQILIC}.
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Backup Management Backup Profiles

Firewall Management Backups

System Information Date Created File Name VDE Version Location Size (MB) Configurations Events TiD

Storage Location: fvarfsfibackup/ (Disk Usage: 8%)

Device Backups
System Information Date Created File: Name VDE Version Location Size (MB) Configurations Events TID

FTD-02 = 4 P - s " = = A
l Cisco Firapawer 4110 Threat Defense v7.2.5 2023-09-26 23:48:04 FTD-02_Secondary 2023002623464 6 tar build 365 Local 53 Yes Mo Mo

FTD-01 N " i
3-09-: 475 -0 Al 6§21, - e e £ -
Cisco Firapowar 4110 Threat Defense v7.2.5 2023-09-26 23:47.57 FTD-01_Primary_202200262 34637 tar build 365 Local 52 Vs Mo Mo

2EHA|. M FTDL| /var/sflbackup/ CIEEE|0f| FTD {42 (A2 =7 LICE.

2.1 test-pc(SCP Z2+0|HE)0i| M /var/tmp/ CIEE 2| of2ie| FTDO| #Qd mtelg Y Z =g L|C}.

@test-pc ~ % scp FTD-02_Secondary_20230926234646.tar cisco@l10.88.243.90:/var/tmp/

2.2 FTD CLI expert 2 =01 84Q] T} U2 /var/tmp/oil A /var/sf/backup/ 2 O|S & L|C}.

root@firepower:/var/tmp# mv FTD-02_Secondary_20230926234646.tar /var/sf/backup/

3EHA. OHS BHEE 2= ZE0iM XEstod FTD-02 S SELICH

>restore remote-manager-backup FTD-02_Secondary_20230926234646.tar

Device model from backup :: Cisco Firepower 4110 Threat Defense



: Cisco Firepower 4110 Threat Defense
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This Device Model

Tedede el

TeddehddhddNdh

Backup Details

Model = Cisco Firepower 4110 Threat Defense
Software Version = 7.2.5

Serial = FLM22500791

Hostname = firepower

Device Name = FTD-02_Secondary

IP Address = 10.88.171.89

Role = SECONDARY

VDB Version = 365

SRU Version =

FXOS Version = 2.12(0.498)

Manager IP(s) = 10.88.243.90

Backup Date = 2023-09-26 23:46:46

Backup Filename = TD 02 Secondary_20230926234646 tar

B R A R R R RS

TSNl Nl Nl fdhddk

TNl Nl Nl fdhddhddn

* Caution
Verify that you are restoring a valid backup file.

Make sure that FTD is installed with same software version and matches versions from backup manifest be
Restore operation will overwrite all configurations on this device with configurations in backup.

If this restoration is being performed on an RMA device then ensure old device is removed from network

TN dehNdeh NS Ndeh Nl Nl Rl ddhddhfdhddhdd RS Nddhdd S NddNdd R

R R R R T ok A o R R e LR T

Are you sure you want to continue (Y/N)Y
Restoring device .

Added table audit_log w1th tab1e 1d 1

Added table health_alarm_syslog with table_id 2
Added table dce_event with table_id 3

Added table application with table_id 4

Added table rna_scan_results_tableview with table_id 5
Added table rna_event with table_id 6

Added table ioc_state with table_id 7

Added table third_party_vulns with table_id 8
Added table user_ioc_state with table_id 9
Added table rna_client_app with table_id 10
Added table rna_attribute with table_id 11
Added table captured_file with table_id 12
Added table rna_ip_host with table_id 13

Added table flow_chunk with table_id 14

Added table rua_event with table_id 15

Added table wl_dce_event with table_id 16

Added table user_identities with table_id 17
Added table whitelist_violations with table_id 18
Added table remediation_status with table_id 19
Added table syslog_event with table_id 20

Added table rna_service with table_id 21

Added table rna_vuln with table_id 22

Added table SRU_import_log with table_id 23
Added table current_users with table_id 24

Broadcast message from root@firepower (Wed Sep 27 15:50:12 2023):

The system is going down for reboot NOW!
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FTD-01(Prmary, Active) Snort 3 _ FPRA1 2:443
171 AT =8 Security Module = 1

FTD-02(Secondary, Standby) Snort 3 . it 5 e FPRA110-02:443 P
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1EtA|. Device(C|HEO|A) > Device Management(C|HIO|A #E))2 0|&S35t04 17+&4 741|120
Mo| A7 BIN (M) g BEELICH SHHE FTD HA (242 oto|Z 22))2 TE 8t O3 High
Availability(L 7t 4) SME F=IgLCE.
FTD-HA m
.H.ighi\vaamw anfiguration :
High Availability Link State Link
1 ! #

-----------

Failover Trigger Criteria s Interface MAC Addresses

2CHA| HA St



2.1 Devices(C|HIO|A) > Device Management(C|HFO|A ZHE[)2 O|&

ol ™M Hw& S=IFLICt O3 CH3 Break 42 =g LICH

’ FTD-HA
0 - High Avallabsility

© FTD-01({Primary, Active) Snort 3
10.88.171.87 - Routed

(@ FTD-02(Secondary, Standby) Snort 3
10.88.171.89 - Routed

2.2.CH7| mlof7t 8Eetx| ok g B2 ZH SEHE MHFLICH SM:

FPR4110-02:443

Firepower 4110 with FTD  7.2.5 H Security Module - 1 Essentials
Firapower 4110 with FTD 7.2.5 H ;E:.%Dﬁiﬁéz- ] Essentials

Confirm Break

Breaking the High Availability pair "FTD-HA® will erase all configuration
except the Access Control and Flex Config policy from standby peer. This
operation might also restan Snort processes of primary and secondary
devices, temporarily cauging trafhic interruplion, Afe you SUfe you want 1o
break the pair?

Force break, if standby peer does not respond |

)

® Base-ACP

Base-ACP

Switch Active Peer

Break

Force refresh node status
Delete

Revert Upgrade

Health Monitor
Troubleshoot Files
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sgrouped (2)

FTD-01 Snort 3 - | 2:4 piaaaia
. 720 =8 Security Module - 1 Essentials

7 FTD-02 Snort 3 e -~ - _ FPR4 2:44 e
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4.1. Devices > Device Management > AddZ O|S &t CH2 DeviceE 2 2/&fLICH

e | Deployment History

View By: Graup -

st
All(1) ® Error (0) ® Warning (1) Offline (0) ® Normal (0) Daploymant Pending (1) ® Upgrade (0) ® Snort 3 (1) Q, Search Device m

L -
|

High Avaitability

Cluster
Narme Madel Version Chassis Licenses Access Control Policy Auta Redll Chassis
Group
~  Lingrouped (1)
FTD-01 Snort 3 9 FPR4110-02:443 " -, —— .
L Firepower 4110 with FTD  7.2.5 H Seeurity Module - 1 Essentials @ Base-ACP s

0.88.171.87

FAE FYd, EA| O, S5 71 HMl& KXol H
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Add Device

Select the Provisioning Method:
® Registration Key Serial Number

CDO Managed Device

Host:t
10.88.171.89

Display Name:
FTD-02

Registration Key:*

Group:

Mone -

Access Control Policy:*
[ Base-AcP -

Smart Licensing

Note: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until vou choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):

Select a recommended Tier ¥

Carrier

Malware Defense
IPS

URL

Advanced
Unique NAT ID:t

Transfer Packets

conce | IR
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5.1 Devices(C|HFO|£) > Device Management(C|HFO|A £H2]) > Add(F7HE 0|& 3104 High
Availability( 7t ) SME F=ELCH

Migrate | Deploymaent Higtory

Wiew By Growp -
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Group
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10,88, 471 87 - Routed Firepower 4110 with FTO s B Sucurity Module - 1 Essontisls Baso-A B !
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5.2. Add High Availability Pair(ZL7+& 4 F7} #)E 7 & LICt Name(O|&), Device Type(C|HIO|
A §8)E st FTD-01& Primary Peer(7|&£ I|0{)Z, FTD-02E& Secondary Peer(Z2 % 1|04
)2 MEASE CFS Continue(7l%)E 2=18LICH

Add High Availability Pair

Naete:t
I FTD-Ha,

Dy Tune:

| [Firgwall Throat Defense

Frimibry Pt
FTO-01

Secondary Preer
[ Fro-02

O Threst Datonse High Avalability pair will Fine peimasy
conhguration. Licanses fram primary poar will be
oMV 1o thair high mvadability wrsions. snd apgied
o bath poers.
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5.3. HA



Warning

This operation restarts the Snort processes of primary and
secondary devices, temporarily causing traffic interruption.

Do you want to continue?

Do not display this message agai Yes
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Add High Availability Pair '3
High Availability Link State Link

Interface’]  Ethornetl/S Interface:] | Same as LAM Fallover Link w
Logical Mame:]  FA-LINE Lagical Han

Primaey IP:] 10,710,101 Primary |P:*
U IPVE Addross

Secondary I 10.10.00.2 Secondary IP;*

Subnt Mask:| 255 285 255 252 Subnat Mask:*

IPsec Encryption
Enalied

Kiry Ganeration:

0 LAN taliover link Is used fo syne configuration, stateful fallover link is used to sync application content
Babaenn paers. liniks and £annos b changed later,

6. FTD 17t&d Zu|ago|Mo| 2t = E|R{&LICH

FTD-HA .
O ™ High Availabisity £

o FTD=01(Primary, Active] Snort 3 FPRA110-02:443

Firepower 4110 with FTD 7.2.5 Essentials Base-AGP H
10.88.171.87 - Routed ! Security Module - 1 . «D :
@ FTD-02(Secondary, Standby] Snort 3 Fire, 4110 725 FPRA110-02:443 Essentials Base-ACP H

10.88.171.86 - Rovied ihaponen 4110 wihiFID: B security Moduls - 1 i s¢ @ :





https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/high-availability.html#ID-2107-000000a8
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/high-availability.html#ID-2107-000000a8
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/high-availability.html#ID-2107-000000a8
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/high-availability.html#ID-2107-000000a8
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/high-availability.html#ID-2107-000000a8
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
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