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1. Devices(C|HIO|£) > Device Management(C|HHO|A ZH2[) HO|X|2 0|S35t1 ¥4ZE & C[H}O|

A0f CHl Edit($=8)S 22/3t0ch
Fesenats Edit =——fp # :

2. Device(C|HIO|A) > Management(& 2|) 442 2 0|5 504 Manager Access Interface(& 2IXF 4
M QE{mo|A) 23 & E=Ig L ct



d @
192.168.1.8

Management
Remote Host Address:
Secondary Address:

Status:

Manager Access Interface: _’ Management Interface

Manager Access Interface(Z 2|X} HAM|A QIE{H| O|A) HE= J|E 2| QIEH0|AE E AR LICE.
23 E Z2/5t04 Manage device by E&ECH2 =529| Data Interface SMA M ClEmolA fEE
MEASt T SaveE S2IFLICH

Manager Access Interface Q

This is an advanced setting and need to be configured only if needed.
See the online help for detailed steps.

Manage device by

Management Interface hd

Management Interface

Data Interface

‘ Close |

3. O|A| CilO|E{ QIE{HIO|AOIAM 22| HAMA EASHE TIZHSHoF B LICH Devices(C|HFO|A) >
Device Management(C|HFO|A ZHE]) > Interfaces(Q/E{H| 0| A) > Edit Physical Interface(Z 21X
E{1| 0| A T Z|) > Manager Access(# ZIXI HMA)Z O|SEHL|C}.
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Add Static Route Configuration (7]

Type: * P IPvE

irpracs”
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* configure network {ipv4 | ipv6} manua ip_address netmask data-interfaces



>
P_ADDRESS NETMASK GATEWAY

> r_AUL T ¥ GAIL
> configure network ipv4 manual (192.168.1.8)(255.255.255.0)(data-interfaces)

Setting IPv4 network configuration...
Interface eth® speed is set to '10000baseT/Full’

Network settings changed.
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7. Management Center0f| M #t2|& HIE A3l 5t 1 Edit(HE)E 2 25101 Remote Host Address |IP address(H 3 SAE FA IPFEME
AL|o| E$F C}2 Devices(C|HFO|2) > Device Management(C|HFO| A £H2]) > Device(EIHIO|2A) > Management(
40{E 2|8t Secondary Address(41El AlEhSecondary Address(2 X F24)E AH0|Estn 1S M5t gLICH

Management

Remote Host Address: 192.168.1.8

rd
L]
1=
rx
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x
do
IS

Secondary Address:

Status:
Manager Access Interface: A Data Interface
Manager Access Details: Configuration

EE YoM ssH g3t
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Add Secure Shell Configuration [+

IP Ackdress® +
L - | €—a
Available Zones/interfaces L Selected Zones/interfaces
Q, Search | [ ad ]
DMZ |
Inside b h
outside

Interface Mame |

] o




250

E1: ssHE HIOo|E 2lEm0]A0AM 7

AXMe 2 s{&afok gLict.

Lot
2| AZo| MY

E[d|=Rel= [ ES t
2ol

FMC GUI(Graphical User Interface)0i| A

= g43515]0] QK| OO 2 SSHE A8 5104 9IH WoiB Balsiein ¥

22| ME{oll M Devices(C|HFO|£) > Device Management(E|HFO| 2 22]) > Device(C|HIO|A) > Management(2]) > Manager
Access(Z+2| X} M| 2) - Configuration Details(ZAI| 12{|0] 44 M| £ ALEH) > Connection Status( 2 2FEH) H| O X|of| A 22|

HE Y

EY



Management 4 @
Remote Host Address: 192.168.1.30
Secondary Address:

Status: Connected =P
Manager Access Interface: Data Interface
Manager Access Details: Configuration

FTD CLI(Command Line Interface) 0l A & QI

threat defenseCLIOIA 2| ¢4 HEfE 2 24™ sftunnel-status-brief WS Q=24 8rL|C}.

>
> sftunnel-status-brief

PEER:192.168.1.2
Peer channel Channel-A is wvalid type (CONTROL), using 'tap nlp', connected to "192.168.1.2' via '169.254.1.2°
Peer channel Channel-B is valid type (EVENT), using 'tap_nlp', connected to '192.168.1.2' via '169.254.1.2'
Registration: Completed.
IPv4 Connection to peer '192.168.1.2° Start Time: Tue Jul 16 22:23:54 2824 UTC
Heartbeat Send Time: Tue Jul 16 22:39:52 2824 UTC
Heartbeat Received Time: Tue Jul 16 22:39:52 2824 UTC
Last disconnect time : Tue Jul 16 22:17:42 2024 UTC
Last disconnect reason : Both control and event channel connections with peer went down

AElE LIE tap_nlp QIE{HO|AE 20{F & ol0|E| QIE{H oA CiEH B3Rl HAZAS EoiE Lt
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> sftunnel-status-brief

PEER:192.168.1.2
Peer channel Channel-A is valid type (CONTROL), using 'ethe@', connected to "192.168.1.2" via '192.168.1.8"
Peer channel Channel-B is valid type (EVENT), using 'tap_nlp', connected to '192.168.1.2" via '169.254.1.2°
Registration: Completed.
IPv4 Connection to peer '192.168.1.2" Start Time: Wed Jul 17 @6:21:15 2024 UTC

Heartbeat Send Time: Wed Jul 17 17:15:28@ 2824 UTC
Heartbeat Received Time: Wed Jul 17 17:16:55 2624 UTC
Last disconnect time : Wed Jul 17 ©6:21:12 2824 UTC

Last disconnect reason : Process shutdown due to stop request from PM

HIZ Y AlLt2|2

> sftunnel-status-brief
PEER:192.168.1.2
Registration: Completed.
Connection to peer '192.168.1.2"' Attempted at Wed Jul 17 17:2@:26 2824 UTC

Last disconnect time : Wed Jul 17 17:20:26 2024 UTC
Last disconnect reason : Both control and event channel connections with peer went down

HES3 Y& =l

Threat defenseCL10{| A Management 2! Manager M| A HIO|E] QIE{HO|A HEQZ MH S & QIghL|ct

> show network



> show network
===============[ System Information ]===============

Hostname : ftdcdo.breakstuff.com
Domains : breakstuff.com
DNS Servers : 192.168.1.163
DNS from router : enabled
Management port : 8365
IPv4 Default route

Gateway :ldata-interfaces
IPve Default route

Gateway rldata-interfaces
State
Link
Channels : Management & Events
Mode : Non-Autonegotiation
MDI/MDIX : Auto/MDIX
MTU : 15ee
MAC Address : ©0:8C:29:54:D4:47
Configuration :
Address :1192.168.1.8
Netmask :§ 255.255,.255.8
Gateway :\192.168.1.1
--------------------- -[ IPVv6
Configuration : Disabled

:::::::::::::::[ FFﬂKy Information ]::::::::::::::::
State : Disabled
Authentication : Disabled

======[ System Information - Data Interfaces ]======
DNS Servers :
Interfaces : GigabitEthernete/e

MTU .
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1ol BH2 pel AZo A HENE EAISHK| f&LICH

HES|3 44 &ol
Management Center0i| Pings} 7|

threat defenseCLI0I| M BEE A& 301 T O|E QIE{H 0| A0 A 22| MEE pingEf LICH
>fmc_ip ping

» ping 192.168.1.2
Please use 'CTRL+C' to cancel/abort...
Sending 5, le@-byte ICMP Echos to 192.168.1.2, timeout iz 2 seconds:

Success rate is 18@ percent (5/5), round-trip min/avg/max = 1/1/1 ms

threat defenseCL 10/l 4| T2 AFS atof 2] HIE{E Management QIEII 0|20l A pingZtLICH. O] QIE{H 0A L WEzelg S5 Clol
E{ QIE{H|O|A R Bt E!ErL|Ct

> A28 fmc_ip ping

=t

O
B RS B R OO R

> ping system 192.168.
PING 192.168.1.2 (192.
&4 bytes from 192.168.
&4 bytes from 192.168.
64 bytes from 192.168.
64 bytes from 192.168.
g 0

--- 192.168.1.2 ping statistics ---

4 packets transmitted, 4 received, &% packet loss, time 132ms
rtt min/avg/max/mdev = ©.282/8.311/8.348/0.230 ms

=t

68.1.2) 56(84) bytes of data.

icmp seg=1 ttl=64 time=0.348 ms
icmp_seq=2 ttl=64 Time=0.291 ms
icmp seq=3 ttl=64 time=8.333 ms

icmp_seq=4 ttl=64 time=@.282 ms

QIE{H Ol AEH, SH L T 4 =l

threat defenseCLIO A LIS #4Z 2|21 QIE{H| 0| A Q! nip_int_tapoll CHEF HEE HZSHAAIR.

> QUE{T|0| A MIFALE EA



Interface Internal-Data®/1 "nlp_int_tap"”, is up, line protocol is u
Hardware is en_vtun revee, BW Unknown Speed-Capability, DLY 1000 usec
(Full-duplex), (1000 Mbps)
Input flow control is unsupported, output flow control is unsupported
MAC address 0000.0100.0001, MTU 1500
IP address 169.254.1.1, subnet mask 255.255.255.248
311553 packets input, 41414494 bytes, @ no buffer
Received @ broadcasts, @ runts, @ giants
@ input errors, @ CRC, © frame, © overrun, @ ignored, © abort
@ pause input, © resume input
@ L2 decode drops
232599 packets output, 165049822 bytes, @ underruns
@ pause output, @ resume output
@ output errors, @ collisions, @ interface resets
@ late collisions, @ deferred
@ input reset drops, @ output reset drops
input queue (blocks free curr/low): hardware (@/@)
output queue (blocks free curr/low): hardware (©/0)
Traffic Statistics for "nlp_int_tap":
311553 packets input, 37052752 bytes
232599 packets output, 161793436 bytes
167463 packets dropped
minute input rate © pkts/sec, 3 bytes/sec
minute output rate © pkts/sec, @ bytes/sec
minute drop rate, @ pkts/sec
minute input rate @ pkts/sec, 3 bytes/sec
minute output rate @ pkts/sec, © bytes/sec
5 minute drop rate, @ pkts/sec
Control Point Interface States:
Interface number is 14
Interface config status is active
Interface state is active

[V, IV, IS SRR

FTDO|A FMCo| @123tV fIst B2 HAS

threat defenseCLIOIA 7|2 BE(S)7t F7HEI{ D 22| QBT 0| A(nlp_int_tap)oll CHEF LIF NAT /0] Q= X| = lgfLCt.

>ZAR B



> show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
0 - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of last resort is not set

C 192.168.1.0 255.255.255.0 is directly connected, Outside
L 192.168.1.30 255.255.255.255 is directly connected, Outside
> nat EA|

» show nat

Manual NAT Policies Implicit (Section @)

1 (nlp_int_tap) to (Outside) source static nlp_server__sftunnel_8.8.8.8_intf3 interface destination static @_8.8.8.8_5 @_98.8.9.8_5 service tcp 8385 83@5
translate_hits = 5, untranslate_hits = 6

2 (nlp_int_tap) to (Outside) source static nlp_server_sftunnel_::_intf3 interface ipve destination static @_:: 6 @_::_6 service tcp 83085 83@5
translate_hits = @, untranslate_hits = @

3 (nlp_int_tap) to (Outside) source dynamic nlp_client_@_intf3 interface
translate_hits = 1@, untranslate_hits = @

4 (nlp_int_tap) to (Outside) source dynamic nlp_client_@&_ipvé intf3 interface ipve
translate_hits = @, untranslate_hits = @

ol

[ 5
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Sttunnel % HZA £

> show running-config sftunnel

> show running-config sftunnel
sftunnel interface Outside
sftunnel port 8385
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/interfaces-settings-platform.html
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https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/200701-Configuration-of-Management-access-to-FT.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/200701-Configuration-of-Management-access-to-FT.html
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o] HHofl &5t
Cisco= ™ M| AFEXI0f| A CIe 012 X 2 i% M5

b7 loi 71A HE T|s0 2y
HAS HASI0 0| ZME HAMSLICL OfF 2| FEO| =2 7|H HIol2t: ME HATIS| H
o A2 0tE MESIK|= & LICE Cisco Systems, Inc.= 0] Z2 tHHof| CHal| of st MU
XXl 2o eat 2 72 EM(E3 M3 E)E &xe AS AL CHL



