ot st oM L QIE{H 0| AR eBGP T

HH 74 K-I_I?I_
Z ot OIE{I0|AE AI25tE eBGP 74T 18 |0|M
AlLE|2

HE|3 Clojo{a3Y
Szl Hu|ado|M
A 742 FHu|ago|M

BGP Z4m|Z12{|0|M

CtSE solshuct
22X sz
vl

0| 2 Mol = Cisco Secure Firewallo| A £ Z & OIE{I|O|AE AF235101 eBGPE F 5 & E 0]
CHaH A= ghLCt.

MNHE T AR
2T A
Ciscodll A CH BSofl CisH 2T 2l 2ol E&Lict,

- BGP Z=2E =

BGPO CHEt .= 8 QIE{H|0|A K| Secure Firewall Management Center 2! Cisco Secure
Firepower Threat Defense| E & Z|4& HTQRI HH 7.4.00 = EIRA&LICEH

MNBElE 7E 24

+ Secure Firewall Management Center for VMware B 7.4.1
+ 2 Cisco Secure Firepower Threat Defense for VMware {7 7.4.1

Ol Mol HE= 54 ™ g Z82| CIHIO|AE EOIZ A EE[I&LICH o EX{ol AHSE 2 E Cut

=
olat %7I3HE7|R) Hu|BolMe R AR EIRSLIC HK W=7t 5S 50l 29 BE
Hao| AAYHQl Wre 0l2| X|5hAI7| HhELIc



HiE HE

BGP(Border Gateway Protocol)= E—. Y, fodd Y UHESR3 et E XS 3t= EGP(Exterior
Gateway Protocol) —’F—2P5| Az HE g8 z2 EZQLCH SUFH AS(Autonomous
System)& ALS £ m|o{ Z+9| BGP M2 iBGP(Internal BGP)2t 1 &fLICt AMZ CtE
AS(Autonomous Systems) Ar&3steE 5 1|0 7Ho| BGP M2 eBGP(External BGP)Zt 1 & LICt

Yt o 2 Tof A= Zlofet 7t 7Hh2 QEmo|A e 1P FAE HEHE(X|BF, BGP I|0 ZHoi|
ot Z27I U= B BGP MME SE5HX| 222 F LU QlE{H0|AE AHE5I0{ BGP MlMS
MdYste Rol fSFLICH

N &7 o] ZEMAAE eBGP m|o{of CHEH

Loopack2 HZEZE MEE = JULE S

Loopack At&2 M5t X2 IBGP I|o{oi| CHEF
IZMAQLICH

3t
[

3}
—

Sz OIE|H 0|AE ALSSHe oBGP Z4L|130|M

AlLIE|2
O] A0l M B3t SFTD-101E IP 4 10.1.1. 1/320| Rle FZ U QIEI 0|47t /1 AS 64000,
HrStEd SFTD-20d= IP T4 10.2.2.2/32 L AS TATI

= S E+u1l0|A7+64001 = d3)ed
D5 QF OIE{H|O|AE AIE5104 CHE WalEo| £ EMH” ClIE{H|O| A0 HAZEILICH Ol AlLtE|20|
ME 2|8 CIEH 0|A T} 5 WM 25 0|2 —-&F).

HE L3 clo|o{1=H

0| EMoM= Ol HIER{Z dHEE AFSELICH

Loopback 1 Loopback 2
10.1.1.1/32 10.2.2.2/32

AS 64000 .1 10.10.10.0/24 2 AS 64001

outside outside




ol0X| 1. MLIEIS =&

S Hu[3eo]M

127, Devices > Device Management® 22/5t1 FZ S A& C|HIO|AE MEAFLICEH
2EHA|. Interfaces(QIE{| 0| A) > All Interfaces(Z2 E QE{H|0|A)E 2 2|EFLIC}.

3EHAl. Add Interface > Loopback InterfaceE 2 2/gfL|C}.

Firawall Management Genter Cverviow Anaiysis Policies Davicos Oblects Integration Doglay  C & @ admin b

FTD-1 =3
Clsco Firepower Threat Defense for Vikiware

Device Routing Interfaces Inling Sets DHCP VTEP

Q, Search by name yne Device Add Intarfaces v

All Intarfaces Virtual Tunmats
Sub Interface
. p

Radundat
Virtual§ .

Type Security Zones MAC Address (ActivelStandby) IP Address Path Monitaring

@ Management/0 management Physical Disabd Global

@ GigabitEthermatd/0 outside Physical 10080, 101/ 24(Static) Disabiod clobal | w1 Imerface

(@ GigsbiEtamata/y Physical Disakbied -
(@ GigatitEthemetd 2 Physical Disable #
[ GigabitEthemeta!s Physical Disabled r

O|OlX[ 2. QIE{H[O|A R Z &Y F7}

ATHA|. General(th) MMM Rz 0| 0|F S F A3t 1 Enabled(E A33HE)
Sz |DE TALIC



Add Loopback Interface

General IPvd |Pvk

MName:

Loobackl

Enabled
Loopback 1D
1

Description

Ol0lX[ 3. 7|2 F =& QlE{mo|A x|y ol

5EH7. IPv4 Mol P M Mofl M Use Static IP &
OKE Z3isto{ g P% % MEELICH



Edit Loopback Interface

General

|Pwd

IPvE

IP Type:
Use Static IP

IP Address:
10.1.1.1/32

Cancel |

OK

o|0|X| 4. Rz |p FA AHu|ago|M

6EHAH. MEES

L, Firewall Management Center

Cverview

FTD-1

Clsco Firepower Theeat Defanse for ViMware

Device Routing Intarfaces Inéne Sats DHCP
—
Interface Logical Name
@ Managementd/0 ARG
@ GigabitEhenmatdyo outside
(B GigubitEtmomator1
[@ GigatitEthomenty2
[ sigabitEthemernya
@ Loopback] Loopback]

=g

Analysis Policies Devices Objects

Integration

VTER

Type Sacurity Zones

Physieal

Physical

Physical

Physical

Physical

O|0|X[ 5. 4 QIE{m|OfA I E)|0|M KT

7TEHA| = e EetHo =

Z=MAE grsELICH

MAC Addross (Active/Standby)

@, Sgarch by name

IF Address

010,00, 1/ 24(S5atic)

01,7, 1432(Seatic]

Deplay @ £ @ admin~ Ul ceoype

You hve unseved mm,mm

Add Interfaces ¥

Syne Device

Path Monitoring  Virtual Router

Disabled Global -]
Disablod Global rd
Disabied rd
Disabled e
Disabled s
Disabiod Global £



Firewall Management Center
i ® anag Overview Analysis Policikes Devices Objects Integration Deploy O £ @ somin vl

FTD-2 =3

Cisco Firepower Threat Defanse for Viware

Device  Routing  Inerfaces  Inline Sets OHCR  VTEP
—

P Virtual Tunnels 0, Search by name Sync Device Add Interfaces v
Itarfac Logicsl Nasivi Tipa Sicirity Zonis MAC Addross (AetivalStandty) 1P Addriss Path Marsitaring Virtual Risister
@ Managemant0iD mAnAGETEL Privsical isabiled Gichal
© GigabitEthematd/0 outside Physical 10U10L10.2124{ Statich Disabled Global i
[ GigsbitEihemend/i Physical Disabled g
(B cigsvitEhemeniz Physical Disabilo #
[@ Gigabitethamata)z Fhysical Disabiled ra

I ® Locpbackl Loaback? Loopback 10.2.2.2/3 3 Static) Disabled i

oln|x| 6. mojol £ QlEfw|ol4 ZHm|23 ol
1y gz du|azo|M

/o Zoll AR ElE 7] Tof AR L7} A5t QIEIHOIAE So) HUY + UTS 1 3
28 FAsHoF BTt

—_

1EHA. Devices > Device ManagementE 22/t Ctg 18 ZZ2 & 74 C|HIO|AE MEHFHLICE

2. Routing(2H &) > Manage Virtual Routers(7H4F 2H2E{ #2]) > Static Route(1 M B2)E
Z 2|8t LIS Add Route(B2 F7HE Z=IgLICt

irewall Mz nl
Firewall Management Center Overview Analysis Policies Devices Objects Integration Deplay @ & @  admin -~

FTD-1 Carcel

Cisco Firepower Threat Defense for Vibiwang

Inerfaces Inline Sets DHCP VTEP

t+ Add Route

Network & ntariace asked from Virtusl Gatewny Turnelod Motric Trackod
outior
* IPv4 Routes

¥ IPvE Routes

olOlXx|7. M ™ A= £}

3EHA. 8o CiEt IPv4 S M2 MEIEILICE Interface SM0IA] §174 m|o{o| F = HHof
MEEl= 2™ CIEH|0|AE MEHEH CI S, Gateway MMM FZ8Hof Q12% CHS
L|Ct.



Edit Static Route Configuration 7]

{Internce Finmesg with this icon :ngni'h-l.i-:'q el 104 oo bead

Acvailabbe Matveark O - Sibectind Netwoik
O, Search | o

o igned

Pyd - BarscPrrurk - Tas s
Py Link - Local

vt -Multicast

Pl -Prieata- 1000.000-3

vl -Privvaia- 172, 16.0,0-12

Ensyre that egress virtualouter bas route b that destination

Gy

1010010,

Matraz
1
L hil

Turrseded: (L ondy Tow et Raung)
Houee Tackeg:
v |+

(o ) I

ol0lx| 8. ¥ E= Zxm|agolM

4%H7|. Available Network Al Q10 QI= otO|E(+)2 E=FLICE.



Edit Static Route Configuration [7]

Type: " P B
Interfacy*
outside ¥

(imderasce starting with this kon lisl-nnl'hn it is avadabde fow roule loak)
focalablo Natwork O E Satected Motwork

0, Search |.-'l.-:||:||

Ay =ignd

IPwd - Bonchmark=Tosts

P - Link-Local
IPd - Mbdtic st
IPw4-Privabe- 10.0.0.0-8
IPed-Private-172.16.0.0-12

Erdiune Thal egross virtuainouner Fas rowla 0o that cesonation

G EwTY
TR0 102 - +

Aptrics;
1

N i J1
| = o=

Tunnaled: (LIl by Pt it Remnton}
Route Tracking:
v |+

Ol0IX| 9. A HIER= 7HA| F=7t

5CHA|. 21X & 0|1} 27 1|o{Q| Looback IPE A5t X{&HEFLICE.



New Network Object (7]

Mame
Loopback-FTD2

Description

Metwork
® Host Range ) Network FQDN

10.2.2.2

Allow Owverrides

Cancel Save

O|0|X| 10. 1™ BR0M U ERXT CHA 7

6THA|. A arCHof| M BHE M 2| E HMstod MENS CHE Add(F7HE 226t OK(E2)E 2
EI%I-L_||:|._
1 Hd



Edit Static Route Configuration o

Type: * [Pl Pyt
LT
iR ]

[Interface starting with this icon B sgnifios & 5 svailabls {or moute leak)

Anailpbie Mehwork e Sokectin Natanork
O, Lespback-FTDE i Locoback-FTD2

Ensisn that £fress vinuakouter has foule 10 that dostnation

Galeway

1010107 v R
batric

1

raal

Trsnseded: (ki conly Tir hinlmails Pty
Rowune Trackng:
I

.. Coarasnl .

ololx| 11. X Z2oM Chg & 74

7TEHAL MEE S=FLICH



Firewall Mfmag_&ment Center [ Analysis Policies Devices Oujects Integration Deploy O &4 9 admin v b

FTD-1 oua havi unsaved changes m
Cisco Firepower Threat Defense for WWware

Davice  Routing  Interfaces  Inling Sets  DHCP  VTEP

Vi S 5 + Add Route
Matwark o interface i Gateway Tunneled Metric Tracked
¥ IPvd Routes
Loopback-FTD2 outsicto Glistal 10.10,10.2 folso 1 su
¥ IPvE Routes
olglx| 12. 1™ HZ QlE{H|o|A Hm oM X7
CtAH|. & HHrl istedo 2 T2 M|AE 8= &FL|CH
8CHA|. & Hml &stedo 2 T 2 MAE Bt=58FLICEH
Firewall Management Center Cwerdew Anabysis Policies Devices Objects Integration Deplay @ £ @  admin - cdui
FTD-2 Cancel
Cisco Firepower Threat Defense for Wiiware:
Davice Routing Interfaces Inline Sets DHCP VTER
+ Add Route
" % It e 1 Gatiry T 4 Mt Tracked
¥ IPvd Routes
Loopback-FTD1 cutside Global 10.10.101 false 1 £
* IPvE Routes

o|0|X| 13. Z|o{oM & B2 T4

BGP Z1x|1gi oM

d
y)
®
T
i

jo
0z
[
et
n
=
o
|>
M
rx
12
ot
T
o

1EHA|. Devices > Device ManagementE £ 2!5t

2CE+HA|. Routing(2H &) > Manage Virtual Routers(7H4 2+ E{ 2[) > General Settings(gH X
)& 288 Ot= BGPE =& Lct

3CHA|. Enable BGP(BGP & 43}) &XHE MEHS CFZ AS Number(AS H35) AMlMof| &fstedo| 24
ASE T gL



Overview Policies Devices Objects

Firewall Management Center )
re Firewall Routing Analysis

FTD-1

Cisco Firepower Threat Defense for VMware

Device Routing Interfaces Inline Sets DHCP VTEP

X Enable BGP:
Manage Virtual Routers

Virtual Router Properties

AS Number*

64000

—
Override BGP general settings router-id address:

Router Id
Automatic -
IP Address®
EIGRP
RIP General

Routing Scanning Interval

Number of AS numbers in AS_PATH attribute of received routes
Log MNeighbor Changes

Use TCP path MTU discovery

t Routing Reset session upon failover

IGMP Enforce the first AS is peer's AS for EBGP routes
PIM Use dot notation for AS number

Mul Ro
- e Aggregate Timer

Multic Boundary Filter

Best Path Selection

Default local preference

4EHH|. Save(MY) HE S Z=Isto{ HE Atg & MEELICH

o

Firewall Management Center

Overview Anatysis Poligies Davites Objects Integration
—
Cisco Finepower Threat Defense for Viiwane
Devica Reouting Imerfacas Inling Sets DHCP VTEP
Automatic -
General s Neighbor Timers
Seanning Interval () Keepalv Inferval
Numbar of AS numbars in AS_PATH attribute of recelved routes None: Hold time
Log Neightior Changes Yes Min hoskd time
Use TGP path MTU discovery Yas

0|0|X| 15. BGP Enable Change A%

5E+A|. Manage Virtual Routers 4404 A BGP

6EH7l. Enable IPv4(IPv4 & 443} &K MEHSE T Neighbor(Q1F C|HFO|A)E 2

Add(ZF7HE Z=IFLict

Integration

60
None
Yes

Yes

100

Disgrleny

SMo= o|SEH S IPV4E

Neighbor Timers
Keepalive Interval
Haold time

Min hold time

Next Hop
Address tracking

Delay interval

2 @ admin v iTw

B0

180



) Firewall I\-‘ranaggmen_t Center Overview Analysis Policies Deviges Objects Integration Deploy & @  ammin~ s

Cisco Firepower Threat Defense for Vidware

Davice Routing Irerfaces Inlivg Se1s DHCP WTEF

Genaral Add Aggregate Address  Fillering  Metworks  Redistibution  Route Injection
—

Address Remote AS Numbor Address Family Remote Private AS Number Descriptan

O|O0|X| 16. A BGP I|o{ F7}

7T IP Address(IP F4) AMof| A HZ m|o{e] IP FAE T8t CIZ, Remote AS(HZ AS) M|
MoiM 74 m|o{2] ASE 751 Enable address(F4 & 443 &XHE MEAFHLICE.

8CH7|. Update Source(£A YH|0|E) MMM 24 QIEH| O|A S ulg MEREH O}

it Maighbor il

P Aicpas" h Eruates] dmibives &
1T 55

Eeba o i L atrenty
B A5

EELE1T

F& D1 Fadoes DT

[ w

L R g ]

L el b ¥
Feresl Hmade Lintes el o] Aabepra el e ]
_—
eI usgsng
decopan Ling Moconey Ling
w T - -+
= I-IJ"I Bt |.|J|'|
- -T . -i-
ety Ll Prgte Ll
T ¥ r 1
A paih fier MY paih hilier
- 4 _r

Ly Dhen reprrlepd o Drifond prepnd 1ogevy Dhal Fepeielals

o|O|x| 17. 7|2 BGP I|o{ O{7HEH 4

Sz Update Source =42 neighbor update-source W2 &4355tH, 0l ZE 2Y ¢



Jot7| 2lsll ol BEE XY

N EfmlolARzY 28)E 5185 ol ASTLICH TCP HZ8 MX
%I- _J'&_ OIAL_||:_|.
9EHA|. Advanced(T2)E 2 2/3t CH2 TTL Hops(TTL &) SMoA Xt 28 7 A5tT OK (& Q)E
Zasct
Edit Neighbar L
Ly eoancd
L iz | L
Fitgr _.|.|-\. e F=, TeTeltn A 'l_‘.:._-,-..-\.
ke de i Pyt el aw
Ernieln [ relrypla
Panwwosd
Cimlre Pappsaad
L Wl s reim] Py B e ellnsy
iy e = WeriEr st
B Ay Sorwe B il b Lhaf b | ey Sorwsncied
! D] MW -l.'-|.-\."'||-"| e
TTL Hopa
L TCE sh BT cemsowary
TCE ll-.-\.-.-\.|| o7 Lhinis
olOIx| 18. TTL & ¥ 74
N 23 TTL Hops 242 mZI0] 1% HZEIR| o4 7LE BT @ZE QIE{H|0|A T} obdl I
BGP I|o{of| EE& = UL E TTL &4 2 HE5t= Ol AF& El= ebgp-multihop BEE &35}
gfLCh.
Z&stn HE A E FHELICL

10Et7|. Save(MEHE



1, Firewall Management Center

Ovarview Analysis Palicies Devicas Objicts Integration

FTD-1

Cisco Firepowar Theeat Defense for Witware

Device Rauting Interfaces Inline: Sets DHCP VTEP

Deploy Q £ @  admin - Al

You have unsaved changes m Cin-:el

Genaral Naighteer Add Aggregate Address Fittering Metworks Redistribution Route Injection
+ Add
Address Remate AS Number Address Famity e Private ® [ [ P
10.2.2.2 64001 Enablod £u
ol0|x| 19. BGP Zix| 2ol &
1MEHA. & Hl weledoz T2 MAE BtE gLt
Firewall Management Center Ovwniew  Analysis  Pobsies  Devices  Objects  Integration Depiy  Q #@  oomn- b
FTD-2 =3
Cisco Firepower Threat Defanse far VMware
Device  Reuling  Interfaces  inline Sets  DHCP  VTEP
‘4
General Neighbor A Aggregate Addness Filtering Metworks Redistribution Route Injection
Add
A R Al Al Fi ity lomote Private AS Numibor Description
I 10.1.1.1 54000 Ennbaed £ I
0l0[x| 20. Z|o{ol|l A BGP +d
oo S =
CtS2 &elguct
= 17 T o = s o : = = -
1B, RE 0 1 Z2 D80l 2ol OH, ping HIAEES S5 BGP I/of 2] 947

show running-config interface interface_name
running-config 22 FE A

show destination_ip

SFTD-1

SFTD-2

show running-config interface Loopback1

QIE{H| 0] 5 I 1

show running-config interface Loopback1

= b [e]ES

= I i




nameif 5 I HH1

ip =24 10.1.1.1 255.255.255.255
running-config Z2 EA|

QIF A=E 10.2.2.2 255.255.255 10.10.10.2 1
ping 10.2.2.2

5, 100H}O|E ICMP EchoZ 10.2.2.22 ELHE &
2 Alzh =3t 2= L|ct.

nameif Looback2

ip &2 10.2.2.2 255.255.255.255
running-config Z2 EA|

Q= ZF=2 10.1.1.1 255.255.255 10.10.
ping 10.1.1.1

10.1.1.10{| 5, 100H}O|E ICMP of| 2
ZF Mgt 2= 2l ).

11

HLZ|, Al

HIBE2 100%(5/5), = =4/ B/ %|CH = HBER2 100%(5/5), = =4/ B/ %|CH =
1/1/1ms 1/1/1ms
2CH7|. BGP |30l &elet CHE BGP I[0o{Z 0| MY E[R=X| = QlgLC.
show running-config router bgp
show bgp neighbors
show bgp summary
SFTD-1 SFTD-2

show running-config router bgp
22 E{ bgp 64000

bgp 21 QI C|HtO|A HHFE

bgp router-id vrf auto-assign
FAT ipvd RLIFHAE
neighbor 10.2.2.2 remote-as 64001

neighbor 10.2.2.2 ebgp-multihop 2

& A48}

10| 10.2.2.2 T1& B2 mtu ZA H|
H|O|E{ 10.2.2.2 update-source

= I i

HIO|H 10.2.2.2 & 445}

INESIRTAS NS

show running-config router bgp
22 E{ bgp 64001

bgp 21 21 C|HtO|A #F

bgp router-id vrf auto-assign

FAT ipvd RLINAE
neighbor 10.1.1.1 remote-as 64000
neighbor 10.1.1 ebgp-multihop 2

2% ClHtolA 10.1.1.1
discovery disable

ME A2 mtu-

QI C|HFO|A 10.1.1.1 update-source
Looback2

Ol 10.1.1.1 EAd5}




show bgp neighbors | i BGP

BGP Q1% C|HIO|A 10.2.2.2, vrf single_vf, &2
AS 64001, 2|8 &3

BGP 7 4, ¥4 2t E{ID 10.2.2.2
BGP #Elf = Established, %[CH 1d15h
BGP E|O|E BT 7, 21 C|HFO|A& BT 7/0

Q|F BGP Q1™ ClHo|A= =[CH 2& 7HE[of R

oS A 0|A|_||:_|._

=B T A=

show bgp summary

BGP 2t E AHXt 10.1.1.1, EE AS H=E

64000

BGP E|0O|E HZFI2 7, 7|2 2}E H|0|E HF
2 7Lt

0|8 V AS MsgRcvd MsgSent TblVer InQ
OutQ Up/Down State/PfxRcd

10.2.2.2 4 64001 2167 21627 0 0 1d15h O

show bgp neighbors | i BGP

BGP Q1% C|HFO|A 10.1.1.1, vrf single_vf, &2
AS 64000, 2|8 &3

BGP HHT 4, &4 2} 22E{ ID 10.1.1.1
BGP AEl| = Established, Z=|CH 1d16h
BGP H|O|Z H7 1, 1% C|HtO|A B 1/0

Q| BGP 2™ C|HtolAa= Z|cH 2& 7HElol

g & QgL

=B T A"

show bgp summary

BGP 2t RE{ Al#HX} 10.2.2.2, EZH AS H3E

64001

BGP Ei|0|E B0l 1, 7|2 2t* & E|o|E HT

1

HIO|tH V AS MsgRcvd MsgSent TblVer InQ
OutQ Up/Down State/PfxRcd

10.1.1.1 4 64000 2168 2173 1 0 0 1d16h O

=X s &

HOo
M
oY

Zz M Sol 2X7H gdst= d< o

0jo

- BGP(Border Gateway Protocol)

ol
>

[0



https://www.cisco.com/c/en/us/td/docs/security/firepower/70/fdm/fptd-fdm-config-guide-700/fptd-fdm-bgp.html

o] HHofl &5t
Cisco= ™ M| AFEXI0f| A CIe 012 X 2 i% M5

b7 loi 71A HE T|s0 2y
HAS HASI0 0| ZME HAMSLICL OfF 2| FEO| =2 7|H HIol2t: ME HATIS| H
o A2 0tE MESIK|= & LICE Cisco Systems, Inc.= 0] Z2 tHHof| CHal| of st MU
XXl 2o eat 2 72 EM(E3 M3 E)E &xe AS AL CHL



