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Routing

Add Multiple Virtual Routers v ). Commands £ BGP Global Settings
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INTERFACE
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Lis Firewall Device Manager ¥ o % @ @ H i v o SECURE
il g Monitoring Policies Objects Device: fidv742 2 Administrator

Device Summary

Routing

Add Multiple Virtual Routers w >~ Commands v £} BGP Global Settings
Static Routing BGP OSPF EIGRP ECMP Traffic Zones
1 route Y Filter +

INTERFACE i 5 GATEWAY IP

1 StaticRoute_IPvd outside 1Pvd 0.0.0.0/0 192.168.10.3 1

Site2 FTD_H|O|E O]
3CHA|. 42 7|} Site-to-Site VPNE FAIEHL|CH 0] odlof M= THA] Site1 FTDE FAIEHL|CE

3.1Et7|. Site1 FTD2| FDM GUIO| 21218t L|Ct. Site1 FTDL| LHE HIE X3 of CHEF A HIER3
Hi|E BHELICH 2 objects> NetworksO| S 3t 10 + HE S = LI|CH.

m o

Firewall Device Manager
: Monitoring Policies

[-——] ( ) @ .@ (:} H admin L alials SECURE
Device: ftdv742 (] - Administrator cisco oELUR

Object Types  + Network Objects and Groups

T2 Networks 9 objects ¥ e F
- . Preset flters: System defied, User defined

Create_Network_Object

« O|&:inside_192.168.70.0
- R UESRZ
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Add Network Object

Narme

in-;,i:r-a_wz.iﬁs.m.{q]

Description

Type
[{Eﬁ mmmm] I:::I Host -'::] FODN D Range

e twork

I 192.168.70.0/24 ]

e (HECHE)

3.3EtH. 22 0|3 & LIC}.pevice > siteto-sitevPN 2 2 218 LICH view Configuration
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Gisca Firopower Threat Defense for KVM  7.43-172  376.0  20231011-1538 Atssues | Unknewn  Not Canfigured

CONFIGLIRE

Interfaces Routing Updates

Managemont: Moerged 1 static route Geolecation, Rule, VDB, System Upgrade,
bled 4 of Secuity Inteligence Feeds

View All Interfaces > View Configuration » View Configuration >

Smart License Backup and Restore Troubleshoot

Tier: FTDWS0 - 10 Gbps

Vinw Conflguration ¥ Wiew Configuration » RECUEST FILE TO BE CREATED S0 Mo

Site-to-Site VPN Remote Access VPN Advanced Configuration Device Administration

There arc i t Includes: FlexGonflg, Smart GLI Audit Events, Deployment History,
Download Configuration

Vi Configusatian » Configunn » Wit Conligairation > View Coaflgisration 3

Site-to-Site VPN £ 7|

I

3.4EHA|. M Site-to-Site VPN A2 A|RHEHLICH € Z =& LICHCREATE SITE-TO-SITE CONNECTION

- - v 3= .
Firewall Device Manager = o = @ @ : edmin o e cEcURE
S Muonitaring Policies Objects Device: fdw? a2 o Administraor ==

Device Sumim

Site-to-Site VPN

T Finer

Preset kkors: Rare Has

REOTE RATWORES

CREATE SITE-TO-SITE CONNECTION

Create_Site-Site_Connection
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VPN TUNMEL

@

FTONT742 INTERNET

Define Endpoints

Connection Prof-ite Name
Demo_525

Sites Configuration

LOCAL SITE

Local VPN Access Interface

Please select i

¥

[C[q.! te new Virtual Tunnel Interface ]

Create VTI_in_VPN_OFEH AL

Route Based (VTI)

REMOTE SITE

Remote IP Address

3.6EHAH. M VTIE Mdst7| fls et HEE NI ELICH OK(

« Name(O|&): demovti

- E{ID: 1

- Eid £ A: Q|5 (GigabitEthernet0/0)

o IP 34 2 MEY OIAT: 169.254.10.1/24

« &El: Enabled(& ) ¢x[0ll = €EI0IHE 2

=1
=

g LICH.

S T3 Remote Network




Name
demonti

Dt iSO
|
Tuireripdl 00 ignnigl Souncn
1 ouiside (GigabitEthermabdnd) —

B Addnpss and Subnet sk

169.284.10.1 i M

=l - 1

VTI_MIE HE AN
3.7EHA|. 2t HEE HlS M3FLICH NEXT (CHS) HES Z&lgLicth
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New Site-to-site VPN o

2 G 3
. VPN TUNNEL .
S TSIDE A
T Local Network - ® ) Y rersace RN T Remote Network
FTDVT42 INTERMET PEER ENDPOINT

Define Endpoints

Connection Profile Name

Demo_528

Sites Configuration

LOCAL SITE REMOTE SITE
Local VPN Access Interface ﬁ?emnl@ IP Address
demovti (Tunnel1) o 192.168.10.1
A

VPN_Wizard_Endpoint_Step1

3.8EH7l. IKE Policy(IKE M&)Z 0|5 & L|ch EDIT(HE) HES 28}

= i o E = [ ] 3 sdm
1 Firewall Device Manage o * : in L el
—'_'-ﬁ EygwallDevicelanager Masitoring Policies Objects Dévice: fdv742 @ @ @ ' asca SECURE

Adrministrator

f - _-f‘.'l 'rF-‘-‘ " Canfiaiiratios
New Site-to-site VPN (7) Endpons ° :

@ VPN TUNNEL

e S o — - N —— [ ——
FTONT42 INTERNET PEER ENDPOINT
Privacy Configuration
IKE Policy

o IKE policies ane global, you cannot configure different policies per VPN, Any enabled IKE Policies ane svailable to all VPN
connections.

weversionz (@D wevErsion1 (@ )

IKE Policy

tha.y quiCd

IPSee Proposal

None selected EDIT... [!]
TR ()
3.9H 7. IKE B3| A= O|2| Holgl HAME A& 3t7{Lt Create New IKE Policy(Af IKE 22 A
£ Z=stod M YA E Me = AsLct

ol ol HE 7IZ IKE 2 AES-SHA-SHAZ EZ5tT 2802 M Mg MMEFL|CH X{ES



: AES256_DH14_SHA256_SHA256
2t 23} AES, AES256
- DHOE: 14
. -'?'-E" Sl Al: SHA, SHA256
« PRF &l Al: SHA, SHA256
. ':<'§ 86400(7 |2k

Add IKE v2 Policy

[ Priority Name State

Y Filter 1 ] [ AES256_DH14_SHAZ56_SHA256 ] D]

A i
@ ) AES-GCM-NULL-SHA Encryption

.

I
|‘) AES-SHA-SHA l
T P ————

Diffie-Hellman Group

@ ) DES-SHA-SHA v

[ Integrity Hash )

Lifetime (seconds)

Create New IKE Policy “ 86400

FI7H M_IKE_&34



Y Filter

iy
@ AES-GCM-NULL-SHA

|-:) AES-SHA-SHA \

@ DES-SHA-SHA

| m AES256_DH14_SHA256_SHAZ56 \

@ @ @ @

Create New IKE Policy

Enable_New_IKE_Policy
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1 ~irewall Device Manager g : SECURE
et = » sl Monitoring Policias Objects Device: fidw742 e . . Adwministrator | SR 2 ECURE

New Site-to-site VPN (T";. Endpoints ° nfigurat 3
@ VPN TUNNEL .
FTONT42 PEER ENDPOINT

INTERNET

Privacy Configuration

IKE Policy
) IKE palicies ane global, you cannet configure different policies per VPN, Any erabled IKE Policies are svallable to all VPN
connactions.
||;Em$m=‘) IKE VERSION 1 @
IKE Policy
Globally applied EDNT...

IPSec Proposal

o 9

Edit_IKE_X{|et

3.11E7A. IPSec M|ote| A2 O|2| HOlE IPSec2 A& 3t7{L} Create new IPSec Proposal(Al
IPSec M|t M4d)S E=I6H01 M Mt ME e = JUELICH O] oo M= HIRE2E M HEE
DFELICH 2R3t HEE MSELICH XMEste{H OK HES E=g L Ct

- O|&: AES256_SHA256
- 2t 53} AES, AES256
« 2244 s Al: SHA1, SHA256
Add IKE v2 IPSec Proposal
+

Name
Y Filter SET DEFAULT
AES256_SHA256

o~
& AES-GCM in Default Set I Encryption
& AES-SHA A ¥

Integrity Hash

s -] o

& DES-SHA-1

Add_New_IPSec_Proposal



¥ Filter SET DEFALULT

& AES-GCM in Default Set

=

& AES-SHA

& DES-SHA-1

| & AES256_SHA256 l

Create new |IPSec Proposal

@ Qe e

Enable_New_IPSec_Proposal
2EHA. AIM 7 7|18 FEELICEH NEXT(CHS) HES S/ FLICH

OlM™ SR 7IE 7
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Firawall Deviee Manaa o o = = ) 7 . admin aliili
Firewall Device Manager Q:) (‘_.;, @ @ : % SECUR
. . = Monitoring Policies Objects Device: frdv742 L ] - 4 Administrator SRS i EASRai

FTONT42 NTERNET PEER ENDPOINT

Privacy Configuration

IKE Policy

) KE palicies are global, you cannet eonfigure differam policies par VBN, Ary enabled KE Policies are availabie to all VPN
COANBELONS.

e version 2 () IKE VERSION 1 (@)
IKE Policy

Globally applied EDIT..

IPSec Proposal

Custom set selected EDIT...

Authentication Type
@ Pre-shared Manual Key C Certificate

Local Pre-shaned Key

emote Peer Pre-shared Key
senes

wo ()

Configure_Pre_Shared_Key

3.13EHA|. VPN ZHI|2go|de AEELICE =H5lof & ALE O] e BACK(RIR) HES 28
ghLICH 2 E Zd0| MAQl A2 FINISH(OHE) HHES 228 Lt



Demo_S2S Connection Profile

o Peer endpoint needs to be configured according to specified below configuration.

Interface

VPN Access 0 demovti (169.254.10.1) < | PeeriP Address 192.168.10.1

2]

N

IKE Policy aes,aes-192,aes-256-sha512,sha384,sha,sha256-sha512,sha384,sha,sha256-21,20,16,15,14, aes,aes-256-
sha,sha256-sha,sha256-14

IPSec Proposal aes,aes-256-sha-1,sha-256

Authentication Pre-shared Manual Key

N

IKE V1: DISABLED

|

Lifetime 28800 seconds
Duration
Lifetime Size 4608000 kilobytes

ADDITIONAL OPTIONS
o Informati

eacx I

VPN_Wizard_Complete

on is copied to the clipboard when you click Finish. You must allow the browser to access your clipboard for the copy to be successful
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NAT7} A E[o] QX| k22 2 NAT-exempt #2IE 7S ZR 7t QiaLICt.

3.16E7. Hmaelold HE Mg E FHELICH

LEF]  Firewall Device Manager = o e @ @ @ H i . theh SECURE
ol = Monitoring Policies Objects Device: fidv?42 (] . Agdrministrator RRES SN

Device Sunmm

Site-to-Site VPN

1 conneetion profile ¥ Filter +

1 Demo_S28 Route Based (VTI) demovti W

TE_VPN_FH

BGP2| Z4I|1g|o|M

AT, Device(C|HFO|£) > Routing(EHR &) 2 0|5 &LIC}. View Configuration(Z1I|12i|0|M &
o -—
7)g =gk
]I_, irssoel{Device Mg Monitoring Palicies Objects @ @ @ : r;:r;fsnarw N ‘!mlo SECURE
(a1 | & internet
Cisco Firepower Threat Dafense for KVM @
o -. @
sl
oro}
Interfaces Routing Updates System Settings
Management: Merged 1 static route Geolacation, Rule, VDB, System Upgrade, Ma s
E A ] Security Inteligence Feeds
View All Interfaces > View Configuration > View Configuration >
Smart License Backup and Restore Troubleshoot
'.I'mr.: F‘I'DUISO =10 Gbps
View Configuration > View Configuration > REQUEST FILE TO B CREATED
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N FrowsiD o o = =0 ORQ® @ : wxm AT
i o Monitoring Policles Objects Device: ftdw742 (] # i L s e

Administrator

Routing

Add Multiple Virtual Routers W 3= Commands v £ BGP Global Settings
Static Routing BGP OSPF EIGRP ECMP Traffic Zones
+

CREATE BGP OBJECT

Create_BGP_Object

67 Zix| 2| 0|F 2 MSELICH Template(RZ23!)2 2 0|S50{ & LICH X 5ted OK H
=2

Name(O|&): demobgp

& 1: AS HS E /e LICH as-numberE Z2IELICH EHASHEZE 8522 =T LICT O]
o0 M= Site1 FTDO| CH8Hl AS E15 7| 65511.

o P ZREZEE FAELICH ip-protocolE 2=2IELICH ipv4E MEHEHLIC.

Add New BGP Object

Name Description
demobgp .
e
Template © Show disabled ) Reset

iFFrptocol
router bgp |6551._

configure address-family [EfsEyeluleiaelalsditn

ipv4

Create_BGP_Object_ASNumber_Protocol

4. FIF MYE FAEELICEH Settings(A™H)E 2 2l5t 1 general(YEhH2 MEEH CHS Show
disabled(H|& 4 EANE Z=/&LICH



Add New BGP Object

Name Description
demobgp Y
1
Template @ Show disabled () Reset

router bgp 65511

configure address-fan
Address Family IPV4 Settings
address-family ipva _..__

configure address-family ipv4

BGP_Object_AddressSetting <443

ol
T

& 6:BGP LUERIE Fdst7| 2lai &S &S
S2I5tL|ch MR 7S 3 7|E ZA= B0 ME
inside_192.168.70.0(3.2EF H|0{| A 4 E) A

3t5te{™ + ot 0|22 F=IELIC}. network-objectE
g == A&LCt o] ool M=

Add New BGP Object

Name Description
demobgp >
Z
Template & Hide disabled Q Reset

router bgp
configure address-family ipv4 v
address-family ipv4 unicast
configure address-family ipv4

distance bgp 286 200 200

Create_BGP_Object_Add_Network



Add New BGP Object

Name Description
demobgp y
e
Template & Hide disabled ) Reset
p +

1 router bgp 65511
configure address-family ipv4 v

address-family ipv4 unicast

IPV4 Network address

o e

network I

OutsidelPvdDefaultRoute Netw

OutsidelPv4Gateway

any-ipvd Network

any-ipv6 Network

inside_192.168.70.0 Netw

inside_192,168.70.0

Create_BGP_Object_Add_Network2

4 11: BGP HIO|HH &7 HEE L/ HStES ;S e d35t5te{™ + ofo|2 2 2 =lELICH. neighbor-
addressE& 225t I|0{ BGP QI C|HIO|A FTAE =522 QAELICt o] dloMe=
et Lo{ASHEE #8522

169.254.10.2(Site2 FTDL| VTI IP FA)ILIC as-numberE 2215
l248tL|Ct. o] o0 4165510 Site2 FTDE I8t ZdLIC}. config-options



V.

() Reset

Description
& Hide disabled

Add New BGP Object

Name
demobgp
Template
1 router bgp 65511
2 configure address-family ipv4
address-family ipv4 unicast
configure address-family ipv4
distance bgp
network inside_192.168
. elect Configuration Option
configure neighbor 169.254.108.2 remote-as ]
LRI properties
Create_BGP_Object_NeighborSetting
S . M2 = =2 Sl &l J=2 S
A 14: QI ClHIO|A 0| UR HEHE FHSGH LT 2telE g gststedd™ + oto|22 =F LI
£ Z 2|5l 1 propertiesS ME4SFL|CH

activate-options



Add New BGP Object

Name Description
demobgp >
/A
Template & Hide disabled ()} Reset

router bgp 65511
configure address-family
address-family ipv4 unicast
configure address-family ipv4
distance bgp 28 288 200

network inside_192.168.70.0 v

configure neighbor 1 2  remote-as

neighbor 169.254.1 remote-as T
Select Configuration Option

configure neighbor 169.254.10.2 activate activate—optionsv

properties I




Add New BGP Object

Name Description
demobgp >
"
emplate ide disablec eset
Templ & Hide disabled R

1 router bgp 65511
configure address-family ipv4w
address-family ipv4 unicast
configure address-family ipv4
distance bgp

network inside_192.168.70.0 v

configure neighbor 16¢ :
g g Select Neighbor Setting

neighbor 169.254.10.2 remote-__
configure neighbor 169.254.18.2 remote-as
configure neighbor 169.254.18.2 activate

general
neighbor 1 54.18.2 activate

advanced

migration
ha-mode
CANCEL
Create_BGP_Object_NeighborSetting_Properties_Advanced
H18: Z= MTU AMES HIE E3tetedH S =6t HIE H3HE ME{ELICH



Add New BGP Object

Name Description
demobgp y
Z
Template & Hide disabled O Reset

router bgp 65511
configure address-family ipv4w
address-family ipv4 unicast
configure address-family ipv4 general v
distance bgp 20 200 200

network inside_192.168.706.8 v

configure neighbor 169
neighbor 169
configure neighbor 169.254.18.2
neighbor 169.254.18.2 password
configure neighbor 4.10.2
neighbor 1 version versior 1 e .
options (optional)
transport connec__co-mode ool ol

neighbor 1
transport path-mtu-discovery [elolafelER"

neighbor 169

configure neighbor 16 54.10.2 activate pro

neighbor 169 4.18.2 activate disable

Create_BGP_Object_NeighborSetting_Properties_Advanced_PMD

|gd8tstei™ - HES F=IFLICH 23 O3 OK(E2l) HEEZ 286t

14,15, 16,17: 2t
01 BGP Z&|E MEELIC.



Add New BGP Object

Name Description

demobgp

Template £ Hide disabled ) Reset

router bgp
configure addr ~-family ipwd
address-family ipv4 unicast
configure addr
distance bgp

network

configure neighbor

neighbor 1 B <

configure neighbor 169.254.18.2 remocte-as advanced ~
neighbor 169 .18
configure neighbor 2 18.2 hops options
neighbor 1 .18.2 wversion version-number
neighbor 1 ?  transport connection-mode options
neighbor 16 .18.2 transport path-mtu-discovery

confipure neighbor 16 54.18.2 activate propertiesw

neighbor 16 .18.2 activate

CAMCEL

Create_BGP_Object_DisableLines

Ol ool M= BGP ’doi| cHet 7H lLICH AA 27 Atefol el CHE BGP ™ g 788 &+ U
&LCh.



Name Description

demobgp

Template & Hide disabled ':D Reset

router bgp

configure address-family  ipv4 v

address-family ipv4 unicast
configure address-family ipv4
distance bpgp

configure neighbor )54.10.2 remote-as 65518
neighbor 169.254.18.2 remote-as 65510

configure neighbor 169.254.18.2 remote-as advanced v

neighbor 16 4.18.2 transport path-mtu-discovery
configure neighbor 16 4.18.2 activate properties «

neighbor 169.254.18. activate

BGP_Object_Final_Overview 44
7CtH. BGP (oo™ HE At E S ELC.

i g

1= ™y : admin bl
Monitoring Policies Objects 2/ Administrator SInee
QUHHH;.
Add Multiple Virtual Routers w - Commands v £ BGP Global Settings
Static Routing ~ BGP OSPF EIGRP EGMP Traffic Zones
1 object
T DESCRIPTION

1 demobgp

Deploy_BGP_Configuration

8Er7|. O|A| Site1 FTDOI| CHEH Zdm|Z2f|o|M0] 2= A& LT



Site2 FTD VPN 2! BGPE T Ad5l04™ Site2 FTDO| ST D742 AL 5104 3~7EAHE

LICH.

CLIOI A Site1 FTD 2! Site2 FTD2| 7+ 70

H =5t
-1

—

AMOIE 1 FTD

MOIE 2FTD

NGFW HZ1 7.4.2

QIE{H|O|A GigabitEthernet0/0
nameif 2|

cts dEM

propagate sgt preserve-untag
policy static sgt disabled trusted
ot +7

ip &4 192.168.30.1 255.255.255.0

QIE{H|O|A GigabitEthernet0/2
nameif Li5
Hot &

ip &4 192.168.70.1 255.255.255.0

QUE{H 0] A B4 1

nameif demvti

ip =4 169.254.10.1 255.255.255.0

Eld A4 QIE{H0|A QF

E{'d CH4 192.168.10.1

E{d 2 E ipsec ipv4

E'd 23 ipsec T2 E ipsec_profile|e4084d322d

THA HIE ST 2IFIPv4HHO|ES O]
ZAE 192.168.30.3

object network inside_192.168.70.0
MEH192.168.70.0 255.255.255.0

s

HA|A TF NGFW_ONBOX_ACL
access-list NGFW_ONBOX_ACL remark rule-id 268435457:
OHM|A A NGFW_Access_Policy

access-list NGFW_ONBOX_ACL remark rule-id 268435457:
L5 RULE: Inside_Outside_Rule

MM A 55 NGFW_ONBOX_ACL 12 &IZ| JHA &
|acSvcg-268435457 ifc LIE ZE 72| ID 2|8
268435457 O|HIE 21 25

access-list NGFW_ONBOX_ACL remark rule-id 268435458:
SHM|A = NGFW_Access_Policy

access-list NGFW_ONBOX_ACL remark rule-id 268435458:

£ ifc

NGFW HZ1 7.4.2

QIE{H| 0| A GigabitEthernet0/0
nameif 2|

cts dEM

propagate sgt preserve-untag
policy static sgt disabled trusted
Hot =&

ip &4 192.168.10.1 255.255.255.0

QIE{H|O|A GigabitEthernet0/2
nameif L{5

AR
Hot &

ip &2 192.168.50.1 255.255.255.0

UE{H 0| A Ef'd 1

nameif devti25

ip &4 169.254.10.2 255.255.255.0

Eld AA QE{HO|A 28

E{'d CH4 192.168.30.1

E{d 2= ipsec ipv4

E'd 23 ipsec T2 E ipsec_profile|e4084d322d

THA HE ST 2/ IPv47HO|ES O]
ZAE 192.168.10.3

object network inside_192.168.50.0
MEH192.168.50.0 255.255.255.0

o

HAM|A TF NGFW_ONBOX_ACL
access-list NGFW_ONBOX_ACL remark rule-id 268435457:
OHAM|A A NGFW_Access_Policy

access-list NGFW_ONBOX_ACL remark rule-id 268435457:
L5 RULE: Inside_Outside_Rule

HM|A 55 NGFW_ONBOX_ACL 12 &2 JHX O &
|acSvcg-268435457 ifc LIS ZE 72| ID 2|8
268435457 O|HIE 21 25

access-list NGFW_ONBOX_ACL remark rule-id 268435458:
HM|A & NGFW_Access_Policy

access-list NGFW_ONBOX_ACL remark rule-id 268435458:
L5 RULE: Demo_allow

£ ifc




L5 RULE: Demo_allow

HMA 55 NGFW_ONBOX_ACL 13 &8 7HAl 28§
|acSvcg-268435458 any any rule-id 268435458 event-log
both

access-list NGFW_ONBOX_ACL remark rule-id 1: A&
H=: NGFW_Access_Policy

access-list NGFW_ONBOX_ACL remark rule-id 1: L5
RULE: DefaultActionRule

access-list NGFW_ONBOX_ACL advanced deny ip any
rule-id 1

2+ E{ bgp 65511

bgp 21 Q1% C|HIO|A B#4Z4

bgp router-id vrf auto-assign

FAFipvd RLHAE

neighbor 169.254.10.2 remote-as 65510

LA|0ItH 169.254.10.2 & FE mtu AM HIEH3t
Lflole] 169.254.10.2 & st

HE?{3 192.168.70.0

XI-E [eXe): g-l%

ey

>

7
3

o
B e

M O
F-I.I []_o'l_l

.l

Z2 2|5 0.0.0.00.0.0 192.168.30.3 1

crypto ipsec ikev2 ipsec-proposal AES256_SHA256
ZZEZ esp Y53} aes-256 aes
ZE2EZ esp FZA°H sha-256 sha-1

2t 5 5} ipsec T2 E ipsec_profile|e4084d322d
ikev2 ipsec-proposal AES256_SHA256 4%
Hotodd &~ ZIZ H 0| E 4608000 A%

security-association lifetime seconds 28800 A&7
&= 3} ipsec 22t 44 pmtu-0i[0| & F&F

crypto ikev2 &4 1
A

3l aes-256 aes

224 sha256 sha
=
=

prf sha256 sha
=% X 86400

crypto ikev2 =4 20

2t = 3| aes-256 aes-192 aes

£ 744 sha512 sha384 sha256 sha
52120161514

HMA 55 NGFW_ONBOX_ACL 13 &8 7Hxl 218§
|[acSvcg-268435458 any any rule-id 268435458 event-log
both

access-list NGFW_ONBOX_ACL remark rule-id 1: A&
HM=: NGFW_Access_Policy

access-list NGFW_ONBOX_ACL remark rule-id 1: L5
RULE: DefaultActionRule

access-list NGFW_ONBOX_ACL advanced deny ip any
rule-id 1

2+ E{ bgp 65510

bgp 21 1% ClbHO|A 7

bgp router-id vrf auto-assign

FAFipvd RLUHAE

neighbor 169.254.10.1 remote-as 65511

LA|OItH 169.254.10.1 & FE mtu AM HIEH3t
Lflole] 169.254.10.1 & st

HE?{3 192.168.50.0

XI-E [eXe): g-l%

ey

>

7
3

o
B e

Y Off
F-IJ []_o'l_l

M

42 2|5 0.0.0.00.0.0 192.168.10.3 1

crypto ipsec ikev2 ipsec-proposal AES256_SHA256
ZZEZ esp & 353} aes-256 aes
ZE2EZ esp T2 sha-256 sha-1

2t 5 5} ipsec T2 E ipsec_profile|e4084d322d
ikev2 ipsec-proposal AES256_SHA256 4%
Hot odd =~ ZIZ H 0| E 4608000 A%

security-association lifetime seconds 28800 A&7
2t 3 3 ipsec £ 9o 2472 pmtu-0i|0| & F &t

crypto ikev2 &4 1
A

3l aes-256 aes

224 sha256 sha
=
=

£ 7 86400

crypto ikev2 =4 20

2t = 3| aes-256 aes-192 aes

£ 744 sha512 sha384 sha256 sha
52120161514




prf sha512 sha384 sha256 sha
=% X 86400

crypto ikev2 enable outside
I8 H™ |s2sGP|192.168.10.1 LIE
I8 MM s2sGP[192.168.10.1 &M
vpn-tunnel-protocol ikev2

tunnel-group 192.168.10.1 type ipsec-12I
Efd I8 192.168.10.1 Y §4

7|18 28 H™ |s2sGP|192.168.10.1

E{d 15 192.168.10.1 ipsec S
|keV2 ""I randcs] ol_lg I-II_'I g o 7' *kkkk

A BR 7| e

prf sha512 sha384 sha256 sha
=% X 86400

crypto ikev2 enable outside

a

0>|

1% |s2sGP|192.168.30.1 L=
|s2sGP|192.168.30.1 £
vpn-tunnel-protocol ikev2

=2
= |
= XA
g, =

o>|

tunnel-group 192.168.30.1 type ipsec-12I
E{g 18 192.168.30.1 it 4
7|12 28 H™ |s2sGP|192.168.30.1

E{d 15 192.168.30.1 ipsec S

ikev2 ""I 3 ol_lg AI-II_'I g (@) 7' *kkkk

ikev2 E;E-i ol_lé Al-xl_'l —g—_ﬁ_ 9' *kkkk

1EtA. 2& E= SSHE &3all ZF FTD2| CLIZ 0|&3+09 show crypto ikev2 sa &
ipsec sa WS Sl 1E-AH L 2EH| VPN A EHE & QIErLICE

2 EsHHAIL.

2! show crypto

MOIE 1FTD

MOIE 2FTD

ftdv742# show crypto ikev2 sa
IKEv2 SA:

Session-id:134, Status:UP-ACTIVE, IKE
count:1, CHILD count:1

Tunnel-id 2Z 423 fvrf/ivrf A'E} 3&

563984431 192.168.30.1/500 192.168.10.1/500
Global/Global READY RESPONSE

%3} AES-CBC, 7| 37[: 256, Al S

of SHA256,
DH Grp:14, 2158 7|%: PSK, @& =l

PSK
/2t A|ZF: 86400/5145%

52| sa: local selector 0.0.0.0/0 -
255.255.255.255/65535

remote selector 0.0.0.0/0 -
255.255.255.255/65535

ftdv742# show crypto ikev2 sa

IKEv2 SA:

Session-id:13, Status:UP-ACTIVE, IKE count:1,
CHILD count:1

Tunnel-id 22 2 furflivrf & Ef 238
339797985 192.168.10.1/500 192.168.30.1/500
/™ FH| JH AR

ot % 3} AES-CBC, 7| 27[: 256, SHAl: SHA256,
DH Grp:14, 218 7|Z: PSK, ¢I& & Ql: PSK
/= AlZt: 86400/74099%

59| sa: local selector 0.0.0.0/0 -
255.255.255.255/65535

remote selector 0.0.0.0/0 -
255.255.255.255/65535

ESP spi 21/0}2: 0xb7b5b38b/0xf0c4239d




ESP spi infout: 0xf0c4239d/0xb7b5b38b

ftdv742# show crypto ipsec sa

CIE{m| 0| A: demovti

H._'*E. 65280, E2Z $4:192.168.30.1

23 E vrf(ivrf): T4

2 Z id(addr/mask/port/port):
(0.0.0.0/0.0.0.0/0/0)

¥4 id(addr/mask/port/port):
(0.0.0.0/0.0.0.0/0/0)
current_peer: 192.168.10.1

#pkts =3} 5720, #pkts
CHOIMAE: 5720

#pkts decaps: 5717, #pkts decrypt: 5717, #pkts
verify: 5717
#pkts 2 5F: 0, &= #pkts: 0
#pkts Ot S: 5720, #pkts 7N 2
= aidl Alm: 0

#pre-frag 43 0, #pre-frag A Il: 0, #fragments
AHA—i ‘0

2t 2 3}: 5720, #pkts

24 AlIl: 0, #pkts

#PMTUs ™&: 0, #PMTUs revd: 0,
#decapsulated reassembly7| & 2 &t frgs: 0

#TFC $=41: 0, #TFC: 0
#Valid ICMP 25: 0, #Invalid ICMP 2 &
#send 2 F: 0, #recv 257F: 0

:0

24 ¢ S =:192.168.30.1/500,

3l Z2:192.168.10.1/500
Z 2 mtu 1500, ipsec 2H{5| = 78(44), O|C|0
mtu 1500
=2 PMTU AIZHE): 0
ICMP 257 AS: HIE% ¥
|_5I
34xH o} RHI2E spi: B7B5B38B
34X QIHI2 E spi: FOC4239D

174 of

r*o

IS =
—_ —_

g5t ',TF 1LH;' Hi

QIHI2 E esp sas:
spi: 0xFO0C4239D(4039386013)
SA &rEl: &M

H#42t: esp-aes-256 esp-sha-256-hmac &f

i
ot

Ar& M™ ={L2L, Tunnel, IKEv2, VTI, }

__vti-crypto-map-Tunnel1-0-1,

ftdv742# show crypto ipsec sa

QIE{H| O] A: demovti25
ot5 3l @ Ef2: _ vti-crypto-map-Tunnel1-0-1,
ABIA B15: 65280, 24 FA:192.168.10.1

23 E vrf(ivrf): 1A

2 Z id(addr/mask/port/port):
(0.0.0.0/0.0.0.0/0/0)

¥4 id(addr/mask/port/port):
(0.0.0.0/0.0.0.0/0/0)
current_peer: 192.168.30.1

#pkts =3} 5721, #pkts
CIOIMAE: 5721

#pkts decaps: 5721, #pkts decrypt: 5721, #pkts
verify: 5721
#pkts 2 5F: 0, &= #pkts: 0
#pkts Ot S: 5721, #pkts 7 2
of = siiA|l Almi: 0
#pre-frag ‘43 0, #pre-frag A Il: 0, #fragments
AHA—i ‘0

#PMTUs T&: 0, #PMTUs revd: 0,
#decapsulated reassembly7} & 3t
#TFC =241 0, #TFC: 0

#Valid ICMP 25: 0, #Invalid ICMP 2
#send 2 F: 0, #recv 257F: 0

et S35} 5721, #pkts
24 Al 0, #pkts

frgs: O

70

24 ¢ S =:192.168.10.1/500,

3l Z2:192.168.30.1/500
Z 2 mtu 1500, ipsec 2H{5| = 78(44), O|C|0
mtu 1500
=2 PMTU AIZH(XE): 0, DF
ICMP 27 AS: H|&dstE,
=|_5I
$4XH O} RHI2 E spi: FOC4239D
4% QIHI2 E spi: B7B5B38B

174 of

r*°

IS =
—_ —_

M2 copy-df

i

TFC —UH;I. |:||§I-/<k5|

QIHI2 E esp sas:

spi: 0xB7B5B38B(3082138507)
SA HEl: &M

et esp-aes-256 esp-sha-256-hmac

ot

A% ={L2L, Tunnel, IKEv2, VTI, }




£2:0, conn_id: 266, crypto-map:
map-Tunnel1-0-1
sa EtO|Y: &2 7|
IV 37| 16HI0|E
N A PNIPN T H
MTSE WX| HIE™:
OxFFFFFF OXFFFFFFFF
O} RHI2E esp sas:
spi: 0xB7B5B38B(3082138507)
SA &Eff: Ed
P

H42t: esp-aes-256 esp-sha-256-hmac &

__vti-crypto-

+=H(kB/Z): (4285389/3722)

O

Ar& M =(L2L, Tunnel, IKEv2, VTI, }

&%: 0, conn_id: 266, crypto-map: __vti-crypto-
map-Tunnel1-0-1
sa EtO|Y: H2

IV 37|: 16HI0|E
N A PN IPN L H
MTE WX| HE™:

0x00000000 0x00000001

7| T (KB/X): (4147149/3722)

5t
=

£2:0, conn_id: 160, crypto-map:
map-Tunnel1-0-1
sa EtO|Y: &2 7|
IV 27|: 16H}0|E

N 2 PN IPN T H

MTE YWX| HIER:

OxFFFFFF OXFFFFFFFF

O}RHI2E esp sas:

spi: 0xFO0C4239D(4039386013)

SA &Eff: Ed

H#4%t: esp-aes-256 esp-sha-256-hmac &=

__vti-crypto-

+=H(kB/Z): (3962829/3626)

of

ot

22 MR =
S Eo

AP ={L2L, Tunnel, IKEv2, VTI, }

£%X%: 0, conn_id: 160, crypto-map: __vti-crypto-
map-Tunnel1-0-1
sa EtO|Y: H2
IV Z7]: 16HI0|E
N 2 PN IPN T H
MTE YWX| HIE™:

0x00000000 0x00000001

7| £=(kB/Z): (4101069/3626)

2CHA| 24 &= SSHE S35l ZF FTD2| CLIZ 0|5 6104 show bgp neighbors 2! show route bgp &
242 Al235104 BGP AENE = olst|c}
ALO|E 1 FTD AFOIE 2 FTD

ftdv742# show bgp neighbors

BGP 2I14 C|H}O|A 7} 169.254.10.2, vrf
single_vf, 23 AS 65510, 2| &3
BGP HH™ 4, ¥4 2t<E{ ID 192.168.50.1

BGP & Ef = Established, Z|CH 1d20h
OFX[2F 2471 00:00:25, OFX|2F AL 7| 00:00:45, &

= AlZH2 180, keepalive 2+ 2 60X &LICH
Hlolt] Al Ad:

184, CtE MM X[ o BHALS oF &

HolH 7|s:

A2 MZ TE: 2] 2 SR

4=ZEIASN 7|s: &3l 2l =4
FATIPV4 RLIFHAE: 23 2 4l

HE|MM 7|s:

HIAIX| SA:

InQ Z0|= 0

OutQ Zl0|7F 0Lt

A
2l 4

l

ftdv742# show bgp neighbors

BGP 21 C|HIO|AE 169.254.10.1, vrf
single_vf, #Z3 AS 65511, 2| &3
BGP BT 4, ¥4 EI*E ID 192.168.70.1
BGP 2Ej = Established, Z|CH 1d20h

o X2k 217 00:00:11, OFX|2F A4 7] 00:00:52, CH
7| AlZt2 180, keepalive 7H242 60% JL|C}.
HlOltH AlAd:

184, CtE MM X[ o BHALS oF &

HolH 7|s:

A2 MZ T E: 2] 2 F2AF

4=ZEIASN 7|s: & &l 2l =4
FATIPv4 RLIFHAE: 23 2 4l

HE|MM 7|s:

HIAIX| SA:

InQ Z0|= 0

OutQ Zl0|7F 0Lt

A
Hl 4

&




AH|0|E: 22
ZILEI0|H: 2423 2427
Z2 M2 1%:00

& H|: 2426 2430

g o 7Fo| 7|2 A AlZH2 30F Lt

FATO AR IPv4 RLIFHIAE
M4 169.254.10.2
BGP E|O|& 7 3, 214 C|HFO|A B 3/0
EHcH7E 371:0

Aol 4
AUclolE 28 T 17
HLH A A

4= T =
HEALES:
Prefixes Current(24&f &5 Al): 1 1(80HIO|E A}
&)
SEIN,
2f Al
PHAIM HE: 00

x|Ato| HEEZ AE: ST ALE
IS ZZZ A8:n/a 0

O}RHIRE QlHIRE
24 ™M HEE HF AL
O| mlo1Q| |4 o| BZ:1n/a

gH:10

XS E AN|0|E Q| NLRI £ ZICH 1, Z|A 0

=4 FH0| gdstr|o] e RIBol&
169.254.10.201 CHEt B2 7} A& LICt

HAZ MH1, 30

Ofx|ak R4 % oF &

Transport(tcp) path-mtu-discovery7} H|E A4S} &
ARA&Lct.

Graceful-Restart7} H|& A3l &

d7|:11

o2l 00

AH|0|E: 22

ZILE0|E: 2424 2421

Z2 M2 1E:00

7| 2427 2424

Zn A™7Ho| 7|2 |4 AlZH2 30 LICEH

FATO AR IPv4 RLIFHIAE

MIA4: 169.254.10.1

BGP E|O|& 7 9, @14 C|HFO|A H{T 9/0
EHCH7|E 371:0

AHO1 4
4 djo|E 18 T
HLH A Al

4= T =
HFALES:
Prefixes Current($1&l =I5 Al): 1 1(80HIO|E. A}
&)

MEFAF A1 1

LA HE:00

BAIZ HE:00

Z|AO| AZE ALS: ST AE
s 22 Al8:n/a0

(e K=2 1
HA T

O}RHIRE QlHIRE
24 ™M HEE HF AL
O| mlo1Q| |4 o| BZ:1n/a

g2AH:10

XS E AN|0|E Q| NLRI = ZICH 1, Z|A 0

F4 FHo| gdstklo] e RIBOIE
169.254.10.101| CHEF B2} U&LICH

A MM 4, A3

MM 19| QIE{Ho|A ERHS 2 QIFt OFX|2f R A
X 1d21h

R&LCt
Graceful-Restart7} H|& A3l E

ftdv742# B2 bgp E Al

T E: L -local, C - connected, S - static, R - RIP,
M - mobile, B - BGP

D - EIGRP, EX - EIGRP 2|8, O - OSPF, IA -
OSPF ¥ 7t

N1 - OSPF NSSA 2|2 83 1, N2 - OSPF

ftdv742# 32 bgp EA|

T E: L -local, C - connected, S - static, R - RIP,
M - mobile, B - BGP

D - EIGRP, EX - EIGRP 2|8, O - OSPF, IA -
OSPF ¥ 7t

N1 - OSPF NSSA 2|2 8% 1, N2 - OSPF




NSSA 2|2 & 2

E1-OSPF 2|18 98 1,E2- OSPF 2| & 2,
V - VPN

i-1S-1S, su-1S-1IS 22F, L1-1S-1S &I 1, L2 -
IS-1S B 2

ia - IS-IS inter area, * - 2 7|27f, U- AL X}

HIHE=2

0-ODR,P-H7|MeZ CIRZEE|E
2 +-SM2 42

S| - X InterVRF, Bl - BGP InterVRF
T FHX|2| Ho|EHOl= 192.168.30.304 M

HE2/3 0.0.0.022

k<[~

x|

NSSA 2| & 2

E1-OSPF 2|8 98 1,E2-OSPF 2| & 2,
V - VPN

i-1S-1S, su-1S-1IS 22F, L1-1S-1S &I 1, L2 -
IS-1S B 2

ia - IS-IS inter area, * - 2 7|27f, U- AL X}

HIHE=2

0-ODR,P-H7|MeZ CIRZEE|E
2 +-5X2 3=

S| - X InterVRF, Bl - BGP InterVRF
T FHX|2| Ho|EHOl= 192.168.10.301 M

HE2/3 0.0.0.022

k<[~

z|

B 169.254.10.2, 1d20h& &3l 192.168.50.0 B 169.254.10.1, 1d20hE

&3l 192.168.70.0 255.255.255.0

255.255.255.0 [20/0] [20/0]
3EHAH. Site1 E2I0|HEQ} Site2 ECI0|HME 7 HEXMOZE MZ ping¥&LICH.

ALO|E 1 EE}0|HE

Sitel _Client#ping 192.168.50.2
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.50.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 31/56/90 ms

AIO|E 2 EZl0o|E

Site2_Client#ping 192.168.70.2
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.70.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 12/39/71 ms

=X 52

ol MMM A 22Xl siES el A8 E + U= SEE MSE LI
0|21t debug HHEE ALE350{ VPN Aol EXE siAE = U&LICH

debug crypto ikev2 platform 255
debug crypto ikev2 protocol 255




debug crypto ipsec 255
debug vti 255

0|24 debug HEE A& Sto1 BGP MMo| EX|E sHEAE + U&LICH.

ftdv742# debug ip bgp ?

A.B.C.D BGP neighbor address

all A1l address families

events BGP events

import BGP path import across topologies, VRFs or AFs in BGP Inbound information
ipv4 Address family

ipv6 Address family

keepalives BGP keepalives

out BGP Outbound information

range BGP dynamic range

rib-filter Next hop route watch filter events
updates BGP updates

vphv4 Address family
vphv6 Address family
vrf VRF scope

<Ccr>
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