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'.configurableElements.sso' /lancopel/var/services/cm/configuration/$(awk -F\" '{print $8}' /lancope/var/services/cm-

agent/configuration/managementChannel.json)/config.json > jgdoldcm.json |:c|=>|ac=>1° M°H°I'|—|L_-|'.

741smc:~# jqg '.configurableElements.sso' /lancope/var/services/cm/configuration/$ (awk -F\"
'{print $8}' /lancope/var/services/cm-agent/configuration/managementChannel.json)/config.json >

jqgdoldcm. json

741smc:~#

2CHA. (An_'iE—hI A|'<%:!') ARl ZHr[asio|lME %5 Antet H|wste™ ja . /lancope/var/fedlet-manager/conf/fedlet-
manager.json > jgdoldfm.json E‘;‘%‘% I%'ﬂ L—l E—"-

741smc:~# jg . /lancope/var/fedlet-manager/conf/fedlet-manager.json > jgdoldfm.json
741smc:~#

3EHA|. [IA| Hd BFE | tmpfile=$(mktemp) BE S A EFLICI.

741smc:~# tmpfile=$ (mktemp)
741smc:~#

A4CHA|. IA| B4~ OHS 7| em_file=§(echo /lancope/var/services/cm/configuration/$(awk -F\" "{print $8}

Nlancope/var/services/cm-agent/configuration/managementChannel.json)/config.json) %' _"‘<':=>' = M °H I |-—| l:-|'.

741smc:~# cm_file=$ (echo /lancope/var/services/cm/configuration/$(awk -F\" '{print $8}'
/lancope/var/services/cm-agent/configuration/managementChannel.json)/config.json)
741smc:~#

5EA|. 4% A2 B Q1 Secure Network Analytics BHZ12 echo $SWINFO_version RIS AISHEHL|CH,

741smc:~# echo $SWINFO_version
7.4.1

SMC H{Z0[| 7.4.121 B C}S HHES A"siLICt

0

741smc:~# cp $cm_file $tmpfile && jg --arg foo "" --argjson bar false

' .configurableElements.sso.ssoEnabled = $bar|.configurableElements.sso.ssoDescription =

$foo| .configurableElements.sso.idpXml = $foo|.configurableElements.sso.SSOProxy =

$foo| .configurableElements.sso.ssoOnly = $bar|.configurableElements.sso.downloadIdpXml = $bar'
"Stmpfile" > $cm file && rm -f -- $tmpfile

741smc:~# cp /lancope/var/fedlet-manager/conf/fedlet-manager.json $tmpfile && jgq --arg foo "" --
argjson bar false '.ssoEnabled = $bar|.ssoDescription = $foo|.idpxml = $foo|.ssoProxy =

$foo| .state = "NO_CONFIGURATION" | .message="Single Sign-On is not configured."' $tmpfile
>/lancope/var/fedlet-manager/conf/fedlet-manager.json && rm -f -- $tmpfile
741smc:~#

SMC H{70| 7.4.1 O|MQl ZA2 S Hais AlsHst|C}.

71lsmc:~# cp $cm_file $tmpfile && jg --arg foo "" --argjson bar false
.configurableElements.sso.ssoDescription =

' .configurableElements.sso.ssoEnabled = $bar
$foo| .configurableElements.sso.idpXml = $foo|.configurableElements.sso.ssoOnly =

$bar| .configurableElements.sso.downloadIdpXml = $bar' "$tmpfile" > $cm_file && rm -f -- $tmpfile
71lsmc:~# cp /lancope/var/fedlet-manager/conf/fedlet-manager.json $tmpfile && jg --arg foo "" --
.ssoDescription = $foo|.idpXml = $foo|.state =

argjson bar false '.ssoEnabled = $bar



"NO_CONFIGURATION"

.message="Single Sign-On is not configured."'

$tmpfile >/lancope/var/fedlet-

manager/conf/fedlet-manager.json && rm -f -- $tmpfile

711lsmc:~#

6THA| (ME ALY 2|5 Aot Zu[asolME el Zu[asl|o|Mt Hlwste{w ol S WHE S Al
L|C}.

741smc:~# jqg '.configurableElements.sso' $cm_file > jgdnewcm.json

741smc:~# jg . /lancope/var/fedlet-manager/conf/fedlet-manager.json > jgdnewfm.json
741smc:~# dAiff -y jgdoldcm.json jgdnewcm.json

741smc:~# Aiff -y jgdoldfm.json jgdnewfm.json

7EHA|. (B ALEY) json OFX|2 EHA[OM O HI ZE2MA | YR ZE M El mpUAL|CH
741smc:~# rm -f jgdoldcm.json jgdnewcm.json

741smc:~# rm -f jgdoldfm.json jgdnewfm.json
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711lsmc:~# unset tmpfile

71lsmc:~# unset cm_file

71lsmc:~#

KOI' "'I'E| '”'EA'” = |‘A| M 3|' |o dockercentral-management%‘%% Q%%FL—“:L
741smc:~# docker restart svc-central-management

svc-central-management

741smc:~#

etolL] 2 EOHE]
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bash <(base64 -d <<<
"H4sTIAIXWV2MAA+1WXW/aQBB8769YWVZIpNoobapWQkSgqSIh4AEehaSuVKrrYa3LBvnPuDihqg+t+7Z4PBBMhHX6gQEQgDcst6
dnRsyi+GNBA/BGYiB6Bs2RDgEDzQCG/jMFGEXCWpgIoIlzZm5QQZt TYCC6bMTFEAYMGCQUAL / 3wYGGSTN7bLr7 6 ch+eQCNML2
ah9A2qydMhDLD+0SpukY14SHgepjWQyliPhwrZrgUdXefTUfgtQcO1lH5migsD70dfta2PewRAMLULKRMUTUmML1g0TAhP /Vkt
XMM8gDtDQCWIG/JjtoYMmMGOZECB+IMjbFzhmOlgAg06EOXBLPlYdACGGaTIb++g5pftibbTIE/QvtayBub6cBjiG27tIJ1GY5v2
f1b6NUYIG+ralrV209aukxHmSV8yu8lnXYkXjBZD4CUCWyghlmlEpXOr1DUW7MuLxLIe6egEklMssYVKMG61izspgPVEQVEFY
fp/F4DN/A7X/p9NrB1QSVpjAOm+C894 /8Qwe+QwNI1wLCbEMx01lch703RjOB5TAOhlhIcpzik814zBTFLNO64N/s+FTYaQRN
ceuR+Z+4J61Dxz0QowaWeO/J51HINk8fz6H2u5I/ZkzIDkcwehxrJqUgkizolBMgvgbNgziF11HQSiyoFLybuKtQS5S8S3vO
vZ8MtbCF7jdMH10W/Vjo5veCqF£TanbPLi4+£f0OkHPufdT1JIpQNpO+6ZXg9£f1QeIEArkFIUyobI9+pLYc4 fhEHGZ1tANDP5/20
p/xdoRaB/tx5j/kxjEzgtje0PrY1KPd2arAml1H1jT23mUKQOWE+RW1H1gUz1p8DUSCXE7 1WRNiZQj8gcZkK/FmJvvWNDmo6H
£D2DKaCcKzZglpOX1PUCMCML1WFNUgqgIava6VHCFhCpLIti4sDu6hh9PFmZzONgJvtrYdrFG6iYeVwdb3A100XQ/Pe2/YJgo
g4gqgI8jLK11WSqg9QfUfRSaKo/qayREAgG8fHGUiqlZvjlgal3Ib+f0qylbsI3z1gWALi+NCoQVy5wLpV6e2LCWWBBmOaBVRRRr
0SeiFRZ63XCjtP+vNUjxa2ZKoGuyG90030zkftYILAAA=" | gunzip)

£3 of:

741smc:~# bash <(base64 -d <<<

"H4sTIAIXWV2MAA+1WXW/aQBB8769YWVZIpNoobapWQkSqSIh4AEehaSuVKrrYa3LBvnPuDihg+t+7Z4PBBMhHX6QQEQDcst6
dnRsyi+GNBA/BGYiB6Bs2RDgEDzQCG/jMFGEXCWpgIoIzZm5QQZtTYCC6bMTFEAYMGCQUAL / 3WYGGSTN7bLr7 6ch+eQCNML2
ah9A2qydMhDLD+0SpukY14SHgepjWQyliPhwrZrgUdXefTUfgtQcOlH5migsD70dfta2PewRAMLULKRMUTUmML1g0TAhP /Vkt
XMM8gDtDQCWIG/jtoYMmMGOZECB+IMjbFzhmOlgAq06EOXBLPlYdACGGaTIb++g5pftibbTIE/QvtayBub6cBjiG27tIJ1GY5v2
f1b6NUYIG+ralrV209aukxHmSV8yu8lnXYkXjBZD4CUCWyghlmlEpXOr1DUW7MuLxLIe6egEklMssYVvKkMG61izspgPVEQVtFY
fp/F4DN/A7X/pINrB1QSVPpjAOmM+C894/8Qwe+QwNI1wLCbEM®01ch703RjOB5TAOhlhIcpzjk814zBTFLNO64N/s+FTYaQRN



ceuR+Z+4J61Dxz0QowaWeO/J51HINk8£fz6H2u5I/ZkzIDkcwehxrJqUgkizolBMqvgbNgziF11HQSiyoFLybuKtQS5S8S3v0
vZ8MtbCF7jdMH1OW/Vjo5veCqFfTanbPLi4d+£0OKkHPufdT1IpQONp0+6ZXg9£f1QeIEArkFIUyobI9+pLYc4fhEHGZz1tANP5/20
p/xdoRaB/tx5]j/kxjEzgt jeOPrY1KPd2arAmlH1jT23mUKQoWEf+RW1H1gUz1p8DUSCXE7 1WRNiZQj8gcZkK/FmJvviWNDmo6H
£D2DKaCcKzZglpOX1PUCMCMLIWFNUqgqqgqIava6VHCFhCpLIti4sDu6hh9PFmZzONgJvtrYdrFG6iYeVwdb3A100XQ/Pe2/YJqgo
g4gqgI8jiLK11WSq9QfUfRSaKo/qayREAQG8fHGUiqlZvjlgal3Ib+£f0qylbsI3z1gqWALi+NCoQVy5wLpV6e2LCWWBBmOaBVRRRr
0SeiFRZ63XCjtP+vNUjxa2ZKoGuyG90030zkftYILAAA=" | gunzip)

Stage 1 - Init Variables and Gather Files
Making temp file
Done
Getting current Central Management state
Done
Getting current Fedlet Statement
Done
Stage 1 - complete

Stage 2 - Modifying configurations

Updating Central Management and Fedlet Manager Configuration
Done

Stage 2 - Complete

Stage 3 - Compare

Comparing CM configurations

Note, this wont look any different unless SSO was actually configured previously or this is
broken

0ld CM Config | New CM Conf

{ {

"ssoEnabled": true, | "ssoEnabled": false,
"ssoDescription": "Known Bad Config", | "ssoDescription": "",
"idpXml": "https://www.example.com", | "idpXml": ",
"ssoProxy": "", "ssoProxy": "",
"ssoOnly": false, "ssoOnly": false,
"downloadIdpXml": true | "downloadIdpXml": false
} }

Comparing Fedlet Statements
01d Fedlet Statement | New Fedlet Statement
{{

"ssoEnabled": true, | "ssoEnabled": false,

"ssoDescription": "Known Bad Config", | "ssoDescription": "",

"idpXml": "", "idpXml": "",

"spFgdn": "741lsmc.example.local", "spFgdn": "74lsmc.example.local",

"ssoProxy": "", "ssoProxy": "",

"state": "FAILED_TO_DOWNLOAD_IDP", | "state": "NO_CONFIGURATION",

"message": "We couldn’t reach the Identity Provider URL. En | "message": "Single Sign-On is not
configured."

P}

Stage 3 - Complete

Stage 4 - Unset variables and delete temporary files
Restarting Central Management
svc-central -management
Done
Stage 4 - complete
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