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SWA_CLI> snmpconfig

Current SNMP settings:
SNMP DisabTled.

Choose the operation you want to perform:
- SETUP - Configure SNMP.
[I> SETUP

Do you want to enable SNMP? [Y]> Y



Please choose an IP interface for SNMP requests.

1. Management (10.48.48.184/24 on Management: wsal25tol5-man.amojarra.calo)
2. P1 (192.168.13.184/24 on P1l: wsal255pl.amojarra.calo)

3. P2 (192.168.133.184/24 on P2: wsal255p2.amojarra.calo)

[1]1> 1

Which port shall the SNMP daemon listen on?
[161]> 161

Please select SNMPv3 authentication type:
1. MD5
2. SHA
[1]> 2

Please select SNMPv3 privacy protocol:
1. DES
2. AES
[1]> 2

Enter the SNMPv3 username or press return to leave it unchanged.
[w3get]> SNMPMUser

Enter the SNMPv3 authentication passphrase.

[1>

Please enter the SNMPv3 authentication passphrase again to confirm.

[1>

Enter the SNMPv3 privacy passphrase.
[1>

Please enter the SNMPv3 privacy passphrase again to confirm.

[1>
Service SNMP V1/V2c requests? [N]> N

Enter the Trap target as a host name, IP address or Tist of IP addresses
separated by commas (IP address preferred). Enter "None" to disable traps.

[10.48.48.192]>

Enter the Trap Community string.
[ironport]> swa_community

Enterprise Trap Status

1. CPUUtilizationExceeded Enabled
2. FIPSModeDisableFailure Enabled
3. FIPSModeEnableFailure Enabled
4. FailoverHealthy Enabled
5. FailoverUnhealthy Enabled
6. connectivityFailure Disabled
7. keyExpiration Enabled
8. TinkUpDown Enabled
9. memoryUtilizationExceeded Enabled
10. updateFailure Enabled
11. upstreamProxyFailure Enabled
Do you want to change any of these settings? [N]> Y

Do you want to disable any of these traps? [Y]> N
Do you want to enable any of these traps? [Y]> Y
Enter number or numbers of traps to enable. Separate multiple numbers with

commas.
[1> 6



Please enter the URL to check for connectivity failure,
separated by a comma:

checking interval in seconds,
[http://downloads.ironport.com,5]>

Enterprise Trap Status

coNOYUVI A~ WN =

©o

10.
11.

. CPUUtiTizationExceeded
. FIPSModeDisableFailure
. FIPSModeEnableFailure
. FailoverHealthy

. FailoverUnhealthy

. connectivityFailure

. keyExpiration

. TinkUpDown

. memoryUtiTlizationExceeded
updateFailure
upstreamProxyFailure
Do you want to change any of these settings? [N]>

Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled

Enter the System Location string.
[Tocation]>

Enter the System Contact string.
[snmp@localhost]>

Current SNMP settings:

Listening on interface "Management" 10.48.48.184/24 port 161.

SNMP
SNMP
SNMP
SNMP
SNMP
Trap

v3: Enabled.

v3 UserName: SNMPMUser
v3 Authentication type:

v3 Privacy protocol:
vl/v2: Disabled.
target: 10.48.48.192

Location: Tocation

System Contact:

Choose the operation you want to perform:

- SETUP - Configure SNMP.

[1>

SWA_CLI> commit
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Edit Packet Capture Settings
Capture File Size Limit: (2 | [Z00 MB Maximum file size is 200MB

Capture Duration: |~ o1 capture Until File Size Limit Reached

() Run Capture Until Time Elapsed Reaches I (e.g. 120s, 5m 30s, 4h)

@ Run Capture Indefinitely

The capture can be ended manually at any time; use the settings above to specify whether the capture
should end autematically.

| Interfaces: '
| Em

Oe

Cpa2

Packet Capture Filters

Filters: | All filters are optional. Fields are not mandatory.

() No Filters

(O predefined Filters (?)
Ports: |

Client IP: I

Server IP: l

(@ Custom Filter (2] (tport 161 or port 162) | )| ]

Note: Packet capture settings will be available for use immediately when submitted. Commit changes to save these settings permanently for future use.

[Submit|
o|O|X| - THZ! 24X EE] 74
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snmpwalk= 024 GET-NEXT RHE RIS 2 Al~st= SNMP o £ 2|71 oMol X|HE o|& &L
Ct. SNMP GET-NEXT 82 g/dstE ClHo|AE F 2|5t C|HFO|A 0| A SNMP CO|EHE 71X
Q& ol AF2ELICH snmpwalk HWYS ALR3HH 519 EE| LHS| 2E OID = o Cha n st
HAS Ql24s TQ Q10| GET-NEXT HE &/ ¢d8e £+ Qo2 o W0l AFSEL|CH

Windows 22 &|X|0o SNMPWALK A x|

Microsoft Windows AI& XS] A HX =& CIR2EZ=38{of & LCt.
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https://support.radware.com/app/answers/answer_view/a_id/1008985/~/how-to-decrypt-snmpv3-packets-using-wireshark

Linux 7{'=0{ SNMPWALK A x|

#For Redhat, Fedora, CentOs:
yum install net-snmp-utils

#For Ubuntu:
apt-get install snmp

MacOS0{ SNMPWALK Ad x|

A\

|IEX 22 snmpwalkE= MacOSoi| A x|EL|Ct

SNMP GET 82 Hd35t2{H SWAN HAZAE HEXZ 9| CHE HFE{0|M snmpwalk BEZ Al
& £ Q&LICt CHS 2 snmpwalk B 0| & 7+ x| of ILICt

snmpwalk -v2c -c <Community Name> <SWA IP Address>

snmpwalk -v3 -1 authPriv -u v3get -a SHA -A <Password> -x AES -X <Password> <SWA IP Address>
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SWA_CLI>nmptrap
connectivityFailure

keyExpiration
. TinkUpDown

1. CPUUtilizationExceeded
2. FIPSModeDisableFailure
3. FIPSModeEnableFailure
4. FailoverHealthy

5. FailoverUnhealthy

6.

7.

8



9. memoryUtilizationExceeded
10. updateFailure
11. upstreamProxyFailure

Enter the number of the trap you would Tike to send.

[1> 8

. CPUUtiTization

. FIPSAppTicationName
FaiTloverApplicationName
. RAIDEvents

RAIDID

. connectionURL

. ifIndex

. ip

keyDescription

10. memoryUtilization
11. raidStatus

12. updateServiceName

coNOYUVI A~ WN =

©o

Enter the number of the object you would 1like to send.

[1> 8

Enter the trap value.
[]> 10.20.3.15

Enter the user name
[admin]> SNMPuser

Please select Trap Protocol version:
1. 2c

2. 3

[1]> 2

SWAS| SNMP 21

SWAOI= SNMPet ZHRAEl & JHO| 27}t UELICH 8 ZEA[ 74 40 fHHE R 20 RE
2 #4stE|x| ef&Lich CHS QIxlolM BAsHE & gLt
o GUIOIM AJAEI 22> 2O ME =
« CLIO|M: logconfig > new
EIoMY | o Syslog Push& X||7|2XMo 2 &3}
/Y =< HELITH? Elo] U&Lit?
SNMP HEQ|Z 22| AEIn 248 ClHa
0 0
SNMP 22 2 e ! i
2l A|AEIDlo| A5 =27l at
21 E.jE._l H ZEA HAIXIE I%&*
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LICt.

Sample Output without Error:

$ snmpwalk -0 a -v 3 -M "/var/1lib/mibs/" -m "ALL" -1 authPriv -a MD5
is0.3.6.1.4.1.15497.1.1.1.9.1.1. 1 = INTEGER: 1
1i5s0.3.6.1.4.1.15497.1.1.1.9.1.2.1 = INTEGER: 22
15s0.3.6.1.4.1.15497.1.1.1.9.1.3.1 = STRING: "Ambient"

Sample Output with Error:

$ snmpwalk -0 a -v 3 -M "/var/1lib/mibs/" -m "ALL" -1 authPriv -a MD5

is0.3.6.1.4.1.15497.1.1.1.9 =

sto|st
| =

>

snmp_logsH| A "Application Faults"&

CLI0|M snmp_logs& 22! > grep > snmp_logs 2t

SWA_CLI> grep
Currently configured Togs:

1. "accesslogs" Type: "Access Logs"
2. "adc_logs" Type: "ADC Engine Logs"

FTP Pol1
FTP Poll

Retrieval:
Retrieval:

37. "snmp_logs" Type: "SNMP Logs" Retrieval: FTP Poll

Enter the number of the log you wish to grep.

[1> 37

Enter the regular expression to grep.

(1>

Do you want this search to be case insensitive? [Y]>
Do you want to search for non-matching Tines? [N]>
Do you want to tail the Togs? [N]> y

Do you want to paginate the output? [N]>

SES

AsyncOS 15.0 for Cisco Secure Web Appliance - LD Al

My
i
10

30
rr

-xX DES -u v3get -A xxx -X XXX prox

-xX DES -u v3get -A xxx -X XXX prox

No Such Instance currently exists at this 0ID

MBEMA[Er™ Bix) - 25 84 [Cisco

Secure Web Appliance] - Cisco



https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_appendix_010111.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_appendix_010111.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_appendix_010111.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_appendix_010111.html

SNMPZE Al235104 WSAMAM ZEA| CPU AF2E |4t - Cisco

snmpcmd(1)(freebsd)

snmptrap(freebsd)



https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/118279-qanda-wsa-00.html
https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/118279-qanda-wsa-00.html
https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/118279-qanda-wsa-00.html
https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/118279-qanda-wsa-00.html
https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/118279-qanda-wsa-00.html
https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/118279-qanda-wsa-00.html
https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/118279-qanda-wsa-00.html
https://man.freebsd.org/cgi/man.cgi?query=snmpcmd&sektion=1&apropos=0&manpath=FreeBSD+13.2-RELEASE+and+Ports
https://man.freebsd.org/cgi/man.cgi?query=snmptrap
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