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Home 'Server® | Software Conter v

Security
Server smagement ¢
Desc Muti-Server Tt Management  » atures:
Cisco.com Connection Management  »
. tating secure access between the chent browser and management server. This section allows you to set and manage the following:
R erver security, add and delete users, modify user setings, modify your profile, and creale self-signed cerlificates
Admin fver uses SSL 1o provide security. This feature allows you to enable or disabie the SSL depending on your neéed for secure access betweaen the client browser
Procasses
olicies.
Log Rstabon
Coect Server inkematon Inity certificates. You can use these canificates 1o enable SSL connections batween the clhent browser and Management serves.
Semest Pmunication among peer CiscolWorks Servers in & multi-server scenano.
oty Usars ‘who can programmatically login to CiscoWorks servers and perform certain tasks.
[ — i on servers that are part of a Multi-server setup
e —" per server certificate in a common Trust store. You need this information to contact an SSL enabiled peer CiscoWorks server
session to transparently navigate to multiple CiscoWorks servers without authenticating to each of them.
B irent login modules like TACACS+, Kerberos atc
£8 Log Configurations fe CiscoWorks with a Cisco.com account and 1o setup the Proxy Server.
DigkiWiadcher Configuration that you use 1o login to Cisco.com.
fto communicale to the Proxy server.
. q e INg Vanous reports.
= Admin: Used for adminisirative tasks regarding the server.
= Processes: Allows you to start, stop and refrash processas
o Backup: Used to set backup opbons.
= Collect Server Information: Allows you to collect mformation from the senver fof troubleshooting.
o Selftest: Allows you 10 1est the server.
o Notify Users: Allows you to broadcast 8 message to all kegged on users
= Job Browser: Allows you to manage all jobs on the server.
® B Allows you fo Qe resources on the server.
= System Preferences: Allows you to configure the SMTP server, rcp user, and CiscoWorks e-mail ID
« Common Services Log Configurations: Allows you to enable or disable debugging of the selected companant.
= DiskWatchear Configuration: Allows you 1o confiqure tha threshold bmit for monitoring the disk space and nolify you whan disk space s low.
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Any previously backed up data in the
specified folder will be replaced with the
new data.

During backup, all processes will be brought
down and the server will not be accessible.
The processes will restart automatically

once the backup is complete.You must log

into CiscoWorks Server again after the
daemons are restarted. Do you want {o take
a backup now?
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<tfroot>

C: \ PROGRA~2\ CSCOpx\ bi n\ per| C:.\ PROGRA~2\ CSCOpx\ bi n\ backup. pl C:\psu_downl oad O conpress

SCopx\bin'\perl C:\PROGRA~Z2\CSCOpx\bin\backup.pl C:%psu_download 0 compress

Purge Db Backup log Success _
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Backup.zip
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<tfroot>

net stop crmdmgtd

ey Administrator: Windows PowerShell

dows PowerShe ) ) )
opyright (C) 2014 Microsoft Corporation. All rights reserved.

PS C:\Windows\system32> net stop crmdmgtd
he Cisco Security Manager Daemon Manager service 1s stopping..._
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<{froot>

C: \ PROGRA~2\ CSCOpx\ bi n\ per| C:\ PROGRA~2\ CSCOpx\ bi n\ r est or ebackup.pl -d C\8
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PS C:\Program Files (x86)\CSCOpx\bin> |C:\PROGRA~2\CSCOpx\bin\perl C:\PROGRA~2Y\CSCOpx\bin\restorebackup.pl -d C:\8

Restore started at : 2024,/01/09 17:13:17

Please see 'C:\PROGRA-~-2ZCSCOpx\log\restorebackup.log” for status.

USER ID is

05 of the backup archive is..
Generation to be restored is
Backup taken from

Common Services version in the backup data is...

Common Services is installed in

The temp folder for this restore prog
Applications installed on this machine
Applications in the backup archive

: tac
: Windows

; &:\8
: 4.2.2

: C:\PROGRA~24CSCOpx
z C:1PROGRA~2\CSCODx\temgBackupData

[Common Services][rpt][vms]
[Common Services][aus][rpt][vms]

WARNING: The list of applications installed on this CiscoWorks server does not match the list of
applications in the backup archive. If you restore data from this backup archive,it may
cause problems in the CiscowWorks applications.

Do you want to continue the restore operation? (y-continue or n-quit, y/n)?y

Applications to be
Size of filebackup.
Size of filebackup.
Size of filebackup.
Size of filebackup

[Common Serwvices] [rpt]
: 2615435872
1 15222323712

[vms]

: 2615435872
: 15222323712
Available disk space in NMSROOT 1 474138132 Kb
Required disk space in NMSROOT 49215059 Kb
(The temp and NMSROOT are on same device, therefore this required disk space includes temp space)
Copying the backup files to the temporary location [C:\PROGRA~2\CSCOpx\tempBackupData]
Un-compressing filebackup.tar.gz of vms
Un-compression sucessfull!
INFO: The tailored version of vms.info in Backup Dir 1is 4220.
INFO: The tailored version of vms.info in current system is 4220.

preRestore of [Common Services] has started.
preRestore of [Common Services] has completed.

preRestore of [rpt] has started.
preRestore of [rpt] has completed.

preRestore of [vms] has started.

MS license check started

MS license check completed.

preRestore of [vms] has completed.
doRestore of [Common Services] has started.

License check started.
License check completed.

Restoring certificate.

WARNING: Cannot evaluate the hostname, hence the certificate
may be from this host or another host.

Certificate not overwritten ]
Restored Certificate.

Restoring Common Services database.
Restored Common Services database.

Restoring CMIC data
Restored CMIC data.

Restoring CMC data.
Restored CMC data.
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Restoring Securit :
Restored Security Setting

Restoring DCR data.
Restored DCR data.

Restoring Certificate k
Restored Certificate k

Restoring DCNM CrossLaunch data.
Restored DCNM CrossLaunch funct

Restoring JAAS configuration.
Restored configuration.

JRM Job Migration started.
JRM job Migration done.
tore of [Common Services] has completed.

doRestore of [rpt] has started.
do tore of [rpt] has completed.

doRestore of started.
doRestore of ms] has completed.

postRestore of [Common Services] has started.
p Restore of [Common has completed.

postRestore of [rpt] has started.
postRestore of completed.

postRestore of started.
postRestore of [ completed.
Changing the regis alue If Process Monitor is Enabled

JWOW6432Node'\Cisco'\Resource Manager'\CurrentVersion'Daemons',

Y64 32Node\Cisco\Resource Manager\CurrentVersion'Daemons',

Restored successfully.

PS C:\Program Files
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<#froot>

CSM _pat h\ bi n\ per| CSM pat h\ bi n\restorebackup.pl [-t tenporary_directory ] [-gen generationNunber

-t temporary_directory S T2 32 A| TS MHEELICEH 7|22 E o C[AEZ
= $NMSROOT \tempBackupData & L|C}.

-gen generationNumber 57 & 84 MICH HE lL|ct 7|2 o2 &[4l MCHIL|Ct 1 MICH
oA SAMICH= =017t 5MICHZ '=Ho{zZct,

-d backup_directory = ¢ 2H40| £t El W] A= Lt
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<{froot>

net start crmdngtd

PS C:\Program Files (x86)\CSCOpx\bin> net start crmdmgtd
he Cisco Security Manager Daemon Manager service is starting.

he Cisco Security Manager Daemon Manager service was started successfully.
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