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Current configuration : 1305 bytes
!
version 12.2

servi ce timestanps debug uptinme
service timestanps | og uptine
no service password-encryption
!

host nane 1720-1
!
no | oggi ng buffered
no | oggi ng nonitor
enabl e secret 5 $1$vl zl $RgDOLgl gbSFCC VELFLf H
!
menory-size i onem 15
i p subnet-zero
no i p domai n-| ookup
!
ip audit notify |og
ip audit po max-events 100
ip ssh tinme-out 120
ip ssh authentication-retries 3
!
crypto isakmp policy 1
hash md5
authentication pre-share
crypto isakmp key ciscol23 address 172.16.172.21
!
!
crypto ipsec transform-set myset esp-des esp-md5-hmac
mode transport
!
crypto map vpn 10 i psec-isaknp
set peer 172.16.172.21
set transformset nyset
mat ch address 102
!
cns event-service server
!
!
!
interface Tunnel0
ip address 50.1.1.1 255.255.255.252
tunnel source FastEthernet0
tunnel destination 172.16.172.21
crypto map vpn
!
interface FastEthernet0
ip address 172.16.172.39 255.255.255.240
speed auto
crypto map vpn
!
interface SerialO
i p address 10.1.1.2 255.255.255.0

encapsul ati on ppp
!




ip classless
iproute 0.0.0.0 0.0.0.0 172.16.172. 33
iproute 10.1.0.0 255.255.0.0 10.1.1.1
ip route 20.1.0.0 255.255.0.0 Tunnel O
no ip http server
|
access-list 102 permit gre host 172.16.172.39 host
172.16.172.21
|
line con O
line aux O
line vty 0 4
password ci sco
| ogin
!
no schedul er allocate
end

VPN 5002 Concentrator

[ General ]

VPNGat eway = 172.16.172. 17

Et her net Addr ess = 00: 05: 32: 3e: 90: 40

Devi ceType = VPN 5002/ 8 Concentrator
Confi guredOn = Ti neserver not configured
Confi gur edFrom = Conmand Li ne, from Consol e

[ IKE Policy ]

Protection = SHA_DES_G1
Protection = MD5_DES_G2
Protection = MD5_DES_G1

[ Tunnel Partner VPN 1 ]

KeyLifeSecs = 3500
KeepaliveInterval = 120

TunnelType = GREinIPSec
InactivityTimeout = 120

Transform = ESP(MD5,DES)
BindTo = "Ethernet 1:0"
SharedKey = "ciscol23"
Certificates = Off

Mode = Main
KeyManage = Reliable
Partner = 172.16.172.39
[ TP VPN 1]

Hel | ol nt erval = 10

Subnet Mask = 255. 255. 255. 252
IPAddress = 50.1.1.2

Di r ect edBr oadcast = Of

Nunber ed = On

Mbde = Rout ed

[ I'P Ethernet 1:0 ]

Mbde = Rout ed

Subnet Mask = 255. 255. 255. 240
| PBr oadcast = 172.16.172. 32
IPAddress = 172.16.172.21

[ IP Ethernet 0:0 ]

Mbde = Rout ed

| PBr oadcast = 20.1.1.255
Subnet Mask = 255.255.255.0




| PAddr ess =20.1.1.1
[ Logging ]

Level = Debug
LogToAuxPor t = On

Enabl ed = On

[ Ethernet Interface Ethernet 0:0 ]

DUPLEX = hal f
SPEED = 10nmeg
[ IP Static ]

0.0.0.0 0.0.0.0 20.1.1.5 1

10.1.1.0 255.255.255.0 VPN 1 1
10.1.2.0 255.255.255.0 VPN 1 1
10.1.3.0 255.255.255.0 VPN 1 1

Configuration size is 1696 out of 65500 bytes.
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Cisco 10S 2H<E{e| C|HZ

2+ E{ 2| debug crypto isakmp %! debug crypto ipsec EZE Q| £232 0470 L+t & LICH.

5d20h: | SAKMP (0:0): received packet from 172.16.172.21 (N) NEW SA

5d20h: | SAKMP: | ocal port 500, renote port 500

5d20h: | SAKMP (0:81): processing SA payload. nessage ID =0

5d20h: | SAKMP (0:81): found peer pre-shared key natching 172.16.172.21
5d20h: | SAKMP (0:81): Checking | SAKMP transform 1 against priority 1 policy

5d20h: | SAKMP: encrypti on DES- CBC
5d20h: | SAKMP: hash SHA

5d20h: | SAKMP: auth pre-share
5d20h: | SAKMP: default group 1

5d20h: | SAKMP (0:81): atts are not acceptable. Next payload is 3
5d20h: | SAKMP (0:81): Checking | SAKMP transform 2 against priority 1 policy

5d20h: | SAKMP: encrypti on DES- CBC
5d20h: | SAKMP: hash MD5

5d20h: | SAKMP: auth pre-share
5d20h: | SAKMP: default group 2

5d20h: | SAKMP (0:81): atts are not acceptable. Next payload is 3
5d20h: | SAKMP (0:81): Checking | SAKMP transform 3 against priority 1 policy

5d20h: | SAKMP: encrypti on DES- CBC
5d20h: | SAKMP: hash MD5

5d20h: | SAKMP: auth pre-share
5d20h: | SAKMP: default group 1

5d20h: | SAKMP (0:81): atts are acceptable. Next payload is O
5d20h: | SAKMP (0:81): processing vendor id payl oad
5d20h: | SAKMP (0:81): SA is doing pre-shared key authentication
using id type | D | PV4_ADDR
5d20h: | SAKMP (0:81): sending packet to 172.16.172.21 (R MM _SA _SETUP
5d20h: | SAKMP (0:81): received packet from 172.16.172.21 (R) MV_SA SETUP
5d20h: | SAKMP (0:81): processing KE payl oad. nessage ID = 0
5d20h: | SAKMP (0:81): processi ng NONCE payl oad. nmessage ID =0
5d20h: | SAKMP (0:81): found peer pre-shared key natching 172.16.172. 21
5d20h: | SAKMP (0:81): SKEYID state generated
5d20h: | SAKMP (0:81): sending packet to 172.16.172.21 (R} MM _KEY_EXCH
5d20h: | SAKMP (0:81): received packet from 172.16.172.21 (R) MV KEY_EXCH
5d20h: | SAKMP (0:81): processing |ID payload. nessage ID =0
5d20h: | SAKMP (0:81): processi ng HASH payl oad. nessage ID =0
5d20h: | SAKMP (0:81): SA has been authenticated with 172.16.172.21
5d20h: | SAKMP (81): |D payl oad

next - payl oad : 8

type 1
pr ot ocol .17
port . 500
I ength : 8

5d20h: | SAKMP (81): Total payload |ength: 12

5d20h: | SAKMP (0:81): sending packet to 172.16.172.21 (R} QV.IDLE
5d20h: | SAKMP (0:81): received packet from 172.16.172.21 (R) QVLIDLE
5d20h: | SAKMP (0:81): processi ng HASH payl oad. nessage |ID = 241
5d20h: | SAKMP (0:81): processing SA payl oad. nessage ID = 241

5d20h: | SAKMP (0:81): Checking | PSec proposal 1

5d20h: | SAKMP: transform 1, ESP_DES

5d20h: | SAKMP: attributes in transform

5d20h: | SAKMP: SA life type in seconds



5d20h:
5d20h:
5d20h:
5d20h:
5d20h:
5d20h:
5d20h:

| SAKIVP:
| SAKIVP:
| SAKIVP:
| SAKIVP:
| SAKIVP:

SAlife duration (VPl) of
SAlife type in kil obytes
SAlife duration (VPl) of
encaps is 2

aut henticator is HVAC MD5

| SAKMP (0:81): atts are acceptable.

| PSEC(val i dat e_proposal _request):
(key eng. msg.) dest= 172.16.172. 39,

0x0 0x0 OxD OxAC

0x0 0x10 0x0 0xO0

proposal part #1,
src= 172.16.172. 21,

dest _proxy= 172.16.172. 39/ 255. 255. 255. 255/ 47/ 0 (type=1),
src_proxy= 172.16.172. 21/ 255. 255. 255. 255/ 47/ 0 (type=1),

prot ocol = ESP,

|'i fedur= 0s and Okb,
spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0x0

5d20h:
5d20h:
5d20h:
5d20h:
5d20h:
5d20h:
5d20h:
5d20h:

5d20h:
5d20h:
5d20h:
5d20h:
5d20h:

5d20h:
5d20h:
5d20h:
5d20h:
(proxy
5d20h:
5d20h:
5d20h:
5d20h:

5d20h:
5d20h:

(key eng. msg.) dest= 172.16.172. 39,

| SAKMP (0: 81):
| SAKMP (81):

| SAKMP (81):

transforne esp-des esp-nd5-hmac ,

| SAKMP (0:81): asking for 1 spis fromipsec
| PSEC(key_engi ne): got a queue event...
| PSEC(spi _response): getting spi 895566248 for SA
from172.16.172.21 to 172.16.172.39

| SAKIVP:

| SAKMP (0: 81):
| SAKMP (0: 81):

recei ved ke nmessage (2/1)

| SAKMP (0:81): Creating | PSec SAs

(proxy

i nbound SA from 172.16.172.21 to 172.16.172. 39

172.16.172.21 to 172.16.172. 39)

has spi 0x356141A8 and conn_id 362 and flags O

lifetime of 3500 seconds
lifetinme of 1048576 kil obytes
out bound SA from 172.16.172. 39

172.16.172.39 to 172.16.172.21 )
has spi 337 and conn_id 363 and flags O

lifetime of 3500 seconds
lifetinme of 1048576 kil obytes

| SAKMP (0:81): deleting node 241 error
"qui ck nmode done (await()"

| PSEC(key_engi ne): got a queue event...
| PSEC(initialize_sas): |,

for prot 3

processi ng NONCE payl oad. message |ID = 241
| SAKMP (0:81): processing |ID payl oad. nmessage |ID = 241
ID_| PV4_ADDR src 172.16.172.21 prot 47 port O
| SAKMP (0:81): processing |ID payl oad. nmessage |ID = 241
I D | PV4_ADDR dst 172.16.172.39 prot 47 port O

sendi ng packet to 172.16.172.21 (R} QVLIDLE
recei ved packet from 172.16.172.21 (R) QV.IDLE

to 172.16.172. 21

FALSE reason

src= 172.16.172. 21,

dest _proxy= 172.16.172.39/0.0.0.0/47/0 (type=1),
src_proxy= 172.16.172.21/0.0.0.0/47/0 (type=1),

prot ocol = ESP,

|'i fedur= 3500s and 1048576kb,

spi = 0x356141A8(895566248) ,

5d20h:

prot ocol = ESP,

| PSEC(initialize_sas): |,
(key eng. nmsg.) src= 172.16.172.39, dest= 172.16.172.21,
src_proxy= 172.16.172.39/0.0.0.0/47/0 (type=1),
dest _proxy= 172.16.172.21/0.0.0.0/47/0 (type=1),

|'i fedur= 3500s and 1048576kb,

spi = 0x151(337), conn_id= 363, keysize= 0,

| PSEC(create_sa): sa created,

(sa) sa_dest= 172.16.172.39, sa_prot= 50,
sa_spi = 0x356141A8(895566248),

5d20h:

sa_trans= esp-des esp-nmd5- hmac ,

5d20h:

sa_trans= esp-des esp-nmd5- hmac ,

5d20h:

| PSEC(create_sa): sa created,
(sa) sa_dest= 172.16.172.21, sa_prot= 50,
sa_spi = 0x151(337),

| PSEC(add_sa): peer asks for new SAs --
(sa) sa_dest= 172.16.172.21, sa_prot= 50,
sa_spi = 0x150( 336),

transforne esp-des esp-nd5-hmac ,

transforne esp-des esp-nd5-hmac ,

flags= 0x0

sa_conn_i d= 362

sa_conn_i d= 363

expire current

conn_i d= 362, keysize= 0, flags= 0x0

in 120 sec.,



sa_trans= esp-des esp-nd5-hmac , sa_conn_id= 361,
(identity) local= 172.16.172.39, renpte= 172.16.172. 21,
| ocal _proxy= 172.16. 172. 39/ 255. 255. 255. 255/ 47/ 0 (type=1),
renote_proxy= 172.16. 172. 21/ 255. 255. 255. 255/ 47/ 0 (type=1)
1720- 1#

1720- 1#show crypto isakmp sa
dst src state conn-id sl ot
172.16.172. 39 172.16.172. 21 QM | DLE 81 0

1720- 1#show crypto ipsec sa

interface: FastEthernetO
Crypto map tag: vpn, local addr. 172.16.172.39

| ocal ident (addr/mask/prot/port): (172.16.172.39/255.255.255. 255/0/0)
renote ident (addr/mask/prot/port): (172.16.172.21/255.255. 255. 255/0/0)
current_peer: 172.16.172.21
PERM T, flags={transport_parent,}
#pkts encaps: 0, #pkts encrypt: 0, #pkts digest O
#pkts decaps: 0, #pkts decrypt: 0, #pkts verify O
#pkts conpressed: 0, #pkts deconpressed: 0O
#pkts not compressed: 0, #pkts conpr. failed: O,
#pkts deconpress failed: 0, #send errors 0, #recv errors O

| ocal crypto endpt.: 172.16.172.39, renote crypto endpt.: 172.16.172.21
path mu 1514, nedia ntu 1514
current outbound spi: 0

i nbound esp sas:
i nbound ah sas:
i nbound pcp sas:
out bound esp sas:
out bound ah sas:
out bound pcp sas:

| ocal ident (addr/mask/prot/port): (172.16.172.39/255.255. 255. 255/ 47/ 0)
renote ident (addr/mask/prot/port): (172.16.172.21/255. 255. 255. 255/ 47/ 0)
current_peer: 172.16.172.21

PERM T, flags={origin_is_acl,transport_parent, parent_is_transport,}
#pkts encaps: 34901, #pkts encrypt: 34901, #pkts digest 34901
#pkts decaps: 34900, #pkts decrypt: 34900, #pkts verify 34900
#pkts conpressed: 0, #pkts deconpressed: 0O
#pkts not compressed: 0, #pkts conpr. failed: O,
#pkts deconpress failed: 0, #send errors 0, #recv errors O

| ocal crypto endpt.: 172.16.172.39, renote crypto endpt.: 172.16.172.21
path mu 1500, nedia ntu 1500
current outbound spi: 151

i nbound esp sas:
spi: 0x356141A8(895566248)
transform esp-des esp-nd5-hmac
in use settings ={Transport, }
slot: 0, conn id: 362, flow.id: 163, crypto nmap: vpn
sa timng: remaining key lifetime (k/sec): (1046258/3306)
1V size: 8 bytes
repl ay detection support: Y



i nbound ah sas:
i nbound pcp sas:

out bound esp sas:
spi: 0x151(337)
transform esp-des esp-nd5-hmac
in use settings ={Transport, }
slot: 0, conn id: 363, flow.id: 164, crypto nmap: vpn
sa timng: remaining key lifetime (k/sec): (1046258/3306)
1V size: 8 bytes
repl ay detection support: Y

out bound ah sas:

out bound pcp sas:

interface: Tunnel O
Crypto map tag: vpn, local addr. 172.16.172.39

| ocal ident (addr/mask/prot/port): (172.16.172.39/255.255. 255. 255/0/0)
renote ident (addr/mask/prot/port): (172.16.172.21/255.255. 255. 255/0/0)
current_peer: 172.16.172.21
PERM T, flags={transport_parent,}
#pkts encaps: 0, #pkts encrypt: 0, #pkts digest O
#pkts decaps: 0, #pkts decrypt: 0, #pkts verify O
#pkts conpressed: 0, #pkts deconpressed: 0O
#pkts not compressed: 0, #pkts conpr. failed: O,
#pkts deconpress failed: 0, #send errors 0, #recv errors O

| ocal crypto endpt.: 172.16.172.39, renote crypto endpt.: 172.16.172.21
path mu 1514, nedia ntu 1514
current outbound spi: 0

i nbound esp sas:
i nbound ah sas:
i nbound pcp sas:
out bound esp sas:
out bound ah sas:

out bound pcp sas:

| ocal ident (addr/mask/prot/port): (172.16.172.39/255.255. 255. 255/47/0)
renote ident (addr/mask/prot/port): (172.16.172.21/255. 255. 255. 255/ 47/ 0)
current_peer: 172.16.172.21

PERM T, flags={origin_is_acl,transport_parent, parent_is_transport,}
#pkts encaps: 35657, #pkts encrypt: 35657, #pkts digest 35657
#pkts decaps: 35656, #pkts decrypt: 35656, #pkts verify 35656
#pkts conpressed: 0, #pkts deconpressed: 0O
#pkts not compressed: 0, #pkts conpr. failed: O,
#pkts deconpress failed: 0, #send errors 0, #recv errors O

| ocal crypto endpt.: 172.16.172.39, renote crypto endpt.: 172.16.172.21
path mu 1500, nedia ntu 1500
current outbound spi: 151



i nbound esp sas:
spi: 0x356141A8(895566248)
transform esp-des esp-nd5-hmac ,
in use settings ={Transport, }
slot: 0, conn id: 362, flow.id: 163, crypto nmap: vpn
sa timng: remaining key lifetime (k/sec): (1046154/3302)
IV size: 8 bytes
repl ay detection support: Y

i nbound ah sas:
i nbound pcp sas:

out bound esp sas:
spi: 0x151(337)
transform esp-des esp-nd5-hmac ,
in use settings ={Transport, }
slot: 0, conn id: 363, flow.id: 164, crypto nmap: vpn
sa timng: remaining key lifetime (k/sec): (1046154/3302)
1V size: 8 bytes
repl ay detection support: Y

out bound ah sas:
out bound pcp sas:

1720- 1#show crypto engine connections active

ID Interface | P- Addr ess State Algorithm Encrypt Decrypt

81 FastEthernetO0 172.16.172.39 set HWVAC MD5+DES 56_CB 0 0
362 FastEthernet0 172.16.172.39 set HVAC MD5+DES 56_CB 0 23194
363 FastEthernet0 172.16.172.39 set HVAC MD5+DES 56_CB 23195 0

VPN 5002 Concentrator2] C|HHZ

VPN Concentrator2| Syslog £210]| 07|01 Z A|ELIC}.

VPN5002_8_323E9040: Main# VPN 0:1 opened for 172.16.172.39 from 172.16.172. 39.
User assigned |IP address 50.1.1.2

VPN5002_8 323E9040: Mai n#show vpn partner verbose

Por t Par t ner Partner Default Bindto Connect
Nurnber Addr ess Por t Part ner Address Ti me
VPN 0:1 172.16.172. 39 500 No 172.16.172. 21 00: 00: 13: 26

Aut h/ Encrypt: MD5e/ DES User Auth: Shared Key
Access: Static Peer: 172.16.172.39 Local : 172.16.172.21
Start: 14518 seconds Managed: 15299 seconds State: i mt_mai nt enance

|OP slot 1:
No active connections found.

VPN5002_8 323E9040: Mi n#show vpn statistics verbose

Current In H gh Running Scri pt Scri pt Scri pt
Active Negot Wt er Tot al Starts (04 Error

Users 0 0 0 0 0 0 0



Partners 1 0 1 81 81 1 158

Tot al 1 0 1 81 81 1 158
Stats VPNO: 1
W apped 79733
Unw apped 79734
BadEncap 0
BadAut h 0
BadEncr ypt 0
rx IP 79749
rx I PX 0
rx O her 0
tx IP 79761
tx | PX 0
tx O her 0
| KE r ekey 0

I nput VPN pkts dropped due to no SA: 0
I nput VPN pkts dropped due to no free queue entries: O
I10OP slot 1:

Current In H gh Running Scri pt Scri pt Scri pt
Active Negot Wt er Tot al Starts (04 Error

Users 0 0 0 0 0 0 0

Partners O 0 0 0 0 0 0

Tot al 0 0 0 0 0 0 0

Stats

W apped

Unw apped

BadEncap

BadAut h

BadEncr ypt

rx IP

rx I PX

rx O her

tx IP

tx | PX

tx O her

| KE r ekey

I nput VPN pkts dropped due to no SA: 0

I nput VPN pkts dropped due to no free queue entries: O

Ed ZEFH 2R

GRE over IPSec2 At2E Z42 VPN 5000 ConcentratorE 7|2%o 2 M4 REE X|otgt
= 2 =0 CH3l Cisco |I0S EBHRE{7F 22 8 El B2 0| L F 71 erMEhL|Ct.

Cisco 10S E2H?E{2| | £70] o470l E A|EILICH.

2d21h: | SAKMP (0:23): Checking | PSec proposal 1

2d21h: | SAKMP: transform 1, ESP_DES

2d21h: | SAKMP: attributes in transform

2d21h: I SAKMP: SA life type in seconds

2d21h: | SAKMP: SA |ife duration (VPI) of OxO Ox1 Ox51 0x80
2d21h: I SAKMP: SA life type in kil obytes

2d21h: | SAKMP: SA life duration (VPI) of Ox0 0x10 0x0 0xO

Lt H



2d21h: | SAKMP: encaps is 2
2d21h: | SAKMP: authenticator i s HVAC MD5
2d21h: | PSEC(val i date_proposal): invalid transform proposal flags -- 0x0

VPN 5002 Concentratorl| 2 10{= 0| =231} H|x& &= 0| ZA|ELICH

lan-1an-VPNO: 1:[172. 16.172.39]: received notify from partner --
notify: NO PROPOCSAL CHOSEN

2 He

. Cisco VPN 5000 Series Concentrator T0i S+ 43
. Cisco VPN 5000 Concentrator X| ¢! H O[]

. Cisco VPN 5000 £2}0|21E X|# H O|X]

. IPSec X|¥ HO|X|

- Technical Support - Cisco Systems



//www.cisco.com/en/US/prod/collateral/vpndevc/ps5743/ps5749/ps2301/prod_eol_notice09186a008032d3bc.html?referring_site=bodynav
//www.cisco.com/en/US/products/hw/vpndevc/ps2301/tsd_products_support_eol_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/hw/vpndevc/ps2301/tsd_products_support_eol_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/tech/tk583/tk372/tsd_technology_support_protocol_home.html?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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