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<#root>

ASAv(config)#

crypto key generate rsa | abel
SELF-SIGNED-KEYPAIR

nmodul us

2048
INFO: The name for the keys will be: SELF-SIGNED-KEYPAIR
Keypair generation process begin. Please wait...

HEE 7142 BED &H £ = UELICH show crypto key mypubkey rsa.

<tfroot>
ASAv#

show crypto key nypubkey rsa

...
Key pair was generated at: 14:52:49 CEDT Jul 15 2022

Key nane:

SELF-SIGNED-KEYPAIR
Usage: General Purpose Key

Key Size



(bits): 2048
Storage: config
Key Data:

30820122 300d0609 2a864886 f70d0101 01050003 82010f00 3082010a 02820101

59dcd7d7 c3ee77f5 bbd0988d 515e390e b8d95177 dfaf6b94 a9df474b lec3b4a4d

af020301 0001
L2 KHAZE FAELICE

o=z AME x|ME BELIC S5 8

(] =1
- =

S5 ol
<#root>
ASAv (config)#

crypto ca trustpoint

SELF-SIGNED
ASAv (config-ca-trustpoint)#

enrol | nent self
3. FQDN(Fully Qualified Domain Name) &! x| 0|2 T4 & LICt.
/N 0| FQDN mi7H#H 4= QIS 7L AR El= ASA QIEJT|0|A S| FQDN £ IP A9}
L x|aoF ELICt. O] 7= 1B M2l SAN(FA| CHl| ol§)2 ™ g LIct
<#root>
ASAv (config-ca-trustpoint)#
f gdn
asavpn.example.com
ASAv (config-ca-trustpoint)#
subj ect - name
CN=
asavpn.example.com,0O=Example Inc,C=US,St=California,L=San Jose
4. (=4 AFEH) 1EHHIOIA A48t 7| 4 Ol& S TAELICH 712 7| S A8t HR0lE 2
Q5HR| et &LCH.

<#root>
ASAv (config-ca-trustpoint)#

keypair
SELF-SIGNED-KEYPAIR

ASAv(config-ca-trustpoint)# exit
ME 448,

Ol

Rl

5. M2 X|HE S5t



<#root>
ASAv (config)#
crypto ca enrol

SELF-SIGNED
WARNING: The certificate enrollment is configured with an fqgdn
that differs from the system fqdn. If this certificate will be
used for VPN authentication this may cause connection problems.

Would you like to continue with this enrollment? [yes/no]:
yes

% The fully-qualified domain name in the certificate will be: asa.example.com
% Include the device serial number in the subject name? [yes/no]:

no

Generate Self-Signed Certificate? [yes/no]:
yes

ASAv (config)#

exit
6. AZE|H M XA MEB S ME B & & == U&LICH show crypto ca certificates

ASAv# show crypto ca certificates SELF-SIGNED
Certificate

Status: Available

Certificate Serial Number: 62d16084
Certificate Usage: General Purpose
Public Key Type: RSA (2048 bits)
Signature Algorithm: RSA-SHA256
Issuer Name:
unstructuredName=asa.example.com
L=San Jose

ST=California

C=US

O=Example Inc

CN=asa.example.com

Subject Name:
unstructuredName=asa.example.com
L=San Jose

ST=California

C=US

O=Example Inc

CN=asa.example.com

Validity Date:

start date: 15:00:58 CEDT Jul 15 2022
end date: 15:00:58 CEDT Jul 12 2032
Storage: config

Associated Trustpoints: SELF-SIGNED

CSR(Certificate Signing Request)oll 2|8t S5
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<#root>

ASAv (config)#

crypto key generate rsa | abel
CA-SIGNED-KEYPAIR

nodul us

2048
INFO: The name for the keys will be: CA-SIGNED-KEYPAIR
Keypair generation process begin. Please wait...

= = UELICH show crypto key mypubkey rsa.

ASAv#

show crypto key nypubkey rsa

...
Key pair was generated at: 14:52:49 CEDT Jul 15 2022

Key nane:

CA-SIGNED-KEYPAIR
Usage: General Purpose Key

Key Size

(bits): 2048
Storage: config
Key Data:

30820122 300d0609 2a864886 f70d0101 01050003 82010f00 3082010a 02820101

59dcd7d7 c3ee77f5 bbd0988d 515e390e b8d95177 dfaf6b94 a9df474b lec3b4a4d
af020301 0001

. EHol§ez ME x|HE BrELICE S5 /<€ HOlEdg FEgLUCHL

ASAv(config)# crypto ca trustpoint CA-SIGNED
ASAv (config-ca-trustpoint)# enrollment terminal

. Fully Qualified Domain Name(&+3tEl =M@l O|&) ! Subject Name(F &l 0|§)2 +M4&

LIC. FQDN & F#| CN oi7f#H = QS M7F AF8 El= MHIALS| FQDN EEE IP A2 LR



SOk BfLICH.

ASAv(config-ca-trustpoint)# fgdn asavpn.example.com
ASAv (config-ca-trustpoint)# subject-name CN=asavpn.example.com,O=Example Inc,C=US,St=California,L-

(M AL 1B A0 Y-E 7] 4 ol 2 T EELICH

ASAv (config-ca-trustpoint)# keypair CA-SIGNED-KEYPAIR

. (B4 ALE) CRL(Certificate Revocation List) &2= OCSP(Online Certificate Status
Protocol)& AFE3t0{ Q1B M siX| &Ql W FHELICH 72X 2 QB M aiX| HAts
HIgf &3t |0 d&LICt.

ASAv (config-ca-trustpoint)# revocation-check ocsp

: ("‘IEH AE) AZ X™EE QIBst ID B ME M + UE UEME MBE CARQUBME
SXIELICE o] Bt AIMIM MRIZIX| of2 B LISl ID 2S5 A2t &7 CA IS ME MR
—’r— A&LICH

ASAv(config)# crypto ca authenticate CA-SIGNED
Enter the base 64 encoded CA certificate.
End with the word "quit" on a line by itself

ASAv(config)# crypto ca authenticate CA-SIGNED
Enter the base 64 encoded CA certificate.
End with the word "quit" on a line by itself

MIIDXDCCAkSgAwWIBAgIIDM/QY/h29+kwDQYJIKoZIhvcNAQELBQAWRTELMAKGALUE
BhMCUEwxDzANBgNVBAOTBnd3LXZwbjEMMAOGALUECXMDbGFiMRcwFQYDVQQDEwWS j
YS5TeGFtcGxTLmNvbTAe FWOXNTAYyMDYXNDEwMDBaFw0zMDAyMDYXNDEwMDBaMEUXx
CzAJBgNVBAYTATBMMQ8wDQYDVQQKEwZ3dy12cG4xDDAKBgNVBASTA2xhYjEXMBUG
ATUEAXMOY2EuZXhhbXBsZS5jb20wggEiMAOGCSqGSIb3DQEBAQUAA4IBDWAWGQEK
AoIBAQDI6pth5KFFTB29Lyn0g9/CTi0GYa+WFTcZXSLHZAGWTUZzLYM19IbSFHWa6
gTeBnHgToLRNQoB51Q1XxEA45ArL2G98aew8BMD0O8GXkxWayforwLA3UIWZVTZsVN
4noWaXH1boGGD7+5vk0esIfL2B7pEhGodLh7Gki1T4KoqglL/1DMILgkz0ctZkCT7f
SkXvFik1lZ1cZEGn6b2umnIgqaVZ81lewIuTHOX481s3uxTPH8+B5QG0+d1wa0sbCWk
oK5sEPpHZ3IQuVxGiirp/zmomzx14G/te16eyMOpjpnVtDYjQIHNKQAQT5LKwWRsX
039xKnYCbPfg3p2FdH7wIh11K3prAgMBAAG]jUDBOMAWGATIUdEWQFMAMBAf8wWHQYD
VROOBBYEFE55kZsbradb9tLFV52U47em9uXaMB8GALUdIWQYMBaAFES55kZsbradb
9tLFV52U47em9uXaMA0GCSqGSIb3DQEBCWUAA4IBAQArsXTFwK3jTNBWOsYh5mgT
cGgeyDMRhs3Rs /wD25M2wkAF4AYZHgN9gKIVCK+ModKMQZy4X/uhj65NDU7oF f6f
z9kqaRijsx153jV/YLk8E9oAIatnA/fQfX6V+h74yqucfFljs3d1FjyV14odRPwM
0jRyjalH56BFTackNc7KRddtVxYB9sfEbFhN8od1BvnUedxGAJFHgxEQKmBE+h4w
gW8YnHOVMO8svyTXSL1IfOUCdmAY+1G0gghUTSTkFBtLRt6Z2uCotOONOMHIOhhS
dcVcovOi/PAxnrA1J+Ng2j rWFN3MXWZ04S3CHYMGkWgHkaHChT1qDOx9badgfsyzz
————— END CERTIFICATE-----

quit

INFO: Certificate has the following attributes:

Fingerprint: e9adl65c 2673424c 6e7e0c5f b30b4a02

Do you accept this certificate? [yes/no]: yes

WARNING: CA certificates can be used to validate VPN connections,
by default. Please adjust the validation-usage of this
trustpoint to limit the validation scope, if necessary.



Trustpoint CA certificate accepted.

% Certificate successfully imported
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ASAv(config)# crypto ca enroll CA-SIGNED

WARNING: The certificate enrollment is configured with an fqgdn
that differs from the system fqdn. If this certificate will be
used for VPN authentication this may cause connection problems.

Would you like to continue with this enrollment? [yes/no]: yes
% Start certificate enrollment ..
% The subject name in the certificate will be: CN=asavpn.example.com,O=Example Inc,C=US,St=Califor

% The fully-qualified domain name in the certificate will be: asavpn.example.com
% Include the device serial number in the subject name? [yes/no]: no

Display Certificate Request to terminal? [yes/no]: yes
Certificate Request follows:

MIIDHzCCAgcCAQAwWgYsxGzAZBgNVBAMMEmMFzYXZwbi51eGFtcGx1LmNvbTEUMBIG
ALUECgwWLRXhhbXBsZSBJIbmMxCzAJBgNVBAYTATVTMRMWEQYDVQQIDApDYWXpZm9y
bm1ThMREwWDwWYDVQQHDAhTYW4gSm9zZTEhRMB8GCSqGSIb3DQEJAgwSYXNhdnBuLmv4
YW1lwbGUuY29tMIIBIjANBgkghkiG9wOBAQEFAAOCAQSAMIIBCgKCAQEAS5cvVZVrlj
Me8Mz4T3vgT1Z8DAAROavs/TBdAYiqGdjyiV/3K92IIT/0r8cuAUe5rR4sjTvaXYC
SycSbwKc4kZbr3x120ss81td5g4kBdrUSCpr1+VMiTphQgBTAqRPkOVFX4rC8k/T
OPFDE+2gjT1wMn9reb92jYrol1GK4MWZdCzqowLPjE]j5cCwu8Pv5h4hgqTpudms+v4
g3R100DmeyVv4uEMYLS/noPxZXZ8YiQMiG2EP2BgOKOT3Fzx0mVuekonQtRhiZt+c
zyyfSRoqyBSakEZBwABod8qlEg5]/pH130]11tOUJEYITFoVHqv3jL7zfA9i1Inu
NaHk1ir062VQNXwIDAQABOE4wDwYJKoZIhvcNAQkHMQITADA7BgkghkiG9wOBCQ4x
LjAsMAsGALUdDWQEAwWIFoDAdBgNVHREEFjAUghJhc2F2cG4uZXhhbXBsZS5jb20w
DQYJKoZIhvcNAQELBQADggEBAM3Q3zvp9G3MWP7R4wkpnBOH2CNUMPENIhHNjQjH
YhO8EOVWyoo9FaLfHKVDLVFXhOvn50sXBmPLuVps6Ta4sBRUNicRoAmmAOpDWL9Zz
Duu8BQnBGUNO8T/H3ydjaNoP]/f6EZ8gXY29NXEKb/+A2Tt0OVVUTsYreGS+84Gqo
ixFOtW8R50IXg+afAVOAh81xVUFOvVUAi9DsiuvufMb4wdngQSOel/B9Zgp/BfGM1
T10ApgejACoJAGmyrn9Tj6Z/6/1bpKBKpf4VESUXd]j7WLAjw5IF/X2NrH3/cQsczi
G2Yg2dr3wWpkTIY2W/kVohTiohVRkgXOMCecUaM1YxJyLTRQ=

————— END CERTIFICATE REQUEST-----

Redisplay enrollment request? [yes/no]: no

.ID 2IBEME 7tX{ZLICE CSRO| MBE™ ID 215 M7 MSEL/cH

ASAv (config)# crypto ca import CA-SIGNED certificate

WARNING: The certificate enrollment is configured with an fqdn
that differs from the system fqdn. If this certificate will be
used for VPN authentication this may cause connection problems.



Would you like to continue with this enrollment? [yes/no]: yes
% The fully-qualified domain name in the certificate will be: asavpn.example.com

Enter the base 64 encoded certificate.
End with the word "quit" on a line by itself

MIIDoTCCAomgAwIBAgIIKbLY8Qt8N5gwDQYIKoZIhvcNAQELBQAWRTELMAKGALUE
BhMCUEwxDzANBgNVBAoOTBnd3LXZwbjEMMAOGALUECXMDbGFiMRcwFQYDVQQDEwWS5 j
C...)
kzAihRuFgmYYUeQP2Byp/S5fNqUcyZfAczIHt8BcPmV09161iSF/ULGTzXMSOUX6N
d/LHXwrcTpclzU+7qx3TpVDZb] TwwF+BWTB1xgMOBosJIx65u/n75KnbBhGUE753V
HX2eRzuhnnSVExCoeyed7DLiezD8

————— END CERTIFICATE-----

quit

INFO: Certificate successfully imported

QIEM Aolg olstLic et ElR A ID QIEM U CA OIS ME BT 37 B

E|' show crypto ca certificates

ASAv# show crypto ca certificates CA-SIGNED
CA Certificate

Status: Available

Certificate Serial Number: 0ccfd063f876f7e9
Certificate Usage: General Purpose
PubTlic Key Type: RSA (2048 bits)
Signature Algorithm: RSA-SHA256
Issuer Name:

CN=ca.example.com

OU=Tab

O=ww-vpn

C=PL

Subject Name:

CN=ca.example.com

OU=Tab

O=ww-vpn

C=PL

Validity Date:

start date: 15:10:00 CEST Feb 6 2015
end date: 15:10:00 CEST Feb 6 2030
Storage: config

Associated Trustpoints: CA-SIGNED

Certificate

Status: Available

Certificate Serial Number: 29b2d8f10b7c3798
Certificate Usage: General Purpose
PubTlic Key Type: RSA (2048 bits)
Signature Algorithm: RSA-SHA256
Issuer Name:

CN=ca.example.com

OU=Tab

O=ww-vpn

C=PL

Subject Name:



unstructuredName=asavpn.example.com
L=San Jose

ST=California

C=US

O=ExampTle Inc

CN=asavpn.example.com

Validity Date:

start date: 15:33:00 CEDT Jul 15 2022
end date: 15:33:00 CEDT Jul 15 2023
Storage: config

Associated Trustpoints: CA-SIGNED
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ASAv(config)# crypto ca trustpoint Trustpoint-PKCS12
ASAv(config-ca-trustpoint)# exit

N &3 ixde 7 we 42 X1 olg ol olg e mELID

2. (M AE) CRL(Certificate Revocation List) E2= OCSP(Online Certificate Status
Protocol)& AFE35t04 Q5 A Sli{X| &l &g FHELICH 7|BHo R QIE M sl x| HAts
HI& A3l |04 A& LICH.

ASAv (config-ca-trustpoint)# revocation-check ocsp

3. PKCS12 mtUof M Q1B MHE 7K S LICt.

N 2T PKCS12 THUE base64Z Q1T TIE|0{0F BHLICH A E HEV|0IAM THAUS I mf
M 758t EXH7F E Al base64§ la Y El JL|Ct. o|Zl ZtYE openssI2|
base64 1A PAlo = HHESI= O AHSE £ JU&LICH

openss1 enc -base64 -in asavpnpkcsl2chain.example.com.pfx -out asavpnpkcsl2chain.example.com.

ASAv(config)# crypto ca import TP-PKCS12 pkcsl2 ciscol23

Enter the base 64 encoded pkcsl2.

End with the word "quit" on a line by itself:
MIIN4gIBAzCCDawGCSqGSIb3DQEHAACCDZOEgg2ZMIINTTCCCBcGCSqGSIb3DQEH
BqCCCAgwgggEAgEAMIIH/QYJIKoZIhvcNAQcBMBWGCiqGSIb3DQEMAQMWDgQIiK0c
woE3TmOCAggAgIIHONGxmIBuoPRuY11VxTiawHzsL8kIT0310j7tcWmECBwzsKKq



...
PXowMwYJKoZIhvcNAQkUMSYeJABhAHMAYQB2AHAAbgAuAGUAeABhAGOACABSAGUA
LgBjAG8AbTAtMCEWCQYFKw4DAhoFAAQUPXZZtBeq1h98wQ1jHW7]/hqoKcwECDO5
dnxCNJIx6

quit

Trustpoint CA certificate accepted.

WARNING: CA certificates can be used to validate VPN connections,
by default. Please adjust the validation-usage of this
trustpoint to limit the validation scope, if necessary.

INFO: Import PKCS12 operation completed successfully.

CAR[E QUBME FelghLot
ASAv# show crypto ca certificates TP-PKCS12

Certificate

Status: Available

Certificate Serial Number: 2b368f75e1770fd0
Certificate Usage: General Purpose
PubTic Key Type: RSA (2048 bits)
Signature Algorithm: RSA-SHA256
Issuer Name:

CN=ca.example.com

OU=Tab

O=ww-vpn

C=PL

Subject Name:
unstructuredName=asavpn.example.com
CN=asavpnpkcsl2chain.example.com
O=Example Inc

L=San Jose

ST=California

C=Us

Validity Date:

start date: 15:33:00 CEDT Jul 15 2022
end date: 15:33:00 CEDT Jul 15 2023
Storage: config

Associated Trustpoints: TP-PKCS12

CA Certificate

Status: Available

Certificate Serial Number: Occfd063f876f7e9
Certificate Usage: General Purpose
PubTlic Key Type: RSA (2048 bits)
Signature Algorithm: RSA-SHA256
Issuer Name:

CN=ca.example.com

OU=Tab

O=ww-vpn

C=PL

Subject Name:

CN=ca.example.com

OU=Tab

O=ww-vpn

C=PL

Validity Date:

start date: 15:10:00 CEST Feb 6 2015
end date: 15:10:00 CEST Feb 6 2030
Storage: config



Associated Trustpoints: TP-PKCS12

0| oflof A PKCS1201= ID & CA R2IB M, & & &=, & Certificate2t CA Certificate 7t &£
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ASAv(config)# crypto ca authenticate TP-PKCS12
Enter the base 64 encoded CA certificate.
End with the word "quit" on a line by itself

MIIDXDCCAkSgAwWIBAgGIIDM/QY/h29+kwDQYJIKoZIhvcNAQELBQAWRTELMAKGALUE
BhMCUEwxDzANBgNVBAOTBnd3LXZwbjEMMAOGALUECXMDbGFiMRcwFQYDVQQDEwWS j
...
gW8YnHOVMO08svyTXSL1IfOUCdmAY+1G0gghUTSTkFBtLRt6Z2uCotO0ONOMHIONhKS
dcVcov0i/PAxnrA1J+Ng2j rWFN3MXWZ04S3CHYMGkWgHkaHCh1gDOXx9badgfsyzz
————— END CERTIFICATE-----

INFO: Certificate has the following attributes:
Fingerprint: e9adl65c 2673424c 6e7e0c5f b30b4a02
Do you accept this certificate? [yes/no]: yes

WARNING: CA certificates can be used to validate VPN connections,
by default. Please adjust the validation-usage of this
trustpoint to limit the validation scope, if necessary.

Trustpoint CA certificate accepted.

% Certificate successfully imported

<tfroot>

# show crypto ca certificates SELF-SIGNED
Certificate

Status: Available

Certificate Serial Number: 62d16084
Certificate Usage: General Purpose

Public Key Type: RSA (2048 bits)
Signature Algorithm: RSA-SHA256

Issuer Name:
unstructuredName=asa.example.com



L=San Jose
ST=California

C=US

O=ExampTle Inc
CN=asa.example.com
Subject Name:
unstructuredName=asa.example.com
L=San Jose
ST=California

C=US

O=ExampTle Inc
CN=asa.example.com
Validity Date:

start date: 15:00:58 CEDT Jul 15 2022
end date: 15:00:58 CEDT Jul 12 2032

Storage: config
Associated Trustpoints: SELF-SIGNED

. QIBME ChA| A gL

ASAv# conf t

ASAv(config)# crypto ca enroll SELF-SIGNED

WARNING: The certificate enrollment is configured with an fqdn
that differs from the system fqdn. If this certificate will be
used for VPN authentication this may cause connection problems.
Would you like to continue with this enrollment? [yes/no]: yes

WARNING: Trustpoint TP has already enrolled and has

a device cert issued to it.

If you successfully re-enroll this trustpoint,

the current certificate will be replaced.

Do you want to continue with re-enrollment? [yes/no]: yes

% The fully-qualified domain name in the certificate will be: asa.example.com
% Include the device serial number in the subject name? [yes/no]: no

Generate Self-Signed Certificate? [yes/no]: yes

ASAv(config)# exit

.M Q1B ME = eIFLCt.
<ffroot>

ASAv# show crypto ca certificates SELF-SIGNED
Certificate

Status: Available

Certificate Serial Number: 62d16085
Certificate Usage: General Purpose
Public Key Type: RSA (2048 bits)
Signature Algorithm: RSA-SHA256
Issuer Name:
unstructuredName=asa.example.com
L=San Jose

ST=California

C=US

O=ExampTe Inc

CN=asa.example.com

Subject Name:
unstructuredName=asa.example.com
L=San Jose



ST=California

C=US

O=ExampTle Inc
CN=asa.example.com
Validity Date:

start date: 15:09:0

end date: 15:09:09

Storage: config
Associated Trustpoi

CSR(Certificate Signi
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<#root>

ASAv# show crypto c

Certificate

Status: Available
Certificate Serial
Certificate Usage:
PubTlic Key Type: RS

Signature Algorithm:

Issuer Name:
CN=ca.example.com
OU=Tab

O=ww-vpn

C=PL

Subject Name:
unstructuredName=as
L=San Jose
ST=California

C=US

O=Example Inc
CN=asavpn.example.c
Validity Date:
start date: 15:33:0

end date:

Storage: config
Associated Trustpoi

Certificate
Subject Name:
Status:
Key Usage: General
Fingerprint: 790aa6
Associated Trustpoi

15:33: 00 CEDT Jul

9 CEDT Jul 20 2022

CEDT Jul 17 2032

nts: SELF-SIGNED

ng Request) £ S&El 21E A

A (FR/fqdn, 7| #HE

LICt. CSR(Certificate Slgnlng Request) MME2 ALE
M BHE e A2 T

OIS M Btz I & &HelghL|Ct.

a certificates CA-SIGNED

Number: 29b2d8f10b7c3798
General Purpose

A (2048 bits)

RSA-SHA256

avpn.example.com
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ASAv# conf t
ASAv(config)# crypto ca enroll CA-SIGNED

WARNING: The certificate enrollment is configured with an fqgdn
that differs from the system fqdn. If this certificate will be
used for VPN authentication this may cause connection problems.
Would you Tike to continue with this enrollment? [yes/no]: yes

% Start certificate enrollment ..

% The subject name in the certificate will be: CN=asavpn.example.com,O=Example Inc,C=US,St=Califor
6 The fully-qualified domain name in the certificate will be: asavpn.example.com

% Include the device serial number in the subject name? [yes/no]: no

Display Certificate Request to terminal? [yes/no]: yes

Certificate Request follows:

R R

MIIDHzCCAgcCAQAwWgYsxGzAZBgNVBAMMEmMFzYXZwbi51eGFtcGx1LmNvbTEUMBIG
ALUECgwWLRXhhbXBsZSBJIbmMxCzAJBgNVBAYTATVTMRMWEQYDVQQIDApDYWxpZm9y
bm1ThMREwWDwWYDVQQHDAhTYW4gSm9zZTEhRMB8GCSqGSIb3DQEJAgwSYXNhdnBuLmv4
YW1lwbGUuY29tMIIBIjANBgkghkiG9wOBAQEFAAOCAQSAMIIBCgKCAQEAS5cvVZVrlj
Me8Mz4T3vgT1Z8DAAROavs/TBdYiqGdjyiV/3K92IIT/0r8cuAlUe5rR4sjTvaXyYC
SycSbwKc4kZbr3x120ss8Itd5g4kBdrUSCpr1+VMiTphQgBTAqRPkOVFX4rC8k/T
OPFDE+2gjT1wMn9reb92jYrol1GK4MWZdCzqowLPjE]j5cCwu8Pv5h4hqTpudms+v4
g3R100Dmeyv4UuEMYLS/noPxZXZ8Y1iQMiG2EP2BgOKOT3Fzx0mVuekonQtRhiZt+c
zyyfSRoqyBSakEZBwABod8q1lEg5]/pH130J1itOUJEYITFoVHqv3jL7zfA9i1Inu
NaHk1ir062VQNXwIDAQABOE4wDwYJKoZIhvcNAQkHMQITADA7BgkghkiG9wOBCQ4x
LjAsMAsGA1UdDwWQEAwWIFoDAdBgNVHREEFjAUghJhc2F2cG4uZXhhbXBsZS5jb20w
DQYJKoZIhvcNAQELBQADggEBAM3Q3zvp9G3MWP7R4wkpnBOH2CNUMPENIhHNjQjH
YhO8EOVWyo09FaL fHKVDLVFXhOvn50sXBmPLuVps6Ta4sBRUN1cRoAmMmAQOpDWL9z
Duu8BQnBGUNO8T/H3ydjaNoP]/f6EZ8gXY29NXEKb/+A2TtOVVUTsYreGS+84Ggo
ixFOtW8R50IXg+afAVOAh81xVUFOvuAi9DsiuvufMb4wdngQSOel/B9Zgp/BfGM1
T10ApgejACoJAGmyrn9Tj6Z/6/1bpKBKpf4VESUXdj7WLAjw5IF/X2NrH3/cQsczi
G2Yg2dr3wWpkTIY2W/kVohTiohVRkgXOMCecUaM1YxJyLTRQ=

————— END CERTIFICATE REQUEST-----

Redisplay enrollment request? [yes/no]: no

.ID 215 ME 7IXSLIct. CSRO| MHEE|H ID QIZ M7} MZELICEH
ASAv (config)# crypto ca import CA-SIGNED certificate

WARNING: The certificate enrollment is configured with an fqdn
that differs from the system fqdn. If this certificate will be



used for VPN authentication this may cause connection problems.
Would you 1like to continue with this enrollment? [yes/no]: yes

% The fully-qualified domain name in the certificate will be: asavpn.example.com

Enter the base 64 encoded certificate.
End with the word "quit" on a line by itself

MIIDgTCCAmmgAwIBAgIIMA+aIxCtNtMwDQYJIKoZIhvcNAQELBQAWRTELMAKGALUE
BhMCUEwxDzANBgNVBAOTBnd3LXZwbjEMMAOGALUECXMDbGFiMRcwFQYDVQQDEWS j
YS51eGFtcGx1LmNvbTAeFwOyMjA3MjAxXNDASMDBaFwOyMzA3MjAXNDASMDBaMIGL
MRswGQYDVQQDDBJIhc2F2cG4uZXhhbXBsZS5jb20xFDASBgNVBAoMCOV4YW1wbGUg
SW53MQswCQYDVQQGEwIVUzETMBEGALUECAWKQ2FsaWZvem5pYTERMAS8GALUEBwwI
U2FuIEpvc2UxITAfBgkghkiGOwOBCQIMEmMFzYXZwbi51eGFtcGx1LmNvbTCCASIw
DQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAOXL2Va9YzHvDM+E974E9WFAWAEd
Gr7POwXWIghnY801f9yvdiCE/9K/HLgFHUua0eLI07212AksnEm8Cn0IGW698ddtL
LPCLXeY0JAXalEgqa5f1TIk6YUIAUWKKTSNLXV+KwvIP09DxQxPtoI09cD]/a3m/
do2K6JRiuDFmXQs6qMCz4xI+XAsLvD7+YeIak6bnZrPr+INOdTjg5nsr+LhDGCOV
56D8WV2fGIKkDIhthDIgYNCjk9xc8dITbnpKIOLUYYmbfnM8snOkaKsgUmpBGQCcAA
aHfKtRIOST6RIdICZYrT1CRMiJRaFR6r94y+83wPYpS]7jWh5Iq90t1UDV8CAWEA
AaMuMCwwCwYDVROPBAQDAgWgMBOGA1UdEQQWMBSCEmMFzYXZwb1i5TeGFtcGx1LmNv
bTANBgkghkiG9w0OBAQs FAAOCAQEATQUchY4UjhjkySMIAh7NT3TT5]J4NzgW8gHa
WNg+YYHR+sQ6G3vn+6cYCU87tgW1Y3fXC27TwweREWMbq8NsJIrr80hsChYby8kwE
LnTkrN7dJB17u50VQ3DRjfmFrJ9LEUaYZx1HYvcS1kAeEeVB4VIwVzeujWepcmEM
p7cB6veTcFIrulDVRIMdOKYEOX+HYav2INT2udcOGlyDwm1,/mqdf0/ON2SpBBpnE
gtiKshtsST/NAw25WjkrDIfN8uR2z5xpzxnEDUBOHO1 pG1gb1I6GIARXWO+LwfB1
n1QD5b/RdAQOUbLCpfKNPAE/9wWNNoXGD117qfZxr04T71d2Idug==

————— END CERTIFICATE-----

M eIEM BtE I E = elghL|Ct
<tfroot>

ASAv# show crypto ca certificates CA-SIGNED
Certificate

Status: Available

Certificate Serial Number: 300f9a2310ad36d3
Certificate Usage: General Purpose
PubTic Key Type: RSA (2048 bits)
Signature Algorithm: RSA-SHA256
Issuer Name:

CN=ca.example.com

OU=Tab

O=ww-vpn

C=PL

Subject Name:
unstructuredName=asavpn.example.com
L=San Jose

ST=California

C=US

O=Example Inc

CN=asavpn.example.com

Validity Date:

start date: 16:09:00 CEDT Jul 20 2022

end date: 16:09:00 CEDT Jul 20 2023

Storage: config



Associated Trustpoints: CA-SIGNED
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ASAv(config)# crypto ca trustpoint Trustpoint-PKCS12-2022
ASAv(config-ca-trustpoint)# exit

2. (MEH AFE) CRL(Certificate Revocation List) BE = OCSP(Online Certificate Status
Protocol)& AF&35t04 Q1B M SHX| &l g FMELICE 7|2XHo 2 QB M x| HAl=
HIg A3t z|of A& LICH.

ASAv (config-ca-trustpoint)# revocation-check ocsp

3. PKCS12 UM M IS ME 7HX{ZLIC.

N 2T PKCS12 THUE base64Z Q1T TIE|0{0F BLICH BIAE HE7|0IM TYUS I mf
QM 7hset ER7F EAIEH base64§ QA E JYULICH O|T Lt UE bases 212
%I %'A—!QE ||:|_§ 3|'7| -rlOH OpGnSS'E A|' %EI- _/I\_ ?/slgl—ll:l'

openss1 enc -base64 -in asavpnpkcsl2chain.example.com.pfx -out asavpnpkcsl2chain.example.com.

ASAv(config)# crypto ca import TP-PKCS12-2022 pkcsl2 ciscol23

Enter the base 64 encoded pkcsl2.

End with the word "quit" on a line by itself:
MIIN4gIBAzCCDawGCSqGSIb3DQEHAaCCDZ0Egg2ZMIINTTCCCBcGCSqGSIb3DQEH
BqCCCAgwgggEAgEAMIIH/QYJIKoZIhvcNAQCcBMBWGCiqGSIb3DQEMAQMWDYQIiKOC
wgE3TmOCAggAgITHONjxmJBuoPRuY11VxTiawHzsL8kI103107j7tcWmECBwzsKKq
...
PXowMwYJKoZIhvcNAQkUMSYeJABhAHMAYQB2AHAAbgAUAGUAeABhAGOACABSAGUA
LgBjAG8AbTAtMCEWCQYFKw4DAhoFAAQUPXZZtBeq1h98wQ1jHW7J/hqoKcwECDOS5
dnxCNJIx6

quit

Trustpoint CA certificate accepted.

WARNING: CA certificates can be used to validate VPN connections,
by default. Please adjust the validation-usage of this
trustpoint to limit the validation scope, if necessary.

INFO: Import PKCS12 operation completed successfully.
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<#root>

ASAv(config)# crypto ca import

TP- PKCS12- 2022
pkcsl2 ciscol23
Enter the base 64 encoded pkcsl2. End with the word "quit" on a line by itself:
MIIN4gIBAzCCDawGCSqGSIb3DQEHAACCDZOEgg2ZMIINTTCCCBcGCSqGSIb3DQEH
dnxCNIx6
quit

WARNI NG | dentical public key already exists as TP- PKCS12

ASAv (config)# show run crypto ca trustpoint
TP- PKCS12- 2022

crypto ca trustpoint TP-PKCS12-2022

keypai r TP- PKCS12

no validation-usage crl configure

. AX|E Q1B MHE B eIFLICE.
<#root>

ASAv# show crypto ca certificates TP-PKCS12-2022

Certificate

Status: Available

Certificate Serial Number: 2b368f75e1770fd0
Certificate Usage: General Purpose

Public Key Type: RSA (2048 bits)

Signature Algorithm: RSA-SHA256

Issuer Name: CN=ca.example.com OU=lab O=ww-vpn C=PL
Subject Name: unstructuredName=asavpn.example.com CN=asavpnpkcsl2chain.example.com O=Example Inc
Validity Date:

start date: 15:33:00 CEDT Jul 15 2022

end date: 15:33:00 CEDT Jul 15 2023

Storage: config

Associated Trustpoints: TP-PKCS12-2022

CA Certificate

Status: Available
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Certificate Serial Number: 0ccfd063f876f7e9
Certificate Usage: General Purpose

Public Key Type: RSA (2048 bits)

Signature Algorithm: RSA-SHA256

Issuer Name: CN=ca.example.com OU=lab O=ww-vpn C=PL
Subject Name: CN=ca.example.com OU=lab O=ww-vpn C=PL
Validity Date:

start date: 15:10:00 CEST Feb 6 2015

end date: 15:10:00 CEST Feb 6 2030

Storage: config

Associated Trustpoints: TP-PKCS12-2022

0|7 oflof A PKCS120i= ID 1B M &2 CA QIBEAM7I ZREIICEE

CA Q1B M Chgoll = JHel B=ol EAIELICH 1% K| oM 91

ASAv(config)# crypto ca authenticate TP-PKCS12-2022
Enter the base 64 encoded CA certificate.
End with the word "quit" on a line by itself

MIIDXDCCAkSgAwWIBAGIIDM/QY/h29+kwDQYJIKoZIhvcNAQELBQAWRTELMAKGALUE
BhMCUEwxDzANBgNVBAOTBnd3LXZwbjEMMAOGALUECXMDbGFiMRcwFQYDVQQDEwWS j
...
gW8YnHOVMO08svyTXSL1IfOUCdmAY+1G0gghUTSTkFBtLRt6Z2uCotO0ONOMHIONhKS
dcVcovO0i/PAxnrA1J+Ng2j rWFN3MXWZ04S3CHYMGkWgHkaHCh1gDOXx9badgfsyzz
————— END CERTIFICATE-----

INFO: Certificate has the following attributes:
Fingerprint: e9adl65c 2673424c 6e7e0c5f b30b4a02
Do you accept this certificate? [yes/no]: yes

WARNING: CA certificates can be used to validate VPN connections,
by default. Please adjust the validation-usage of this
trustpoint to limit the validation scope, if necessary.

Trustpoint CA certificate accepted.

% Certificate successfully imported

ASAv# show running-config ss1 trust-point
ss1 trust-point TP-PKCS12
ASAv# conf t

St ASAE AT EELICH



ASAv(config)#ss1 trust-point TP-PKCS12-2022

ASAv (config)#exit
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ASAOIM AlZtDt IRE SHI2 A MASHE o 228 EHAHIE Cisco ASA Series General

Operations CLI Configuration Guide 9.182 & X3t &A|2.
https://www.cisco.com/c/en/us/td/docs/security/asa/asa918/configuration/general/asa-918-general-

config/basic-hostname-pw.html#1D-2130-000001bf
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