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- CSR(Certificate Signing Request)2 AtSELICH 7| 42 MM35t1T, CSRE ALE5104 CA0| A
ID PIEME QESIH, CAUM &2 MEEID IEMHE MX[E .

« CAO|M 7Rt 7HLE CHE CIHFO|A A LHEEH PKCS12 TS AF EHLICH PKCS12 T o
= 7| %4, ID 213 M, CA QIZ M7 504 Q&L

CSR(Certificate Signing Request)2 AF23I0{ A{ ID QIS 27
EURSPN

CSR2 ID 2157t EFF Cl|Hto|&0| Y E|H, ClHto|Aol HEE 7| &S ALSELICH
CSRoi|= Ch&o| g ELICt.

. OBEM QM HE - 28E Tl U 7leh S4, 7| wol 27K 7],
. M gnalE e
. 7 4ol 7Hel 7|2 MHE Q1B M 2% HEo| CIXIH MY,

CSRE CA(Certificate Authority)0l M E|2 2 PKCS#10 $Al0 2 AMHELIC

MEE B ME CAMM PEM EAlo 2 HhehELICH

1. CA= CSRof| M2 s |
A O|& oH7HH+E HEE & J&LICH

a. Configuration(Z1I| 12| 0| M) > Device Management(C|HIO|A E2|) >Certificate
Management(@1& Al & 2l) > Identity Certificates(ID 2/5 M)Z 0|5 &fLICH.

File View Tools Wizards Window Hel G0
elp nmr

@ vome [0, Configuraton [ vonstorms LJS&QGR:'I)' Qs Qroverd| P hew 'CIS‘:CO'

Device Management & # || G > Certificate Management > Identity Certficates o

[ (B Mansgement Access
488 Licensing Tssued To ~1 Iesued B Expiry Date Associated Trustpoints Usage Public Key Type

i PB System Image [Cenfiguration |msw:mremnewasa.exam.mw.;~san Jos... |unstructurediiame =asa.example,.. 15:09:09 CEDT il L.. T® General Purpose  RSA (2043 bits)
4 gl High Avalabiity and Scalabiity )
#-{] Logging

{1 smart CallHome

Bi Cloud Web Security

{5 service Moduie Settings
o g Usersfasa

Certificate Management

bisidentty Certifcates |

iy CA Certificates

b. Add(F7hHE& Z=IgfLich
c. &Z X|H o|&& FeolgfLch.



Configuration > Device Management > Certificate Management > Identity Certificates

Issued To Issued By Expiry Date Assodated Trustpoints ~1 Usage Public Key Type
Add Identity Certificate
Trustpoint Name: [SL-Trustpoint)
(C) Import the identity certificate from a file (PKICS 12 format with Certificate(s)+Private Key):
Dearyption Passphrase:
File to Import From: Browse...
I@ Add a new identity certificate: I
Key Pair: <Default-RSA-Key = ~ Show... MNew.
Certificate Subject DN: | CN=asavpn.example.com Select...
[] Generate self-signed certificate
Act as local certificate authority and issue dynamic certificates to TLS-Proxy
| Advanced...
[] Enable CA flag in basic constraints extension
Wt Add Certificate Cancel Help
[T N —
d. Add a New Identity Certificate(Al ID QIS M F7}) EIC|2 HES 22/E

2. (1= AbEH) A 7| 4 A4

A 1: 7|22 2 Default-RSA-KeyZt= O|E 1} 20482 27|18 ZE

RSA 7|7t AbE

Add
x | 1ow Details
FLCH

=|
=

x o =L = = A
L—IEP Tt ZHID 1B Mol el nr et THQ/IS 8 7| 2 ME35t= 2ol E&LICH
= o =
a. New(MZ BtE7))E Z2l5l0d M| 7| A4S MdghL|ct
Configuration > Device Management > Certificate Management > Identity Certificates
Issued To Issued By Expiry Date Assodated Trustpoints Usage Public Key Type Add
Add Identity Certificate x Gemrd R T Show Detals
Trustpoint Name: 55L-Trustpaint Deete
O Import the identity certificate from a file (PKCS12 format with Certificate(s)+Private Key): Export
Decryption Pasgphrase:
File to Import From: Browse... Re-Enro
(®) Add a new identity certificate:
Key Pair: <Default-RSAKey> ~ Show...
Certificate Subject DN: | CN=asavpn.example.com Select...
[[] Generate self-signed certificats
! Act as local certificate authority and issue dynamic certificates to TLSProxy =
|
| Advanced...
[ Enable CA flag in basic consiraints extensiort
w Cancdl Heb
H = (=) = =2 O
b. Enter new Key Pair name(AMl 7| ‘4 O|§ =) SMS MEHSI T M 7| 42| O|F 2 &=
%I- |__| |_—_|.
=

EE= ECDSAE MEgLCH.

e LICH RSAQ| Z

= |

o

. Key Type(7| +8) - RSA
. Key Size(Z| 27()& M=
AMEHSHL|CE

. Generate Now(X|Z %

44 =& LICH ofx| 7| ‘& o] & gELCt.

)= 2

42 General purpose for Usage(Ar& 8 £)&



Configuration > Device Management > Certificate Management > Identity Certificates

Issued To Issued By Expiry Date Assodated Trustpoints Usage Public Key Type | Add
B Add Identity Certificat B | GeneralPupose [RSA (4096hits) [ es
General Purpose  RSA (2048 bits)
. = Delete
Trustpoint Name: |55L-Trustpoint |
5 Export
O Impor [F) Add Key Pair X
Decry| Install
Key Type: (8) RSA (C)EcDsA (O EDDSA
File to Re-Enrof
® Adda Name: () Use default key pair name
keyl I@ Enter new key pair name: |5SL-Keypar I
Certifi size:
06 ysage: (®) General purpose () Speaal [>
{
Conce =
Oen

o ol vt

3. 71 % OlF =

CSRO|l MEst M QIS A2t HF QIS 7| &S MEHEfLICEH

Configuration > Device Management > Certificate Management > Identity Certificates
Issued To Issued By Expiry Date Assodated Trustpoints Usage Public Key Type | Add
Add Identity Certificat DR | GeneralPupose  RSA (4095 bits) Show Detais
General Purpose  RSA (2048 bits)
" 5 Delete
Trustpoint Name: S5L-Trustpaint
O Import the identity certificate from a file (PKCS12 format with Certificate(s)-+Private Key): Export
Decryption Passphrase: Install
File to Import From: Browse... Re-Enrof

(®) Add & new identity certificate:

Key Pair: I: Mew...

Certificate Subject DN: | CN=asavpn.example, com Select...

[[] Generate self-signed certificate

Act as local certificate authority and issue dynamic certificates to TLS<Proxy

Advanced...

[[]Enable CA flag in basic constraints extension

¥ o b .

el s e L S

4. Q15 M T U FQDN(HF3HE THQI 01)2 FAIBHLICH

Z9|: FQDN 0O# 74 OI’<H7+ A= ASA QIE{HO|AS| FQDN E= IP T4
o edx|atofF & LICt. 0| EIH7H = ID Q1B Moi| CHaH 2 HEl SAN(Subject Alternative
Name) =& 2 A™FLICH SAN %”é!% SSL/TLS/IKEv2 220[HE0i|AM IE M7t 44
L= FQDNZt Y x|5t=X| &elst= ol AASELICH.



lhsued'lo

Issued By Expiry Date

Assodated Trustpoints

~1 Usage Public Key Type

[E) Add Identity Certificate

Trustpoint Name: SSL-Trustpoint

) Impart the identity certificate from a file (PKCS12 format with Certificate(s) +Private Key):

Decryptons 1
T B
(®) Add a new identity certificate:
Key Pair: | S5LKeypair » Show... New
Certificate Subject DN: |m=asavm.exawle.m |
[[] Generate self-signed certificate

Act as local certificate authority and issue dynamic certificates to TLS-Proxy

[[] Enable CA fiag in basic constraints extension

Cancel

Zx D
q

b. Certificate Subject DN(2/& M

S0l S48 Mt gt 2

—

DN) &
B CHE A

oAl QIEA S8
Add(F7HE SalgtLct.

lIsmedTo Issued By Expiry Date Assodated Trustpoints ~1 Usage PPublic Key Type
@ Add Identity Certificate =
Trustpoint Name: S5L-Trustpoint |
O tmport the enlity <=y Cotificate Subject DN X
Decryption Passphrast
File to Import From: Attribute Value
(® Add a new identity ce DN Attribute to be Added
Key Pair: Attribute: |Common Name (CN)
e Value:  |asa.vpn.example.com T ieo ‘
[[] Generate ssif-sign
Act as local sy
[[] Enable cA fiagin
W [ Acdcertficate || cancel | Help |

llssued To Tssued By Expiry Date Assodated Trustpoints ~1 Usage Public Key Type
B Add Identity Certificate N
Trustpoint Name: [ssLArustpont |
O Import the identity &2 (7 cortificate Subject DN X
Decryption Passphrast
Fie to Import From: Attribute Value
(®) Add a new identity cel DN Attribute to be Added asa. v
Key Pair: Attribute: |Country (C) > | Add>>
Certificate Subject DN e m:ﬁﬁ}m [ osere
[ Ganerate self-siof [Company Name (O)
Act as local ca) hh&ﬁgﬂﬂ.}
(EA)
[ Heb |
[[] Enable €A fiagin
y [t | [ ea | [
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vpn.example.com).
S)— x Kl = =
s EXSIE VIR E
-
O [gixicz SEE xx)5/Al 0l
C |2 2=(2% 835 ¢l 2kt FC)
ST |Z=%0| f|x|et e L]t
L |=Zo| x|t T AlQLC,
EA |O|HY =4
B ol EHE g2 64X} MEHE Zote + el&LCh 2ol ZH ID 21EAM MR
of 2M7t g = U&LICt E3F ZE DN §482 Holg Ze= giguh
£ §dg &7t F OKE =&t
c. C|HIO|A FQDN2 T8 & LICt Advanced(L2)& E2/gLct
Configuration > Device Management > Certificate Management > Identity Certificates
.IsﬁuedTo Issued By Expiry Date Assodated Trustpoints ~1 Usage Public Key Type Add
[ﬁ Addldéntity(ertificate - -X
Trustpoint Mame: SSL-Trustpoint
() Import the identity certificate from a file (PKCS12 format with Certificate(s) +Private Key):
Decryption Passphrase:
File to Import From:
(®) Add a new identity certificate:
Key Pair: S5LKeypair w Show... New...
Certificate Subject DN: | CNi=asa.vpn.example.com Select...
[[] Generate self-signed certificate
[] Enable CA fiag in basic constraints extension
W Add Certificate Cancel Help
d. FQDN Z=0f| QIE{0f A C|HOlA 0] HAMAE 4 QU= HFsHE TH QI 0|8 S U

OlE
|_

(o]
il

LICH OK(2 Q)& Z=IgfLIch




lhsued'lo Isgy~-i=-

[E) Advanced Options X
B Add Identity Certificate
Enrolment mode parameters and SCEP challenge password are not available for self-signed certificates,

Trusipoint Name: E‘ Certificate Parameters EnrolmentMode SCEP Challenge Password
) Import the identity certifica
T P e [ FQDN: cavpn.example. com) |
Fietompert From: || £ [ ]
o j 1P Address: | |
(®) Add a new identity certifica
[] indlude serial number of the device
Key Pair: E
Certificate Subject DN: [c
[] Generate self-signed ce

Act as local certifica

[ Enable CA flag in basic

Public Key Type

5. CSR M ol x{%t

a. Add Certificate(215 M F7HE Z=IgLICH

llssued'lo Issued By Expiry Date Assodated Trustpoints ~1 Usage

B Add Identity Certificate
Trustpoint Name: SSL-Trustpoint
() Import the identity certificate from a file (PKCS12 format with Certificate(s) +Private Key):
Decryption i I
File to Import From: Browse... |

(®) Add a new identity certificate:

Key Pair: | 55LKeypair || | | Mew...

Show,
Certificate Subject DN: |CN=asa.vpn.exa|ple,ou|n H Select... |

[] Generate self-signed certificate

Act as local certificate authority and issue dynamic certificates to TLS-Proxy

[[] Enable €A fiag in basic constraints extension

lxsmedm Issued By Expiry Date Assodated Trustpoints ~1 Usage

B Add Identity Certificate

) Impart the identity certificate from a file (PKCS12 format with Certificate(s) +Private Key):

Decryption Passphrase:

[ \dentity Certificate Request X
File to Import From:
Add identity certificate: To complete the enroliment process, please save the PKCS10 enrollment
(@ ety request (CSR) and send it to the CA.
Key Pair: SSLKeypa

‘You will then need to install the certificate that is returned from the CA by
Certificate Subject DI: | Ci=gsag  icking the Install button n the identity Certficates panel.

[] Generate self-signed certificate mmwﬂe::

Act as local certificate author

o |[omad |[ no ]

T

[[] Enable CA flag in basic constraints extension

W Add Certificate | | Cancel Help




Browse(& 0t27)& Z&l6t11 CSRE X
XMEELICE.

“onfiguratic ice Managemen ertificate Mana (]
Issued To Issued By Expiry Date Assodated Trustpoints Usage Pubkic Key Type | Add
Flosa von.example.com] Mot Avadable _pendng..____ sSiTwspontl [ unkon | |Hpreerees
Delete
Install
ASDMEZ AtE3t0o{ PEM &4/9| ID QB A Mx|
Mx| BHA0MHE CA7F CSRM MESHT PEM 213 E(.pem, .cer, .crt) ID 215 A 2 CA QIS A HE
2 M3ctD 7P-EELct
1. CSROi| MEet CA 2B M M|
a. Configuration(Z1IZ| 22| 0|A) > Device Management(C|HFO|A £ 2|) >Certificate
Management(@15 A #2l) >Z 0|53t 1 CA Certificates(CA Q15 M)E ME4EHLICH
Add(F7HE Z&lgct.
Confiquration > Remote Access VPN > Certificate Management > CA Certificates o
N
Issued To 1ssued By Expiry Date Associated Trustpoints ~1 Usage Active Iml
IdenTrust Commerdal Root.., CN=IdenTrust Commergal ... 19:12:23 CEST Jan 16 2034 _SmartCalHome _ServerCA General Purpose No Edit
QuoVadis Root CA 2 CN=QuoVadis Root CA 2, ... 19:23:33 CEST Nov 24 2031 _SmartCalHome _ServerCA2 General Purpose No —

b. 22| X|& 0|2 =45t Install From File(Zt A0 H%
e B

=
Eo m2ls |.2 = _|E EHS | I_ Ju I' I o |:-|
7)) HES EEet O3 &7+ QIS ME MElEL|CH E= HAE TS| PEM |=' CA
OZ-'EE-II | |_=.'_;|I_'|A | |.
anagement > CA Certificates (]
Tssued To Issued By Expiry Date Assodiated Trustpoints Usage Active Add
IdenTrust Commercial Root... CN=IdenTrust Commercial ... 19:12:23 CEST Jan 16 2034  _SmartCalHome_ServerCA Gene«al Purpose Edit
QuoVadis Root CA 2 [(CN=QuoVadis Root CA 2, ... |19:23:33 CEST Nov 24 2031  |_SmartCalHome _ServerCA2 _
Show Details
Install Certificate X
Request CRL
Delete

Trustpoint Name:

(®) Install from a file: Browse...

() Paste certificate in PEM format:

S AIE XM olE 2

£ 1. CSRO| MHESE CA QIBAME MX|5tD ID QB A2 Sl |
SFLICEH PKI HE *X2| CHE CA S MHE Exo| AME| X[HMof Mx|E £+

At



&Lct.

Issued To Issued By Expiry Date Assodated Trustpeints ~1 Usage Active Add
IdenTrust Commercial Root... CN=IdenTrust Commerdal ... 19:12:23 CEST Jan 16 2034 _SmartCallHome _ServerCA General Purpose Mo
QuoVadis Root CA 2 CN=QuoVadis Root CA 2, ... 19:23:33CESTNov 24 2031  _SmartCallHome_ServerCA2 General Purpose Mo

@ Show Details

Request CRL

Edit

Trustpoint Name: SSL-Trustpoint
(O Instal from a file: Browse...

Delete

(@) Paste certificate in PEM format:

gTeBnHgToLRNQoB5 1QIEAGSArL 2G98aewEBMDOBGkxWay forwL ABUSWZVTZsVN -
4noWaXH 1boGED7+5vkOes L 28 7pERGodLh 76k IT4Kogl IDMILGkzOCtZKCT7F

SKXvFik 1Z 1¢ZEGNSb 2umnIqaVZe 1ewluTHOX 485 3uxTPHB +85QG0 +d 1waOsbCWik

OKSSEPPHZ3IQUVXGiirp,/zmomzxI4G /tel6e yMOpIpnVtDYIQEHNKQDQT SLKWRSX

QjFxKnYChPfig3p2FdH7wih UK 3prAGMBAAGIUDBOMAWGA IWAEWQFMAMBABWHQYD

VROOBBYEFESSkZsbradbotlFVS 2U47emaukaMBBGA 1WdInwQYMBaAFE S5kZsbradh

SHFVS2U47emSuXaMADGCSqGSIb 3DQEECwWUAASIBAQAr sXIFwK 3INBwOsYhSmaT E
cGaeyDMRhs 385 /WD 25M 2wkAF 2AY ZHONSGKIVCK +#ModKMQZy4X juhjs SNDUToF fEf
29kaaRiisx L 53V /YLKSESOATANA QX BV + I TArimesn B 14 2 AC AL S A At

OfR yjalHSEBFlackNC FKR ddtx YBSsFEbFHI

gWBYRHOVMOSsvy TXSLIIFOUCMAY +GT

deVieovOi/PAxnrAl1+Ng Zir WEN3MXWZOH (@ Information ®
===-END CERTIFICATE === Please wait while ASDM is delive

device
(O Use EST: E @ INFO: Certificate has the following atiributes:

Specify source Interface: |~ None — \ | Fingerprint: eSad 165¢ 2673424c 6e7e0c5f b30b4a02
EST URL: hitps:/f

Certificate SubjectDN:  |Ch=risavpn31 Trustpoint CA certificate accepted.

alow-untrusted-connection

() Use SCEP:

Spedify source Interface: | — MNone — T
SCEP URL: http:/ff

Retry Period: 1 minutes

Retry Count: 0 {Use 0 to indicate unlimited retries)

Install Certificate Cancel Help

2.1D 1M Mx%|

a. CSR & Sof o|xlol| & & ID UBME = gfLICH Install(AX])S S =IELICEH

Issued To ~1 Issued By Expiry Date Associated Trustpoints Public Key Type Add

(von. cxample.com] it Avaiable T e T—— (- — Show Detais
Delete

Export

ZH 1 Identity Certificate(ID 213 M)0l= Issued By(&2 2At) 2 =& Not
available(AFE & £ Q2)2 2 XI5t Expiry Date(PtR2 L) ZEE Pending(£
7 3SR XY £ UsLCHALCt.

b. CAOA 22 PEM Q12 | D QIS A7t =&l mtels MES AL HAE H
PEM 2132 & QIEME L1 CAMM XMSE ID IS AE SAlso] HAE &
d& Lot

7™M
cof 04

OI-J



ment > Identity Certificates o

Issued To ~ 1 Issued Bv Expiry Date Assodated Trustpoints Public Key Type Acd
T T e — T S — T E—— ...
General Purpose RSA (2048 bits)
@ Install Identity certificate X bpoint General Fu RSA (2048 bits) Delete
Identity Certificate Export
Bt fems
(C) Paste the certificate data in base-64 format:
Re-Enrol
Install Certificate Cancel Help
AFT1- o|= -|h A % |% SiIAIO|l A& OlA | |.
A0 ID 1B ME dx|E pem, .cer, .crt BXE T UKSLILC
ifi = 2|5 | I.
c. Install CertificateE 2 2/ gFL|C}.
Configuration > Remote Access VPN > Certificate Management > Identity Certificates
Issued To ~1 Issued By Expiry Date Assodated Trustpoints Usage Public Key Type Add
[[on-campe.con] ——ThotAvsiae ——[PenangIssimsgont | o | R
= General Purpose RSA (2048 bits)
- tpoint General Purpose  RSA (2048 bits) Delete
Identity Certificate 1 E = . y Export
Install from a file: |
S 1 [ Information X Instal
(®) Paste the certificate datain bz Please wait while ASDM is delivering th
i Re-Enroll
[ANBTZERgDRVICFEEMVER % e
Gyer 3x 2GXML MAHBptyMcHD @ Certificate import succeeded.
T8y9YialpogMnamGkaQpckAF
KdNQFBLrSVWINTUF 2DowH3 [
-——END CERTIFICATE——
< |
[
Install Certificate Cancel Help

3. M| QI ME ASDMS E5H 2IE{m|0|A0] HICIE

X|HE QE{H O|AMM SETI= WebVPN Aol CHSH A ID QIS ME AIESIE S ASAS
T8l ok gfLCt.

a. Configuration(*%3) > Remote Access VPN(&Z3 M| A VPN) > Advanced(11 &) >
SSL Settings(SSL M%&) Z o|S &Lt

b. Certificates(21& A)0ll A WebVPN MAE E&EsHs O ALRElE QIEIT|0|AE MEdE
Lick. of oflofl A= 9% elEfm oA 7} AFREILICH

EditE =g Lct

c. Certificate(21&AM) EECIR SE| M ME HX|E IS AME MEHFLICH




Configuration > Remote Access VPN > Advanced > SSL Settings

Edit
Delet
(B Select SSL Certificate b
Specify enrolled trustpoints to be used for SSL authentication and VPN load balancing on the
QUTSIDE-direct interface. To enroll a trustpoint, go to Device Management > Certificate
Mar > Identity Certificates.
Certificates 4
Specify which certificates, if an Interface: OUTSIDE-drect s not assodated with a certificate of their own.
Primary Enrolled Certificate: S5L-Trustpoint:unstructurediame =asavpn.exampl... ~ —
Interface iBas Er@ Key-Type Edit
Load Balandn ol ertificate: | -- MNone - |
OQUTSIDE direct ¢ !
inside
sidevian Cancel Heb
management
Fallback Certificate: —None - o
Forced Certification Authentication Timeout: 2| minutss

Certificates

Spedfy which certificates, if any, should be used for S51 authentication on each interface. The falback certificate will be used on interfaces not assodated with a certificate of their own,

Interface Primary Ceriificate Load Balandng Certificate Key-Type i Edit
QUTSIDE-direct [SSL-Trustpomntiunstructurediame =,

inside
inside -vlan
management

O|XM AH ID QIS M7t AHE S ILLC}.
ASDME AI85t0{ PKCS12 EAlo 2 B2 D QIS A M K|

PKCS12 It Y(.p12 EE= .pfx S4)0l= ID 2B M, 7| 4 & CA QIS MIH & =|o] &Lt o
Eote QB Mol 2 *H CAo olsf &' dx[7Lf CHE ClHto|A0AM LHELHEILICE Ol mtedol=
E HAE HET|E = = G&LIC

HA EH

1.PKCS12 Yol M ID & CA Q1B M MX|
D 218X, CAQIEAM 2 7| 42 Bt PKCS12 mHol| HEZ Fo{oF gLt
a. Configuration(Z1IZ| 22| 0|A) > Device Management(C|HFO|A £ 2|) > Certificate

Management(2!15 M #2[)2 0|53t 1 Identity Certificates(ID 15 )& AE4FFLICE.
b. Add(%E7HE 22t
c. &2 x| OI§ 2 XIGF L




Tssued To Issued By Expiry Date Assodated Trustpoints Usage Public Key Type I Add I

[5) Add Identity Certificate X | G|
Trustpoint Name: I SSL-Trustpont-PKCS 12 I [ Boot |

(®) Import the identity certificate from a fle (PKCS 12 format with Certificate(s) +Private Key):

) et

Fie to Import From: | || eromse... |
() Add a new identity certificate:
Key Par: [<pefauitRsAkey> o [ show... | [TNewit
Certificate Subject DN: | C=risavpn31 Select... |
Generate self-signed certificate

Act as local certificate authority and issue dynamic certificates to TLS-Proxy

d. Import The Identity Certificate from a File(Z+J0i A ID CIE M 7tX427]) EtC|2 HES
Z2Igct

Issued To Issued By Expiry Date Assodated Trustponts Usage Puble Key Type Add
I| [ showetais
B Add Identity Certificate m l I Delete |
Import ID certificate file X

Trustpoint Name: SS5L-Trustpoint-PKCS12

Lookin: |[%Z] Documents v -
(@) Import the identity certificate from a file (PKCS 12 format with Certificate(s) +Private Key): | l @

| —— @ e

Fie to Import From: | | [ erowse... | Recentitems |
() Add a new identity certificate: -

Ky Pair: | <Default-Rsaey> O [ show.. | [PRERE Desktop

ot st [cimsmenss || =

Generate self-signed certificate Don.nmis
Act as local certificate authority and issue dynamic certificates to TLS-Proxy !
This pC Flename: |von.example.com.pfi | Import ID certificate fie

==t Y Aot [wimes o [ cad |

[] Enable CA fiag in basic constraints extension

| Add Certificate | | Cancel | Help |

ddste Ol AH8ElE HAZE0|ZE U=FLICH
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agement > Identity Certificates

Issued To Issued By Expiry Date Assodated Trustpoints Usage Public Key Type Add
| Show Details
[E) Add Identity Certificate Delete
Trustpoint Name: S5L-Trustpoint-PKC512 Bxpart
(@) Import the identity certificate from a fle (PKCS 12 format with Certificate(s) +Private Key): Instal
Decryption Passphrase:l sease ] Re-Enro!
File to Import From: C:\Users\cisco.DESKTOR-R 2CHEG Browse...
() Add a new identity certificats:
Key Pair: <Default-RSA-Key> Show... New...
Certificate Subject DN:  |CN=risavpn31 Select...
Generate self-signed certificate
Act as local certificate authority and issue dynamic certificates to TLS-Proxy L
Advanced...
[[] Enable CA fiag in basic constraints extension
Wi L
cance =
Issued To Issued By Expiry Date Assodated Trustponts Usage Puble Key Type Add
. | Show Details
= Delete
Trustpoint Name: S5L-Trustpoint-PKC512 Bt
(@) Import the identity certificate from a fie (PKCS 12 format with Certificate(s) +Private Key): Instal
Decryption Passphrase: essss Re-Enrol
Fie to Import From: | C:\Jserslcisco.DESKTOP-R2CHEG| | Browse... |
Qg . =] \nﬁlarmatian X
ket Please wait while ASDM is delivering the command(s) to the
Certl device...
E @ Created trustpoints for CAs higher in the hierarchy as the CA certificate was not self-signed.
L]

[] Enable CA fiag in basic constraints extension

Add Certificate | Cancel Help

WARNING: CA certificates can be used to validate VPN connections,by default. Please adjust
the validation-usage of this trustpeint to limit the validation scope, if necessary L

Import PKCS12 operation completed successfully.

2 1: CA QB M & Qlo] & E PKCS12E& 7+X{2 ASDME -number O|AL7}
F7HE ol S 3t BUH HAER CA MR X|™E RISz HdefL
Configuration > Remote Access VPN > Certificate Management > CA Certificates
Issued To w1 Issued By Expiry Date Assodated Trustpoints Usage Active
KrakowCA-sub1-1 CM=KrakowCA-sub1 12:16:00 CEDT Oct 19 20258 SSL-PKCS12 Signature Yes
KrakowCA-subl CM=KrakowCA 12:16:00 CEDT Oct 19 2028 SSL-PKCS12-1 Signature fes
KrakowCA CM=FKrakowCA 12:16:00 CEDT Oct 19 2023 S5L-PRC512-2 Signature fes

2. | 215 HE ASDME S35l

X|HE CIE{H O|AMNM BSEEE
T d3sHoF gLCt.

WebVPN Mo CH3H A ID QIS MHE AIE

QlE{m| 0| A0 HIQIEZ

St 5 ASAE

a. Configuration(7t4J) > Remote Access VPN(#Z 4 A|A VPN) > Advanced(ZL &) >

SSL Settings(SSL M) Z o|S &Lt



b. Certificates(215 A)0ll Al WebVPN M|M2 SE5t= Ol AFS El= QIE{HO|AE MEE

o
Ol

>

A

EHS}

LICt. O] ofloll M= 25 QUE{H|0|A T AFS ELICEH
EditE S =gL/c
c. Certificate(21 & M) EECI2 SFM ME MHX|E QIEME MEIFLICH

Configuration > Remote Access VPN > Advanced > SSL Settings

() Select SSL Certificate b3

Spedify enrolled trustpoints to be used for S5L authentication and WPN load balandng on the
OUTSIDE-direct interface. To enrol a trustpoint, go to Device Management > Certificats
— Management > Identity Certificates,

Certificates F
OUTSIDE-direct s not assodated with a certificate of their own.

Spexify which certificates, ifan Interface:
Primary Enrolled Certificate: 55L-Trustpoint-PKCS12:unstructuredName =FTD72-ek, u...
Interface Key-Type l Edit
Load Balandng Enrolled Certificate: | -- Mone -~ ~ =
CUTSIDE direct 2 ——
inside =
inside-vian = =5
management
Fallback Certificate: —MNone — w
Forced Certification Authentication Timeout: 2| minutes
v
Apply Reset

=
Certificates
Spedfy which certificates, if any, should be used for SSL authentication on each interface. The fallbadk certificate will be used on interfaces not associated with a certificate of ther own.
Interface Primary Certificate Load Balancing Certificate Key-Type Edit
OUTSIDEdrect SSL-TrustpointPKCS12instructuredMame=F... | [primary: RSA (2048 bits), Load Balan...

O|M| M ID 21& M7t AHE S LLCH.

O\l

ZHA|
L

S

CSR S5 2B Mol Q&M dalz M AlZ| X|™E ddstn SHalfor LICE CHE OIF(0l: S5
A ™OJAZE = ol OlF)0| {ojok EL|Ct Ol QB Mt SUet o7t 7] ¥ 2 Al
7Lt CHE O7HH & A8 E = U&LITH

ASDM

1.5

O Z CSR M4

Holgez M &z x|dg EHELich

a. Configuration(Z1I|12{|0|4) > Device Management(C|HIO|A #E[) >Certificate
Management(21& A #2l) > Identity Certificates(ID 215 A)E 0|S & LICt.

SDME A& 3104 CSR(Certificate Signing Request)Z£ SSE! Q!

&t



File 'J'iew Teols Wizards Window Help Type topk to search Go |I|I-I|l|
@ vome [0, Configuraton um«wm Gseue @Re'reﬂ! OM Q cisco
Device Management a 8 ent > Identity Certificates o

+- (' Management Access
oy Tssued To ~3 Iesued By Expiry Date Associated Trustpoints Lisage Public Key Type

o8B System Image Configuration Junstructuredhame =asa. example. com, L=5an Jos... |unstructurediame =asa. example. . 15:09:09 CEDT Jul 1. T° General Purpose  RSA (2043 bits) Show Detals
11 gt Hoh Avalabity and Scalabiity Show Detaits

Clowsd Wieb Security
Service Module Settings

4 g Users/aan
Certificate Management

[ W identity Certificates
CA Certificates

b. Add(F7HE Z&|gLct.
c. ME| X|HM o

o =]
= _
Issued To 1 Issued By Expiry Date Associated Trustpaints Usage Public Key Type Add
unstructuredMame =asa.example.com, L=S5an Jos... unstructur example... 15:09:09 CEDT Jul L... TP General Purpose  RSA (2048 bits) Show Details
(5 Add |dentity Certificate ® —
| rustoont ame: | Export
(@) Import the identity certificate from a file (PKCS12 format with Certificate(s) +Private Key): Install
Decryption Passphrase: Re-Enrol
File to Import From: Browse. ..

() Add a new identity certificate:
Key Pair: <Default-RSA-Key> Show... New...
Certificate Subject DN:  |CN=risavpn3l Select...
Generate self-signed certificate

Act as local certificate authority and issue dynamic certificates to TLS-Proxy

Advanced...

Enable CA flag in basic constraints extension

Add Certificate Cancel Help

[ Sy —

d. Add a New Identity Certificate(M ID 21&AM F7I) 2iC|2 HHES E2IFLCH

2. (M2 AV A 71 4 A

&1 7|22 2 Default-RSA-KeyEt= O|& 1t 20482| 2 7|E #= RSA 7|7t ALSE

— =

LICH Z22{Lt Zf ID 2I& Aol chsll R 7HRI/3 8 7| ‘42 Ar&8st= 2ol E&LICH

a. New(MZ BHE7))E 22/5l0{ M 7| &S M-dFHLct.



Confiquration > Device Management > Certificate Management > Identity Certificates

Issued To Issued By Expiry Date Associated Trustpoints Usage Public Key Type |
unstructuredNames=... [CN=ca.example.com, OU... | 15 10:00 CEST Feb 6 2024 RSA (2048 bits) |
[E) Add Identity Certificate x
Trustpoint Name: 55L-Trustpoint-2023

(C) Import the identity certificate from a file (PKCS 12 format with Certificate(s) +Private Key):
Decryption Passphrase:
File to Import From: Browse. ..

(@ Add a new identity certificate:

Key Pair: <Default-RSAKey> w Show...

Certificate Subject DN:  CN=asavpn.example.com Select...

[[] Generate seif-signed certificate
Act as local certificate authority and issue dynamic certificates to TLS-Proxy 15

Advanced...
[[] Enable CA flag in basic constraints extension

Add Certificate Cancel Help

b. Enter new Key Pair name(M 7| ‘4 O|§ =) SMES MEHSI T M 7| 42| O|F
sH_|C}.

c. 7| F8(RSA .= ECDSA)2 MEHRFLICE

d. Key Size(Z| 37])& MEHEFLICt. RSAQS| A General purpose for Usage(AHE
A-lEH oI-L_||:|.

e. Generate Now(X|2 4)E S 2/ LICt O|A| 7| ‘&0 dELICt.

Issued To Issued By Expiry Date Assodated Trustpoints Usage Public Key Type |
unstructuredName =, .. [CN=ca.example.com, OU... | 15:10:00 CEST Feb 6 2024 RSA (2048 bits) |
Trustpoint Name: |S5L-Trustpoint-2023
q Add Key Pair X oy
Key Type: (@) RSA () ECDSA () EDDSA

@  Mame: (0) Use default key pair name

(®) Enter new key pair name: SSL-KeyPai-NZSII Ew...

Size: 4096 ~

Usage: (@) General purpose () Spedal L

IE_

Generate Now Cancel Help
[ seneratenon

L LT S Ty AL A S B s AT T

W Add Certificate Cancel Help 0

3.7| 4 O|F MH

CSRO| M5t M QIZ AQ} HIQISIEt 7| M= MENSH IO}

Add

Show Detais

Dalete

Export

Install

Re-Enrol

S olad
=

Add
Show Details
Delete
Export
Install

Re-Enrol
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b. Certificate Subject DN(21& A & DN) & o] EEC}
24

MEdg pestn g

Confiquration > Device Management > Certificate Management > Identity Certificates

Issued To Issued By Expiry Date Assodated Trustpoints Usage Public Key Type Add
Show Detais
Add Identity Certificate X Delete
Trustpoint Name: 55L-Trustpoint-2023 =2l
O Import the identity certificate from a file (PKCS12 format with Certificate s) +Private Key): Install
Decryption Passphrase: ReEnral
File to Import From: Browss
(®) Add & new identity certificate:
Key Pair: |/sstkeypair-2023 < show..
Certificate Subject DN:  CN=asavpn.example.com Select...

[[] Generate self-signed certificate
Act as local certificate m_:tgul_. and issue dynamic certificates to TLS-Proxy
Advanced...
[[] Enable CA flag in basic constraints extension

Add Certificate Cancel
M FH 2 FQDN(HF3HE ZHQ! ol8)2 T8t

Z9|: FQDN O{7l¢d= QIS M7 AR El= ASA QIE{HO|AC| FQDN & IP £A9}
L x|5HoF &Lct. Of DH7H = Q1B Mol SAN(FA| CHA| 01§)2 MEELICH SAN E
E &= SSL/TLS/IKEv2 22t0|MEM CIE M7t HAZEl= FQDNIF L x|et=X| & elst
= Ol Ar&ELct.

1: CAE CSROi| AMBstn MBE ID AEME dIe m A=Z| X[Hol HelE FQDN
2 FA| O|F of7fiH-E HEY + UASLICH

Configuration > Device Management > Certificate Management > Identity Certificates O
Issued To Issued By Expiry Date Assodated Trustpoints Usage Public Key Type Add
Show Detals
Add Identity Certificate X Delete
Trustpoint Name: 55L-Trustpoint-2023 =2l
O Import the identity certificate from a file (PKCS12 format with Certificate s) +Private Key): Install
Decryption Passphrase: ReEnral
File to Import From: Brows:
(®) Add a new identity certificate;
Key Pair: SSL-KeyPair-2023 ~ Show... Hew.
Certificate Subject DN:  CN=asavpn.example.com |
[[] Generate self-signed certificate =
Act as local certificate authority and issue dynamic certificates to TLS-Proxy
|
Advanced...
[[] Enable CA flag in basic constraints extension
k| Add Certificate Cancel Help I

CECOR S50l SH2 MEiSI0{ 215
5t Add(F=7HE =g Lct
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Configuration > Device Management > Certificate Management > Identity Certificates (]
Issued To Issued By Expiry Date Assodated Trustpoints Usage Public Key Type Add
Show Detais
Delate
= : Export
Trustpoint Name: S5L-Trustpoint-2023
[ Certificate Subject DN X
Attribute .\p'alue
faie 5 ba a Common Name (CN) asavpn.example.com
ot o @] [y | R
value:  |Us| Delete
|I| Cancel Help
| Enable CA Mag i basic consraints extension T
" Cance reb
2 A AMOd
- o = o
CN Yt Ho| HMAEY = JE OIF (Y22 Y stE TH Rl o]
& (o: vpn.example.com).
o2 ESSINE YRV
O gHHoz STE TX/E|M O|F
C =7t AE(2Y 23 9l 2/ AE)
ST Z 0| SIx[8t AEAULICt
L ZZo| x[EF EAIULICH
EA OlHY F4&
1 0| HE= 644t MEHE ZotE = i&LIC 2L0] ZH ID 2B M Adx|of
EM7L SAE = A&LCH £3 ZE DN §4E Holg Hee gL
TE S48 3718 $ OKE SUFLICH
c. C|HFO|A FQDNE 7443124 Advanced(2)E 22/&LICH




General Purpose

[E) Add Identity Certificate x
Export

Trustpoint Name: |35LTrustpoint-2023 | _
(C) Import the identity certificate from a file (PKCS 12 format with Certificate(s) +Private Key): Instal
| ReEnol

Decryption Passphrase: ! |
[ | Browse...

File: to Import From: |
(®) Add a new identity certificate:
Key Pair: | S5L-KeyPair-2023 ~|| show... New...
Certificate Subject DN: | /pn.example.com,O=example inc | | Select... ,
[[] Generate self-signed certificate
Act as local certificate authority and issue dynamic certificates to TLS-Proxy

[[] Enable CA flag in basic constraints extension

w | addcertfcate ||  cancd  |[[ hep |

FQDN =0 QIE{ A0l CH O] A0 BMAE = = ErstEl THCl 0|§= ™
ELICH OK(2re)E 2 2gfLict

Issued By
e y—— General Purpose

B Advanced Options X o N
[ oee= ]

Enrolment mode parameters and SCEP challenge password are not available for self-signed certificates.
Certificate Parameters | Enrolment Mode  SCEP Challenge Password |:IWt
[ mnstan
FQDN: |asavpn.emmle.m| | I e
E-mail: | |
IP Address: | |
[[] include serial number of the device

5. CSR AN ol x{%t

a. Add Certificate(215 M F7HE Z2IgLICH



Issued To Issued By Expiry Date Associated Trusmownts Public Key Type |
unstructirediame-=... 15: 10:00 CEST Feb 6 2024 RS (2048 bits)
[E) Add Identity Certificate x
Trustpoint Name: 55L-Trustpoint-2023

(C) Import the identity certificate from a file (PKCS 12 format with Certificate(s) +Private Key):

Decryption Passphrase:
File to Import From: Browse. ..
(@ Add a new identity certificate:
Key Pair: 551 KeyPair-2023 w Show.. Hew...
Certificate Subject DN:  spn.example.com, O=example inc Select.
[[] Generate self-signed certificate |

Act as local certificate authority and issue dynamic certificates to TLS-Proxy

Advanced...

b. 24 A[AEQ| It Yol CSRE XME 7| fIF ZEZETJI R A|IELICH

Issued To Issued By Expiry Date Assodated Trusmownts Public Key Type
unstructurediiame-=.. 15: 10:00 CEST Feb 6 2024 RSA (2048 bits)
Trustpoint Name: 55L-Trustpoint-2023

() Import the identity certificate from a file (PKCS 12 format with Certificate (s) +Private Key):

g [ Identity Certificate Request X
F
To complete the enrollment process, please save the PKCS 10 enroliment
® 1/ request (CSR) and send it to the CA.
K You wil then need to install the certificate that is returned from the CA by _l: |

dicking the Install butten in the Identity Certificates panel.

| SaveCsRto File: |C:\sers\dsco.DESKTOP-R2CHBGS\Docun

‘ oK Cancel Help
Advanced...
[[]Enable CA flag in basic constraints extension
Cancel Help b i

"

&g 9%l

rx

EHSI T txt

Browse(&0t27[)& Z2I&LICt CSRE X{%

ML

o

xt AR S PKCS#10 TS ¥ EHA

I\A = L’l EI-

;s
he & & 2

03 K

H o2

c. O|X| M Al2| X|&0| Pending(EF &) AEZ EA|E/LICIH

Add
Show Details
Dalete
Export
Install

ReEnrol

Install

ReEnrol
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Confiquration > Device Management > Certificate Management > Identity Certificates (m]

Issued To Issued By Expiry Date Assodated Trustpoints Usage Public Key Type Add
unstructuredMames=... CN=ca.example.com, OU... 15:10:00 CEST Feb 6 2024 SSL-Trustpoint General Purpose RSA (2048 bits) Show Detalls
[ss2von.exomple o NGt Avaable - [Pendng. |55 Trstpont-2023
Delete
XPOr
Install

2||:
2
(@]
o
oM
x
Mz
>

ASDME Al&75l0of PEM [e]

MX| BAHME CAZF CSROI M5t PEM QIR S (.pem, .cer, .crt)E AH ID Q15 A L CA 2IBM
HEZS MSRUCtT 7H-g L

1. CSRo{| M{EEt CA 1E M HX|

ID 1B Mofl AHEE CA 215 M= ID 215 AMof| CHalf MAE AMZ| X|Hof| AXIE = U&LICH
ID I&E A7t 7t CAol olalf HHE B Ol CA RIS ME ID 215 A *LE_I XIHol| Mx|g +=
UELICH HBQ ZE HAERICA °|’<A‘It L O CA AZ| X|™of EXIE = A&LICH
a. Configuration(Z1I|224|0| M) > Device Management(C|H}O|A £+2|) >Certificate
Management(@l15 A &2l) >Z 0|55+ CA Certificates(CA Q15 M)E MEHEFL|CE
Add(F7hHE S=gLct.

ration > Device Ma > Ma t > CA Certificates O
Issued To Issued By 1 Expiry Date Assodated Trustpoints Usage Active I Add I
ca.example.com CM=ca.example.com, OU=l,.. 15:10:00 CEST Feb & 2030 SSL-Trustpoint General Purpose Yes =
Quovadis Root CA 2 CM=QuoVadis Root CA 2, ... 19:23:33 CEST Mov 24 2031 _SmartCalHome _ServerCAZ General Purpose hNo
IdenTrust Commercial Root... CNm=IdenTrust Commercial ... 19:12:23 CEST Jan 16 2034 _SmartCalHome_ServerCA General Purpose Mo Show Detais

b. Trustpoint O|& & /=5t 1 Install From File(Zt 20| A x|)S MEHSt T Browse(3H O
7)) HES E=IEt O3 57t QIS ME MEighL|CH EE= BHAE IO PEM 2IZE CA
RIS ME HAE Eof 20{d&LICH

anagement > CA Certificates m}
Tssued To Issued By ~ 1 Expiry Date Assodiated Trustpoints Usage Active Add
ca.example.com CM=ca.example.com, QU=l... 15:10:00 CEST Feb & 2030 SSL-Trustpoint General Purpose Yes
[E) Install Certificate X

Trustpoint Name: ISSd.‘Tmslucv'nt-ZDE} I

(®) Install from a file:

(C) Paste certificate in PEM format:

B ID ABAM7E B CARASMZ HBE E2 ID AUBAM ME X|H olET S
Ut AME XY olEoz B2 IZEME MRIELICH



Issued To Issued By 1 Expry Date Assodated Trustpoints Usage Active Add
ca.example.com CM=ca.example.com, OU=l... 15:10:00 CEST Feb 6 2030 SSL-Trustpoint General Purpose Yes Edit
@ e e : Show Details
Trustpoint Name: S5L-Trustpoint-2023 Request CRL
() Install from a file: Browse.. Delete
(@) Paste certificate in PEM format:
[gTeBHgToLRNGOBS 1IXEA4SArL 2658aewBEMDOBG oW ay forwLASLISWZVTZSWN ~
|4noViaxH1boGGD 7+ 5vkDes i 28 FpEhGodL h 76K 1T 4#oqL DMSLekz0ctZkCT 7F
| SkxvFik 12 1cZEGnSb2umnlqaVZs 1ewIuTHOX 4815 3uXTPHS +8 5QG0 +d 1waOsbCwk
|0k SSEPPHZ 3IQuVxGiirpfzmomzxd 4G ftele yMOpipn VD YiQSHMNKQ A QT SLKwWRSX
| ojaxkny CbP g 3p 2FdH 7w h 15 3pr AGMBAAGIUDEOMAWGA IUJEWQFMAMBAFENHQYD
|VROOBSYEFES SkZsbradb ot FV 52U 47emSuX aMBBG A 1dIw( YMBaAFE 55kZsbradh
|9tLFV 5204 7em3uXaMADGCSqGSIb3DQEBCWUAAIBAOArsXIFwK 3ilNBwOsYh5maT
|cGoeyDMRhs3Rs WD 25M 2wkAF4AYZHgNSgK E
|29kqaRijsx 153jV/YLkBESoALaA fQFXEV +h7
|0jRyjalH 56BFackNc FKRddtV X YBSsEDFhNBoe L
| QWEYrHOVMOSs vy THSLIIFLCAmAY HG0agh
|deVeovifP AxnrAll HNg 2 WFN SMXWZO0453C INFO: Certificate has the following attributes:
====-END CERTIFICATE----
v
Fingerprint: e9ad 165¢ 2673424c 6e7e0c5f b30b4a02
() Use EST:
Specify source Interface: | —Hans — Trustpoint CA cerfificate accepted.
EST URL: https:/f
Certificate Subject DM: | Cl=risavpn31 oK
allow-untrusted-connection
() Use SCEP:
Specify source Interface: | —None —
SCEP URL: http:/f
Retry Period: 1 minutes
Retry Count: o

(Use 0 to indicate unlimited retries)

Install Certificate Cancel

§

O ool M Ml RIZ M= O™ 2B MLt S U CA QIBAMZE MBELICH SYE CA 2l

—_=H|

A‘I7P OIX1I 7H°I *l_-E_I XI Map AZZELCH

o
Issued To Issued By ! Expiry Date Assodiated Trustooints Active Add
| co.cxample.com ______|CN=ca.cxample.com, OU=I...|15:10:00 CEST Feb 6 2030 __[SSL-Trustpoint-2023, S5L-Trustpoint Edit
QuoVadis Root CA 2 CH=QuoVadis Root CA 2, ... 19:23:33 CEST MNov 24 2031 _SmartCalHome _ServerCAZ General Purpose o
IdenTrust Commercial Root... CM=IdenTrust Commercial ... 19:12:23 CEST Jan 16 2034 _SmartCalHome_ServerCA General Purpose No | Show Details
Request CRL
Delete
7: A—| |
AH AH | |AHA—|o o= -|§ EHS} | |. | o Fz2lst | |.
a. CSR 4o = O|Fof| M+deh ID QIS AME MEfELIC |nSta”( x)= S=HELICH
Confiquration > Device Management > Certificate Management > Identity Certificates =
Issued To Issued By Expiry Date Assodated Trustpoints ~1 Usage Public Key Type Add
unstructurediame=... CN=ca.example.com, QU... 15:10:00 CEST Feb& 2024  SSL-Trustpoint General Purpose RSA (2048 bits) Show Detais
| [25avpn.example. com] ffiot Available Pending... 5L Trustpoint-2023 T
Delete
Export
Re-Enrcl

11: Identity Certificate(ID 215 M)0l= Issued By(& ZAH) &

avallable( M8 E7HS 2 X|'H3t 1 Expiry Date(Bt2) EEE Pending(EF &
)S 2 K|HE = U&LICH

b. CAO M &2 PEM OJ:“:' ID 21& A7t 2

= E+°'% MG AL &
PEM 213 QIEME U1 CAMM MBS E ID

d
> |>
[m |m
e e

AZ1 7|04 M
= 0] &0



Issued To Issued By Expiry Date Associated Trustpaints ! Usage Public Key Type Add
unstructureddames.., CN=ca.example.com, OU.., 15:10:00 CEST Feb & 2024 SSL-Trustpoint General Purpose REA (2048 bits) Show Details
Delete
Export
[ Install Identity certificate x
Identity Certificate Re-Enrol
(®) Install from a file:  Browse
(C) Paste the certificate data in base-64 format:
| E
Instal Certificate Cancel Help
=t o|l= -|b A-l'l%l' SIAIOl A OlA | |.
At 7: ID QIS ME Mx%|E .pem, .cer, .crt @AY £ U&LIC
o
1
Issued To Issued By Expiry Date Associated Trustpoints ~! Usage Public Key Type ‘ Add
unstructurediame=... CN=ca.example.com, OU... 15:10:00 CEST Feb 62024 SSL-Trustpoint General Purpose RSA (2048 bits) Show Details
‘ Delate
Export
1
[ Install Identity certificat Install
Identity Certificate I
Om !E Ple mcnll
[ Information X
Please wait wk
device... . -
@ Certificate import succeeded.
| I
I
| Eiktebtrdinibia T e T ISR T T
A-Il% |7( H Ox-ll.oléll.
=X T -I = A ID I A 7 AAEH LIC
Issued To Issued By Expiry Date Assodated Trustpoints w1 Usage Public Key Type Add
unstructuredilame=... CM=ca.example.com, QU... 16:10:00 CEDT Apr 6 2024 S5L-Trustpoint-2023 General Purpose RSA (4096 bits) Show Detais
Cnchrcaname=.|cN-ca.exonpie.com, OU...|15:10:00 GEST Feb & 2023
Delete
Export
Install
Re-Enrol

. M 215 ME ASDME Sall QIE{m| oA HFQIE

XS E QIE{T 0] A0 M ZERE|= WebVPN MA0] CHaH A ID QIS ME AR5 EE ASAE
438 of stLict.

a. Configuration(7t4d) > Remote Access VPN(&Z HA|A VPN) > Advanced(ZL&) >
SSL Settings(SSL M) 2 o|s & Lt

b. Certificates(21& A{)0ll A WebVPN A|442
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zote Ol ABElE QEHO0|AE METE
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LIC}. o] ool ME 2/ QIE{mo|ATF AFSEILICE.
EditE Z2/gLICt.

c. Certificate(21 &A1) EELHR ST ME EX[E QUSME MEAELICH

Configuration > Remote Access VPN > Advanced > 551 Settings

(B Select SSL Certificate X

Spedify enroled trustpoints to be used for S5L authentication and VPN load balanding on the
OUTSIDE-direct interface. To enroll a trustpaint, go to Device Management > Certificate
Management > Identity Certificates. |

Certificates
Specify which certificates, if an Interface: OUTSIDE -direct tes not assodated with a certificate of their own.

1 Primary Enrolled Certificate: SSL-Trustpoint-2023:unstructurediame =asavpn.exampl... ~ | F =
Interface _ ) Key-Type Edit
OUTSIDE-direct Load Balending Envolled Certificate: | - None Rl |prinary: RSA (2048 bits), Load Balancng: ...

inside

inside-vlan Cancel Help

management

e. M8 Z=IgLIct olX M ID 215 M7t AHE S&lLCt.

Configuration > Remote Access VPN > Advanced > SSL Settings

Certificates
Specify which certificates, if any, should be used for 55L authentication on each interface. The fallback certificate will be used on interfaces not assodated with a certificate of their own,
Interface Primary Certificate Load Balancing Certificate Key-Type
OUTSIDEdirect SSL-Trustpoint-2023wmstructure,..] —|Primary: RSA (4096 bits), Load Balandng: n...
inside
inside-vlan
management

ASDME AI23510i PKCS12 ItUof SEE Q15 A ZA A

SEE PKCS12 QIE A Q| QIS A A&l Al Af AIZ| XIS MA5tD SE5HoF ghLict CHE olF(odl:
S5 o ™MO|AZE RlE Ol 0lF)0l 2lofok FFLCH,

PKCS12 mt(.p12 EE= .pfx @AN0I= ID QI8 M, 7| & 2 CA I M7t Z& |0 J&LICt ol &
E0{ U FtE QB Mol B CA7I MM5tHLt CHE ClH oA M LHE L|Ct. O %l T 0|

HAE HET|Z2 & 5 Ql&LIch

1.PKCS12 IHUol M ZAIE ID Q1B A L CA RIZM Mx|

DQ2IEM, CARUEM U 7| &2 EH PKCS12 mtof HEE Fo{oF &LIct.

a. Configuration(Z1Z| 124|0|A) > Device Management(C|HIO|A 2 2[) > Certificate
Management(Q15 A #2I)Z 0|& 3+ Identity Certificates(ID 215 A)E e LICH

b. Add(F7HE Z=2gLct.

c. M &12| X|H o|§ 2 xIFELICt.




Tssued To Issued By Expiry Date Assodated Trustpoints Usage Public Key Type I Add I

[5) Add Identity Certificate X | G|
Trustpoint Name: I SSL-Trustpont-PKCS 12 I [ Boot |

(®) Import the identity certificate from a fle (PKCS 12 format with Certificate(s) +Private Key):

) et

Fie to Import From: | || eromse... |
() Add a new identity certificate:
Key Par: [<pefauitRsAkey> o [ show... | [TNewit
Certificate Subject DN: | C=risavpn31 Select... |
Generate self-signed certificate

Act as local certificate authority and issue dynamic certificates to TLS-Proxy

d. Import The Identity Certificate from a File(Z+J0i A ID CIE M 7tX427]) EtC|2 HES
Z2Igct

Issued To Issued By Expiry Date Assodated Trustponts Usage Puble Key Type Add
I| [ showetais
B Add Identity Certificate m l I Delete |
Import ID certificate file X

Trustpoint Name: SS5L-Trustpoint-PKCS12

Lookin: |[%Z] Documents v -
(@) Import the identity certificate from a file (PKCS 12 format with Certificate(s) +Private Key): | l @

| —— @ e

Fie to Import From: | | [ erowse... | Recentitems |
() Add a new identity certificate: -

Ky Pair: | <Default-Rsaey> O [ show.. | [PRERE Desktop

ot st [cimsmenss || =

Generate self-signed certificate Don.nmis
Act as local certificate authority and issue dynamic certificates to TLS-Proxy !
This pC Flename: |von.example.com.pfi | Import ID certificate fie

==t Y Aot [wimes o [ cad |

[] Enable CA fiag in basic constraints extension

| Add Certificate | | Cancel | Help |

ddste Ol AH8ElE HAZE0|ZE U=FLICH

jo

e. PKCS12 mtd



agement > Identity Certificates
Issued To Issued By Expiry Date Assodated Trustpoints Usage Public Key Type Add
| Show Details
[E) Add Identity Certificate X Delete
Trustpoint Name: S5L-Trustpoint-PKC512 Bxpart
(@) Import the identity certificate from a fle (PKCS 12 format with Certificate(s) +Private Key): Instal
Decryption Passphrase:l ssess ] Re-Enrof
File to Import From: C:\Users\cisco.DESKTOR-R 2CHEG Browse...
() Add a new identity certificats:
Key Pair: <Default-RSA-Key> Show... e
Certificate Subject DN:  |CN=risavpn31 Select...
Generate self-signed certificate
Act as local certificate authority and issue dynamic certificates to TLS-Proxy L
Advanced...
[[] Enable CA fiag in basic constraints extension
Wi L
Cancel Heo
a
Issued To Issued By Expiry Date Assodated Trustpoints Usage Publc Key Type Add
i | 1~ show petais
= Delete
Trustpoint Name: S5L-Trustpoint-PKC512 Bt
(@) Import the identity certificate from a file (PKCS 12 format with Certificate(s) +rivate Key): Ion
Decryption Passphrase: essss Re-Enrol
File to Import From: |CiWsers\cisco.DESKTOP-R2CHBE| | Browse... |
Qg i =] \nﬁlarmatian X
ket Please wait while ASDM is delivering the command(s) to the
Certl device...
E @ Created trustpoints for CAs higher in the hierarchy as the CA certificate was not self-signed.
L]
|
WARNING: CA certificates can be used to validate VPN connections,by default. Please adjust

the validation-usage of this trustpeint to limit the validation scope, if necessary

[] Enable CA fiag in basic constraints extension Import PKCS12 operation compléted successfully.

W
Add Certificate | Cancel Help

™ ASDME -number X 0O|AF7}

&1 CA Q1B A #2l0] = PKCS128 71K
ddgfLict

7HEl OISt B7H UAE R CA ME| X|HE XS 2 4
Confiquration > Remote Access VPN > Certificate Management > CA Certificates

Issued To w1 Issued By Expiry Date Assodated Trustpoints Usage Active
KrakowCA-sub1-1 CM=KrakowCA-sub1 12:16:00 CEDT Oct 19 20258 SSL-PKCS12 Signature Yes
KrakowCA-subl CM=KrakowCA 12:16:00 CEDT Oct 19 2028 SSL-PKCS12-1 Signature fes
KrakowCA CM=FKrakowCA 12:16:00 CEDT Oct 19 2023 S5L-PRC512-2 Signature fes

2. M Q15 XHE ASDME &3l QIE{H 0| A 0] HEQIE

WebVPN A|AM0f CHSH A ID QIS ME AI2SIEE ASAS

XEE QEHolANM BEEIE
T dsHok gfLCt.
a. Configuration(7t4J) > Remote Access VPN(#Z 4 A|A VPN) > Advanced(ZL &) >
SSL Settings(SSL M) Z o|S &Lt



b. Certificates(215 M)l Al WebVPN MME SE5t= O ArS El= QIE{HO|AE MEAE
LICt. O] ofloll M= 25 QUE{H|0|A T AFS ELICEH

EditE 2 2/gLICt.

c. Certificate(215 M) EECH2 S50iM M2 dX|E ASME MEFLICH

Configuration > Remote Access VPN > Advanced > SSL Settings m ]
~
Edit
Delete

() Select SSL Certificate b3

Spedify enrolled trustpoints to be used for S5L authentication and VPN load balancing on the

QUTSIDE-direct interface. To enrol a tr int, go to Daevice ! 1t > Certificate

> Identity Certificates,
Certificates | F
Spedfy which certificates, ifan [nterface: QUTSIDE-diract s not assodated with a certificate of their own.

=~ |

Primary Enrolled Certificate: SSL-Trustpoint-PKCS12:unstructuredName=FTD72-ek, u... -
Interface Key-Type Edt |
Load Balandng Enrolled Certificate: | -- Mone -~
inside
e T
management
Fallback Certificate: —MNone — w
Forced Certification Authentication Timeout: 2| minutes

Apply Reset

Certificates
Spedfy which certificates, if any, should be used for SSL authentication on each interface. The fallbadk certificate will be used on interfaces not associated with a certificate of ther own.

Interface Primary Certificate Load Balancing Certificate Key-Type | Edit
OUTSIDE-drect SSL-Trustpoint PKCS12:unstructuredMame=F... | |primary: RSA (2048 bits), Load Balan...
|

O[X| Af ID @IB A7t AHE S LICEH

A Z22UA| CIE MO ME2XQl Mx|E 20151 SSL VPN @140l 2 AF25te{H 2 BHAHE &=

ASDME Sall dx|El &M E7|

1. Configuration(Z1Z| 224 0| ) > Remote Access VPN(Z M| A VPN) > Certificate
Management(2/1& A #2|)Z 0|5 351 Identity Certificates(ID QIS5 AM)E ME4ELICE
2. MEIE| HI{o| M &Z 8t ID QI5 M7} LHEFE 5= Q&L

Certificates
Specify which certificates, if any, should be used for SSL authentication on each interface. The fallbadk certificate wil be used on interfaces not assodated with a certificate of their own.

Interface Primary Certificate Load Balancing Certificate Key-Type | E Edit l

OUTSIDE-direct SSL-TrustpointPKCS12wnstructuredMame=F... | [Primary: RSA (2048 bits), Load Balan. ..




O| debug BH2 SSL 2/EM A&l Aml| Al CLIOIA == &ELICH

Q. PKCS128t FadelL|mt?

A. 2580 PKCS12E B2 458 X E StLto| U= XESH7| 251 BHE of7H0|E mh e &
Alg HolgtLICt. 7HO! F|1E Y X.509 QIB Mt &H HEZE FHLE AME Mol ZE HEHE ™
EZ Fe o dutdo 2 AFSEL|C

Q. CSRO|2F FIL|7t?

A. PKI(Public Key Infrastructure) AIéE*'oil)H AIBEM MHE 2H(CSR EE 2158 2H)2 CIXIH ID

QB ME &I-s 7| sl AHAIIH 38 7| QI ZEte| 58 7|#ol Elle HAIX|LUICH dEto =z
QIZEAE B8 £ Ql= = 7|, A—lEHE._I RIEME AlHst= O AFE El= HE (0 Subjecte| |

ol o|g) X FZEM E5(of: CIXIE M)zt Z&ELIct

Q. PKCS129| H|YH S = ofC|of| U&LIt?

A 215 2 7| 4E PKCS12 Tt 2 LHE LT H|ZLHZ 7} export B0l X[ ELICH pkes12 1}

2 7tx4224HM CA MO AR AL = CHE CIHHO|A0IM PKCS122 LIE M AFZO| H|ZMH 5 £
MEtSiof ghct,

. FEQH DOl AtO|H2 FUULIT?
of 3l 2l HFE ool R E QIS MHE FE CA(Certificate Authority) & A1¢3tE 71 7| Q!
Sk ‘|° LiCH RE QIEME A MBEIHZ A MEE FEM Y Z 8 QIS AMRUX| 0487 &) 215

Mol o] AME F2IIUe =+ %'F:.’)xsog 718t PKI(S7H 7] 1= Eh ol 7|8t 2 EEgtLIc 374

J>O

0I

7| IS M(CIXIE &M E= ID 2ABMEtnE #)= S7H 719l AR HE SFsts O ASElE ©
A EMeLICt eI Mole 9|01| CHE 75;5'_ ARAHEAED &)l IDo| CHE HE, 1B Al LIS
2 =felet EE|(Y SRt &)l ORI MEO| =& E/LICH MEOo| RESHD CL% ME ZHAtst

£ AZESo{7t YZXE |EI3PE 832 ollg 718 AEst0{ B M| x|t HHetH SLE

Q. 2IBAE dX[F=d A ’5.F oPXI s*ﬁ LI7k?
A g2 g+ A&

Mi&of BRI E|X] St & LI

|H
HH

1. &AM & M2 X|H0| L HEIAKIEH O|F ArS3loF ot
|

—
=
1EE S&35t

o|E 04, AA8E 2IZ[ X[ 2 Anyconnect E2+0 = 2|F QIEm o|Ao Ht I E[X|
or&LCt.

2. PKCS12 mtU0o| MX|Z|AX|TF PKCS12 T Qe SZH CA QS AZ QI @ F 7| erMEhL|Ct
FZt CA QIS ME AlEE 4= QUX|PH FE CARUSME AEE £ Qe SCI0|HEE HA| QIS M
Mole &l M ID QIS ME MBS £ e W2 BE1nE 4 giaLct

3. R E §Hoz MYATI AUBME LR Al E= ZCI0|UE & R E Yo + U&LICH of



£ S0f SH 542 2T BAS A3t AL £ YBLICH E CHE 0IRE ID 2B Mol

SAN(ZE X CHA 0I8)0| gi74LE M MMl A0 AFR £l EH|Q) 0|EOISANOE+XH0MI 47|

ME dRlstedd x| &2l 7Izho| ERE LI, ofL|H CH2Er2{0] Eh g

M(ID EE= CA)E dRIstE W2 Yali7t ZlX| fe Ch2E s dYAIZ|IHL 7% 2
= Eé*L—IEF 7|& MH[2o0l M QIBAME A EstF D stedt #HE AFE 0l
#el 7|Zhol HEeE + &Lt

THoI7ALE WZIBh Y 9173 AL REO| 24740 B 4 AUALIN?
AT AL RHE A% 1ZEl0f QA LICH Q1B ME 47 A Al AL EILICH AL
124513 A QIS M7} AFSEILICH

Q: 2LEFIEE CSRE 4524 o{= | sHok & LI7t? EE= SAN(Subject Alternative Name) &
L7k

A3l ASA/FTDE UCFIEE CSRE MAIE 4= giaLICH. O
A5t =#8E = USLICH CSRYUID 7|18 ddsteiH O S BHES A-E = UsLich

openssl genrsa -out id.key 2048

openssl req -out id.csr -key id.key -new
Al2| x| 0] FQDN(Fully Qualified Domain Name) E 822 T A4E 742 ASA/FTDOI| A 2448t
CSRoi| sHE Zto| SANO| ZEHEILICE CSRM| M E | CAZF H EE2 SAN 542 F7t5HAHLE
OpenSSLE Al235t0{ CSRE A e £ olaLlct

Q. 2IEAM A= FA HEEHLUM?

A. M MH ID Q1B M= M 401 CHall MEF AFSEILICEH M QIS MHE HE X &F AL8E &H|7F A
X2 Ax =z Af AZ0l M AL EILICH

Q. dx|7t M2 E[RA=X] 2 15tE4H o= H| SHok L7t
A. g Qlgl CLI B&: show crypto ca cert <trustpointname>

Q. ID 218 AM, CA 2B M & 74Ol 7|0l PKCS128 M &st= Y2 FUULI?
A. PKCS12= OpenSSLE At&5t01 CHE BHEE ALEstod e = A&LICh
openssl pkcs12 -export -out p12.pfx -inkey id.key -in id.crt -certfile ca.crt

Q. Mf ASAo] dx[et7| 2lall AIBME LHELHE Y2 FAULIM?

« CLIOIA: crypto ca export <trustpointname> pkcs12 <password> HZE 2 AFSELICH
« ASDM2| AR

a. Configuration(Z1Z| 12 0|M) > Device Management(C|HIO|A £ 2[) > Certificate
Management(21& A #2l) > Identity Certificates(ID 215 A)Z 0|S 5+ Identity
Certificate(ID Q1B M)E MENRFLICH Export(LHELHZ])E E =& LCt.



File View Tools Wizards Window Help

o

alialn
ward | 3
@ Home |92, Configwraton Umwr-; Gs‘m@r«ﬁm OM O’a D e cisco
Bookmarks o B x te Management > Identity Certificates
o bockmark a page, right-cickon a .
x in the navigation tree and selact Issued To Expiry Date Assaciated Trustpaints Usage Public Key Type Add
o bockmerks’ rotrucureahome=sssr... |C=ca.Examol.com, O 115:10:00 GEDT Apr 6 024 |5 Trualpsnk 2023 T
© Go [ Delete unstructurediame srisav... CN=ca.example.com, OU... 15:10:00 CEST Feb & 2024 S5L-Trustpoint General Purpose RSA (2048 bits)
unstructuredilame =FTDT... CN=KrakowCA-subl-1 04:44:00 CEST Dec 21 2024 SSL-TrustpaintSKCS12 General Purpose  RSA (2048 bits)
[z, vpn. example. coem] Mot Available Pending... S5L-Trustpoint| Urknown
nstal
Re-£nrol
Device Management g &
& [ Management Access
¥ 88 Licensing
+- B8 System Image [Configuration
g»uhavmww&amw
13 smartcal Find: @ © [OMatch Case
Cloud Web Seaurity (Certificate Expiration Alerts
Sand the first dlert before : (60 | (days) | SetDefault
- Repeat Alert Interval : 7 | (days)
CA Certificates Weak Crypto Configurations
IS LHE WY Qx|= MEistD LIELHY| H|2H S = x|&3t Ot o
b -u-I'EE RUXIE MES LHELHZ| HIYHES & X|™HEHC Export Certificate(?! I
a
Issued By Expiry Date Assodated Trustpoints Usage Public Key Type Add
unstructurediame=asay... |CN=ca.example.com, OU... |16: 10:00 CEDT Apr & 2024 SSL-Trustpoint-2023 RSA (4096 bits) Show Details
unstructuredName=risav... CMN=ca.example.com, OU... 15:10:00 CESTFeb 6 2024  SSL-Trustpoint General Purpose RSA (2048 bits)
unstructuredName=FTD7... CN=KrakowCA-sub1-1 04:44:00 CEST Dec 21 2024 SSL-Trustpoint-PKCS12 General Purpose RSA (2048 bits) Delete
[asa.vpn.example.com] Mot Available Pending... S5L-Trustpoint| Unknown
Export
Install
Re-Enrol
Find: & @ [JMatch Case
Certificate Expiration Alerts
Send the first alertbefore : |60 | (days) | SetDefault
Repeat Alert Interval : 7 (days)
Weslk erypis Gangurations — 3 [E) Export certificate XL
B RemkcWesk ey akees 2nd b B o e C:\Users\sco DESKTOP-RICHSGS Pocuments|ce | | Browse. ..
Public CA Enrollment —  Ceriificate Format: | &
Get your Cisco ASA security appliz (@) PKCS12 Format (Certificate(s) + Private Key) stomers a special promotional price for certificates and trial certificates for
testing.
() PEM Format (Certificate Only) [}
Using a previously saved certifica Configuration Encryption Passphrase
Encryption Passphrase: sess
ASDM Identity Certificate Wizard — e e -
The Cisco ASDM Identity Certifical  Confirm passphrase:  ewed| cher.
Export Certificate Cancel Help
HLH O|= b9-|-‘7--| |A |O|2/\OIA||.OX%_T'_|OF;EX-I.I|:A| |O
LH_._,_H I—|<:>A AFE ClAZ /2 = U&LIC OF &t 20| &S E Mo{ FAHAIL

Q. ECDSA 7|2 Al
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Me £ &L LHHX| BHAE SYSHAH | XIELCE

Q. B4 M 7| %S MAHOF BLITE?
AFI M BAE M AERILICH 7IE 7| 82 AR E

I_I_ 74_?_ SSL o|7<A-I AHA—I .TLEA-”/\jl- L__I-EL—U]I'?
7| 4 MM EHAZ, 07| RSA 7| 44 CHAI ECDSA 7| & M

EE= PKCS122| B2 7|



£ QUEMe B 7tXZLICH s SE/AMSE RS0l CHe 7| 4 ol§ M= MM S HZsHAAl

to 0=

Q. M ID 2IE Mol ChHer A 7| ‘& & sz QPR L2
AM 7|4 ol§E MEsl= Bt == ICt. o] 2% o|™ 7| &2 HE K| ek&LICH

=
>
rr
ro
r2
]
C

13

Q. Y3t S TAE m(od: RMA) 7|1E CHA| d+dsHoF &Lmt?
AMZ2 EotH2 dAY 7|& gatHol 7| 40| gi&Lch.

A8 S0l Zdn|agio|Me| eidol= 7| 40| ZFE|o] UX| f&LCt.

ASDME A+&5to{ =&EH Al #idol= 7| Aol Z&E = &Lct

ASAO|A ASDM = CLIE AFE510{ ID QIS AME LHERICH | Auig £+ l&Lch

ol Z=x| Mol AL QB M & 7| M2 write standby HHEES AL 35104 AEHHIO| R0 S7I3HEIL
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