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IPSec Profiles Cancel

+ D

0 Name Policy IKE Version In Use
O Default Auto IKEv1 Yes

O  Amazon_Web_Services Auto IKEv1 No

0O  Microsoft_Azure Auto IKEv1 No
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Add/Edit a New IPSec Profile

Profile Name: HomeOffice

Keying Mode: ® Auto) O Manual

IKE Version: ® IKEvl O IKEv2

Phase | Options

DH Group: Group?2 - 1024 bit v

Encryption: 3DES ~

Authentication: MD5 v

SA Lifetime: 28800 sec. (Range: 120 - 86400. Default: 28800)

Phase Il Options
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Add/Edit a New IPSec Profile

Profile Name:

Keying Mode:

IKE Version:

Phase | Options
DH Group:
Encryption:

Authentication:

SA Lifetime:

Phase Il Options

HomeOffice

® Auto O Manual

@® IKEv1 )O IKEv2

Group2 - 1024 bit

3DES

MD5

28800

sec. (Range: 120 - 86400. Default: 28800)
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Phase | Options

DH Group: Group2 - 1024 bit

Encryption: 3DES

Authentication: MD5

SA Lifetime: 28800 sec. (Range: 120 - 86400. Default: 28800)
Phase |l Options

Protocol Selection: ESP

Encryption: 3DES

Authentication: MD5

SA Lifetime: 3600 sec. (Range: 120 - 28800. Default; 3600)
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Phase | Options

DH Group: Group2 - 1024 bit v
Encryption: AES-128 v
Authentication: MD5 v
SA Lifetime: 28800 sec. (Range: 120 - 86400. Default: 28800)

Phase |l Options

Protocol Selection: ESP v
Encryption: 3DES “
Authentication: MD5 v
SA Lifetime: 3600 sec. (Range: 120 - 28800. Default: 3600)
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Phase | Options

DH Group: GroupZ - 1024 bit v
Encryption: AES-128 v
Authentication: SHA2-256 v
SA Lifetime: 28800 sec. (Range: 120 - 86400. Default: 28800)

Phase Il Options

Protocol Selection: ESP v
Encryption: 3DES v
Authentication: MD5 v
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Phase | Options

DH Group: Group2 - 1024 bit v
Encryption: AES-128 v
Authentication: SHAZ2-256 \
SA Lifetime: 28800 sec. (Range: 120 - 86400. Default: 28800)

Phase |l Options

Protocol Selection: ESP v
Encryption: 3DES v
Authentication: MD5 v
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Phase Il Options

Protocol Selection: ESP v

Encryption: 3DES &

Authentication: MD5 v

SA Lifetime: 3600 sec. (Range: 120 - 28800. Default: 3600)

Perfect Forward Secrecy: & Enable

DH Group: Group2 - 1024 bit v
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Phase |l Options

Protocol Selection: ESP v

Encryption: AES-128 v

Authentication: MD5 -

SA Lifetime: 3600 sec. (Range: 120 - 28800. Default: 3600)
Perfect Forward Secrecy: # Enable

DH Group: Group2 - 1024 bit v
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Phase Il Options

Protocol Selection: ESP v

Encryption: AES-128 v

Authentication: SHA2-256 v

SA Lifetime: 3600 sec. (Range: 120 - 28800. Default: 3600)
Perfect Forward Secrecy: @ Enable

DH Group: Group2 - 1024 bit v
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Phase Il Options

Protocol Selection: ESP v

Encryption: AES-128 v

Authentication: SHA2-256 v

SA Lifetime: 3600 sec. (Range: 120 - 28800. Default: 3600)
Perfect Forward Secrecy: @ Enable

DH Group: Group2 - 1024 bit v
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Phase Il Options

Protocol Selection: ESP v

Encryption: AES-128 v

Authentication: SHA2-256 v

SA Lifetime: 3600 sec. (Range: 120 - 28800. Default: 3600)
Perfect Forward Secrecy: & Enable

DH Group: Group2 - 1024 bit v
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Phase Il Options

Protocol Selection: ESP v

Encryption: AES-128 v

Authentication: SHA2-256 v

SA Lifetime: 3600 sec. (Range: 120 - 28800. Default: 3600)

Perfect Forward Secrecy: @ Enable

DH Group: Group2 - 1024 bit

16EHA|. Apply(H8)E Z=!5t0{ M IPsec

Add/Edit a New |IPSec Profile

Authentication: SHAZ-256

SA Lifetime: 28800

Phase Il Options

Protocol Selection: ESP

Encryption: AES-128

Authentication: SHAZ2-256

SA Lifetime: 3600

Perfect Forward Secrecy: & Enable

DH Group: Group2 - 1024 bit
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Cancel

Apply

sec. (Range: 120 - 86400. Default: 28800)

sec. (Range: 120 - 28800. Default: 3600)
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IPSec Profiles Gancel

0

O  Name Policy IKE Version In Use
O  Default Auto IKEv1 Yes
0O  Amazon_Web_Services Auto IKEv1 No

O  Microsoft_Azure Auto IKEv1 No

0 Auto IKEV1 No
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IPSec Profiles Cancel

+ o

O  Name Policy IKE Version In Use
0O  Default Auto IKEV1 Yes
0O  Amazon_Web_Services Auto IKEv1 No

0O Microsoft_Azure Auto IKEV1 No

O HomeOffice Auto IKEV1 No
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I(I_‘Illslcllél RV160-router5680AA © Save cisco(admin) English v 9 o c‘

Configuration Management Cancel

Running Configuration: 2018-Nov-13, 07:54:33 UTC n
Startup configuration: 2018-Oct-21, 07:55:14 UTC
Mirror Configuration: ==

Backup Configuration: --

Copy/Save Configuration

All configurations that the router is currently using are in the Running Configuration file which is volatile and is not retained between reboots.

To retain the configuration between reboots, make sure you copy the Running Configuration file to the Startup Configuration file after you have completed all your changes.

Source:

Destination: | Startup Configuration v| (@)

Last Change Time

Running Configuration v |©
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