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Basic Settings

Radio: v| Enable

Wi-Fi Power: 100% [=]

Wireless Metwork Mode: BIG/N-Mixed |Z|
Wireless Band Selection: @ 20MHz ) 20/40MHz
Wirgless Channel Auto (=]

AP Management VLAN 1[+]

U-APSD (WMM Power Save): Enable

Wireless Table

Enable SSID S5ID Name S5|D Broadcast Security Mode MAC Filter Cok: VLAN SS510D Isolation WMM WPS
Cisco-4D61 WPAZ-Personal Disabled 1
cisco-SSID2 Disabled Disabled 1
cisco-3SID3 Disabled Disabled 1
cisco-guest Disabled Disabled 3
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Wireless Table
S5ID Broadcast Security Mode MAL Filter CSC

Enable 5SID 551D Name
4

i
. Disabled Disabled
4

cisco-35ID2
Disabled Disabled
3

cisco-S5ID3
cisco-guest Disabled Disabled
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Wireless Table
Enable 3310 33ID Mame 33ID Broadcast Security Mode MAL Filter 0= WLAM 3310 Isolation WMM WPS
v
cisco-33I102 Disabled Disabled 1
5 cisco-33103 Disabled Disabled 1
| cisco-guest Disabled Disabled a
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Security Settings

Select 3310 Cisco-4061 |E|
[ ~,
Security Mode: WPRAZ-Personal E
Disakled
Encryption:
WPA-Fersanal
Security Key: WPA-Enterprise [TT1] Il | Very Strong
WPAZ-Persaonal
Show Password: WPAZ-Personal Mixed
WPAZ-Enterprise
Key Renewal \WPAZ-Enterprise Mixed Lhge: 600 - 7200, Default: 3600)
Save | | Cancel | | Back
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Security Settings
Select 3310 Cisco-4D61 |E|
Security Mode: | Disabled =
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Security Settings
Select 3310 Cisco-4061 |E|
Security Mode: WEP ]

Authentication Type: Open System E (Cefault: Open System)

Encryption: 10/64-bit(10 hex digits) ||

Passphrase: Passphrasen | Generate

Key1. e
Key?  [seeeseeem
Keyd 0 [|esssas
Keyd 0 [|eeeereeen
TH Key: 1]

Show Password:

| Save || Cancel || Back |
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WPA-72l & ot 31/

Security Settings

Select SSID: Cisco-4D61 [

Security Mode: WPA-Persanal [+]

Encryption: AES E

Security Key: d7hk-8x41-82rx [TTT] EEl | Very Strang

Show Password: |V

Key Renewal: 3600 Seconds (Range: 600 -7200, Default: 3600)

| Save || Cancel || Back |
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Security Settings

Select SSID: Cisco-4061 |Z|

Security Mode: WPA-Enterprise E

Encryption: AES [+]

RADIUS Server. 192 . 168 81 .|1220 (Hint: 192.168.1.200)

RADIUS Port: 1812 (Range: 1- 65535, Default: 1812)

Shared Key: Sharedkey1

Key Renewal: 3600 Seconds (Range: 600 - 7200, Default: 3600)
| Save | | Cancel | | Back |

1E-A|. Security Mode(2 2t 2 E) EECHR S50 WPA-Enterprise® M= L|CH
2CHA|. Encryption(¥ 28t EECH2 S50 WPA Z[of Ciet 253t &S MENFL|CH

‘TKIP/AES — O| 242 FM L E 30l AZE F X7t AESE X|RSHX| et M ME{EL
Ct.

‘AES — FM HER{F0ol| AZE 2E YRI7I AESE X|HstE E2 ol M2 M8st= A
ol #&LILCH.

3EHA|. RADIUS Server(RADIUS A{H{) ZI=0i RADIUS AME{Q| IP FAE ¢lad8tLc).
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Security Settings

Select 821D Cizco-4D61 E|

Security Mode: WPAZ-Personal Mixed |z|

Encryption: TKIP + AES

Security Key: d7hk-8xdl-82rx LT I | Very Strong

Show Password: [¥]

Key Renewal: 3600 Seconds (Range: 600 - 7200, Default: 3600)

| Save || Cancel || Back |

1EtA|. Security Mode(E ot 2E) EELCHR S50 A WPA2-Personal(WPA2-7HQ! EE=
WPA2-71{@! Z&h & MEiFLCt
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§_ 2{L|C}. EIHPOIAE ot 7|E PooP04 HE -?-I of AZAELIC.
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Security Settings
Select 3510 Cisco-4061 |E|
Security Mode: WPAZ-Enterprise Mixed |E|
Encryption: TKIP + AES
RADIUS Server.  |102 .|168 1 .|220 (Hint: 192.168.1.200)
RADIE Port: 1812 (Range: 1- 65535, Default: 1812)
Shared Key: Sharedkey
Key Renewal: 3600 Seconds (Range: 600 -7200, Default: 3600)
Save || Cancel | | Back




1E-A|. Security Mode(2 2t 2 E) EECHR 550 WPA2-Enterprise = WPA2-
Enterprise Mixed & ME{&fL|C}.

2 FMHUHERIZ O ZE RI7F AESE X[HE W AFSELICH
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WPA2-AIE{ZEI0|= EF 2 HEXT | HX|7F AESE X|HGHX| S ] AFEE[L|CHEoF
HHOIM AHE5tE & E 3 F-O| Encryption ZEof| EA|E LICH

2t RADIUS Server(RADIUS M) Z=0f RADIUS ME{2] IP FAE l24gtL|C}.

3EH7|. RADIUS Port 2201 RADIUS AMB{0{| HMASH=E Ol AHE Ll ZE HES E Q=8
Ct.

ATHH|. Shared Key(3® 7|) ZE0of £ ALEXIL| A 3R] 7|E LHEFLICLAIM S & 7=
DE M8RII MA86tE ZIALICLAIM B3R 7| 7|2 F7HE B 7|s L.

5EFA. Key Renewal(7| Z441) ZEof CVR100W VPN 2H2E{7}H 718 AF8 3104 Al 7|8 MY
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Basic Settings
Radio: V| Enable
Wi-Fi Power: 100% [+
VWireless Network Mode: BIGM-Mixed E‘
Wireless Band Selection: 9 20MHz ) 20/40MHzZ
Wireless Channel Auto E‘
AP Management VLAN: 1
U-APSD (WMM Power Sava) Enable
Wireless Table
Enable SSID 331D Name 33|0D Broadcast Security Mode WMAC Filter CSC VLAM 331D Isolation WM WPS
v
cisco-351D2 Disabled Disabled 1
cisco-SSID3 Disabled Disabled 1
cisco-guest Disabled Disabled 3
—— =
[ Eat || Editsecurtybode || EditMACFiltering || Time of Day Access uest et Edit WPS
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18HA. HEY HERF S| Felgrs MEjgfL/Ct
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2':+74| Edit MAC Filtering(MAC BIE{2 HE)S 222|504 X|HE HIE I 0l CHE MAC HAl
A Mo 552 HMHELICHWireless MAC Filter 0| X| 7+ &l L|C}.



Wireless MAC Filtering
SSID Name Cisco-2D61
Wireless MAC Filtering: #! Enable

Connection Control

Prevent PCs listed below from accessing the wireless network.
® Permit PCs listed below to access the wireless network

El Show Client List

MAC Address Table

Ll 1A:28:3C.4D:5E:6F 12 23
0 1 2

0 1 2

04 15 26
0 16 27
0 A 28
07 18 25
08 19 i}
0 20 1
10 21 32
i 2

| Save | | Cancel || Back |

A HEI M MAC ZE{ZS #4435t 5l2{™ EnableS MEHELICY.
4CHA|. 44 KMo EEoM Hete =25 fol Y st= 2iC| HES 22§ Lict
PC AEF — L}EE MAC A7 QE PC7t HEQT O E0{2E g wx|ELCt.
-Permit PCs(PC 31&) — LI¥E MAC A7t = PCIt HES|F 0l E01& = U&LICH
5EH7Hl. MAC Address Table(MAC 4 E{|0|&)0M ¥Hdt= MAC FAE =g LICt.
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Wireless Table
Enable SSID S5ID Name S5I0 Broadcast Security Mode MAC Filter CSE WLAM SSID Isolation WM WPS
v '
cisco-33102 Disabled Disabled 1
cisco-55I03 Disabled Dizabled 1
cisco-guest Disabled Disabled 3

[ Eat ][ Edisecuitybode || EdtMACFittering |{ TimeofDayAccess || EditGuesiiet || =it CSC
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<

2CHA| AAEXITF XIHE HEHI o HMAE = QJE |7._ T 443524 Time of Day
AccessZ 22/ LIC}.Time of Day Access HO|X|7} & l—lEF



Time of Day Access

Add | Edit Access Point Configuration

Active Time: (V] Enable

StartTime: |03 [«| Hours |0 [+ Minutes | AM [+]

Stop Time: |12 [«| Hours | 0 [« Minutes | AW [« ]
| Save || Cancel || Back |

3EH7. Active Time(EM AlZhH ZE=
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SERS PRXPOI HMA AlZE L CHHEZF AL E MEtete§ 78 &+ U&LICH
Basic Settings
Radio 4| Enable
Wi-Fi Power: 100%
Wireless Network Mode BiGiN-Mixed E‘
Wireless Band Selection 91 20MHz ) 20/40MHz
Wireless Channel: Auto Iz‘
AP Management VLAN: 1[=]
U-APSD (WMM Power Save) [Z] Enable
Wireless Table
Enable SSID 551D Mame 551D Broadcast Security Mode WMAC Filter CsC VLAM S35ID Isolation WM WPS
Cisco-4DE1 WPA2-Personal Disabled 1
cisco-55102 Disabled Disabled 1
[ cisco-35I03 Disabled Disabled 1
[

1Et7A|. Edit Guest Network(HIAE HIEQITZ £H)E 2
.Guest Net Settings H O|X| 7} OE:| 2Lct,
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Guest Net Settings

Guest Met Name: guest

Guest Password.  |seesssesssnann

Hide Password: [#]

Lease Time: 120 Minutes

Total Guest Allowed: |5 ||

| Save || Cancel || Back |

2EHA|. Guest Password ZE0| AFEX}7 HAE HEXIE U5t O AISE HIZEHS E
OIE=1%I-L||:|.
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