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st]tar] ey Small Business . cisco LogOut About Help
CISCO RV325 Gigabit Dual WAN VPN Router

Seling, Sialled VLAN Membership

System Summary

VLAN: || Enable
Create VLANs and assign the Outgoing Frame Type.
Up to fourteen new VLANs can be created. VLAN IDs must be in the range (4...4094)

PortSetup VLAN Table

Port Status VLAN ID | Description Inter VLAN Routing | Device Management | LAN1 LAN2 LAN3 LAN4. LAN5S LANG

Traffic Statistics 3
Default Disabled Enabled Untagged Untagged Untagged Untagged Untagged Untagged

(VLAN Membership) & & & & & &

Q0S:CoS/DSCP Setting Guest Disabled Disabled Tagged Tagged Tagged Tagged Tagged Tagged

DSCP Marking Voice Disabled Disabled Tagged Tagged Tagged Tagged Tagged Tagged
802.1X Configuration
» Firewall

» Certificate Management

Edit Delete

User Management
Wizard

© 2013 Cisco Systems, Inc. All Rights Reserved
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CISCO RV325 Gigabit Dual WAN VPN Router

Getting Started

System Summary

VLAN Membership

Create VLANs and assign the Outgoing Frame Type.

» System Management .
Up to fourteen new VLANSs can be created. VLAN IDs must be in the range (4...4094)

Port Setup VLAN Table

Port Status ] | VLANID | Description Inter VLAN Routing | Device Management = LAN1 LAN2 LAN3 LAN4 LAN5 LANG

ni J Default Disabled Enabled Untagged Untagged Untagged Untagged Untagged Untagged

Q0S:CoS/DSCP Setting 0 Guest Disabled Disabled Tagged Tagged Tagged Tagged Tagged Tagged

DSCP Marking Voice Disabled Disabled Tagged Tagged Tagged Tagged Tagged Tagged

802.1X Configuration
» Firewall

——

Edit Delete

User Management

© 2013 Cisco Systems, Inc. All Rights Reserved.
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CISCO RV325 Gigabit Dual WAN VPN Router

Getting Started

System Summary

VLAN Membership

VLAN: ¥ Enable

Create VLANs and assign the Outgoing Frame Type.

» System Management .
Up to fourteen new VLANSs can be created. VLAN IDs must be in the range (4...4094)

Port Setup VLAN Table

Port Status VLAN ID Description Inter VLAN Routing | Device Management = LAN1 LAN2 LAN3 LAN4 LANS

Traffic Statistics
faul I

VLAN Membership 1 Default Disabled Enabled Untagged Untagged Untagged Untagged Untagged

QoS:CoS/DSCP Setting 25 Guest Disabled Disabled Tagged Tagged Tagged Tagged Tagged

DSCP Marking 100 Voice Disabled Disabled Tagged Tagged Tagged Tagged Tagged
802.1X Configuration

» Firewall
» VPN Add Edit Delete

Disabled ¥ Enabled v Tagged v Tagged v Tagged v Tagged v Tagged v

» Certificate Management

» Log

User Management

© 2013 Cisco Systems, Inc. All Rights Reserved.
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CISCO RV325 Gigabit Dual WAN VPN Router

Getting Started
System Summary

VLAN Membership

VLAN: ¥/ Enable
Create VLANs and assign the Outgoing Frame Type.
Up to fourteen new VLANSs can be created. VLAN IDs must be in the range (4...4094)

Port Setup VLAN Table

Port Status VLAN ID Description Inter VLAN Routing | Device Management = LAN1 LAN2 LAN3 LAN4 LANS
Traffic Statistics o
VLAN Membership 1 Default Disabled Enabled Untagged Untagged Untagged Untagged Untagged

Q0S:CoS/DSCP Setting 25 Guest Disabled Disabled Tagged Tagged Tagged Tagged Tagged

DSCP Marking Voice Disabled Disabled Tagged Tagged Tagged Tagged Tagged

802.1X Configuration
» Firewall o m — Disabled v Enabled v Tagged v Tagged v Tagged Tagged v Tagged v

» VPN Add Edit Delete

» Certificate Management

» Log

Save Cancel

User Management

© 2013 Cisco Systems, Inc. All Rights Reserved.
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CISCO RV325 Gigabit Dual WAN VPN Router

Getting Started

System Summary

VLAN Membership

» Setup
» DHCP

VLAN: ¥/ Enable

Create VLANs and assign the Outgoing Frame Type.

» System Management .
Up to fourteen new VLANSs can be created. VLAN IDs must be in the range (4...4094)

v

" Potsettp VLAN Table

Port Status (] | VLANID | Description Inter VLAN Routing = Device Management | LAN1
Traffic Statistics

VLAN Membership

Q0S:CoS/DSCP Setting L Disabled Disabled Tagged Tagged Tagged
DSCP Marking
802.1X Configuration

» Firewall
» VPN Add Delete

» Certificate Management

» L
z

» SSL VPN

User Management
Wizard

<

© 2013 Cisco Systems, Inc. All Rights Reserved.
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CISCO RvV325 Gigabit Dual WAN VPN Router

Getting Started
System Summary

VLAN Membership

VLAN: ¥/ Enable

Create VLANs and assign the Outgoing Frame Type.

» System Management .
Up to fourteen new VLANs can be created. VLAN IDs must be in the range (4...4094)

Port Setup VLAN Table

Port Status VLAN ID | Description Inter VLAN Routing | Device Management | LAN1 LAN2 LAN3 LAN4 LAN5

Traffic Statistics

1 Default Enabled v Enabled Untagged ¥ Untagged v Untagged ¥ Untagged ¥ Untagged ¥ u
VLAN Membership Cravied ) 99 99 99 99 99
Q0S:CoS/DSCP Setting 25 Guest Disabled Disabled Tagged Tagged Tagged Tagged Tagged Tag

DSCP Marking 100 Voice Enabled v Disabled v Tagged v Tagged Y Tagged Y | Tagged Y Tagged VY Ta

802.1X Confi i
onfiguration 200 Data Enabled v Tagged v Tagged v Tagged v Tagged v Tagged v T3

» Firewall

Add Delete

» Certificate Management

User Management
Wizard

© 2013 Cisco Systems, Inc. All Rights Reserved
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vt]tar] 0y Small Business : e —— cisco LogOut About Help
CISCO RvV325 Gigabit Dual WAN VPN Router

Getting Started
System Summary

VLAN Membership

VLAN: ¢/ Enable

Create VLANs and assign the Outgoing Frame Type.

» System Management .
Up to fourteen new VLANs can be created. VLAN IDs must be in the range (4...4094)

Port Setup VLAN Table

Port Status VLAN ID | Description Inter VLAN Routing | Device Management | LAN1 LAN2 LAN3 LAN4 LAN5
Traffic Statistics
Q0S:CoS/DSCP Setting 25 Guest Disabled Disabled Tagged Tagged Tagged Tagged Tagged
DSCP Marking 100 Voice Enabled v Disabled v Tagged v Tagged v Tagged Tagged v Tagged
802.1X Configuration

» Firewall

1 Default Enabled v Enabled Untagged v Untagged v Untagged Untagged v Untagged v

200 Data Enabled v Enabled v Tagged v Tagged v Tagged Tagged v Tagged

Add Delete

» Certificate Management

Save Cancel

User Management
Wizard

© 2013 Cisco Systems, Inc. All Rights Reserved.
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1EHA|. 2B X0l SPA/IMPPL| IP A E
CHZ advanced(2)Z 0|S&fLICH

/2451 Admin Login(& 2|k} 219))2 2 0|5

Z1: SPA/MPP Tst7|o| Au|agojMde 2Eof el CHE & YU&LICEH o] ool HE
SPA502GE AL ELICH IP M3t7|9| IP T4 E 3o 2{™ 2t E{0i M DHCP > DHCP
Status(DHCP > DHCP 4 EN)Z O|S&L|CHZ&lof| et CHE & /US). E CHE g2
Setup(Md™d) HES 21 Cisco M3 7]9| Network(UIEHZ)E 0|8 st= RAULICHTE 7|
SEof et HF & SMo|THE = /US).

1 WAMConnection Type
DHCF
CurrentIF
192 165 .1 .115

Admin Login basic | advanced

Personal Directory Attendant Console Status

System Information
Connection Type:
Host Name:
Current Netmask:
Primary DNS:
Secondary DNS:

Product Information
Product Name:
Software Version:
MAC Address
Customization:

Phone Status
Current Time:

Broadcast Pkis Sent:
Broadcast Pkis Recv:

© 2009 Cisco Systems, Inc. All Rights Reserved.

2EtA|. Voice(§4) > Ext 1(LHA 1)2 0|S 35t L % mo|X|7F F&L|CH

DHCP
SipuraSPA
255.255.255.0
192.168.1.1

SPA502G

713
0018BIFFDI7A
Open

12/18/2017 06:52:56
g
6

Undo All Changes

Current IP:
Domain:

Current Gateway:

Serial Number:
Hardware Version:
Client Certificate:

Licenses:

Elapsed Time:
Broadcast Bytes Sent:
Broadcast Bytes Recv:

Submit All Changes

192.168.1.138
routerf72530.com
192.168.1.1

CBT133400JK
1.0.0(0001)
Installed

None

00:00:07
2014
360

SPA502G IP Phone
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cisco SPAS02G C

User Login basic | advanced
Personal Directory Attendant Console Status

Provisioning Regional Attendant Console

General

Line Enable:

Share Line Appearance
Share Ext: private v

Shared User ID:
Subscription Expires:

NAT Settings

NAT Mapping Enable: NAT Keep Alive Enable:

:
NAT Keep Alive Msg: NAT Keep Alive Dest: $PROXY
Network Settings
SIP TOS/DiffServ Value: SIP CoS Value: 3 v
RTP TOS/DiffServ Value: RTP CoS Value: 6 v
Network Jitter Level:

Jitter Buffer Adjustment: upand down Vv
SIP Settinas

‘ Undo All Changes Submit All Changes \

© 2009 Cisco Systems, Inc. All Rights Reserved

SPA502G IP Phone

3EHA|. Proxy and Registration(ZS Al & §5) MM0{|M Proxy(ZSAl) ZEo| ZEA| HHE
ol243tL|C}. 0] ool M= Raspberry Pi(192.168.3.10)2] A7} T2 A| MHZ AFREILICH
VLAN 1002 192.168.3.xE A5t MEUYlof & L|C}.

AAEH

E Mol S22 M Raspberry Pio| IP FAE 75t H ELICt XHMIS| LotEe{™
E ZElotod i Mo 2 2|C|=MBLICt Raspberry Pio] &4 BHZAS CHE MHEUIof
Al2.

llll-llll Small Business Pro

cisco SPA502

User Login basic | advanced

Personal Directory Attendant Console Status

Provisioning Regional Attendant Console

CFWD Notifier:

Proxy and Registration

Proxy: ( 192.168.3.10
Outbound Proxy:

Use Outbound Proxy:

Use OB Proxy In Dialog:
Register: | yes v

Make Call Without Reg:
Register Expires: | 3600

Use DNS SRV:

Ans Call Without Reg;

DNS SRV Auto Prefix:

Proxy Fallback Intvl: 3600

Proxy Redundancy Method:
Subscriber Information
Display Name: User ID:
Password:

Use Auth ID:
Auth ID:
Mini Certificate:

SRTP Private Key:

Undo All Changes Submit All Changes

© 2009 Cisco Systems, Inc. All Rights Reserved.

SPA502G IP Phone

4THA|. Subscriber Information(7+ X &) ot2Ho| A S & LA B3 of CHEt A O[F 1t Al
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cisco SPAS02

Call History

guratio ity

Personal Directory

Provisioning

Regional

Attendant Console Status

Attendant Console

User Login basic | advanced

REUISEl CAPIES.
Use DNS SRV:
Proxy Fallback Intvl:

Subscriber Information
Display Name:
Password:
Auth ID:
Mini Certificate:
SRTP Private Key:

Audio Configuration
Preferred Codec:

Second Preferred Codec:
G729a Enable:

G726-16 Enable:
G726-32 Enable:

© 2009 Cisco Systems, Inc. All Rights Reserved

5Et7|. Raspberry Pi &% AlMoiMq 7
Pio| Edit Extension AM0{| A SecretO|2t

(1003

Al Gall Wit iout Rey.
DNS SRV Auto Prefix:
Proxy Redundancy Method:

User ID:

Use Auth ID:

G711y v
Unspecified ¥

yes ¥

yes ¥

yes Vv

Undo All Changes

Use Pref Codec Only:
Third Preferred Codec:
G722 Enable:
G726-24 Enable:
G726-40 Enable:

Submit All Changes

Personal Directory

Regional

M s ol HUHS B aiE
= FLICh o ofloll A Bl

Attendant Console Status

Attendant Console

no v

Unspecified ¥

yes Vv

yes Vv

yes Vv

SPA502G IP Phone

I—I EP Ol Raspberry

5 123457} AR E|

User Login basic | advanced

REYISIEl CADIES.
Use DNS SRV:
Proxy Fallback Intvl:

Subscriber Information
Display Name:

Password:

Auth ID:

Mini Certificate:
SRTP Private Key:

Audio Configuration

Preferred Codec:
Second Preferred Codec:
G729 Enable:

G726-16 Enable:
G726-32 Enable:

© 2009 Cisco Systems, Inc. All Rights Reserved.

6t Use Auth ID EELCHR
R)ULICE SIP HIAIXIE ™S

500U

[0 7]

1003
{ 12345

AIS Ul WIlIouL Rey.
DNS SRV Auto Prefix:

Proxy Redundancy Method:

User ID:
Use Auth ID:

G711u v
Unspecified v

yes Vv

yes ¥

yes ¥

Undo All Changes

Use Pref Codec Only:
Third Preferred Codec:
G722 Enable:
G726-24 Enable:
G726-40 Enable:

Submit All Changes

22,
=/
5t 71

ID EECHR S804 M Yes(0i)& AEH

oM ot =
Xoj 215 o5
HErLICH of oflod M

= 50|35
—

—

Yes(0f)E M

M MEELICH M2

==

SIP 2I&E
A EH

— =

no v

Unspecified ¥

yes v

yes v

yes Vv

SPA502G IP Phone

es(0ll) 2 No(oFL|
% oSI’OI’E:l 2 Auth
gct.
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cisco SPAS02

guratio ity

Call History

Provisioning

Personal Directory

Regional

Attendant Console Status

Attendant Console

User Login basic | advanced

REUISIEl CADIES. | 90UU
Use DNS SRV:

Proxy Fallback Intvl:

Subscriber Information
Display Name:
Password:

Auth ID:

Al Gall Wit iout Rey.
DNS SRV Auto Prefix:
Proxy Redundancy Method:

User ID:
Use Auth ID:

Mini Certificate:

SRTP Private Key:

Audio Configuration
Preferred Codec:

Second Preferred Codec:

G711y v
Unspecified ¥

G729a Enable: yes Vv

G726-16 Enable: yes Vv

G726-32 Enable: yes Vv

© 2009 Cisco Systems, Inc. All Rights Reserved

ok

" l 1 | 1, Small Business Pro

cisco SPAS02

Undo All Changes

Use Pref Codec Only:
Third Preferred Codec:
G722 Enable:
G726-24 Enable:
G726-40 Enable:

Submit All Changes

gsteds LI HEE

Personal Directory

Regional

Auth ID E=of

Attendant Console Status

Attendant Console

no v

Unspecified ¥

yes Vv

yes Vv

yes Vv

SPA502G IP Phone

Ql2dgtLICt 215 IDE SIP

User Login basic | advanced

ey | yes v
Register Expires: 3600
Use DNS SRV:

Proxy Fallback Intvl:

Subscriber Information
Display Name:
Password:

Auth ID:

Ans Call Without Reg:
DNS SRV Auto Prefix:

Proxy Redundancy Method:

User ID:
Use Auth ID:

Mini Certificate:

SRTP Private Key:

Audio Configuration
Preferred Codec: G711u

Second Preferred Codec:

v

Unspecified v

G729 Enable:
G726-16 Enable:

yes v

yes ¥

© 2009 Cisco Systems, Inc. All Rights Reserved

‘ Undo All Changes

Use Pref Codec Only:
Third Preferred Codec:
G722 Enable:
G726-24 Enable:

Submit All Changes

8EtAl. 23 CHS Submit All ChangesE £ 2l&fLC}

A7 A

2| %[0l A VLAN + 43

st SPA/IMPP 37|71 . &

(=}
—

Z<L SPA/MPP X377 £

Ut ey

Normal v

no v

Unspecified ¥

yes v

yes Vv

SPA502G IP Phone

Mol 1EtA| = sotzt

1EHAL. # 7|2t REEIE|o 232151 VLAN Management(VLAN ZH2|) > Create
VLAN(VLAN dM)o 2 o|SFLIct.
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Small Business
alraln

cisco SF220-24P 24-Port 10/100 PoE Smart Switch

Getting Started

» Status and Statistics

Create VLAN

cisco Language: English v Logout About Help

» Administration

» Port Management

Default VLAN Settings
(Create VLAN)
Interface Settings
Port to VLAN
Port VLAN Membership
GVRP Settings
» Voice VLAN

» Spanning Tree

» MAC Address Tables

» Multicast

» IP Configuration

» Security

» Access Control

» Quality of Service

» SNMP

VLAN Table

[} | VLANID | VLAN Name | Type

1 default Default

Add... Edit Delete

© 2014-2017 Cisco Systems, Inc. All Rights Reserved.

2CHA|. Add...(F

Small Business
wlraln

cisco SF220-24P 24-Port 10/100 PoE Smart Switch

Getting Started

» Status and Statistics

7h)E 2

Create VLAN

2/5l04 A VLANS A

AH -|% |__||:|.

cisco  Language: IR f4 Logout About Help

» Administration

» Port Management

Default VLAN Settings
Interface Settings
Port to VLAN
Port VLAN Membership
GVRP Settings
» Voice VLAN
» Spanning Tree

» MAC Address Tables

» Multicast

» IP Configuration

» Security

» Access Control

» Quality of Service

» SNMP

VLAN Table

| | VLANID | VLAN Name | Type

1 default Default

( Add.. )| Edi. Delete

© 2014-2017 Cisco Systems, Inc. All Rights Reserved.
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[ Add VLAN - Google Chrome — (I X

A Not secure  https;//192.168.1.100/html/vlan_createAdd.html

0w
“viaND: _ (100 ) (Range: 2 - 4004)
VLAN Name: (Voice ) (5/32 Characters Used)
' Range
% VLAN Range: | - (Range: 2 - 4094)

@
(~Apply—)| Close |

L
ol
=
o
9'|_l
rr
N

_l"l_
o
i
re
I
ok
r
n

1 CHE B VLANE MM

i

AL2|X[of] 4 VLAN A

15HA4|. & 7Aool 22218t VLAN Management(VLAN £ 2|) > Voice VLAN(Z A
VLAN) > Properties(£ )2 0|S &L}

g

l]Io

5 24 VLANS F45tH 24 VLANO]| CHEF QoS MZA0| AISo2 M1
EH*‘*'OI M =27t XI'FELIC

Small Business __x Save cisco Language: ISIINY 9 Logout About Help

N s —

cisco SF220-24P 24-Port 10/100 PoE Smart Switch

Getting Started
» Status and Statistics

Properties
C0S/802.1p and DSCP values are used only for LLDP MED Network Policy and Auto Voice VLAN.

» Administration

» Port Management

Voice VLAN Settings:

Default VLAN Settings

Create VLAN

Interface Settings

Port to VLAN

Port VLAN Membership CoS/802.1p: 5 v | (Default: 5) CoS/802.1p: 5

GVRP Settings
v Voice VLAN

Administrative Status: Operational Status:

“* Voice VLAN ID: 1 (Range: 1 - 4094, Default: 1) Voice VLAN ID: 1

DSCP: 46 Vv | (Default: 46) DSCP: 46

Telephony OUI Dynamic Voice VLAN Settings:
Telephony OUI Interface

Dynamic Voice VLAN: ® Enable Auto Voice VLAN
Enable Telephony OUI
» MAC Address Tables Disable

» Multicast

» IP Configuration
s —

» Security

» Spanning Tree

» Access Control

» Quality of Service
» SNMP

© 2014-2017 Cisco Systems, Inc. All Rights Reserved.
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VLANO| & VLANE 24gtL|Ct. O oflof M= VLAN 1000| & VLANS E UZEL|Ct

1. 24 VLAN ID, CoS(Class of Service)/802.1p L!/EE = DSCP(Differentiated Service
Code Point)7} #H4Z3E|5 C|Hto| A0 M ZE] 24 VLANS % 244 VLANS Z Z :v_on,u:}
Q|2 24 VLANO| olsll EE|7El= AtsS S VLAN 2435t SME MEIBt Z 71242
XI5 oF grLICt. o] ofloll M CoS/802.1p= 7|23t 52, DSCPE 7|24 4622 %x|5.=.l|,||:+_

l'l III Small Business — cisco Language: Logout About Help
al el L ————
cisco SF220-24P 24-Port 10/100 PoE Smart Switch .

Getting Started
» Status and Statistics
» Administration C0S/802.1p and DSCP values are used only for LLDP MED Network Policy and Auto Voice VLAN.

Properties

» Port Management

Voice VLAN Settings:

Default VLAN Settings
Create VLAN Administrative Status: Operational Status:
Interface Settings
Port to VLAN

Port VLAN Membership CoS/802.1p: 5 v | (Default: 5) Cos/802.1p: 5

GVRP Settings
+ Voice VLAN DSCP: 46 v | (Default: 46) DSCP: 46

Telephony OUI

Telephony OUI Interface
Spanning Tree Dynamic Voice VLAN: (@ Enable Auto Voice VLAN
Enable Telephony OUI
Disable

“ Voice VLAN ID: 100 (Range: 1 - 4094, Default: 1) Voice VLAN ID: 1

Dynamic Voice VLAN Settings:

MAC Address Tables

Multicast

IP Configuration E Apply |
——

Security

Access Control

Quality of Service
SNMP

© 2014-2017 Cisco Systems, Inc. All Rights Reserved.

3EA. Apply(X1&)E Z&Istod dHE ML

lll ||| Small Business < Save cisco Language: Logout About Help
wfhenin L —
cisco SF220-24P 24-Port 10/100 PoE Smart Switch .

Getting Started Eremarise
» Status and Statistics P

» Administration Co0S/802.1p and DSCP values are used only for LLDP MED Network Policy and Auto Voice VLAN.

» Port Management

Voice VLAN Settings:

Default VLAN Settings
Create VLAN Administrative Status: Operational Status:
Interface Settings
Port to VLAN

Port VLAN Membership CoS/802.1p: 5 v | (Default: 5) CoS/802.1p:

GVRP Settings B
+ Voice VLAN DSCP: 46 Vv | (Default: 46) DSCP:

Telephony OUI

Telephony OUI Interface
Spanning Tree Dynamic Voice VLAN: @ Enable Auto Voice VLAN
Enable Telephony OUI
Disable

# Voice VLAN ID: 100 (Range: 1 - 4094, Default: 1) Voice VLAN ID: 1

Dynamic Voice VLAN Settings:

MAC Address Tables
Multicast

Security
Access Control

Quality of Service
SNMP

>

»

>

» IP Configuration (—Apply )] Cancel
N ———

>

>

»

© 2014-2017 Cisco Systems, Inc. All Rights Reserved.
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o AN A: CIE{H O|A0] VLANS StLtEE T8 = 4o stLtS| VLANEH MEE = U&
L|CH.
- Exdg: B 2132 E5H 0424 VLANS| ECjEIE MEE £ Qe
Mutof M VLANS &8 &+ &Lch
* Dot1p-Tunnel: 2IE{H0[AE QInNQ ZEEE HHELICL 0| Sl ARtz AIHR HIE
2|3 Ao M AHA| VLAN BIE(PVID)E A" 5= U&LICEH St O]4f 2| dot1p E'L
ZEJI (e 82 A%%lE QnQ 2E7+ FLICH

15t @ ZHx|zeio|Mo| 22215t VLAN Management(VLAN ZH2]) > Interface
Settings(Q/E{H|O|A M) E O|SELICt

"l 2 Small Business B— cisco  Language: Logout About Help
cisco SF220-24P 24-Port 10/100 PoE Smart Switch

Getting Started
» Status and Statistics

» Administration Settings Table Showing 1-26 of 26  All Y per page

» Port Management
g Filter: Interface Type equalsto Port v

Entry No. | Interface = Interface VLAN Mode = Administrative PVID = Frame Type | Ingress Filtering Uplink

Interface Settings

Default VLAN Settings
Create VLAN FE1 Trunk Admit All Enabled Disabled

(Interface Settings), FE2 Trunk Admit All Enabled Disabled
Fam et FE3 Trunk Admit All Enabled Disabled
Port VLAN Membership FE4 Trunk Admit Al Enabled Disabled
GVRP Settings

v Voice VLAN FE5 Trunk Admit Al Enabled Disabled
Properties FE6 Trunk Admit Al Enabled Disabled

Telephony OUI FE7 Trunk Admit All Enabled Disabled
Telephony OUI Interface

» Spanning Tree
» MAC Address Tables

FE8 Trunk Admit All Enabled Disabled
FE9 Trunk Admit All Enabled Disabled
Trunk Admit All Enabled Disabled

» Multicast
Trunk Admit All Enabled Disabled

Trunk Admit All Enabled Disabled
Trunk Admit All Enabled Disabled
Trunk Admit All Enabled Disabled

» IP Configuration

» Security

» Access Control

» Quality of Service
» SNMP

Trunk Admit All Enabled Disabled
Trunk Admit All Enabled Disabled
Trunk Admit All Enabled Disabled

Trunk Admit All Enabled Disabled
© 2014-2017 Cisco Systems, Inc. All Rights Reserved.
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llllclll- Small Business P—— cisco Language: Logout About Help
cisco SF220-24P 24-Port 10/100 PoE Smart Switch .

Getting Started
» Status and Statistics

Interface Settings

» Administration Settings Table Showing 1-26 of 26  All ¥ per page

» Port Management
9 Filter: Interface Type equalsto Port v

Entry No. | Interface = Interface VLAN Mode = Administrative PVID = Frame Type | Ingress Filtering Uplink

Default VLAN Settings
Create VLAN FE1 Trunk 1 Admit All Enabled Disabled
FE2 Trunk 1 Admit Al Enabled Disabled
Port to VLAN
Port VLAN Membership
GVRP Settings
» Voice VLAN
» Spanning Tree Admit Al Enabled Disabled

u
Admit All Enabled Disabled
Admit All Enabled Disabled

» MAC Address Tables Admit All Enabled Disabled

» Multicast Admit All Enabled Disabled

» IP Configuration Admit Al Enabled Disabled
» Security Admit All Enabled Disabled
» Access Control Admit All Enabled Disabled

» Quality of Service Admit All Enabled Disabled
> SNMP Admit All Enabled Disabled
Admit All Enabled Disabled
Admit All Enabled Disabled

Admit All Enabled Disabled

© 2014-2017 Cisco Systems, Inc. All Rights Reserved.
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||| I|| Small Business - cisco Language: Logout About Help
cisco SF220-24P 24-Port 10/100 PoE Smart Switch 2

Setting,Started, O Trunk Admit All Enabled Disabled
» Status and Statistics

Trunk Admit All Enabled Disabled
Trunk Admit All Enabled Disabled
Trunk Admit All Enabled Disabled

» Administration

» Port Management

Trunk Admit All Enabled Disabled

Default VLAN Settings
Trunk Admit All Enabled Disabled

Create VLAN
Interface Settings Q Trunk Admit All Enabled Disabled
Port to VLAN ) Trunk Admit All Enabled Disabled
Port VLAN Membership D) Trunk Admit All Enabled Disabled

(SRR Trunk Admit All Enabled Disabled
» Voice VLAN

» Spanning Tree
» MAC Address Tables

Trunk Admit All Enabled Disabled
Trunk Admit All Enabled Disabled
Trunk Admit All Enabled Disabled

» Multicast

» IP Configuration Trunk Admit All Enabled Disabled

» Security D) Trunk Admit All Enabled Disabled

» Access Control Trunk Admit All Enabled Disabled

» Quality of Service ) Trunk Admit All Enabled Disabled
» SNMP ) Trunk Admit All Enabled Disabled
GE1 Trunk Admit All Enabled Disabled

) 26 GE2 Trunk Admit All Enabled Disabled
Copy Settings... ( Edit... )

©2014-2017 Cisco Systems, Inc. All Rights Reserved.

47|, Interface VLAN Mode(Q/E{H O|A VLAN 2 E) Z=0iM Access( M A)E MEH S04
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X

[ Edit Interface Settings - Google Chrome —

A Not secure | https://192.168.1.100/html/vlan_intfEdit.htm|?port=FE3

Interface: ® Port () LAG
Interface VLAN Mode: ( | General

Access

Trunk
Dot1g-Tunnel (The switch will be in Q-in-Q mode when it has one or more Dot1g-Tunnel pg

£ Administrative PVID: |1 (Range: 1 - 4094, Default: 1)

Frame Type: e Admit All
Admit Tagged Only
Admit Untagged Only

Ingress Filtering: «| Enable
Uplink: Enable

M [ Close ]

5E7|. Apply(X1&)& 2&Istod dHE Mg



[M Edit Interface Settings - Google Chrome — O X

A Not secure | https://192.168.1.100/html/vlan_intfEdit.html?port=FE3

Interface:

Frame Type:

Ingress Filte
Uplink:
TPID:

Interface VLAN Mode:

£ Administrative PVID:

ring:

Port FE3 ¥ LAG 1 ¥

General
Access
Trunk

Dot1g-Tunnel (The switch will be in Q-in-Q mode when it has one or more Dot1g-Tunnel pg

j1

0x8100 ¥

(Range: 1 - 4094, Default: 1)

Admit All
Admit Tagged Only
Admit Untagged Only

Enable
Enable

o Aeply |

Close

AL2| x| ZE VLAN HE A FAd

VLANO| & E|H 214

stEiE ZEof VLANS sl of gfL|ct.

15t @ ZHx|zeio|Mo| 222151 VLAN Management(VLAN £H2[) > Port VLAN
Membership(ZE VLAN HH4)2Z 0|SELICt

B = English v
0 0-24P 24-Po 00 Po a
Getting Started a -
» Status and Statistics Port VLAN MemberShlp
» Administration F - Forbidden member T - Tagged member U - Untagged member P -PVID G - Guest VLAN
»_Port Management Port VLAN Membership Table Showing 1-26 of 26 All ¥ per page
Default VLAN Settings Filter: Interface Type equals to Port v
Create VLAN Interface | Mode Administrative VLANs | Operational VLANs | LAG
Interface Settings FE1 Trunk 1UP 1UP, 100T
FE2 Trunk 1UP 1UP, 100T
'Port VLAN Membership)
FE3 Access 1UP 1UP
» Voice VLAN FE4 Trunk 1UP 1UP
» Spanning Tree FE5 Trunk 1UP 1UP
» MAC Address Tables FE6 Trunk 1UP 1UP
» Multicast FE7 Trunk 1UP 1UP
» IP Configuration FE8 Trunk 1UP 1UP
» Security FE9 Trunk 1UP 1UP
» Access Control FE10 Trunk 1UP 1UP
» Quality of Service FEM Trunk 1UP 1UP
S NG FE12 Trunk 1uP 1UP
FE13 Trunk 1UP 1UP
FE14 Trunk 1UP 1UP
FE15 Trunk 1UP 1UP
-
©2014-20 o g
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Small Business
teeh’ SF220-24P 24-Port 10/100 PoE Smart Switch

Getting Started 0
» Status and Statistics Port VLAN Membershlp

» Administration F - Forbidden member T - Tagged member U - Untagged member P -PVID G - Guest VLAN

hmioihyidanagament Port VLAN Membership Table Showing 1-26 0f 26 All ¥ per page

Filter: Interface Type equalsto Port v Go

Default VLAN Settings tposy -

Create VLAN Interface = Mode Administrative VLANs = Operational VLANs | LAG
Interface Settings FE1 Trunk 1UP 1UP, 100T
ROrHONVEAN FE2 Trunk 1UP 1UP, 100T

Port VLAN Membership
GVRP Settings
» Voice VLAN Trunk 1UP

» Spanning Tree Trunk 1UP
» MAC Address Tables Trunk 1UP
» Multicast Trunk 1UP
» IP Configuration Trunk 1UP
» Security Trunk 1UP
» Access Control Trunk 1UP

\ccess 1UP UP

» Quality of Service Trunk 1UP

» SNMP Trunk 1UP
Trunk 1UP
Trunk 1UP
Trunk 1UP

%5t24™ Join VLAN...2 Z2I8HL|C}.

w
m
X
<
<
>
Z
o
-1
>
Q'I_l
W
rir
H
m
1]
1
0

'l"'l" Small Business cisco Language: Logout About Help
cisco SF220-24P 24-Port 10/100 PoE Smart Switch ’
Getting Started Trink

» Status and Statistics
» Administration

Trunk
Trunk
Trunk
Trunk
Trunk

» Port Management

Default VLAN Settings
Create VLAN

Interface Settings Trunk
Port to VLAN Trunk

Port VLAN Membership Trunk
GVRP Settings Trunk

» Voice VLAN
Trunk

Trunk
Trunk
Trunk

» Spanning Tree
» MAC Address Tables

» Multicast

» IP Configuration
» Security Trunk
» Access Control ( Trunk
» Quality of Service ) Trunk
» SNMP Trunk
Trunk

‘ Join VLAN... ' Details....

F - Forbidden member T - Tagged member U - Untagged member P -PVID G - Guest VLAN

© 2014-2017 Cisco Systems, Inc. All Rights Reserved.
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[ Join VLAN - Google Chrome — O X

A Not secure | https://192.168.1.100/html/vlan_portMembershipEdit.html|?port=FE3

Interface: ® Port () LAG
Mode: Access

Select VLAN:

100 a (1up )

200

©

A 4 v

F - Forbidden member, T - Tagged member, U - Untagged member, P - PVID, G - Guest VLAN

Tagging: () Forbidden
Excluded
Tagged
(® Untagged

< PVID

lApply| | Close

5ttAl. 1002 MEstT >& 225104 i3Vt XI™HE|X| §f2 VLANE QE{H|o|A0i F7HEL
Ct.



[ Join VLAN - Google Chrome

A Not secure | https://192.168.1.100/html/vlan_portMembershipEdit.html|?port=FE3

Interface: ® Port ) LAG
Mode: Access
Select VLAN:

200
i ®

A 4 v

F - Forbidden member, T - Tagged member, U - Untagged member, P - PVID, G - Guest VLAN

Tagging: () Forbidden
Excluded
Tagged
(® Untagged

< PVID

lApply| | Close

6= 7. Apply(X1&)E 2EIstod dHS ML



[ Join VLAN - Google Chrome — O X

A Not secure | https://192.168.1.100/html/vlan_portMembershipEdit.html|?port=FE3

Interface: ® Port () LAG
Mode: Access

Select VLAN:

200 a 100UP -

1

A 4 v

F - Forbidden member, T - Tagged member, U - Untagged member, P - PVID, G - Guest VLAN

Tagging: () Forbidden
Excluded
Tagged
(® Untagged

# PVID

(npply—)| Close

7EHA. Interface(QIE{H|0|A) EEO|AM 2FRE{0f ¢1ZAE CIE{H0|A ZEE ME4EILICE O]
ool M= ZE GE10| MEHE|L|C}.



[ Join VLAN - Google Chrome
A Not secure | https://192.168.1.100/html/vlan_portMembershipEdit.html|?port=FE3

Success. To permanently save the configuration, go to the Copy/Save Configuration page or click the Save
icon.

Interface: (e Port GE1 v ) LAG [1 7]

Mode: Trunk

Select VLAN:

100 a 1UP a
200

F - Forbidden member, T - Tagged member, U - Untagged member, P - PVID, G - Guest VLAN

Tagging: () Forbidden
Excluded

(®) Tagged
() Untagged

PVID

lApply—| |  Close

8EFH|. MA=HEF QIE{H| O] A0 FIHE VLANS MEAS Ch S VLAN M=H Mol >& E =504
Z7tgrLct. of oflofl M= VLAN 100 & 2008 M=% LICH.




[ Join VLAN - Google Chrome — O X

A Not secure | hittps://192.168.1.100/html/vlan_portMembershipEdit.html?port=FE3

Q,/f: Success. To permanently save the configuration, go to the Copy/Save Configuration page or click the Save
icon.

Interface: e Port GE1 v LAG
Mode: Trunk
Select VLAN:

1UP

200

Tagging: Forbidden
e Tagged
Untagged
}—Apply—“ Close

ot
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https://www.cisco.com/c/ko_kr/support/docs/smb/switches/cisco-small-business-300-series-managed-switches/smb4982-access-an-smb-switch-cli-using-ssh-or-telnet.html

Category:

[=iTerminal
~Keyboard Host Name (or IP address)

=/Session Basic options for your PuTTY session

Specify the destination you want to connect to

Port

- Bell

22

~Features :
[~'Window Connection type:

- Behaviour

- Translation )
- Selection Saved Sessions

Load, save or delete a stored session

Appearance (ORaw () Telnet () Rlogin ® ssH () Serial

- Colours

[=IConnection
Data
- Proxy
~-Telnet
~Rlogin
+/SSH

- Serial

Default Settings

Load

Save

Delete

Close window on exit:

About Open
|

2CHH|. SAE O|§(E& IP F24) ZE0f Raspberry Piol IP A E 124t
= 192.168.1.102 /243fL|ct.

£ 1: 2 E{2| DHCP E|O|E & At&3104 Raspberry Pie| FAE
ol M= Of Raspberry Pi7t 1 IP FAE A5 A THEIS

O Always O Never @ Only on clean exit

Cancel

stL|C}. O] od|Aod| A
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% PuTTY Configuration

Category:

[-ISession
Logging
[=ITerminal
~Keyboard
- Bell
-Features
[=IWindow
-Appearance
- Behaviour
- Translation
- Selection
-Colours
[=IConnection
Data
- Proxy
~-Telnet
~Rlogin
+/SSH

- Serial

About

Basic options for your PuTTY session

Specify the destination you want to connect to

Host Name (or IP address)

Port

@92.168.1.10

)22

Connection type:

O Raw

(O Telnet () Rlogin (® SSH

O Serial

Load, save or delete a stored session

Saved Sessions

Default Settings

Load

Save

Delete

Close window on exit:
O Always O Never

@ Only on clean exit

3EHAH|. Port(ZE) ZE0| ZE

EQluict




2% PUTTY Configuration X
Category:
=/Session Basic options for your PuTTY session
Logging Specify the destinati tt tt
= Terminal pecify the destination you want to connect to
-Keyboard Host Name (or IP address) Port
- Bell 192.168.1.10 (22
- Features c T
= Window onnection type: _ _
Appearance O Raw O Telnet O Rlogin @ SSH O Serial
Behavmf.lr Load, save or delete a stored session
- Translation
- Selection Saved Sessions
~Colours
B(?%na:\:dlon Default Settings Load
- Proxy
~Telnet St
~Rlogin
+SSH Delete
- Serial
Close window on exit:
O Always O Never @ Only on clean exit
About Open Cancel

4THA|. Connection type: MM0jA SSH BIC|2 HE S
SSHE MEHEFLICH O CFhg ¥7IE 22i6t0d MMS



% PuTTY Configuration
Category:
=/Session Basic options for your PuTTY session
Logging Specify the destinati tt ctt
=i Terminal pecify the destination you want to connect to
-Keyboard Host Name (or IP address) Port
- Bell 192.168.1.10 22
~Features c ction type:
='Window onnection type: _ _
- Appearance ORaw () Telnet O Rlogin O serial
Beha\no_ur Load, save or delete a stored session
- Translation
- Selection Saved Sessions
~Colours
[=IConnection -
Data Default Settings Load
- Proxy
~Telnet Save
~Rlogin
+/SSH Delete
- Serial
Close window on exit:
O Always O Never @ Only on clean exit
About ( Open ) Cancel

5EH7. login as and password 2 =0{ RasPBX2| At} O|F 1t H|ZHS E QI=dFHLC.

7|2 AL8Xt: root & 7|2 H|ZHS: raspberry



login as: root
root@192.168.1.10"s password: D

6EtA. OIS IP FAE 1 IP FAR #4Z335l24™ ifconfig ethO [IP address] netmask
[netmask]S 2J243fLIC}. O] ofloil M= 192.168.3.101F LIOFA T 255.255.255.02 AR EHLIC}H

ifconfig eth0 192.168.3.10 H'OrA 3 255.255.255.0

D IP FAE HE5HHE MMof| M 24Z40| Z0o{ELICH Raspberry Pioi| CHA| ¢4
E{/Z4 & O] Raspberry Pi(192.168.3.x)2t S8t AHE=lof Qlo{of &fL|C}.

&= 192.168.3.10 - PuTTY
Linux raspbx 4.9.59-v7+ #1047 SMP Sun Oct 29 12:19:23 GMT 2017 armv7l

Welcome to RasPBX - Asterisk for Raspberry Pi

RasPBX is based on Debian. The programs included with the Debian GNU/Linux
system are free software; the exact distribution terms for each program are
described in the individual files in /usr/share/doc/*/copyright.

RasPBX comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

List of RasPBX specific commands:

raspbx-upgrade Keep your system up to date with the latest add-ons and
security fixes

configure-timezone Set timezone for both system and PHP

install-fax Install HylaFAX

add-fax-extension Add additional fax extension for use with HylaFAX

install-failZban Install Fail2Ban for additional security

install-dongle Install GSM/3G calling capability with chan dongle

raspbx-backup Backup your complete system to an image file

Last login: Mon Dec 18 19:56:37 2017 from 192.168.1.151
root@raspbx:~#(ifconfig eth0 192.168.3.10 netmask 255.255.255.00

7EHA| 6EtAH O L AIEH T &304 Raspberry Piod| CHA| @12 & L|C}. O] ofof




ME 192.168.3.102 AL 35104 CHA| A& LICT

&0 HFE/RE 0| Raspberry Pi & VLANTF S8 M=ullof A=K &0l
/& O| Raspberry Pi?t S8t VLANO| {1 SHIE IP FL47t gl B2 5'%;' ZEZEE O
&35t0d ipconfig /release® 1238t CI= ipconfig /renewE 1245104 M IP
Ol & A0IM T IP FAE XES ClHO|AE TAE + LD

9'_|_|
>
>
to
oY
=s
o

&% PuTTY Configuration X
Category:
~ISession Basic options for your PUTTY session
Logging Specify the destinati tt tt
= Terminal pecify the destination you want to connect to
-Keyboard Host Name (or IP address) Port
~Bell 192.168.3.10‘ 22
-Features c tion type:
~IWindow onnection type: _ _
Appearance (ORaw () Telnet () RIogin ® sSSH (O Serial
Beha\no_ur Load, save or delete a stored session
-~ Translation
. Selection Saved Sessions
~Colours
B(?clnjnarlzctlon Default Settings Load
- Proxy
~Telnet SEE
~Rlogin
+SSH Delete
- Serial
Close window on exit:
(O Always () Never  (® Only on clean exit
About Open Cancel
8EHAH|. B E 0] route add default gw [Router IP address of subnet] 2 2/245t04 7|& H0O|E

HolE F7tefLct
2o BYEREE ME5to{ 2B HIO|EE & + U&LICH

route add default gw 192.168.3.1



g’ 192.168.3.10 - PuTTY
4.9.5 /+ #1047 SMP Sun O
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