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adnm n@P1150- 1: ~$ sudo pntool show CGroupsStatus | grep "Detectio" -A 20
[/ dev/ cgroups/ nenory/ Det ecti on]
Resour ces:



menmory. memsw. failcnt: 0O

nmenory. max_usage_i n_bytes: 7, 840, 403, 456

menmory.limt_in_bytes: 21,719,199, 744

nmenory. nensw. max_usage_i n_bytes: 7,840, 403, 456

nmenory. usage_i n_bytes: 5,035,372, 544

menmory. menmsw. | imt_in_bytes: 22,403,170, 304

menmory. failcnt: O

nmenory. nenmsw. usage_i n_bytes: 5, 035, 372,544

Procs:

<p9738> sf hassd
<p26746> snort
<p26747> snort
<p26748> snort
<p26749> snort
<p26750> snort
<p26751> snort
<p26752> snort
<p26753> snort
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Chaosen metrics will be displayed as portlets in the dashboard.
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/api/fmc_config/v1/domain/{domainUUID}/health/
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FMC REST API - /health/alerts
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{
"items": [

{
"devicelUUID": "aldcbh2da-8915-11ea-9d2e-daB0fblfedea”,
"moduleUUID": "9BOcalae-fde9-43cl-bi3cc-d71eaif%dbleb”,
"moduleID": "CPU",
"timestamp”: 1589271373,
"status” : "GREEN ,
"type ' : "HealthAlert”

Y

FMC REST API - /health/metrics
CtFst 2HEl 7|&:
. startTime & endTime: & EH|. = C} &7 X550k &LICt 5 ¢ AtO[of| MEE 2E HEE]
2 ghetghct.
- deviceUUID: X|EEl C|HtO|A0f CHEH 2E MHIEZE] Bt
- &5 BEHQl: X|HE 0|8 (cpu, mem, disk)2| ZE 53 B gHE
cBHA X ERI2 S-ELICH "B A ZEoiC HER] gL
- regexFilter: HIEZ] 0|0l CHEF Regex EE (0d: snort)

AHEIZ =24
A= 2 1
R Sample output
"items"1 |
{
deviceUUID": "dBcSadal-atdf=llega-9B0EEf=-ElaScafS8c85",
matric™: “cpu”;

roegexk i

M&E FMC REST Q=2/&=
2% URL:

https://u32c01p12-vrouter.cisco.com:10213/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169-
6d9ed49b625f/health/metrics ?filter=deviceUUIDs:c1f97434-d6dd-11ea-9df2-
dfc9e6fdf76d;metric:cpu;regexFilter:lina_cp_avg;
startTime:1611294885.699;endTime:1611309285.699;step:60;
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https://u32c01p12-vrouter.cisco.com:10213/api/fmc_config/v1/domain/e276abec-e0f2-11e3-8169-6d9ed49b625f/health/metrics?filter=deviceUUIDs:c1f97434-d6dd-11ea-9df2-dfc9e6fdf76d
https://u32c01p12-vrouter.cisco.com:10213/api/fmc_config/v1/domain/e276abec-e0f2-11e3-8169-6d9ed49b625f/health/metrics?filter=deviceUUIDs:c1f97434-d6dd-11ea-9df2-dfc9e6fdf76d
https://u32c01p12-vrouter.cisco.com:10213/api/fmc_config/v1/domain/e276abec-e0f2-11e3-8169-6d9ed49b625f/health/metrics?filter=deviceUUIDs:c1f97434-d6dd-11ea-9df2-dfc9e6fdf76d

0lo

=
"aEfEE

"O| O|E4":{
"resultType":"matrix",
"ZAak{

"HE

__hame__".'cpu’,

"cpu":"lina_cp_avg",
"OIAEAA""127.0.0.1:9273",
"&F4":"c1f97434-d6dd-11ea-9df2-dfc9e6fdf76d",
"uuid":"c1f97434-d6dd-11ea-9df2-dfc9e6fdf76d",
"

[1611309165.699,"0.5"],

[1611309225.699,"0.5"],

[1611309285.699,"0.5"]

]
}

}ll’
"deviceUUID":"c1f97434-d6dd-11ea-9df2-dfc9e6fdf76d",
" I:Hl E E!":"Cpu",

"regexFilter":"cpu=~"lina_cp_avg",

u_lc_>rgo:|u:un_”EE__llu
}
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/devices/default/operational/metrics/{objld} {objld}E AlHE EH HER HE
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/devices/default/operational/metricsschema A 7|0t

/devices/default/operational/metricsschema/{objld}
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Curl

curl =X GET —-header 'Accept: application/json' 'https://ast@072-pod.cisco,com:678/api/fdm/v6/devices/default/operational/metrics’

Request URL

https://ast0@72-pod.cisco.com:67@/api/Tdm/v6/devices/default/operational/metrics

Response Body

{
"items": [
{
“name": “mem.used_swap_snort",
"metric": {
"value": @,
"upit™: “BYTE",

"type": "numericdevicemetricvalue"
}J
"timestamp™: 1592316385,
"dateTime": "2020-06-16T14:05:857",
"id": "mem.used_swap_snort",

“type": “devicemetricdata",
"links": {
"self": "https://ast@d72-pod.cisco.com:678/api/fdm/vb/devices/default/operational/metrics,/mem,used_swap_snort"
H
I
{

"pame': "mem. remaining_blocks_1558_bytes",
"metric": {

Response Code

200
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Curl

curl =X GET —header 'Accept: application/json®

Request URL

Response Body

i
“name": "snort,stats.packets_bypassed_snort_busy",
"metric": {

"value": @,
“unit": “COUNT",
“type": “"numericdevicemetricvalue"
h
“timestamp": 1592317383,
“dateTime": “2020-06-16T14:23:032",
"id": "snort.stats.packets_bypassed_snort_busy",
“type": "devicemetricdata",
“Ninks": {
“self":
}
¥

Response Code

"https://ast@d72-pod.cisco.com:678/apis/fdm/v6/devices/default/operational/metrics/snort.stats.packets_bypassed_:

https://fasted?2-pod.cisco.com:67@/api/fdm/ve/devices /default/operational/metrics/snort.stats.packets_bypassed_snort_busy

"https://fast@d?2-pod.cisco.com: 678/ /api/ fdm/vE/devices/default/operational/metrics/snort.stats,packets_bypassed_snort_busy"
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(CIEFO|2)0d A HIOIE] 27 - GUI
GUIOH E Al Alzt#2lof i3t ClolE

Prometheus0i| ME4EF A|ZFH 2 2]|0f| CHE CI[O|E{7} Qi B GUINIM CHA|E = 10| 'No Data
Available'€ E A|gfL|CT.
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Event Rate
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Exception details

Console Tab
= :|_ E-cmcnmﬂ Console I Sources Network Performance Memory Application Security Lighthouse Redux » 93 1 Q x
v & | top v | @ | Filter Defgliit levels v

v Validation using m HA State schema failed with 2 error(s) validator.js:75

D »(Inta.r-_-nol»:.alnmsi?l = null react devtools backend.js:2438

should be string,number (per #/definitions/Status/properties/status/items/type)
@ »data,. remote.status | = null react devtools backend.js:2430
should be string,nu "|b (per #/definitions/Status/properties/status/items/type)

react devtools backend.js:2438

» Details » {data: {.}, error: {.}, schema: {.}}

react devtools backend.js:2430

© » » {message: “validation failed”, errors: Array{2), validation: true, ajw: true}
BaselLineChart — Render BaselineChart.js:376

Baseline chart props changed

undefined & 186 180 undefined » [{.}]) "area" undefined » (2) [{.}, {.}] » {type: "UTC_TIME", range: e} "percent" undefined

undefined 5

BaselLineChart.js:163
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1. FTDO A expert ZEZ S0{7}A{ sudo root AtEAIZ 22 Q1RFL|CH
2. FTDO M /etc/sf/fimc_telegraf_api.conf TFS @dL|C}.
3. "debug" SMO| M X{2|& M HELICE.
4. 'pmtool HUPByID hmdaemon's &l& 35104 Telegraf CtA| 2=
5. Telegraf= C|H{1 2 E0{|AM A& T /var/log/hmdaemon.log TFLIM M[E3tE C|HT HA|
x| E "= oI-L_||:|.
22 Al "debug" SMoi CiEt IHEE ZHMHEFLICH
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. FTD C|H}O|A REST APl 32 JSON SalelLct,

. FMC REST API 312 Prometheus @A QILICH Z2ZH|E|*A H
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https://prometheus.io/docs/prometheus/latest/querying/api/
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https://prometheus.io/docs/prometheus/latest/querying/api/

. D E C|HtolA & 2 E HIE = CHEF Prometheus 233 7t2E2 12202 T™ELICH
- FMC(/var/opt/prometheus/devicehm.yml)0{ A Prometheus yam| It & £=%45}04 Prometheus

A2 74742 B4Z35F & QA IO}

- FTD APl £332 JSON ALt
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- Prometeus & hmdaemon 21 (2A| sHZ/TIEH MM & x).
. Prometheus O O|E{H|0|A = I (/var/opt/Prometheus/data directory)

FAQ(AtF Ec &)

Q: FMCEF si2&fLI7+? CDOZ o|SEt A+&Xt2| FTD/FDM2 O{E&LI7I?
A: Ol UlE FMC 80| Af UlE 6.72| FTD C|HO|A 0| B XS E|L|C},

Q: Custom Dashboards(¥& & CHA|EE)E 6.72| C[HFo|A0l B M EIL7H?
A: CHA|EE&= 6.72| FTD C[HtO|A0f 2t ST ElL|Ct

Q: 0| 7|50l ClHio|AHZ B3lEl g5 0| UA&L7? ol ZE 7|50| Z#E FTDE X|¥d = ANY
ESE2 Q#t 74017t 22 714 ES&O| X|HEIL|H?

A: 7HY FTDVOIME R|SHELICH 712 HEZ| x| HEE0| US = UXIBH 0| 7|2 2E
FTD Z81E 0l R|HELIC}.

Q: 7HYE APIE S35l CDO Bln gHahs] g8 = A&l

A:"QE API"= REST APIE o|O|gtct T Mzt gLt FMC REST API= FTD Device REST API2t
*I:h=.|—||:+ FMCZ ZZ|stE Z<2 FTD C|HIO|A REST APIE A28 £ Q& LICE FMCo| & 7|
Soi= FMC REST API7t gi&LCt.
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Q: Health Monitor H 0| X[|2] AlZt & Foi| = CIREE HE("+" 2X)0lAM sHE &ol EAIE &EY
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CSC.content-security > sfims > ftd-plug-telemetry, fmc_hm



. ftd-plug-telemetryE AF23104 FTD API ! &= of #2dE ZHE
. fmc_hmE AFE3l0od FMC Ul & FMC #ole 24X 7|15

- FTD REST API => CSC.content-security > sfims > ftd-api-telemetry
- EDCS 18385961
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