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https://developer.cisco.com/docs/dna-center/importcertificate/
https://developer.cisco.com/docs/dna-center/importcertificate/
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POST https://<CatalystCenterIP>/dna/system/api/vl/auth/token
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https://docs.python.org/3/installing/index.html

import requests
import base64
import json

user = 'user' # User to login to Catalyst Center
password = 'password' # Password to Togin to Catalyst Center
token = "' # Variable to store the token string

authorizationBase64 = # Variable that stores Base64 encoded string of "username:password"
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byte_string = (f'{user}:{password}').encode("ascii")
authorizationBase64 = base64.b64encode(byte_string).decode()

?lo] =i M byte_ string #H== 'encode("ascii") & =& At&304 HMHE|R&LICE Ol=
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print(authorizationBase64)
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url = https://<CatalystCenterIP>/api/system/v1/auth/token
headers = {

‘content-type’: “application/json”,

‘Authorization’: ‘Basic ’ + authorizationBase64

}

headers H~0ll= F 7tX[E XIHSIACE A HH| R 2 content-typeL 2, IEZQIEZ HEE
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response = requests.request(“POST”, url, headers=headers)

SH HeE= API 3E9| HI0|HE XMEst7| o dEE/}&LICH

U2 SEHE elafsteiH S Hof text() HIMESRE &7 print & ~& A LICH text() HMES
Catalyst Centerd M &2 SEH S = str M| E LIt

print(response.text)

E3 of:

{“Token” :*eyJhbGci0iJSUzIINiIsInR5IJK09s1zVmNjkONFhkNTFhNDJI1ZWelLCU291cmNTIjoiawW50ZXJuYWwiLCW2vMPUbUOINTq
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HTTPSConnectionPool (host="X.X.X.X', port=443): Max retries exceedec

requests.exceptions.SSLError:
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url, headers=headers, verify=Fal se)

response = requests.request(“POST”,
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print(type(response.text))

<class 'str'>
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json.loads(response.text) # Converting the response.text string value into a dictionary (It is
(token["Token"]) # Extracting just the token value by specifying the key as a parameter.
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print(token)

E30of:

eyJhbGci0iJISUzIINiIsInR5IK09s1zVmNjkONFhkNTFhNDJ1ZWelLCU291cmNT1IjoiaW50ZXJuYWwiLCW2vMPUbUOINTgxOXNeljMzY
l--- Qutput is supressed
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GET https://<CatalystCenterIP>/dna/intent/api/vl/nodes-config

Ol APIE NTP MHH T4, == 0|E, 22{AF L} 213, LACP 2E 5 Catalyst Center2| 3 T4
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Cisco DNA Center Nodes Configuration Summary API= O] 32 AL &l &8 0| GETO|1
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nodeInfo_url = "https://<CatalystCenterIP>/dna/intent/api/vl/nodes-config"
nodeInfo_headers = {

'X-Auth-Token': token
}

nodeInfoResponse = requests.request("GET", nodeInfo_url, headers=nodeInfo_headers)

nodelnfo_url #4== API2| URLE K& 57| {81 BHE0{3i&LICt. nodelnfo_headers #d== APIZS]
SIHE MEELICH 0] B2 'X-Auth-Token:' 2! E& 47} Catalyst Center0ll 2HE QI5317]|
st Of7#H+ 2 MY LR & LICH 0FR|22 2 nodelnfoResponse B4 £ APIS| SEE XA EHLICY.
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{"response": {"nodes": [{"name": "Catalyst Center", "id": "eaS5dbecl-fbb6-4339-9242-7694eblcXxXx",
l--- Qutput is supressed
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port=443): Max retries exceedec

requests.exceptions.SSLError: HTTPSConnectionPool(host="X.X.X.X",
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nodeInfoResponse = requests.request("GET", nodeInfo_url, headers=nodeInfo_headers, verify=False)

APIZRE T¢IE 8H2 ©HE3517| 0242 £ QUCt json() =2 AIEstH 8EHE 17| 42 2t
CtZ 0 json.dumps() & =& AtE35t0{ API 8E S
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JSON ZHA{|2 2 =30k & LCt.

jsonFormat = (json.loads(nodeInfoResponse.text)) # Creating a JSON object from the string received from
print(json.dumps(jsonFormat, indent=1)) # Printing the response in a more readable string using the dum

json.dumps: O] &= JSON & 4|o| EXILM OH7H #H=2 7ER{2 JSON 7HA|E BretehL|ct.
indent: O| OH7H H== JSON &EHAlo| EXIo] CHEt So{m7| =F S HolgfLIct.

E3 0of:
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"response": {
"nodes": [
{
"name": "X.X.X.X",
"id": "eaSdbecl-fbb6-4339-9242-7694eb1xXxX",
"network": [
{
"slave": [
"enp9s0"
1,
"Tacp_supported": true,
"intra_cluster_1link": false,
I--- Qutput is supressed
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GET https://<CatalystCenterIP>/dna/intent/api/vl/client-enrichment-details

API7} | 4 CHE 2t S 6t= O et sl oH7HEH & & Ql5tE{™ Platform(Z 3 &) > Developer

Toolkit(7He Xt £2!) > APIs(API) > Get Client Enrichment Details(E2I0|21E EZ MIEALE 7+
QIR o|sst APIS| O|§ 2 SEIELICH M &0o| ¥2|1 Parameters &M ofzlol| APIZ} & S5t

£ ol Z 28t Headers Parameters7} E A|EILI|CI.



Get Client Enrichment Details

E I 2n ne =] £ LUSE
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AT CE ha 158 (=l
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Code Preview

Request Header Parameter

Nama Dascription

DataType Boquired E:::“
i Jdnand N ] b I I i
ns the a L type that has bee
O| B< entity_type OH7H Hd==o| Aol [Itet 242 network_user_id === mac_address® = U2 H
entity_value O§7H Bd=0ll= ol El AEE| FE 2| 740| Z & E[o{0oF FL|Ct.
A& TS| fIsH 5 7He| M #He &

entity_typet entity_value7} sHE gt ot &7 Ho|ELct.
entity_type = 'mac_address’' #This value could be either
entity_value = 'e4:5f:02:ff:xx:xx'

'network_user_id'
#Depending of the '

or 'mac_address'.
entity_type'

used, need to add the correspondi
APl S E£2 s&™5t7| {EF ME2 v HEELICH AP §_§ 9| URL userEnrichment_url 8%

ofl M&=EL|ct sl= userEnrlchmentHeaders #Haof MEELICH g2 8EH2
userEnrichmentResponse #34=0{ K& & L|C}.

userEnrichment_url =

userEnrichmentHeaders = {
'X-Auth-Token'

'entity_type': entity_type,
'entity_value': entity_value,
}

"https://<CatalystCenterIP>/dna/intent/api/vl/user-enrichment-details"

: token,

userkEnrichmentResponse

requests.request("GET", userEnrichment_url

headers=userEnrichmentHeaders)
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£9| 8l of7fHr+ 2 HE A& LICH
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print(userEnrichmentResponse.text)

E3 of:
[{
"userDetails" : {
"id" : "E4:5F:02:FF:xx:xx",
"connectionStatus" : "CONNECTED",
"tracked" : "No",
"hostType" : "WIRELESS",
"userId" : null,
"duid" : "",
"identifier" : "jonberrypi-1",
"hostName" : "jonberrypi-1",
"hostOs" : null,
"hostVersion" : null,
"subType" : "RaspberryPi-Device",
"firmwareVersion" : null,
"deviceVendor" : null,
"deviceForm" : null,
"salesCode" : null,
"countryCode" : null,
"lastUpdated" : 1721225220000,
"healthScore" : [ {
"healthType" : "OVERALL",
"reason" : "",
"score" : 10
3o q
"healthType" : "ONBOARDED",
"reason" : "",
"score" : 4

I--- Qutput is suppressed
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APIO| AFEE == Q= 2l o7& = 2l5t24 Platform(Z 34 &) > Developer Toolkit(7HE Xt &
Zl) > APIs(API) > Get Device List(C|HIO|A 55§ 7tX27))2 0|55t APIC| O|§ 2 E=IFLICH
M &o| Y| Parameters &M OF2Hol| APIOI AR & &= Q= 2| of7HEd =7t E A LICH,

Get Device list

Cisco DeviNet AP Guide

Parameters Responses Code Praview

Request Query Parameters
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managementIpAddress = '10.82.143.250'
serialNumber = 'FD025160X9L"
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devicelListUrl = "https://<CatalystCenterIP>/dna/intent/api/vl/network-device?managementIpAddresss=" + m
O|™of| MMEh BTt URL EAtQE0] FIHEIRELICEH &, URLL| MA EXt€Ee O3t Z &L Ct
devicelListUrl = "https://<CatalystCenterIP>/dna/intent/api/vl/network-device?managementIpAddresss=10.82

ZEE H& TI-StH, devicelistHeaders #H=71 Y E|0{ API S E Oi7HH+2 HMEE E
Q 1 deviceListResponse #Hi== APl 852 ME&LICH

devicelListHeaders = {
'X-Auth-Token': token,

}

devicelListResponse = requests.request("GET", devicelListUrl, headers=devicelistHeaders)
2 AT 2Cte HEHHE print) B4 E AFRE 4 UaLch
print(devicelListResponse.text)

£33 0of:

{"response":[{"family":"Switches and Hubs","description":"Cisco I0S Software [Cupertino], Catalyst L3 S
l--- Qutput is suppressed
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