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Ol 2 M0l ME Cisco Catalyst 6500/6000 Series 2 2|x| & VSS(Virtual Switching System) 1440 7|
HE A|AEIOIA CPU AFSE0| =2 HeIS MYFLICt Cisco Bt E{2} OHEHIHRIZ2 A R|X[= show
processes cpu BB E A& 6101 AQ{X| =IHHIO|X T Z2M[ML| CPU AEES EAIRLICLO
2Lt Cisco EHREQF AQ|X| 7+o| o Z[ElR{ & Z 2|T HIFLIE 2| Xt 0] H= 0l show processes

cpu BHO| Ut E232 I | CtELICH.EZ Q| o|0|= CtECt 0| 2 MMz 0|24 Ato[™ 2
Hets| MYt T AQX|2| CPU AHSE 2 show processes cpu BE £242 sHAdst= ol CHaH

&1 o] 2 A0d M "switch" &! "switches"E& Catalyst 6500/6000 A R|{x|E LIEHHL|CY,

O] B2l HE & Catalyst 6500/6000 A2 %x| 2! VSS(Virtual Switching System) 1440 7|8F A|AE]
ol AZER|o{ & StEH0f HHME 7|H 2= FfLCH.

Ol EMo| HEE EY & #ZE9| C|HIO|AE ECHZ HMHE|UR&LICH 0| EMol| AFSEl 2 & C|ut
OlaE Z7|8tEl(71&) ALt o|/Me 2 AR E|R}&LICESHA HESF I &8 52l 42, 2E

HPo{o| AU QI W& = O|2| SKISHAIZ| HFEFLICH.

& 11: VSS(Virtual Switching System) 1440 7|4t A|A R0l X|2IE|= AZ EQo{E= Cisco 10S®
Software 224 12.2(33)SXH1 O|&tlL|C}.

7| %

24 THEI0] CHEE RFMIEH LIS Cisco 712 E E7| A8 HTotAAIR,

CatOS2} Cisco 10S A|AH| AXZ E9|0{9] x}0|F

Supervisor Engine2| Catalyst OS(CatOS) %! MSFC(Multilayer Switch Feature Card)2| Cisco
IOS® Software(st 0|2 2|=):CatOS O|O|X|E A|AE] AZEQ|0{Z AFE 504 Catalyst 6500/6000
ARRIMM =HHIO|M QEIg AE &= U&L|ChHE AL QI MSFCItF dx|El B2 Hr 9
Cisco I0S £~ Z EQ|0{ O|0O|X|E At&35to{ MSFCE A&EL|ct

Supervisor Engine %! MSFC 2 50| A Cisco 10S Software(7|&):E & Cisco 10S &2 E |04 0|0
X|E AAH AZEQ 0|2 AFR5104 Catalyst 6500/6000 A LI %|0ll A 4=HH}O|X{ AXITF MSFCE
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21 XEMIEE LI 2 Cisco Catalyst 6500 Series 22| %[0]l CHEt Cisco Catalyst 2! Cisco 10S £
SEAA

AMA H@E B ZEsHAIL.

Catalyst 6500/6000 £22|x|2| CPU AIZE 0|5l

Cisco 2 Z Effo{ 7|8t EtRE= A2 MEIst D et Est7| !l &
.Cisco 2 E{2| CPU AL E2 EI2E7I O B2 %! M2l & 2t E
BE 0| &LIChIEM show processes cpu BE S 2t RE Q| Ei T
A LIEHE == QL& LICH

Catalyst 6500/6000 A Q/x|= CPUSE S8t tAlo2 AR35HR| of&LICHO|HE AQIR|E AZE
017} ol StE oo ZIE AEE LHRILICHI 2 ARX|7F AQX[E STtst= CHEE
Zofol cHal 2 = A2E Z™¥E U M o] ZEM|A0= =HHO|X 2T CPUTI £ &
Z[X| et &Lt

Catalyst 6500/6000 & x|0ll= 2702 CPU7Zt & LICt. 6H-+°| CPUE NMP(Network
Management Processor) &£ = SP(Switch Processor)2t 1L st= +=IHIO|X AEl CPUILIC}. CHE
CPUE= MSFC E&= RP(Route Processor)2t 1 &&= 2flojo{ 3 E}o & Al cPURILICE.

SPCPUE Ot Z2 7|52 =d&LICH
- MAC =4 &g 2 of|0|E X|¢E: MAC 4 &&2 F2 M-olgtnk guch
- HERZ NMo{E MIste 22EZ L Z2MA A&0E =M STP(Spanning Tree Protocol),
CDP(Cisco Discovery Protocol), VTP(VLAN Trunk Protocol), DTP(Dynamic Trunking
Protocol) PAgP(Port Aggregation Protocol) S0| & LICt.
AR|x|e| CPUE &ot= HERT el EcfEE MEIFLICHEE W &Y, HTTP 2
SNMP(S|mpIe Network Management Protocol) E 20| Q& L|C}.
RP CPUE= CI2 7|52 s™&#LICH

. glojo{ 3 2+ & 2 ARP(Address Resolution Protocol) E|0|& 7+ & 4! AH[0|E

. CEF(Cisco Express Forwarding) FIB(Forwarding Information Base) Z! Q1% Eo|2&2 M4
5 gl PFC(PoIicy Feature Card)£ El|O|22 CI2Z =7 LICt

. RPE &5t HERXT el EcfEES X‘|E|°|'L—||-_—|' o€ E™ &l HTTP 2! SNMP E2{=l 0]
A& LICt.

o Y

bl

A2ZE90{Z 0o|SsE ECHE EC[H & &l 7S

2| X2 e W7

ALQRZ Fote ZE W2 AZEQ 0=z o|SFELICH 0ol 8 miZlol= Ch 0| ZEHELICH

mZ! Mo{x|of fZ!2 STP, CDP, VTP, HSRP(Hot Standby Router Protocol), PAgP,
LACP(Link Aggregation Control Protocol) & UDLD(UniDirectional Link Detection)| CH3H <=4l
=] L| E|-

. 2IRE ZE2EEZE Yo|o|Eo|2{Et ZE EZ 29| 06 2= RIP(Routing Information Protocol),
EIGRP(Enhanced Interior Gateway Routing Protocol), BGP(Border Gateway Protocol) %!


http://www.cisco.com/en/US/prod/collateral/switches/ps5718/ps708/prod_white_paper09186a00800c8441.html
http://www.cisco.com/en/US/prod/collateral/switches/ps5718/ps708/prod_white_paper09186a00800c8441.html

OSPF X 2 E Z(Open Shortest Path First Protocol)0| {& L|C}H.

- AR|X|2 E5E SNMP EB{E

. 22| %[0 CHBEF &l 2l SSH(Secure Shell Protocol) EEIEISSHZ QI8 =2 CPU
- Zr&Lch
00:30:50.793 SGT Tue Mar 20 2012
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CPU utilization for five seconds: 83%/11%; one minute: 15%; five minutes: 8%
PID Runtime (ms) Invoked uSecs 5Sec 1Min 5Min TTY Process
3 6468 8568 754 69.30% 7.90% 1.68% 1 SSH Process
CPU7} &7 A%E ) ASE SSH MA +8 =0I5t7| I3 EEM A3 2IE0l oS B2

EHEfLICHAIS R ZAIEIR!I EA|
- ARP @7%of CHEF ARP 8
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- IP &M, BF 2 El TTL(Time to Live) == H| ARPA(Advanced Research Projects Agency) ZH&
- {30 22 5 %27 Je WA

- RP EEE& SP2| ICMP(Internet Control Message Protocol) HIA|X|7} 2 Q& mfZ]

- MTU(Z[CH ™& EH2l) A Ay

P A3 L Zo| FI ZEEIP LRI U= A

. 2124 mfZ/0| HIE 2/ (0d: SBE)E tHEH5tH AZ E Qo] ME|E /51 T{Z!0| CPUR ME X1
SMELICHAIAEHE HIHE &E6t 0 CPU EIAAE AFE610{ 0| £XEfLC.

. PBR 2 Z{ 7| HMA SE0| ECfE 59| A20i| Y™ miZl0| AZEQ 0 ARXKIE MEHL
S 2 FJI CPU F7|7t L.

- QIHd S QlEmola

- RPF(Reverse Path Forwarding) f 210i| AlT{t I Z! - rpf-failure

. ZtE2H/ 5 LlGlean2 ARP 2 Q10| 8t {Z!E LIEIHLATH, receives =4 70|40 &5t= THA
2 & ZEFLCH

. Cisco 10S Software 2! CatOS2| Supervisor Engine 7200 AZ EQo{7} AQAE|E
IPX(Internetwork Packet Exchange) E2H&/IPX EE{&2 Supervisor Engine 2/Cisco 10S
Software| L £ Z E Q|0 AL|X|2 M E|X|2t Supervisor Engine 2/CatOS0i| M= EE{= 0|
StERI0] ARXI2 HEHEILICHIPX EBHE2 F 2 M 250l CHél Supervisor Engine
1AM StESo{ 2 {EELICH

- AppleTalk Ez{=

. SFEQI0] BlAaA A Z7H0[2{8t 2|AA0i= FIB, CAM(Content-Addressable Memory) 2!
TCAM(Ternary CAM)O| Z & ElL|C}.

ACL 7|EF 7|

- ICMP @12 27} 7|50| A El ACL(Access Control List) 75 EciZ&r1: o|Zd0] 7| gL L
ChHIP A4 27} miZlo| &435tE B2 Y8 ACL HE mZ!0| MSFCZ REE/LICLICMP 214
27t A0l HRE A2 MEX Y 7ts8t SE 2 REEUC7IEMeRE S = £Y


http://www.cisco.com/en/US/docs/ios/12_2/termserv/command/reference/trflosho.html#wp1000969
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5002 % (pps) & LICt.

. X|HE|X| ot o7 g (0f: AA ZAE)E 7|82 2 IPX ZE{2!Supervisor Engine 72001 A
£ dlojo 3 IPX ESf=o| ZZ MATF &4 Az EQofo] QU&LICH.

. log 7|2 EE A+&3t0o4 20| E 28 ACE(Access Control Entries)0l= ACL 21 &
VACL(VLAN ACL) 211 7|50l MEELIch.22Z0| Ze5tX| et2 SYUst ACLS| ACEE St=
Alo{0f| A 04745| XM E[E LICHPFC32 A8 3= Supervisor Engine 7202 ACL 2! VACL 224
2 s MSFCZ Z|C|RMEl= A o] £ X|BtE X[ FLICtSupervisor Engine 2= VACL
242 ¢/l MSFCE 2[C|AME[= T3l £ MEHE X[ F LT Supervisor Engine 22|
ACL 2o cHEt X|d2 Cisco 10S Software Release 12.2S X|ALof| CH3H of |0 Q& LC.

HM 2R EfE, X HOol, IP M= H E= TIE X|HEIX| &t= Of7HEHrset
interface OH7H Hdr= AT EQ|0{0f| M X|3ELICE 2 2{Lt set interface null 0 OH7 #H== 04| 2
2lL|Ct. ol EBHEI2 PFC2E A8 3H= Supervisor Engine 29| StE {010 M X 2=/ PFC32
A& 3= Supervisor Engine 72004 A % Z2|E/LIC}.

. 1| IP & H| IPX 2} E{ ACL(RACL)H| IP RACL2 2 E £ T{H}0|X{ ol M E|L|ChH| IPX
RACL PFC7} = Supervisor Engine 1a & PFC27} /= Supervisor Engine 2012+ & &
L|CF.

- RACLUIM HEEI HZEIWAE EFfE]

- fLI7HAE RPF(URPF) 1, ACL ACEOM 75 El EEiE 0| RPF HAlE PFC27t /U=
Supervisor Engine 2 & PFC30| = Supervisor Engine 72001 & E L|C}.

. Q15 ZEAIQIZ ZE A7t M8&|= ECIE 2 Supervisor Engine 72001 £ =& M8t 5= Q
&Lt

. Cisco 10S Software IP Security(IPsec)Supervisor Engine 72004 A= Cisco 10S & £t 9

ol £l EEf=EE S AEh & + &Lt

M
=
0

NetFlow 7|8t 7|5

O| MlAdof M MHESHE NetFlow 7|8 7|52 Supervisor Engine 2 & Supervisor Engine 720012+ %
Lt
- NetFlow 7|8t 7|52 &4 ~ZEQo{ &2 &
M mZlo] AZEQ oo THSHH SUSH EESR
E Hid2 RH7 ACL, WCCP(Web Cache Communication Protocol) 2! Cisco 10S SLB(Server
Load Balancing)oll 242 ElL|C} 2F 11: Supervisor Engine 10M A7 ACLE S TCAM & 52
ArEsto] EH E2 01 CiEt StER0{ HIZTI7|E dEEELICHHE2 SZCLEERS X H
Mozl AZEQ0E O|SELICLANTY EERS| T4 W2 =0 ALX[LICEH

- TCP 7t2M7| 7|52 ME6tH 3Ye HEMO[Z U MM SEI AZEL|o{oM ZE[E LICH
LIHX| EBE 2 =00 A ®E[E LICHET: S713HSYN), SYN £2/(SYN ACK) 2! ACK
2 3ge HEMOIZE FHELICHMM B2 = OHE(FIN) EE= AMAE™(RST) 2t 74 24
grulct,

- NAT(Network Address Translation)& At&5tH E2{{E 0| CtZ 3t 20| M 2[E LIC.Supervisor
Engine 7200 M Ct2 2 & LICINATIF 28t ECER £7| HEt & StE|0{0iA X2
ELCLEE R0 A Huf miZlo| HE 2 ATZ EQ|o{ofM HMSIH, O E229 4 IS 5t
E9J|o4 AQ|X|= (hardware-switched) &ILICHTCP I{Z!0| Z<2 TCP 3y & SHEM 0|27} 2=
E! & NetFlow E|O[E 0| StES|0{ HIR27I7(|7} M A ELICEH Supervisor Engine 2 &
Supervisor Engine 10lAM CIS 2 ™ ELICINATII 28 2 E ECfER AZEQ 0 AR
Lct.

. CBAC(Context-based Access Control)= NetFlow HIZ 7}7|& AI&304 A7 2§ Egf=
2 BFELICt.OH O3 CBACE O| ECfEEt A Z EQJo{2 MEELICH.CBACE £2ZES0

A 7S
ol %



M8 7IsULICLHALE e ECfE2 st=fof A9/E0
7200 M= HAL CHA QI EEfElo| S & Mete &~ AU&LICH

HE|F|AE EC}=E

. PIM(Protocol Independent Multicast) &+ &

- IGMP(Internet Group Management Protocol) 2+ Z/(TTL = 1)0| ECHEI2 AN Z 2IREZ ™
SELCh.

. MLD(Multicast Listener Discovery) A5 Z(TTL = 1)0| EG{ZI2 AN Z 2tREZ S ELICH

. FIB =

- HEPHAE 240 2 AT S5 <8t HEIFHAE m{Zlo| et HEFHAE IZI2 2
B x™He 2 gLt

. IP HHH 6(IPv6) HE|FHAE

7|Et 718

- HES{3 7|8 of Z2|7H|0|M 2IA(NBAR)
- ARP ZAH(CatOSEt sliE)

. LE 2ot CatOS M8

. DHCP A% ¥

IPve A&

- hop-by-hop =M 3H7t U= IH

. BFREQ SYUE FHX| IPve F

- e M ZAtof AlmfEt i3

. &2 2|3 0| MTUE Z1t6t= 1!

. TTLO| 1ECt 7L} 2 miZ!

. £ VLANDt S8t 2123 VLANO| &= Tzl

. IPv6 uURPFAZEQ|0o{= 2 E mZ!0f CHl Ol uRPFE =& & LIt

- IPv6 X7 ACLAZ E Q| 0{0i| M o|248 R+ ACLZ A 2|gfLCt.

- IPv6 AIO|E L XI5 E{d F4 X|H ZZEZ(ISATAP) E{'22| 6to4 HFAIAZ EQ|0{0{A O]
E{Ed32 ME|ELICHISATAP E{EZ E0{7t= CHE ZE EBNE2 =0 A R[RILICE.

P> >\
i
N
2l
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LCP Schedular & DFC 2 &

DFC(Distributed Forwarding Card)0llA =2 CPUMM M™M= 1cp Z2MAE EX7} OFL|H &
Moil ot FH EX|7F £|X| et &LICHLCP A& = HAo{ T EQ| UL LICHDFCIF ER5HK| oF
2 2 E 2 E0|A Ho{= LCP(Line Card Processor)2t= §8 T2 M Mo AMELICH O] Z2
MME ASIC StEQI0{E Z2 e Ystn S s=HHIO|H 2E10t S415t= Ol AASELICEH

lcp O] AR E|H 2E Z2MA AZHE ASE = &aUchas{Lt M Z2 A0 Z2 MM AlZHO|
"_él_nq_éal- 7c=>|‘cl>‘ ICp schedular% Al‘%gl'llj_:' A|'| EEA‘Iléoﬂ EHgI_I- Eikllﬁ A|7LI-O| §O-|L,;,I'L|L—_|'_O| If-'—a.:%
CPU AtSE It #5101 A[ABIO| 50| S S OIRIX| &LICHM =27t o £2 Z2AMA0]
MEQE §tX| pi= 8 Ol ZZMAE MEE|X| BiE 2E CPU ALO|EE 7ZHEHS| ALE R LIC

DFC#show process cpu



PID Runtime (ms Invoked wuSecs 5Sec 1Min 5Min TTY Process

)
22 0 1 0 0.00% 0.00% 0.00% 0 SCP ChilisLC Lis
23 0 1 0 0.00% 0.00% 0.00% 0 IPC RTTYC Messag
24 0 9 0 0.00% 0.00% 0.00% 0 ICC Slave LC Req
25 0 1 0 0.00% 0.00% 0.00% 0 ICC Async mcast
26 0 2 0 0.00% 0.00% 0.00% 0 RPC Sync
27 0 1 0 0.00% 0.00% 0.00% 0 RPC rpc-master
28 0 1 0 0.00% 0.00% 0.00% 0 Net Input
29 0 2 0 0.00% 0.00% 0.00% 0 Protocol Filteri
30 8 105 76 0.00% 0.00% 0.00% 0 Remote Console P
31 40 1530 26 0.00% 0.00% 0.00% 0 L2 Control Task
32 72 986 73 0.00% 0.02% 0.00% 0 L2 Aging Task
33 4 21 190 0.00% 0.00% 0.00% 0 L3 Control Task
34 12 652 18 0.00% 0.00% 0.00% 0 FIB Control Task
35 9148 165 55442 1.22% 1.22% 1.15% 0 Statistics Task
36 4 413 9 0.00% 0.00% 0.00% 0 PFIB Table Manag
37 655016 64690036 10 75.33% 77.87% 71.10% 0 lcp schedular
38 0 762 0.00% 0.00% 0.00% 0 Constellation SP

CPU A B EX| siZig St QIErEiol 210l 3l g2

IP 44 &7}

HHA TE0| W2 HESHH MSFCE ICMP T2 271 HA|X|E ™MEsHL|Ctol E e 718X
o2 drAsh|C}.

ip unreachables BE 2| 7|2 #d38tE Sdll =THIO|X ¢TI = 0ol HEE CHEE of TH
Zlg AN ELIch O™ oS $=HHO|X T2 EEE2 2I5H MSFCH| M2 £=9| miZ!(Z|CH 10pps) Tt
AH A

—_
M& st o] 242 ICMP-unreachable MIA|X|E A Ad8tL|C}.

HEE ZfZlo| AFX| 2 ICMP-unreachable HIA|X|2] 442 MSFC CPUM| ZEEE 204 LICLEE
£ X|743+7| 2I8H no ip unreachables interface configuration B & A&ls £+ &L o] WS
ICMP-unreachable HIA|X|E H|EASIEILICH 22 7} ZE HMA I8 HE T30 StEQ0{E

EEY = &Lt

VACLOIM THZ! 2 7{5 5t ICMP-unreachable MIA|X|7} S E|X| oF& LICH.
NAT B

NATE StESI0{ & AZEQof MY S ZF ASTLICENAT #H2to| =7 8™ % A I E Q0104 A
23 E|o{oF 5tH F7F 22 stEQ 0ol =& =L|CHNATE Netflow E1IOI P%E*I—IEP(J_I

EH 128KB). [ 2t A1 Netflow E|O|Z 0| 7H5 At A Q| |'= MLE%IOi S5l NAT ME g ME357

AIEFStLICHOlE Yitdo 2 ERJE HAE T £o ™ wlistiid CPU 65000] & 7+&fLIC.

P

E22 F|Al Elo|E0lX CEF FIB H|O|& 27t Al

Supervisor Engine 10{l= 128,0007H2] & 52 X|@st= EE R FHA| H|O|E0| A& LICHOBLE &Y
ddnplEe E28M8E 7|F2E o33t =2 = 32,0000 A 120,000 L|Ct. Supervisor
Englne 20{| M FIB El|0|& 0| 444 |0 PFCoﬂ iE:LEH':"E' LICt.ElO|Z20ofl= Z|CH 256,0007H2] &
S0| Ad&LICHPFC3-BXLO| Z & El Supervisor Engine 7202 ZICH 1,000,0007H2] &= & K| & L]

Ct.o| 27+ =1}5tH ¢£E%|0101IH DjZlo| MEHEILICH 0|2 2l RPL| CPU AIRE0| =2 £
RI&LIC}CEF FIBE|O|EQS AR 4£2 =0l5t2{M 2 HY S AFEhL|C)

Router#show processes cpu



CPU utilization for five seconds: 99.26%
one minute: 100.00%
five minutes: 100.00%

PID Runtime (ms) Invoked uSecs 5Sec 1Min 5Min TTY Process

1 0 0 0 0.74% 0.00% 0.00% -2 Kernel and Idle
2 2 245 1000 0.00% 0.00% 0.00% -2 Flash MIB Updat
3 0 1 0 0.00% 0.00% 0.00% -2 L2L3IntHdlr

4 0 1 0 0.00% 0.00% 0.00% -2 L2L3PatchRev

5 653 11737 1000 0.00% 0.00% 0.00% -2 SynDi

!

I--- Output is suppressed. 26 10576 615970 1000 0.00% 0.00% 0.00% O L3Aging 27 47432 51696 8000
0.02% 0.00% 0.00% O NetFlow 28 6758259 1060831 501000 96.62% 96.00% 96.00% 0 Fib

29 0 1 0 0.00% 0.00% 0.00% -2 Fib_bg_task
!-—- Output is suppressed. CATOS% show mls cef
Total L3 packets switched: 124893998234
Total L3 octets switched: 53019378962495
Total route entries: 112579
IP route entries: 112578
IPX route entries: 1
IPM route entries: 0
IP load sharing entries: 295
IPX load sharing entries: 0
Forwarding entries: 112521
Bridge entries: 56
Drop entries: 2

I0OS% show ip cef summary
IP Distributed CEF with switching (Table Version 86771423), flags=0x0
112564 routes, 1 reresolve, 0 unresolved (0 old, 0 new)
112567 leaves, 6888 nodes, 21156688 bytes, 86771426
inserts, 86658859
invalidations
295 load sharing elements, 96760 bytes, 112359 references
universal per-destination load sharing algorithm, id 8ADDA64A
2 CEF resets, 2306608 revisions of existing leaves
refcounts: 1981829 leaf, 1763584 node
!-—- You see these messages 1f the TCAM space 1is exceeded: $MLSCEF-SP-7-FIB_EXCEPTION: FIB TCAM
exception, Some entries will be software switched $MLSCEF-SP-7-END_FIB_EXCEPTION: FIB TCAM
exception cleared, all CEF entries will be hardware switched

Supervisor Engine 20{| A QIE{H|O| A0 RPF ZHALE T8t BL FIB T 7t Mite= Zr AL
Ch.ol Hm|aao|M2 o B2 2 A ZEQ 0 AL X2 THEH50q 7E='J"—P°—".9§ CPU AEE0| =
OFE& == U&LLCt.

=2 CPU ALSE EX|E ol dstcdiH 32 oS S LICIEIRPE QA2 Z2 MM /A2 E,
IHIEEI LT ME HONAEF £28 £0{ S HELAZ| HOIHAIE 2[435 5 U&LICH

TCAM AIE & 4! %|X5}o] CHEE XHAM|8H L& 2 Catalyst 6500 Series 29| %|2| ACL O|GHE & =3}
AAI2.

2|MstE ACL 2

%43l El ACL 2Z(0AL)2 ACL 242 28t StEH0] X|#HE2 MBFELICLOALS 783X &
st 20| 2ot mfZ! ZZ M A= MSFC39| AZ EQ|o{ofM 2H35| - ELICH OAL2 PFC3°|
StESIo{o M IHZ!E 38 omu AKIEFLICH OAL2 22 HIAIXKIE MH5H7| I6H 2[MsHE FE
£ Al235to4 MSFC30f|l HMEE & ehct

& 1: OALO| CHEH XEAIBH LI& 2 Understanding Cisco 10S ACL Support(Cisco I0S ACL X[¢ 0|3
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Router#show mls rate-limit
Rate Limiter Type Status Packets/s Burst
MCAST NON RPF Off - -
MCAST DFLT ADJ On 100000 100
MCAST DIRECT CON Off - -
ACL BRIDGED IN Off - -
ACL BRIDGED OUT Off - -
IP FEATURES Off - -
ACL VACL LOG On 2000 1
CEF RECEIVE Off - -
CEF GLEAN Off - -

MCAST PARTIAL SC On 100000 100

IP RPF FAILURE On 500 10

TTL FAILURE Off - -
ICMP UNREAC. NO-ROUTE On 500 10
ICMP UNREAC. ACL-DROP On 500 10

ICMP REDIRECT Off - -
MTU FAILURE Off - -
LAYER_2 PDU Off - -

LAYER_2 PT Off - -
IP ERRORS On 500 10
CAPTURE PKT Off - -
MCAST IGMP Off - -

Router (config) #mls rate-limit ?
all Rate Limiting for both Unicast and Multicast packets
layer2 layer2 protocol cases
multicast Rate limiting for Multicast packets
unicast Rate limiting for Unicast packets

o € EH Ct3ot Z&LCh

Router (config) #mls rate-limit layer2 12pt 3000

2 E CEF HYE %2 MSFCE &£ X-AMEtst2{™ Ch 2 ofoff = BHEE AldgLICcH

Router (config) #mls ip cef rate-limit 50000

TTL=1Z Qlsll CPU| HEE TZ! +& E0[2dH Ch5 FES A LIch

Router (config) #mls rate-limit all ttl-failure 15
!--- where 15 is the number of packets per second with TTL=1. !--- The valid range is from 10 to
1000000 pps.
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Source mac 00.00.50.02.10.01 3644

Dest mac AC.A0.16.0A.B0O.CO 4092
Protocol 0800 4094
Interface Gil/8 3644
Source vlan 0x3FD(1021) 3644
Source index 0x7(7) 3644
Dest index 0x380(896) 3654
L3
ipv4d source 211.204.66.117 762
ipvd dest 223.175.252.49 3815
ipv4d ttl 1 3656
ipv6 source - 0
ipv6e dest - 0
ipv6 hoplt - 0
ipve flow - 0
0

ipv6 nexthdr
L8 CPUO| REEE TTL= 1°| oz =2 of CPU7+ =2 £ UY&LICICPUR RELIE T2 2
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mis rate-limit all ttl-failure &S AL 3o & EILICE.

A

T
Xt
=

AZE Fo|EZ PIEt VLANS| EE[XH SEt

St CPU ALS % | £2B 70|22 ¥H0| HXElo1 E
VLAN S 0| Hisi= ZE0|M STP7} HIE S

O| M| sHZASIE{H 70|28 HZ2 2FE HQI5IT £HSIMAIR.27F Aol et {8l B
HE ZEO|AM STPE &4ste £ &LiCt

HECIHlAE AR/

LAN EEEINAE AELS HECEI|AE = HE|FIAE THZI0| LANS EHTEE [f &S, O]
2 Qs oh =t EEHE | Mt T HERT 8sO0| MELICLZZEZE AR I CEE HEQT
ZAL|230| MM @F 7} EHAiSIH HEEFHAE AE0| ghAiEH £ Q& LICH

Catalyst 6500 A|2|= Z3HE S| o} 7|BIX| MHZ Qs EREINAE WZI2 AZES) 0] BilEoi M
ok AR E| o B A A.UHIE'L.IEI-.

HEEIHAE AKXz EEEIHAE AF0f O|F LAN QIE{HO|A SEHE YX|FLICLEEEIHAE
A= 1= S LANMM EEEIHAE HESE FYsts HEZE AS5H, 0|2 MolE A2t

O £™e "lweLch YA g et X|HE V|2t S £ HREEIHAE ES0| AN EL|C
HEEINAE AN 7|EMOZ H|EH3tE|0] Ql&LICH

Fn:EZCIAE AFOE QIS VRRPZI S0l M OtAEZE ZEiE L[ CPU AFEEO| £
A& LICH.

fjo

A
T

HEZCI|AE dx|o| ZH= HhAl

fjo

O|3H

9'|_|
kl
N
orr
fjo
ok
0%
Yo
o
[
2
jul
mjo
mjo
ni

AoHAAI2.

. HECE A E K| F4(Cisco 10S )\Ié AT EL|0])
. HEEHHAE AX| F4(CatOS A|AH A Z EQ|09)



http://www.cisco.com/en/US/docs/switches/lan/catalyst6500/ios/12.1E/native/configuration/guide/bcastsup.html
http://www.cisco.com/en/US/docs/switches/lan/catalyst6500/catos/5.x/configuration/guide/bcastsup.html

BGP Next-Hop & FX{(BGP A7 Z2M|A)

0Y)

GP

~
=
15
Hu
x
|>
rr
o
®
v
m
o
T
jo
FH
>
[e]]}
kI
1
0jo

fo
0
%
!

= = A4S =0IstL|C 0| T2 M| A0A
£ 3 BGP7t 271 MFAME B EE F2 Bz g +#sor X8 AWsHY| s =4
H o= s03tL|Cy|2Moz T2 AL 600 AZHEL|CH

CH 2 QIE{Y 2t E E|O|E 2 ME St BHRE Q| BGP A7 T2 AMA MEol| B 7[7t S¢t
CPUAMEEO| &2 R ZE o&e 8t H, BGP £ 7lL4&= BGP RIB(Routing
Information Base) El|O|E & E Al = sdeLctolg{st &2 S0t
Ar=]Nu}

<
=0
Ral
e
U]
2
9
m

. Bt2E{BGP HIO|EW|M & X E|= Ot 9| &0l
- next-hop & x|oll ¢4Z2& 4= U=X| &l
2t A 2 BGP E|o|E2 2 At&st 11 HAE 5= o Atetst
clolef X2 uiolEstn H2 KHEE sl 2t
OIstLICt S Elo|2 25 2tE| HIZ2lof JHEo
S 2 CPU AO|Z 2 AFSELICE.

AlZHO| AQ=ILICHBGP Al ZEMAE
B HIO|E2 EAI5H7| #l5l BGP EllOo|E2 =
E MHY¥ELICLSF Eolg 2F O0If 2 = %2

BGP A7{L{ ZEAMAL| CPU AFRE 0] CHEt AFMIEH LI 2 BGP A 7L EE= BGP Router
ProcessZ QI35 Ef 4i$t Troubleshooting High CPU(Z2 A 51Z22] BGP A 7HL{ {2 0il CPU High
CPU) MIME & X5HAAIR.

BGP Next-Hop Address Tracking 7|5 & A% 7tAE & H38/H[E G35t 7Lt 2 6t= Aol CH
gt XM EH L& 2 BGP Support for Next-Hop Address Tracking

mjo

?|'_|
B
9,|_'

>
>
10

H| RPF HE|7}AE Eg|T

HEIFHAE 2t RE(RLIFHAE Et2E 0 HE))2 X(HE HE|FHAE H|0|E AERO| AABH A
EELICE &, HE|FHAE EBHEE AlZ5te= ClHO|A QS IP FAQLICH V|2 HEI2 &AA ClHEO|A
7t HO|E|X| g2 o =AIRI(GHE HE|FHAE O & L))ol AEZIE "FA|"SCH= JLICH 2&
LEIFHAE Bt REHE ZE FAXOA EREE MY 57| 2cH HEIFHAE ECfEO| HEXHIE
Sitste B2 E Mo{ste HlE EBE T LICLHEFHAE A EE|O F 7HX| 7|2 /Y2
a4 ER Y 3R ECQULICHRPFE HE|FHAE E o 4] JNHULICHEIRE{7t HE[FHAE E
cHEl 2 HiZ EE|oM SHIEH MEE = UELICHRPFE 7|E FUIHAE E2IRE EIO|I22 AIS
5o YAER U CIRAEZ QY ClHIO|AE ZHELICHEIREHE HAER! QIE{HO|ANAM £
AME|= B0l HEGHAE IZE MY ELICHO| RPF Q2 HiZ EE|7t RZ ZE|(loop-
free)22 E&35t= ol ==20| Eulch

|IEEE 802.3 CSMA/CD Arof [t HEIFHAE EgfE 2 g4 E2|X|(E0]0{ 2) LANS| 2 E 22
EloM 28 = U&LICH802.3 EE M A Ml 8T+ 9| HIE 02 HEEFAE L/EE= HE|FHAE
e LIEtE Ol AF2E|H, O] FA7F Qe ZE Blojo]2 Zy|e Z3{YE LICH.CGMP EEE
IGMP AF+Z 0| 2 HE A0 OtEt7HX|QLICEH Ol= HEIPHAE EIRE7F HEPHIAE EBEE
grolsfioF 57| 2o MM T ZHEHE LI Ao =2 o4 &7 IE/LICHode] HE[FHAE g}
SE{7I 242 38 LANO|| QIE{HO|AE 71X = B stLte| EFE T HIO|EHE ™ME & LICH M
B T2 MAMAM ME. LANS| E22TE S HE0| 0|53 2 E(HEIFHIAE ECfEE MY 5K
ol= BFRE) = Y LANS| O} RHIR2 E QIE{H 0| ANAM O CIO|EHE = AIFLICH OIS 5 BHREE
UHtMo 2 o] EEfEl2 AAIELICH Z2 R E QIE{H o|A M =230 RPF & Qloi| Aulist7| &
L|CI.RPF ZdAtof Alui3t o] EEZ/2 H| RPF EE{E! tr= RPF Ao mjZlo|gtz gfLict ol A4
O| EE2 20 CidH AL TS ZE MEEIU7| MHELICE

MSFC7t - x|El Catalyst 65002 24X HE|FHAE EIREHE 2SS E 7 HE = A&t
MMLS(Multicast Multi-Layer Switching) & At&35tH LMo 2 ALQ|X| LHQ| =010 RPF E


http://www.cisco.com/en/US/tech/tk365/technologies_tech_note09186a00809d16f0.shtml
http://www.cisco.com/en/US/tech/tk365/technologies_tech_note09186a00809d16f0.shtml
http://www.cisco.com/en/US/tech/tk365/technologies_tech_note09186a00809d16f0.shtml
http://www.cisco.com/en/US/tech/tk365/technologies_tech_note09186a00809d16f0.shtml
http://www.cisco.com/en/US/tech/tk365/technologies_tech_note09186a00809d16f0.shtml
http://www.cisco.com/en/US/tech/tk365/technologies_tech_note09186a00809d16f0.shtml
http://www.cisco.com/en/US/docs/ios/12_3t/12_3t14/feature/guide/gt_bnht.html

iz g MEELICLASICOHE HEIFHAE 2L AEH(0ll: (*, ¢) 2! (S,G))0IM HEJ MBElER
5+5%|o+ HI2 77|12 Netflow LY/EE = FIB E{|0|£0f ME:LEH g = M.:.I—IEP O| H| RPF Egf=ZI2
Zd<0] 2k 04M5| TR 5 PIM o+ MM HFHLIE 2| MSFC CPU(MEMI’\ gighol Eegucta
Hx| oM Az EQo] 14 AQE ZAZ0o olsh AMKMIELICHRPF QIE{H O] A MM AZ E o] i
B AR 0| HIE G EIX| 22 Jo 2 7).

I%é#% A& 3= Catalyst 65002 54 EEEMOHH Hl RPF EZiZg S 8™Mo 2 XE[5HX| £
g & A4LICHH|RPF E2fZ|o| 2 YEtxo2 5 2t2E (*,G) ££ (S,6) ¥E7I gie=2
i EARSS *Xﬂok?l 25l stES0] £ AZE 0] HPE 71718 d8E = g chd HEIGHIAE

I{Z)2 MSFC A2 ZZ AM|MoiM 7HEXdo 2 ZALsHoF tH, 0|2 CPU QIE{HE Egf=lolztz &
LICHSYet 2t RE| MEE ¢4Z5t= 2ll0]o] 3 StER 0 ALE T 02] CIE{H O|A/VLANE & 3H
0|53} MSFC2| CPUM| =& 35l= H| RPF ECHEIR2 #El AA £E 9| "N 2 S ZF[LICH0{7IM
"N"2 2t RE{7} 0|52 2 4ZE LAN £=QlL|C}H). H| RPF EZ{E o] £ T 7} A|AHEIO| miZ! AMK| S
2 X5t CPU AL E, HIH QHEZE R, MA| UERZ S-S of7[& = U&LICH

rr
"o

Catalyst 650001 & ZE{AE RM EEZE s8E £ Qs HMA S5 ATI0| J&LICEO| 7|52
EM AEM ADIA 2E JE0 CHE HI RPF ECHEES S 8MoZ XEISiE Ol AISE £ A&
L|Ct.sparse-mode 'stub networks' LI A{BF ACL 7|8t HIMEE A& &= QU&LICH O] 2 E0{A]
= CIRAEE HEGHAE BFRE(Y ST =2171)7tF ei&LICH EEF Catalyst 65002| THZ! Z 24T
“74|§ Clall LIE Ao 2 O|F3HE MSFCE= O] 32 A E =+ & LICHOl= Cisco HH2 ID
CSCdr74908(S 2= 1740t 52 Lo A A3t DT IC 2129 Z2 PIM 04AdM HFL
ZO0| MCHZ 2t S3t24™ 2t E{0M H| RPF T2 & 2I5HoF & LICHCEF EE = Netflow 7|8 £ &
Met 2 QoSet Z2 st £FME AIE50 HA BE HEL|F et ALA ZE ERT HES
30iM RPF QOH% Ao{&hLCt.

Catalyst 650001 ZEIEE /M S 2 oY + Us HMA S5 AFlo| U&LICH 0| 758
A&3tod AmtA HE T35 O EMoz iiEI%E = U&LICEO *._"%

i3 k=3
T345F24H 'stub network'2| =4l °._|E'|T11|0|é01| —'.Wlé S E 2 b x[5+04 'stub network'01|k| INESES
X| of2 HE|FHAE ECiEE EHE{Z | A2|{%[2| SHERO{Z FA|ELICI. O]
RPF

Ls - = =2 =
M S8 CPUZt THElg & = Q17 | St oPE 4|017P ECfE S AANE = JUES FLich

.|. Oﬂj
]IOII
LT
_ljl_

- 19
;
>.
JHII
— O

AT 0l HMA S22 % QBT 0] A0) BR|5HK| DHIAIR stub IEITOlIgH A ELICKE A
E0 9l LEYI).

- AAL—
REMIEF L8 2 OhE EME A ZstdAI2.

- Stub LIEQ{F M IP HE|HAEE S5t 0[St 2t 2H =X
- HI RPF E2HE XE|

show EH&d

show BHES A& Mo CPU AEE2 T4 72| 100% & L|Ct.show HHEE A=E [ CPU Al
Ol =2 A2 ¥4o|H YetMo =2 & X Sotpt R X|ELICH.

0{ £ £ 04, show tech-support B & A& Virtual Exec ZZMAT} E0IX|E W2 HAXMOI #H

AQLICH o] £ CIHHE F4 £20(7| I LICH.show HZO0| ot CHE T E M| A M

CPU7I =2 Rt EAILCY.

show cef not-cef-switched B2 2 /0| MSFCO| HE = O|R(receive, ip M, QI Qg 5)
2l 4 JHRIX| Eo4E Lct.of:


https://tools.cisco.com/bugsearch/bug/CSCdr74908
http://tools.cisco.com/RPF/register/register.do
http://www.cisco.com/en/US/products/ps6552/products_white_paper09186a00800a4424.shtml
http://www.cisco.com/en/US/docs/switches/lan/catalyst6500/ios/12.2SXF/native/configuration/guide/mcastv4.html#wp1049755
http://www.cisco.com/en/US/docs/ios/ipswitch/command/reference/isw_s1.html#wp1118673

Switch#show cef not-cef-switched
CEF Packets passed on to next switching layer

Slot No_adj No_encap Unsupp'ted Redirect Receive Options Access Frag
RP 6222 0 136 0 60122 0 0 0
5 0 0 0 0 0 0 0 0
IPv6 CEF Packets passed on to next switching layer

Slot No_adj No_encap Unsupp'ted Redirect Receive Options Access MTU
RP 0 0 0 0 0 0 0
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set mls nde destination-ifindex enable

set mls nde source-ifindex enable
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set mls nde destination-ifindex disable

set mls nde source-ifindex disable
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$CFIB-SP-STBY-7-CFIB_EXCEPTION : FIB TCAM exception, Some entries will be software
switched
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CPU AIEE &0l

CPU AFEE 0| =2 show processes cpu BEE MX| A LICHEZ2 AL|XK|2| CPU AL E
a zt 2 MAS|CPUMEES E0{ELICH

Router#show processes cpu
CPU utilization for five seconds: 57%/48%; one minute: 56%; five minutes: 48%

PID Runtime (ms) Invoked uSecs 5Sec 1Min 5Min TTY Process
1 0 5 0 0.00% 0.00% 0.00% 0 Chunk Manager
2 12 18062 0 0.00% 0.00% 0.00% 0 Load Meter
4 164532 13717 11994 0.00% 0.21% 0.17% 0 Check heaps
5 0 1 0 0.00% 0.00% 0.00% 0 Pool Manager
I-—— Output is suppressed. 172 0 9 0 0.00% 0.00% 0.00% 0 RPC aapi_rp 173 243912 2171455
112 9.25% 8.11% 7.39% 0 SNMP ENGINE
174 68 463 146 0.00% 0.00% 0.00% 0 RPC pm-mp

I -—— Output 1is suppressed.

Ol £3{0iA & CPU AFSE 2 57%0|1 QIE{HE CPU AEE2 48%LICHO| HEER
Z2 EAELICL.CPUO et EEiE Q| QIE{HE A QX2 Q& QIE|HE CPU AL E0|
ChEE EHols & €88 ¢H2 *0|& do 7|z Z=2MAT} LIGE LIt o] B9 SNMP
7b Helduch
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Switch> (enable) show processes cpu

CPU utilization for five seconds: 99.72%
one minute: 100.00%
five minutes: 100.00%

PID Runtime (ms) Invoked uSecs 5Sec 1Min 5Min TTY Process

1 0 0 0 0.28% 0.00% 0.00% -2 Kernel and Idle
2 2 261 1000 0.00% 0.00% 0.00% -2 Flash MIB Updat
3 0 1 0 0.00% 0.00% 0.00% -2 L2L3IntHdlr

4 0 1 0 0.00% 0.00% 0.00% -2 L2L3PatchRev

!

-—— OQutput 1is suppressed. 61 727295 172025 18000 0.82% 0.00% 0.00% -2 SptTimer 62 18185410
3712736 106000 22.22% 21.84% 21.96% -2 SptBpduRx
63 845683 91691 105000 0.92% 0.00% 0.00% -2 SptBpduTx

Ol xE#O‘"A‘I Y I:HIKH ""‘Ek”j\ = Kernel IdleE 'I'r CPU A %%% EA'EP L—ll:l'-l:l'% EEA‘”&O‘”A‘I
CPU AO|2E AE5tK| gi= 3t Ol ZEMAE LA o2 =&L|CH 0| 0d|ofl M SptBpduRx CPU
AEEOo| E&LICH

22 B SfLI2 ola CPU NS B0l 2 B BHS s szt ol Z2H A7} £2 O
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20 LI Ol21Et ZHE B8 SoiEi0l oI1R] 1o 4 Sl Tt

S| 5H7"% flsll CPU AHEE0| £2 F? 2%IXI0IM XS +&sted™ OhS EEM 23 E 0of
A Ct.

event manager applet cpu_stats

event snmp oid "1.3.6.1.4.1.9.9.109.1.1.1.1.3.1" get-type exact entry-op gt entry-val "70"



exit-op lt exit-val "50" poll-interval 5

action 1.01 syslog msg "------ HIGH CPU DETECTED----, CPU:$_snmp_oid_val%"
action 1.02 cli command "enable"

action 1.03 cli command "show clock | append diskO:cpu_stats"

action 1.04 cli command "show proc cpu sort | append diskO:cpu_stats"

action 1.05 cli command "Show proc cpu | exc 0.00% | append disk0O:cpu_stats"
action 1.06 cli command "Show proc cpu history | append disk0O:cpu_stats"
action 1.07 cli command "show logging | append diskO:cpu_stats "

action 1.08 cli command "show spanning-tree detail | in ieee|occurr|from|is exec | append
diskO:cpu_stats"

action 1.09 cli command "debug netdr cap rx | append diskO:cpu_stats"
action 1.10 cli command "show netdr cap | append diskO:cpu_stats"

action 1.11 cli command "undebug all"
1

& debug netdr capture rx &2 5t =904 EH*' mZlo| ZEMA ALES R Q& CPUTL =2
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show interface TE 2 QIE{H|0|A 0| & EfSt QIE{m|O|A S| ECHE o CHEF 7|2 HEE |
LICt.o| P2 2F 7t2EHT MSELic

Router#show interface gigabitethernet 4/1
GigabitEthernet4/1 is up, line protocol is up (connected)
Hardware is C6k 1000Mb 802.3, address is 000a.42d1.7580 (bia 000a.42d1.7580)
Internet address is 100.100.100.2/24
MTU 1500 bytes, BW 1000000 Kbit, DLY 10 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set
Keepalive set (10 sec)
Half-duplex, 100Mb/s
input flow-control is off, output flow-control is off
Clock mode is auto
ARP type: ARPA, ARP Timeout 04:00:00
Last input 00:00:00, output 00:00:00, output hang never
Last clearing of "show interface" counters never
Input queue: 5/75/1/24075 (size/max/drops/flushes); Total output drops: 2



Queueing strategy: fifo
Output queue: 0/40 (size/max)
30 second input rate 7609000 bits/sec, 14859 packets/sec
30 second output rate 0 bits/sec, 0 packets/sec
L2 Switched: ucast: 0 pkt, 184954624 bytes - mcast: 1 pkt, 500 bytes
L3 in Switched: ucast: 2889916 pkt, 0 bytes - mcast: 0 pkt, 0 bytes mcast
L3 out Switched: ucast: 0 pkt, 0 bytes mcast: 0 pkt, 0 bytes
2982871 packets input, 190904816 bytes, 0 no buffer
Received 9 broadcasts, 0 runts, 0 giants, 0 throttles
1 input errors, 1 CRC, 0 frame, 28 overrun, 0 ignored
0 input packets with dribble condition detected
1256 packets output, 124317 bytes, 0 underruns
2 output errors, 1 collisions, 2 interface resets
0 babbles, 0 late collision, 0 deferred
0 lost carrier, 0 no carrier
0 output buffer failures, 0 output buffers swapped out

0| Z™oi M= =41 EEi= 0| Layer 2-switched CH4! Layer 3-switched 22 Q& &= Q& L|C}H.O|
= EofZlo| cCPud| HEYE|T JUZ S LIEHLICE

show processes cpu FH2 O|c{EF mZ!o| U E2i= mZ!QIX| EE& Ao WZ!QIX| LedELCt.

Router#show processes cpu | exclude 0.00
CPU utilization for five seconds: 91%/50%; one minute: 89%; five minutes: 47%

PID Runtime (ms) Invoked uSecs 5Sec 1Min 5Min TTY Process
5 881160 79142 11133 0.49% 0.19% 0.16% 0 Check heaps
98 121064 3020704 40 40.53% 38.67% 20.59% 0 IP Input
245 209336 894828 233 0.08% 0.05% 0.02% 0 IFCOM Msg Hdlr

BZ0| Z2N A ASIHElE B9 0 Z2HATHEH YYEE X8 8 4 2laichohs WXE
S o] Wg AMsLICH

show buffers input interface

Router#show buffers input-interface gigabitethernet 4/1 packet

Buffer information for Small buffer at 0x437874D4
data_area 0x8060F04, refcount 1, next 0x5006D400, flags 0x280
linktype 7 (IP), enctype 1 (ARPA), encsize 14, rxtype 1
if_input 0x505BC20C (GigabitEthernet4/1), if_output 0x0 (None)
inputtime 00:00:00.000 (elapsed never)
outputtime 00:00:00.000 (elapsed never), ognumber 65535
datagramstart 0x8060F7A, datagramsize 60, maximum size 308
mac_start 0x8060F7A, addr_start 0x8060F7A, info_start 0x0
network_start 0x8060F88, transport_start 0x8060F9C, caller_pc 0x403519B4

source: 100.100.100.1, destination: 100.100.100.2, id: 0x0000, ttl: 63,
TOS: 0 prot: 17, source port 63, destination port 63

08060F70: 000A 42D17580 ..BQu.
08060F80: 00000000 11110800 4500002E 00000000 ........ E..o.ooo..
08060F90: 3F11EAF3 64646401 64646402 003F003F ?.jsddd.ddd..?.?
08060FA0: 001A261F 00010203 04050607 08090A0B ..&.......o..o...

08060FBO: OCODOEOF 101164 ..... d
Eei=go| 2 EHE A9x|E2 TEHEl T2 show buffers input-interface & "OE sig mzle =
4 IALICHRIEIHE AQale 9|8 RPO| HZ/E I§Z)S 224 RP X E o SPAN(Switched Port

Analyzer) ZHME &g 4 Ql&aLch

2t1: QEHE AQ|X|E CPU A ET T2 AM|A ARQ|X|E CPU AFEE 0 CHEF AFAM|EH LIE 2 O]
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SPAN RP-Inband & SP-Inband

Cisco |0S Software2| RP EE= SP Z Eof CHEF SPAN Cisco |0S Software & 2|4 12.1(19)E O|
oM AEE = A&LICH

test monitor session 1-66 add {rp-inband | sp-inband} [rx | tx | bothl]

Cisco 10S Software 12.2 SX ZI2|A0]| C}2 22 AI2 8L},

test monitor add {1..66} {rp-inband | sp-inband} {rx | tx | both}

&r1: SXH ZE2|Aa o AR EZ4 SPAN AM|MHE T+ /443524 monitor session BEE AFEH CHE O
HHZ2 ALE35H0{ SPAN MIA:I; CPUS} 435l of &FL|Ct.

source {cpu {rp | sp}} | single interface | interface_list | interface_range |
mixed_interface_list | single_vlan | vlan_list | vlan_range | mixed_vlan_list} [rx | tx | bothl]

&1 o] Bl it REMIEH LHE 2 Catalyst 6500 22|14 12.2SX £ ZEL)o{ & HFAC| 24
SPAN(SPAN THI|T2[0|M BE) 748 B EHAIAIS.

Ct RP & 2| of LIC.

0jo
rlo

Router#monitor session 1 source interface fast 3/3
!-—- Use any interface that is administratively shut down. Router#monitor session 1 destination
interface 3/2

O|M SP Z&£Z O|SELICLHE &H CtEat Z&LCh

Router-sp#test monitor session 1 add rp-inband rx

#1: Cisco 10S 12.2 SX & Z|A0MHE HIAE 2LIE F7} 1 rp-inband X2 B230| HAEII&L
Ct.

Router#show monitor
Session 1

Type : Local Session
Source Ports :
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Both : Fa3/3

Destination Ports : Fa3/2

SP console:

Router-sp#test monitor session 1 show
Ingress Source Ports: 3/3 15/1

Egress Source Ports: 3/3

Ingress Source Vlans: <empty>

Egress Source Vlans: <empty>

Filter Vlans: <empty>

Destination Ports: 3/2

&t 1: Cisco 10S 12.2 SX 2 2|A0ME HEo| HIAE BLIE| show 12 B2 E|U & LT}

Router-sp#test monitor session 1 show
Ingress Source Ports: 3/3 15/1

Egress Source Ports: 3/3

Ingress Source Vlans: <empty>

Egress Source Vlans: <empty>

Filter Vlans: <empty>

Destination Ports: 3/2

CatOS A|AH| A X E9]0]

CatOS A|AHEI AZ EQ0{E AZMSE A %]
MSFCE Cisco I0S AZEQ|0{E Al&listL|Ct.

show mac FHEE A5 MSF
CHEF £=IHHIO|X ATl A ElL|C

B ZEE &% 29| +1HHI0|X TS| Z2 16/1LICH.

Console> (enable) show mac 15/1

Port Rcv-Unicast Rcv-Multicast Rcv-Broadcast

51 103576 o .

Port Xmit-Unicast Xmit-Multicast Xmit-Broadcast

N s o 0

Port Rcv-Octet Xmit-Octet

sa 1eseszto 0

MAC Dely-Exced MTU-Exced In-Discard Out-Discard

s o - o 0

0l 40| WHE F7h= WZI0| MSFCO B Elof CPU A8 B0l £8S LIEbLICH 321 Oh8 Cha 1
2oz Mg & = U&LICH

. SPAN MSFC X E 15/1 EEE 16/1
. SPAN sc0

SPAN MSFC ZE 15/1 & 16/1
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Console> (enable) set span 15/1 5/10
Console> (enable) show span

Destination : Port 5/10

Admin Source : Port 15/1

Oper Source : None

Direction : transmit/receive

Incoming Packets: disabled

Learning : enabled

Multicast : enabled

Filter I

Status active
iEamWHAMMT*%#Eﬁ%@%éuﬂ$ﬁ%M§@ﬂ$; e T2 EABLICH
MSFCO|A S E[X| b1 MSFCE &dt= A E ZR{5t7| 2I5H SPAN MM E tx2 F & LICH
SPAN sc0

TIHHO|X AZI CPUZ 0|Sste ZEl| S *{stdT scO QIE{HO|AE LA Z AFE S04 SPAN
Mg dEghc

Console> (enable) set span ?

disable Disable port monitoring

sc0 Set span on interface sc0
<mod/port> Source module and port numbers
<vlan> Source VLAN numbers

& 11: OSM(Optical Services Module)2| Z< EEHZIQ| SPAN M E - E =+ eigLict.
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3. CPUZt =2 AlZt SSHCPUZL 75% O|&f 2l B2) Ot BHoIM £33 = EELICHAIA EA|
HF EAZ 2 MHA cpu BRI Elshow proc cpu 7|B2 A

4. 7ts5tH MEX CIOIE ECfE, §5| EEEIHAE EB{EO| BI2 VLANOIM #E2| VLANS
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