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« AQIX|0IM VLANS MAM5tT &4
<#root>
c9300#show vlan brief
VLAN Name Status Ports
default active Gii/o/2, Gi1i/o/3, Gi1/0/4, Gil/0/5, Gil/0/6, Gil/0/7



Gii/o/8, Gi1/o0/9, Gil/0/10, Gil/0/11, Gil/0/13
Gi1l/o/14, Gi1/0/15, Gil/0/16, Gil/0/17, Gil/0/18
Gi1/o0/19, Gi1/0/20, Gil/0/21, Gil1/0/22, Gil/0/23
Gil/0/24

10 users active G 1/0/12

1002 fddi-default act/unsup
1003 token-ring-default act/unsup
1004 fddinet-default act/unsup
1005 trnet-default act/unsup

« VLAN2 2laga & o|ael4 QIE{m o|A0M 5{& =|o{oF &Lt

<{froot>

interface GigabitEthernetl/0/12
description Client Port

swi tchport access vlan 10

switchport mode access

interface GigabitEthernetl/0/1
description DHCP SERVER

swi tchport node trunk

<#froot>

c9300#show interfaces trunk

Port Mode Encapsulation Status Native vlan
Gil/0/1 on 802.1q trunking 1

Port Vlans allowed on trunk

Gil/0/1 1-4094

Port Vlans allowed and active in management domain

Gil/0/1 1,

10

Por t VI ans in spanning tree forwardi ng state and not pruned
G1/0/1 1,10
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c9300-01#show mac address interface gil/0/12
Mac Address Table

10 7018.a7e8.4f46 DYNAMIC Gil/0/12
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c9300(config)#ip access-1list extended DHCP
c9300(config-ext-nacl)#permit udp any any eq 68
c9300(config-ext-nacl)#permit udp any any eq 67
c9300(config-ext-nacl)#end

c9300#show access-1ists DHCP
Extended IP access 1ist DHCP
10 permit udp any any eq bootpc
20 permit udp any any eq bootps

. 22H0I91E ZEO|M QHH2E WEO| 2! RE TAST AIRFErLICH

c9300#monitor capture cap interface GigabitEthernetl/0/12 in access-1ist DHCP
c9300#monitor capture cap start
Started capture point : cap

c9300#monitor capture cap stop

Capture statistics collected at software:
Capture duration - 66 seconds
Packets received - 5
Packets dropped - 0
Packets oversized - 0

Bytes dropped in asic - 0

Stopped capture point : cap

c9300#show moni tor capture cap buffer brief
Starting the packet display ........ Press Ctrl + Shift + 6 to exit
1 0.000000 0.0.0.0 -> 255.255. 255. 255 DHCP 342 DHCP Di scover - Transaction | D 0x9358003



2

Transaction | D 0x935800

0.0.0.0 -> 255. 255. 255. 255 DHCP 342 DHCP Di scover -

3. 653608
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c9300#nonitor capture cap interface G gabitEthernetl/0/1 out access-list DHCP

c9300#show noni tor capture cap buffer brief
Starting the packet display ........ Press Ctrl + Shift + 6 to exit

1 0. 000000 Transaction | D Ox4bf 2a30e
Transaction | D 0xe4331741

0.0.0.0 -> 255.255. 255. 255 DHCP 342 DHCP Di scover -
2 0. 020893 0.0.0.

0 -> 255.255. 255. 255 DHCP 342 DHCP Di scover -
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@- VLAN 10 E i E VLAN 20 =
_ ) DHCP server
DHCP client L3 Switch IP address: 192.168.20.1

Interface wlan10: 192.168.10.1
IP helper-address: 192.168.20.1
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show run all | in dhcp
service dhcp

« VLAN 10 SVI ot2{e] IP helper EHEIL|C}.

<#root>

interface vl anl0
i p address 192.168.10.1 255. 255. 255.0

i p hel per-address 192.168.20.1
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€c9300- 01#pi ng 192.168. 20.1 source vlan 10

Type escape sequence to abort.

Sending 5, 100-byte |ICMP Echos to 192.168.20.1, timeout is 2 seconds:
Packet sent with a source address of 192.168.10.1

Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/1/1 ns

<#root>

*Feb 2 23:14:20.435: DHCPD: tableid for 192.168.10.1 on Vlanl0 1is O

*Feb 2 23:14:20.435: DHCPD: client's VPN is .

*Feb 2 23:14:20.435: DHCPD: No option 125

*Feb 2 23:14:20.435: DHCPD: No option 124

*Feb 2 23:14:20.435: DHCPD: Option 125 not present in the msg.

*Feb 2 23:14:20.435: DHCPD: using received relay info.

*Feb 2 23:14:20.435: DHCPD: Looking up binding using address 192.168.10.1
*Feb 2 23:14:20.435:

DHCPD: setting giaddr to 192.168. 10. 1.

*Feb 2 23:14:20.435:

DHCPD: BOOTREQUEST from 0170. 18a7. e84f. 46 forwarded to 192. 168. 20. 1.
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monitor capture cap control-plane both access-1ist DHCP
monitor capture cap [start | stop]
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ip dhcp pool VLAN1O
network 192.168.10.0 255.255.255.0

default-router 192.168.10.1
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show run all | in dhcp
service dhcp
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ping 192.168.10.1
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.10.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
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i p dhcp excl uded- address 192. 168. 10. 1
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DHCP client

Gi1/oM2

VLAN 10

L3 switch
DHCP Pool VLANT0

DHCP MHHZ T4 E 2l0]o4 3 AQ|x[of AZE Z2to[AEL|Ct

<tfroot>

Feb 16 19:03:33.828:

DHCPD:. DHCPDI SCOVER recei ved fromclient

0063.6973.6361.2d39.6335.342e.3136.6237.2e37.6436.342d.5477.6531.2130.2f31

on interface Vlanl0. DHCPD: Setting only requested paraneters

*Feb 16 19:03:33.828: DHCPD: Option 125 not present in the msg.

*Feb 16 19:03:33.828:

DHCPD: egress Interfce VI anl0

*Feb 16 19:03:33.828:

DHCPD: broadcasti

*Feb
*Feb
*Feb
*Feb
*Feb
*Feb
*Feb
*Feb
*Feb

16
16
16
16
16
16
16
16
16

19:
19:
19:
19:
19:
19:
19:
19:
19:

03:
03:
03:
03:
03:
03:
03:
03:
03:

33.
33.
33.
33.
33.
33.
33.
33.
33.

ng BOOTREPLY to client 9c54. 16b7. 7d64.

828:
828:
828:
828:
828:
828:
829:
829:
829:

Option 82 not present
DHCPD: tableid for 192.168.10.1 on Vlanl0 is O
DHCPD: client's VPN 1is .
DHCPD: No option 125
DHCPD: Option 124: Vendor Class Information
DHCPD: Enterprise ID: 9
DHCPD: Vendor-class-data-Ten: 10
DHCPD: Data: 4339333030582D313259

DHCPD: DHCPREQUEST recei ved fromclient

0063.6973.6361.2d39.6335.342e.3136.6237.2e37.6436.342d.5477.6531.2130.2f31

on interface Vl anl0



*Feb 16 19:03:33.829:

DHCP Request with Requ

Server

)

*Feb 16 19:03:33.
*Feb 16 19:03:33.
*Feb 16 19:03:33.
*Feb 16 19:03:33.

829:
829:
829:
829:

ID = 192. 168. 10.

DHCPD:

ested

1

DHCPD:
DHCPD:
DHCPD:
DHCPD:

Client is Selecting (

IP = 192.168. 10. 2

Option 125 not present in the msg.

No default domain to append - abort updateDHCPD: Setting only requested pa
Option 125 not present in the msg.

egress Interfce VlanlO

*Feb 16 19:03:33.829:

DHCPD: broadcasti

of 2: 22I0|HE 7} DHCP MHZ F44El Catalyst 9000 A 2|0l &%

ng BOOTREPLY to client 9c54. 16b7. 7d64
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DHCP client

VLAM 10

Intertace vianid: 192.168.10.1
IF halper-address: 192,168 20,1

WLAN 20

Kl

L3 Switch

L3 switch
DHCF Sever IF:; 192168 20.1
DHCP Poal VILANTO

Intedace wan20: 192,168,202

DHCP MHZ =5 35t= Bllojod 3 AL k|0 2

<ffroot>
*Feb 16 19:56:35.783: DHCPD:

DHCPDI SCOVER recei ved fromclient

0063.6973.636f.2d39.6335.342e.3136.

through relay 192.168. 10. 1.

*Feb
*Feb
*Feb
*Feb
*Feb
*Feb

16
16
16
16
16
16

19:
19:
19:
19:
19:
19:

56:
56:
56:
56:
56:
56:

35.
35.
35.
35.
35.
35.

783:
783:
783:
783:
783:
783:

DHCPD: Option
Option 82 not
Option 82 not
DHCPD: Option
DHCPD: Option
DHCPD:

egress Interfce VIan20

*Feb 16 19:56:35.783: DHCPD:

2to

IHETH ZH AZEX]

6237.2e37.6436.342d.5477.6531.2f30.2131

125 not
present
present
125 not
125 not

present in the msg.

present in the msg.DHCPD: Setting only requested parameters
present in the msg.



uni cast

*Feb
*Feb
*Feb
*Feb
*Feb
*Feb
*Feb
*Feb
*Feb

16
16
16
16
16
16
16
16
16

ng

19:
19:
19:
19:
19:
19:
19:
19:
19:

BOOTREPLY for client 9c54.16b7.7d64 to relay 192.168. 10. 1.

56:
56:
56:
56:
56:
56:
56:
56:
56:

35.
35.
35.
35.
35.
35.
35.
35.
35.

785:
785:
785:
785:
785:
785:
785:
785:
785:

DHCPREQUEST r ecei ved

0063.6973.636f.2d39

*Feb 16 19:56:35.785:

Option
DHCPD:
DHCPD:
DHCPD:
DHCPD:

DHCPD:

82 not present

tableid for 192.168.20.1 on V1an20 is 0
client's VPN 1is .

No option 125

Option 124: Vendor Class Information

DHCPD: Enterprise ID: 9
DHCPD: Vendor-class-data-Tlen: 10
DHCPD: Data: 4339333030582D313259

fromclient

.6335.342e.3136.6237.2e37.6436.342d.5477.6531.2f30.2f31 on interface Vlan20

DHCPD:

Client is Selecting (

DHCP Request with Requested | P = 192.168.10.2, Server |ID = 192.168.20.1

)

*Feb 16 19:56:35.785:
*Feb 16 19:56:35.785:
*Feb 16 19:56:35.785:
*Feb 16 19:56:35.785:

DHCPD:
DHCPD:
DHCPD:
DHCPD:

*Feb 16 19:56:35.785:

Option 125 not present in the msg.

No default domain to append - abort updateDHCPD: Setting only requested pa
Option 125 not present in the msg.

egress Interfce V1an20

DHCPD: wuni casting BOOTREPLY for client 9c54.16b7.7d64 to relay 192.168. 10. 1.
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