i

HZXI2 Nexus X|E AE 2AX si|&

&t

10

>

e

7

FO

f

Nexus =
OEEAMT|
A Ij
HE
=

NOK TfZ) FX7|

Eg|0o|AEBHR E(Traceroute) 2t & A (Ping)
PACL/RACL/VACL

OBFL

O|HIE 7|5

ClH

EEM

r

0

eyl

ok

Ol EMoME EXME TIEret T s Est7| 2o AAEE + U= Nexus MEL| ESHERT0| ALE
= U o2 7Hx| Sofl cia eI

e

O E2 MEE = UEX], o ALIE|20(A 0 EE ALE35t0] Z2[CH2| 0|52 UE + UK
utotst= Zd0| e LICH M*' O == B3| CHE 7ol s H’S.*EoPEE “7 I=IRA7] M2
of ¥ 7hsstR| i S Wz QUCH
O] Z0IE Nexus S F0A EX|E siZe + U e 2+ O 7IS0| HEl=lof [U&LICH A
Mgt LHE 1t CLI 0dl= Nexus & MM E EH XA,

Gt AHEEl CL
= 715 23 AtE| PSES CH INE-DS = H
7|
FHEE
Z1l2! #ethanalyzer Q!
. UE ol|A QltHE
AlLEE| ol
cPu= Lo raey  UEFEOZ 74 ol #ethanalyzer
e 2te Exmegen S0 esmaee | o gom O interface |
OlE=47 EjZ  x|od @l =&t ' & x| _—.-_—Xﬂ oNZ & o R N RS 'ﬂ'O“-:-'I Al ZE [WORD
- = *= of| EFdEt -, [ Z ol ol
Ax TEE o ma

o Ab - #ethanalyzer Q!

& 7t 0|A Ethernet 6

L—

(SPAN

S AZR o] =EE I



-CPU)

AL|IH AZE SPAN A #monitor MM [7

(1]

40 |m
Im

0K

o| e ztel
Ft=of =gt

L3 HOoHE &
215t7| I8
ZZolM Ct
st ES2 E

R[ErLch.

HEQ3 ClHlo|A ZH 4 AZA HAE

L3 A7t SE

=l 9/xlgt Al

(M Rtx= A

‘"ot x| &k =)

o4z of stsiziol e HOIE &¥s M2 7d #description [N/
Ak ZI MR A ping s, T IE_H; 1j,o_“ E Qe x| T &1 &4 Aoi+ #source QIE{H|
- oz M S s 2 3t/H|Z 4 ClIO|E] [port ID] #destin
2l e TCAM 2|AA  3lsljof & QIE{m|O|A [por
e L|Ct. #no B2
ZHEE
Broadco Broadcom Z 0|
m Nexus Nexus C|HtO| ol
=k x|0f ) A0 SlHEE =T
S camimen SE 3 SHUEER AlLte] SSEEO0H et L
o= £ro =LCh= =5/ A, |:||x|o:| EX'” - = =HL__I- ek K=1 OO'“A‘I AF X
=TT = of ol = x} = [ Ol mnETm T (= e
ItE - Nexus 9kOi|= ZHof |
EgHz SPAN-to- s
cLpS CPU7Z} 9IS) 7;
o
e st = 9llofoi c
=TIAIE 5 AlEX4Q| 0
Olj_E-”/\ I=_|.|7TI_T?I;:I-|__|
(E=  TZOINexusMl 15 zzo E o5 |Ell 2] e
Cl=L— SO -U-HA = M I' I-al_lx-IE
Nexus TE3St=X| el | zool2 2 193t =g # attach module
7TKQl A Mg Ax & E O T TS =5 Ao{ + [MODULE NUN
ozt = Siolmod so; MOl N XM HHAHALUES T RS
‘?‘ Olj- EHZJ—Ql 'f’j7o=| g||-O|_I, 3|'3|'L—|L__|' _='|_|_ EFQ'%}'L—IEI' 74 |-_—'||O|E'| # debug platforr
olA)st Tl el QIEH 0| 7=|-::| - = E;_HE | o internal <>
el ANLANERIS EF AT ENTE
C C = = oFm1 o= 7=|_<|D_
12ls e 958
?=I|-I'.|§.I-L_| E‘II!I_ 'lTo|=||——|
CH. '
7+ xd 2t A
5t i:{oﬂ = # test packet-tre
e zZoo src_IP [SOURC
oS- =TT it
_ =, ARP EBf=EE dst_IP
N 9k I = EHo oyt DY —H1T=E _
n|f5)'(lu§'<x-l 7ﬂ AE = ;;EJ;HX“ UMY = & oy oy ClIOIE| [DESTINATION
o 7?| = o5 |_|; L|Ct. Nexus S "5+ Xo] test packet-trac
Toam =2+ kollMEr &S start # test pack

tracer stop # tes
packet-tracer st

# traceroute [CH
PlE= O3t ¢
clO|E Ct.
+ Mo ZE, TE W5
QIE{H| 0| A, vrf,
QIE{H|O|A

ClO|Eq # ping [CHA IP)


https://www.cisco.com/c/ko_kr/support/docs/switches/nexus-7000-series-switches/116648-technote-product-00.html

T =
9| F x| s A& ol Ct.
- £ =X| 0 -
x 7+ o EQstmz I T Mirs iz, 2! 27
H L A = T = ol Aledst , |
zes SHSE noEEE LT e MO oigfmol, 7
= EIFjAE, =Xt
7k =1}
# ip access-list |
=x4 1 NAME] # ip por
= c;:i_ TCAM 2[AA access-group [A
- IB‘I ?_éE 7|_|-£D—| 7|_|-3E-I ) 7|_ EIO%FL—IEI‘ o=|_—r,_ e NAME] # |p acc
VLA,;N | MolmfZl &4 7ZHE™Mol E o,:EE o| 74 L__OHM'(_IO Hflo|e] 9oup [ACL NAI
PAOLIRAC M =2 miz10] Nexusoll 2=l ealoy J7, 28218 o8 Ql4t ChE T ;
L/VACL Zlolg H | EF =l . 2 3 TCAM running-A  + X[0f
2| A/0| 53/35 stExl A mzho| WeE ) E:H .
aga T L|Ct e Mo Al
2 S 42 2
=E, O ) )
07|
Clhto|A
CHAl 2
=of & Nexus 7K2| 2|
7Hlo40 H = 0|z{Et 2
190l zrarazie clut TlRE s
=2 7=” A C /= 1= T80
uas 2 =222 o % 1fito|x
mol gl & EIEFOIAIREE ywo (b man=of adx|
oe e A e mk S S Reload.  ElolE
= HE = = = 5ok & eload- . _
BIEA 2 A E‘li iiﬂa: E,i'?,' ME X (logflash= L  Persistent + X{|0 #dir logflash:
xlol Gy h o T AEEIX) F T Fx|O
CHet 7| x| M = = IE|MOo|E 2
SOol o T 3K/9K Ol =
EE™ = conO| M K|
Moz & LICt)
Sl
Ct
# show logging
onboard module
Rl CHE I 2
&of & Ct.
a8 AR ClHt boot-uptime, ca
HetZ O|ALCHA| RE/S boot-history, ca
2 EX™ =2 Cldto|ATtCt C|HEO|A C} first-power-on,
- 71O 3
OBEL 250 AlRZE=Zmotct A|2EE Al ANEHEl 2| ¢ Reload- GlO|E counter-stats, d
CHEt 71 ZEHAICIOIEHHE HE SX|(F 7| & M 7| X|# Persistent + X|01 version, endtime
£ dlo] EZstH ZE 7IX| #+ AEE|X]) environment-his
HE X REHHEEEA error-stats,
FerLict € = JA&Lich exception-log,
internal, interruy
stats, obfl-histor
stat-trace, startt
status
i.jxié' Nexus2] EEZ NexusoiM ClHtOlAT}C # show [PROCE
OHE 7| § 3¢ EMA0= CDP, st m01 8 Al 2E5MH Hlos= oj|o|E{ internal event-h
=] ™ Z STP, OSPF, MuaMA E7F 2A=L S + A|o{ [ARGUMENT]
2MI20l EIGRP,BGP,  Ep{24& CHHIWTZH). el Chamt ¢



CHEt & vPC, LACP S}

HItE #2 ufd ol

Qe 4 §7|§o| UEL

2 Ct

E¥z

Z M0l CDP, STP, Nexus Ol A

{ MI§ OSPF, IGRP, A™EE §

X0l Al BGP, vPC, LACP & ZZAMA
ClHH AlZHEE S Nexus@| ZE 9o ExXIE Al

ol =Z=ZMAoMC| AlZt2Z &

Bt g HIOE +¥g = AstoiHs

QetEd UsLlct M2 3t

_?_

st=lod

T8

2 (0d: I mge)

s=9o{o

/0 & 4 USB, Bootflash, 3!,3;" jfxll

IHH}O|X{ OBFL, ASIC HI2 ;;_i,glj\
o 2E)ol|l 2|, PCIE, ZE & 6(2)83”—0“
== CHEH & =Z U NVRAM S ok T o 3t

El 2 o A o ()

o|,ﬂ%i Ol HAE StES AR xx|=

] 0 ‘s

=== SR

Pl v

=K

=}

CletolA

0

ol O orgymjolx 52,

o ™ %5, CPU

EUHE o 25 Zte A

omt a UF ’%°.=1_3H7='/°* ZE XI¥

ojo ~ =OlERE it

Eo. ' Ol2ESs

et

Nexus =

ClFsk 2424 Ol 3§
9000 Series &%

- (I EEA7|

EthanalyzerE THZ!

oid 712 EEE S0l O REME 482 OES o
x| -2 -

CH.

o|_|x-|A-| cli, O]l
212, ha, hello,
Isa, msgs, objst
redistribution, ril
segrt, spf, spf-tr

statistics,
#C|IHO Z 2N
E o M=
e o2 o HOIE 2AA)
L es=ErHe Hie + ®lo] ofl:
s # debug ip ospf
# show diagnos

content module

=)o 2 k= , ,

;_t .7=.:—74<|| T2H gogm ;ﬂ% show diagnostic
description mod
[#] test all

o _ A3

EEME 753t Eﬁg ol ChoFstL|Ch. &t

el HEa SO o ag C O

ota|xh #sto| E C ol mbedded A:/el

°|O-|0|= °|'L||:|- .U.lj_E-”Ol Manager 745

“ Mol UB

Z 5t A|2. Cisco Nexus

CPU EZ{Z2 H&{sIE 2 M E NX-0S LI QI8 A(ingress) & Of

O8|A(egress)E EE5HTI CPUN EHSIE 2E W2 0| E2 9” e = &Lt el A8 ElE

O it

-] -

Nexus 70002| Ethanalyzer A

AAHERT Z2EE EMT| WiresharkE 7|HFOE °*L—||-'-|' O =0 CHE REMIEF LHIE2
5174 7 0|= - CiscoE & E5AAIR



/content/en/us/td/docs/switches/datacenter/nexus9000/sw/92x/system-management/b-cisco-nexus-9000-series-nx-os-system-management-configuration-guide-92x/b-cisco-nexus-9000-series-nx-os-system-management-configuration-guide-92x_chapter_01101.html
/content/en/us/td/docs/switches/datacenter/nexus9000/sw/92x/system-management/b-cisco-nexus-9000-series-nx-os-system-management-configuration-guide-92x/b-cisco-nexus-9000-series-nx-os-system-management-configuration-guide-92x_chapter_01101.html
https://www.cisco.com/c/ko_kr/support/switches/nexus-9000-series-switches/products-command-reference-list.html
https://www.cisco.com/c/ko_kr/support/switches/nexus-9000-series-switches/products-command-reference-list.html
https://www.cisco.com/c/ko_kr/support/docs/switches/nexus-7000-series-switches/116136-trouble-ethanalyzer-nexus7000-00.html
https://www.cisco.com/c/ko_kr/support/docs/switches/nexus-7000-series-switches/116136-trouble-ethanalyzer-nexus7000-00.html
https://www.cisco.com/c/ko_kr/support/docs/switches/nexus-7000-series-switches/116136-trouble-ethanalyzer-nexus7000-00.html

Qdtxo 2 Ethanalyzer._ $IHHIO|X{Q} T ndt= D E EP|EIE R ELICH &, ClE{m|o|A R ZY
X

ME Kot x| ef&LICH £ QIEm oA M AFE2 2[4 FE ZQIE|AM OE'—'?’— ZSEF0| AE
& 4 QA LIC} E3t Ethanalyzers sHE0{ 29210 ol CPU A9|21E E2HZ|0H ZHx{&t LI},
o|§ S04, ._|“H'= °|E41L1IOIA, el QIE{Ho|A E= MH Iid ZE(X[El= F2)0Md EBjEE

Nexus9000_A(config-if-range)# ethanal yzer |local interface inband

Capturing on inband

2020- 02-18 01:40: 55. 183177 cc:98:91:fc:55:8b -> 01:80:¢2:00: 00: 00 STP RST. Root =

32768/ 1/¢cc:98:91:fc:55:80 Cost = 0 Port = 0x800b

2020- 02-18 01:40: 55. 184031 f8: b7:e2:49:2d:f2 -> 01:80:¢2:00:00: 0e LLC U, func=U; SNAP, QU
0x00000C (Cisco), PID 0x0134

2020- 02- 18 01: 40: 55. 184096 f8: b7:e2:49:2d:f5 -> 01:80:¢2:00:00: 0e LLC U, func=U; SNAP, QU
0x00000C (Cisco), PID 0x0134

2020- 02- 18 01:40: 55. 184147 f8: b7:e2:49:2d:f4 -> 01:80:¢2:00:00: 0e LLC U, func=U; SNAP, QU
0x00000C (Cisco), PID 0x0134

2020- 02-18 01:40: 55. 184190 f8: b7:e2:49:2d:f3 -> 01:80:¢2:00:00: 0e LLC U, func=U; SNAP, QU
0x00000C (Cisco), PID 0x0134

2020- 02- 18 01: 40: 55. 493543 dc:f7:19:1b:f9:85 -> 01:80:¢2:00: 00: 00 STP RST. Root =

32768/ 1/dc: f7:19:1b:f9:80 Cost = 0 Port = 0x8005
2020-02- 18 01: 40: 56. 365722 0.0.0.0 -> 255.255. 255, 255 DHCP DHCP Di scover - Transaction ID
0xc82a6d3

2020-02-18 01:40:56.469094 f8:b7:e2:49:2d: b4 -> 01:80:¢2:00:00:0e LLC U, func=U; SNAP, QU
0x00000C (Cisco), PID 0x0134
2020-02-18 01:40:57.202658 cc:98:91:fc:55:8b -> 01:80:¢2: 00: 00: 00 STP RST. Root =

32768/ 1/cc:98:91:fc:55:80 Cost = 0 Port = 0x800b
2020-02- 18 01:40:57. 367890 0.0.0.0 -> 255.255. 255, 255 DHCP DHCP Di scover - Transaction ID
0xc82a6d3

10 packets captured

Nexus9000_A(config-if-range)# ethanal yzer |ocal interface ngnt

Capturing on ngntO0

2020- 02-18 01:53:07. 055100 cc:98:91:fc:55:94 -> 01:80:¢2:00:00: 00 STP RST. Root =
32768/ 46/ 84: 8a: 8d: 7d: a2: 80 Cost = 4 Port = 0x8014

2020- 02-18 01:53:09. 061398 cc:98:91:fc:55:94 -> 01:80:¢2:00:00: 00 STP RST. Root =
32768/ 46/ 84: 8a: 8d: 7d: a2: 80 Cost = 4 Port = 0x8014

2020- 02-18 01:53:11.081596 cc:98:91:fc:55:94 -> 01:80:¢2:00:00: 00 STP RST. Root =
32768/ 46/ 84: 8a: 8d: 7d: a2: 80 Cost = 4 Port = 0x8014

2020- 02-18 01:53:13.080874 cc:98:91:fc:55:94 -> 01:80:¢2:00:00: 00 STP RST. Root =
32768/ 46/ 84: 8a: 8d: 7d: a2: 80 Cost = 4 Port = 0x8014

2020- 02-18 01:53:15.087361 cc:98:91:fc:55:94 -> 01:80:¢2:00:00: 00 STP RST. Root =
32768/ 46/ 84: 8a: 8d: 7d: a2: 80 Cost = 4 Port = 0x8014

2020- 02-18 01:53:17.090164 cc:98:91:fc:55:94 -> 01:80:¢2:00:00: 00 STP RST. Root =
32768/ 46/ 84: 8a: 8d: 7d: a2: 80 Cost = 4 Port = 0x8014

2020- 02-18 01:53:19.096518 cc:98:91:fc:55:94 -> 01:80:¢2:00:00: 00 STP RST. Root
32768/ 46/ 84: 8a: 8d: 7d: a2: 80 Cost = 4 Port = 0x8014

2020- 02-18 01:53:20. 391215 00: be: 75: 5b: d9: 00 -> 01: 00: 0c: cc:cc:cc CDP Device ID
Nexus9000_A(FDX21512ZES) Port ID: ngntO

2020- 02-18 01:53:21.119464 cc:98:91:fc:55:94 -> 01:80:¢2:00:00: 00 STP RST. Root
32768/ 46/ 84: 8a: 8d: 7d: a2: 80 Cost = 4 Port = 0x8014

2020- 02-18 01:53:23. 126011 cc:98:91:fc:55:94 -> 01:80:¢2:00:00: 00 STP RST. Root
32768/ 46/ 84: 8a: 8d: 7d: a2: 80 Cost = 4 Port = 0x8014

10 packets captured

Nexus9000- A# et hanal yzer local interface front-panel ethl/1

Capturing on 'Ethl-1

1 2022-07-15 19:46: 04. 698201919 28: ac: 9e: ad: 5c: b8 01:80:c2:00: 00: 00 STP 53 RST. Root
32768/ 1/ 28: ac: 9e: ad: 5¢: b7 Cost = 0 Port = 0x8001

2 2022-07-15 19: 46: 04. 698242879 28: ac:9e: ad: 5¢c: b8 01:00:0c:cc:cc:cd STP 64 RST. Root
32768/ 1/ 28: ac: 9e: ad: 5¢: b7 Cost = 0 Port = 0x8001

3 2022-07-15 19: 46: 04. 698314467 28: ac:9e: ad: 5¢c: b8 01:00:0c:cc:cc:cd STP 64 RST. Root



32768/ 10/ 28: ac: 9e: ad: 5¢: b7 Cost = 0 Port = 0x8001
4 2022-07-15 19:46: 04.698386112 28: ac: 9e: ad: 5¢c: b8 01:00:0c:cc:cc:cd STP 64 RST. Root
32768/ 20/ 28: ac: 9e: ad: 5¢: b7 Cost = 0 Port = 0x8001
5 2022-07-15 19:46: 04. 698481274 28: ac: 9e: ad: 5¢c: b8 01:00:0c:cc:cc:cd STP 64 RST. Root
32768/ 30/ 28: ac: 9e: ad: 5¢: b7 Cost = 0 Port = 0x8001
6 2022-07-15 19:46: 04. 698555784 28: ac: 9e: ad: 5¢c: b8 01:00: 0c:cc:cc:cd STP 64 RST. Root
32768/ 40/ 28: ac: 9e: ad: 5¢: b7 Cost = 0 Port = 0x8001
7 2022-07-15 19:46:04. 698627624 28:ac: 9e: ad: 5¢c: b8 01:00:0c:cc:cc:cd STP 64 RST. Root
32768/ 50/ 28: ac: 9e: ad: 5¢: b7 Cost = 0 Port = 0x8001

O| £2I2 Ethanalyzer2 ZMY = U= HAIX] & dFE 2E0iELICt 7|22 2 Ethanalyzer=
Z|cH 1070 2] Tl AT LICE 2Lt o]l BHES P03P04 CLIOIM Izl R 7|8t HASIESE =
BEILEE EAE = U&LICLH Cr+CE M 835l0d HX ZEE ZSEFLICH

Nexus9000_A(config-if-range)# ethanal yzer |ocal interface inband limt-captured-frames 0
Capturing on inband

2020- 02-18 01:43:30.542588 f8: b7:e2:49:2d:f2 -> 01:80:¢2:00:00: 0e LLC U, func=U; SNAP, QU
0x00000C (Cisco), PID 0x0134

2020- 02- 18 01:43: 30.542626 f8: b7:e2:49:2d:f5 -> 01:80:¢2:00:00: 0e LLC U, func=U; SNAP, QU
0x00000C (Cisco), PID 0x0134

2020- 02-18 01:43: 30.542873 f8: b7:e2:49:2d:f4 -> 01:80:¢2:00:00: 0e LLC U, func=U; SNAP, QU
0x00000C (Cisco), PID 0x0134

2020- 02-18 01:43:30.542892 f8: b7:e2:49:2d:f3 -> 01:80:¢2:00:00: 0e LLC U, func=U; SNAP, QU
0x00000C (Cisco), PID 0x0134

2020- 02-18 01:43:31.596841 dc:f7:19:1b:f9:85 -> 01:80:¢2:00: 00: 00 STP RST. Root =

32768/ 1/dc:f7:19:1b:f9:80 Cost = 0 Port = 0x8005

2020- 02-18 01:43:31.661089 f8: b7:e2:49:2d: b2 -> 01:80:¢2:00:00: 0e LLC U, func=U; SNAP, QU
0x00000C (Cisco), PID 0x0134

2020- 02-18 01:43:31.661114 f8: b7:e2:49:2d: b3 -> 01:80:¢2:00:00: 0e LLC U, func=U; SNAP, QU
0x00000C (Cisco), PID 0x0134

2020- 02-18 01:43:31.661324 f8: b7:e2:49:2d: b5 -> 01:80:¢2:00:00: 0e LLC U, func=U; SNAP, QU
0x00000C (Cisco), PID 0x0134

2020- 02-18 01:43:31.776638 cc:98:91:fc:55:8b -> 01:80:¢2:00: 00: 00 STP RST. Root =

32768/ 1/cc:98:91:fc:55:80 Cost = 0 Port = 0x800b

2020- 02-18 01:43:33.143814 f8: b7:e2:49:2d: b4 -> 01:80:¢2:00:00: 0e LLC U, func=U; SNAP, QU
0x00000C (Cisco), PID 0x0134

2020- 02-18 01:43:33.596810 dc:f7:19:1b:f9:85 -> 01:80:¢2:00: 00: 00 STP RST. Root =

32768/ 1/dc:f7:19:1b:f9:80 Cost = 0 Port = 0x8005

2020-02-18 01:43: 33.784099 cc:98:91:fc:55:8b -> 01:80: c2: 00: 00: 00 STP RST. Root =

32768/ 1/cc:98:91:fc:55:80 Cost = 0 Port = 0x800b

2020- 02-18 01:43:33.872280 f8: b7:e2:49:2d:f2 -> 01:80:¢2:00:00: 0e LLC U, func=U; SNAP, QU
0x00000C (Cisco), PID 0x0134

2020- 02-18 01:43:33.872504 f8: b7:e2:49:2d:f5 -> 01:80:¢2:00:00: 0e LLC U, func=U; SNAP, QU
0x00000C (Cisco), PID 0x0134

2020-02-18 01:43:33.872521 f8:b7:e2:49:2d:f4 -> 01:80:¢2:00:00:0
0x00000C (Cisco), PID 0x0134

15 packets captured

Ethanalyzer0 M EE{E AtE5t04 & ECf{Eo]| EEE = UELICH ethanalzyer?t E7H AHEE
£ e F 7IX| 89| ZE{E= Capture EE{2} Display ZHE{Z 224X U&LICH X ZEl= X

Lol HolE 7|&1 x5t EcHEEF AT LICH EA HElE ZE EcfEE A5 R[TF EA|
ZEof HolE 7|& 0t Yxlste Ecfwet EAIELICH

LLC U, func=U; SNAP, QU

@

Nexus9000_B# ping 10.82. 140. 106 source 10.82.140.107 vrf nanagenent count 2
PI NG 10. 82. 140. 106 (10.82.140.106) from 10.82.140. 107: 56 data bytes

64 bytes from 10. 82. 140. 106: icnp_seq=0 ttl =254 time=0.924 s

64 bytes from 10. 82. 140. 106: icnp_seq=1 ttl =254 time=0.558 s

Nexus9000_A(config-if-range)# ethanalyzer |ocal interface mgm display-filter icnmp
Capturing on ngmO
2020- 02- 18 01:58: 04. 403295 10.82.140.107 -> 10.82.140.106 | CVWP Echo (ping) request



2020- 02- 18 01: 58: 04. 403688 10.82.140.106 -> 10.82.140.107 | CW Echo (ping) reply
2020- 02- 18 01: 58: 04. 404122 10. 82.140.107 -> 10.82.140.106 | CWP Echo (ping) request
2020- 02- 18 01: 58: 04. 404328 10.82.140.106 -> 10.82.140.107 | CW Echo (ping) reply

4 packets captured

EE3F WiresharkOl A2t OFRF7EK| 2 detail 442 AHEsto] TS RSt E{OIL0M 2 &+ U&
LICH 22 2! B 20 g 7[gtez ™A sl HEE 2 + U&LICH o|§ S04, Zofdol &
Z3tEl 39 %*§_§P5._| HOIZEE & =+ Yl&LICH ChS 0o|& HZstAAIL,

Nexus9000_A(config-if-range)# ethanal yzer |local interface nmgnt display-filter icnp detail
Capturing on ngmO0
Frane 2 (98 bytes on wire, 98 bytes captured)

Arrival Time: Feb 18, 2020 02:02:17.569801000

[Time delta from previous captured frame: 0.075295000 seconds]

[Tinme delta from previous displayed frane: 0.075295000 seconds]

[Time since reference or first frame: 0.075295000 seconds]

Frame Nunber: 2

Frame Length: 98 bytes

Capture Length: 98 bytes

[Frame is marked: Fal se]

[Protocols in frame: eth:ip:icnp:data]
Ethernet |1, Src: 00: be: 75: 5b: de: 00 (00: be: 75: 5b: de: 00), Dst: 00: be: 75: 5b: d9: 00
(00: be: 75: 5b: d9: 00)

Desti nati on: 00: be: 75: 5b: d9: 00 (00: be: 75: 5b: d9: 00)

Address: 00: be: 75: 5b: d9: 00 (00: be: 75: 5b: d9: 00)
...0 L I G bit: Individual address (unicast)
T O LG bit: G obally unique address (factory default)

Type: | P (0x0800)
>>>>>>>Qut put C i pped
Ethanalyzer& At&5tH CH&E +™E = U&LICH

. CH 8t CHad o A|ARIO| X|HEl It O|Fofl £2Z(PCAP IHY)2 7|F & LICt. bootflash,
logflash, USB & 1% Ct& XM E IS ClHIO|A IR 2 ™M&5tT ERo0i et Wiresharko|

ME + A&LCh
- bootflashOil A It LS 211 E{O['Eol| EAIELICE CPU QIE{m|O|AMM ZY 212 et obEr7t
X2 detail 7|HEE AEstH A IHZ! HEE EAIE =+ U&LICH
CHeh QIEm|O|lA A4 B E3] S40f Tl A= Of tlME H =5t AlIL.

Nexus9000_A# et hanal yzer local interface ngnt capture-filter "host 10.82.140.107" wite
boot f | ash: TEST. PCAP
Capturing on ngmO0
10
Nexus9000_A# dir bootfl ash:
4096 Feb 11 02:59: 04 2020 .rpmnstore/
4096 Feb 12 02:57:36 2020 .swtam
2783 Feb 17 21:59:49 2020 09b0b204- a292- 4f 77- b479- 1calc4359d6f. confi g
1738 Feb 17 21:53:50 2020 20200217_215345_poap_4168_init. | og
7169 Mar 01 04:41:55 2019 686114680. bin
4411 Nov 15 15:07:17 2018 EBGC- SC02- M2_303_runni ng_confi g.txt
13562165 Cct 26 06:15:35 2019 GBGBLD4SLO1DREO001- CZ07-
590 Jan 10 14:21:08 2019 MDS20190110082155835.1i¢c
1164 Feb 18 02:18: 15 2020 TEST. PCAP
>>>>>>>Qut put C i pped

Nexus9000_A# copy bootflash: ftp:

Enter source filename: TEST. PCAP

Enter vrf (If no input, current vrf 'default' is considered): managenent
Enter hostname for the ftp server: 10.122.153. 158



Enter usernane: calo

Passwor d:

****x Transfer of file Conpleted Successfully *****
Copy conpl ete, now saving to disk (please wait)...

Copy conpl et e.

Nexus9000_A# et hanal yzer | ocal read bootfl ash: TEST. PCAP

2020- 02- 18 02:18: 03. 140167 10.82.140. 107 -> 10.82.140.106 | CVMP Echo (ping) request
2020- 02- 18 02: 18: 03. 140563 10.82.140.106 -> 10.82.140.107 I CVWP Echo (ping) reply
2020- 02- 18 02:18: 15.663901 10.82.140. 107 -> 10.82.140.106 | CVMP Echo (ping) request
2020- 02- 18 02: 18: 15. 664303 10.82.140.106 -> 10.82.140.107 |1 CWP Echo (ping) reply
2020- 02- 18 02: 18: 15. 664763 10.82. 140. 107 -> 10.82. 140. 106 | CVMP Echo (pi ng) request
2020- 02- 18 02: 18: 15. 664975 10.82.140. 106 -> 10.82.140.107 |1 CVWP Echo (ping) reply
2020- 02- 18 02: 18: 15. 665338 10.82. 140. 107 -> 10.82.140. 106 | CVMP Echo (ping) request
2020- 02- 18 02: 18: 15. 665536 10.82.140.106 -> 10.82.140.107 |1 CVWP Echo (ping) reply
2020- 02- 18 02: 18: 15. 665864 10.82.140. 107 -> 10.82. 140. 106 | CMP Echo (ping) request
2020- 02- 18 02: 18: 15. 666066 10.82.140.106 -> 10.82.140.107 I CWP Echo (ping) reply
RTP- SUG BGWM 1# et hanal yzer | ocal interface front-panel ethl-1 wite bootflash:el-1.pcap
Capturing on 'Ethl-1

10

RTP- SUG- BGW 1# et hanal yzer | ocal read bootfl ash: el-1. pcap detai

Frane 1: 53 bytes on wire (424 bits), 53 bytes captured (424 bits) on interface Ethl-1, id 0

Interface id: 0 (Ethl-1)

Interface name: Ethl-1

Encapsul ation type: Ethernet (1)

Arrival Time: Jul 15, 2022 19:59:50. 696219656 UTC

[Tinme shift for this packet: 0.000000000 seconds]

Epoch Time: 1657915190. 696219656 seconds

[Tine delta from previous captured frane: 0.000000000 seconds]

[Tine delta from previous displayed frane: 0.000000000 seconds]

[Tinme since reference or first frame: 0.000000000 seconds]

Frame Nunber: 1

Frane Length: 53 bytes (424 bits)

Capture Length: 53 bytes (424 bits)

[ Frame is narked: Fal se]

[Frame is ignored: Fal se]

[Protocols in frane: eth:llc:stp]
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Nexus 700001 CHEF &3 @lL|C}.

Cisco Nexus 9000 Series NX-OS System Management Z1I|28|0|M 710, EIE|A 9.3(x) -
SPAN T4 [Cisco Nexus 9000 Series 22| %] - Cisco

Cisco Nexus 7000 Series NX-OS A|AE 22| Z41|28|0|M 7I0|= - SPAN T4 [Cisco Nexus
7000 Series A2|%[] - Cisco

CFSH Rl SPAN MMO| RI&LICH B 7HX| YEtAQl RE2 Ctgat Z &Lt

. Local SPAN(2Z SPAN): £&A SAEQ L4 SAET ZF ALQ{X|0f 2ZHQI SPAN Ao

SELICH CHA| 2351, SPAN M2 MY5tE o s ZE Zu/az|olMo| B AL x|of
MEE|MH, Ol 24 U SMX| ZAE ZETJ} Ue 29Xt SLELICH

- RSPAN(Remote SPAN): &4 L CHA SAETH AQ[X[|0f 2Z 0| of=l SPAN A|Mo| &L

Ch &, stLto| A|R[MAM &4 RSPAN MME Tt et A|%[0M CHa RSPANS +

Mt CHS RSPAN VLANT}O| 94722 & &kghL|Ct.

1 RSPAN2 NexusO| M X E|X| o2

0

. BHEHE| 2174 SPAN(ERSPAN) xl= SAHE ZH|22 GRE(Generic Routing
Encapsulatlon) EH dllEZ Zisstetn M2l 7 EE cid o= et et st 2 A
gt Al ARIX(ME CHE + I:II:I}OIA) 1M A4 2 CHY MME 2 -ELICE O|& &3l Bllo
JUERXHIE Sall EciTlE ATE = U&LICH

. SPAN-to-CPU: CH& E E 7} £=THH} O[] EE: CPUQI E£3t f3°
QlL|ct 2Z SPAN MMe 4EHOID# & SPAN MME & 88 £ gl B0 AISE = UE
L|CH & 7t x| A0l ol = CHS 1t 7*AI—|EP A& 7tS5tHLE Xt Et SPAN CHY 2 E
SA74LE, ALO|Eof] HA|AE —"‘— QA7HLL Bt2|E|X| 2= AIO|E, SPAN CHA ZEof A4 &= !
= & x|7F Qi&LICH REMIEH LI8 2 Nexus 9000 Cloud Scale ASIC NX-OS SPAN-to-CPU
Procedure - Cisco 213 & & X35t A|2. SPAN-to CPUE CoPP(Control Plane Policing)odl 2
S S 7t MBHE|E 2 snifing ZE2IME =15t SHLF O| & 2| AA QIE{H| 0|A 7} SPAN-CPU
NME EEE = U&LCt o] B2 Clo|E{7} 4 HIO|E{ 2] 100% BHHPE[X| o= 2 CPUO
CHEt SPANO| =2 H[O|E £ & EL'/'I" ZH™ & 40|
&L|CH. SPAN to CPU MM 5t 22lE 243
CPUE ™M&E EciTE & Qlstod 1o et 244

CH2 2 Nexus 9000 A9 %[0l M ZHEHEH 2 SPAN Al

b 0= EthanalyzerE &% 35}04
&t o &Lt
Mete g ol of Lot

ro

-LIO°="

Nexus9000_A(confi g-moni tor) # monitor session ?

*** No mat ching command found in current node, matching in (config) node ***
<1-32>
al | Al'l sessions

Nexus9000_A(confi g) # monitor session 10
Nexus9000_A(confi g-nmoni tor) #?
description Session description (nmax 32 characters)
destination Destination configuration

filter Filter configuration

nt u Set the MIU size for SPAN packets

no Negate a conmand or set its defaults
show Show running system i nformation

shut Shut a nonitor session

sour ce Sour ce configuration

end Go to exec node

9| SPAN M|Mof X|&El 0|

T AAHEH

A= =M HZ AlLtE|20d ghstR| ef


/content/en/us/td/docs/switches/datacenter/nexus9000/sw/93x/system-management/b-cisco-nexus-9000-series-nx-os-system-management-configuration-guide-93x/b-cisco-nexus-9000-series-nx-os-system-management-configuration-guide-93x_chapter_011011.html
/content/en/us/td/docs/switches/datacenter/nexus9000/sw/93x/system-management/b-cisco-nexus-9000-series-nx-os-system-management-configuration-guide-93x/b-cisco-nexus-9000-series-nx-os-system-management-configuration-guide-93x_chapter_011011.html
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/content/en/us/td/docs/switches/datacenter/nexus7000/sw/system-management/guide/b_Cisco_Nexus_7000_Series_NX-OS_System_Management_Configuration_Guide-RI/configuring___span.html
https://www.cisco.com/c/ko_kr/support/docs/switches/nexus-9000-series-switches/215329-nexus-9000-cloud-scale-asic-nx-os-span-t.html
https://www.cisco.com/c/ko_kr/support/docs/switches/nexus-9000-series-switches/215329-nexus-9000-cloud-scale-asic-nx-os-span-t.html

exit Exit from comrand interpreter

pop Pop node from stack or restore from name
push Push current node to stack or save it under nane
wher e Shows the cli context you are in

Nexus9000_A(confi g-nonitor)# description Monitor Port_el/1l
Nexus9000_A(confi g-nonitor)# source interface ethernet 1/1
Nexus9000_A(confi g-nonitor)# destination interface ethernet 1/10
Nexus9000_A(confi g-nonitor)# no shut

ChS oo = A=->E CPU Mo CHet SPANS| ZAL|18|0|MdE2 204 1, EthanalyzerE At& st
o EcHEH S AA{ELICH

N9000- A#{show run monitor

nonitor session 1

source interface Ethernetl/7 rx

destination interface sup-ethO << this is what sends the traffic to CPU
no shut

RTP- SUG BGWV 1# ethanalyzer local interface inband mirror limit-c 0

Capturing on 'ps-inb

2020- 02-18 02:18: 03. 140167 10.82.140.107 -> 10.82.140.106 | CWP Echo (ping) request
2020- 02-18 02:18: 15. 663901 10.82.140.107 -> 10.82.140.106 | CWP Echo (ping) request

. HE2
Dmirror= Broadcom 7|8+ Nexus Z23HE & 28t SPAN-CPU M4 & ILICH O] 7HE SPAN-to-
CPUS SYUstH & 7t 50pps(EE WZ)E MEHEILICH 0] 7152 bem-4d CLIE AHS 304 LiS
EI|0|E4 BEE CIHUGES °=|E|M.=. IEF E 2 M| [ 2o MQ 7 PSup01| CHEF SPAN A|M
2 T = UL E 5{85t= NX-OS CLI= @12, Ol Ao Eef=lo ¥&ES 0|x|1 CoPP E2H

A8 ANSEY + &Lt

-

ELAM2 Embedded Logic Analyzer Module= 9_ID|°*|—|EP ASICE AmE 1 Bl miZloi| CHaH o

0

EH Z AME WHE=X| &0l £ Qe 7|52 MZ2Euct et ELAME AFR5HH Tzl 0|
zLlg ‘?i"‘._loil ':"*oP"Xl 0 2} 1;' /VLAN HEE #feld = QlgLct 8t L2 - L4 TiZ!
-_rLZF_ L miZlof BHZE0| UREX| R E &EQlE = ‘BA'QI—IEP.

ELAMZ of7|=ix{oi| [itet Ct= 0, HZE M ste Hiate LHF of7[=x{of e ESHE0iC CH =
Ct= M2 olsist= 0| EQELICE E2 SH2H X Esltd™ st=f012] ASIC DHES &1
040F BfLICH Nexus 7000°| a2, B miZlof chsl & 7Hel X7t Faix|=dl, stLts ZEol O
O|E| HA(DBUS)& 0|F0{X|7| 0|11, CHE %H-PE Aol % H'l*(RBUS)E O|F0{Zl =L
C}. DBUS MEE £ [ mjZl0] +4I1E /x| & #lojof 2~4 HEE £ £ 9l&LI|ch RBUSS| ATt 2
mjZlo| ofC|z M EIREX], 22| Zef|Hol HEEJR=X] &l + U&LICH DBUS A
RBUSOI| CHEr EE|HE D5t £H(7F ZIR=X| & Qe O S IS Azt = ZixsHofF L
Ch ChEsr 2tel 7= 9| ARts Ch3 Z&Lch

CHE ELAM ARtoll CHE ZhMIEE LHE 2 ChS B2l B3 & HZsHAA2.

ELAM 71 ELAM 7L - Cisco

Nexus 7K F1 = = )
Nexus 7000 F1 2 & ELAM &%} - Cisco

Module

Nexus 7K F2 x4

Module Nexus 7000 F2 2 & ELAM &%} - Cisco

Nexus 7K F3

- 0
Module F3- ELAM 0
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Nexus 7KM — Nexus 7000 M-Series Module ELAM % - Cisco

Module

oy ras TEMUMZ m4jm2 81 F2 9 Ethanalyzer Nexus 7K ELAM
Nexus FKM3 Nexus 7000 M3 25 ELAM &4t - Cisco
Module

ELAM for Nexus 7000 - M1/M2(Eureka & 3t &)

. show module BHEE AI&35to Z& HEE FelghLct.

- 2 & xE ¢d@5tod REO| GZAFLICEH 07| M xe2 B& HEALIC.

. show hardware internal dev-port-map &2 A& 35t0{ LIS ASIC OHE 2 =0l
L3LKPE &fQlgtL|Ct.

Nexus7000( confi g) #show module

Mod Ports Modul e- Type Model St at us

1 0 Super vi sor Modul e-2 N7K- SUP2E active *

2 0 Super vi sor Modul e-2 N7K- SUP2E ha- st andby
3 48 1/ 10 Gbps Et hernet Modul e N7K- F248XP- 25E ok

4 24 10 Gbps Ethernet Mdul e N7K- M224XP- 23L ok

Nexus7000( confi g) # attach module 4

Attaching to nodule 4 ...

To exit type 'exit', to abort type '$.’

Last login: Fri Feb 14 18:10:21 UTC 2020 from 127.1.1.1 on pts/0

modul e- 4# show hardware internal dev-port-map

CARD _TYPE: 24 port 10G
>Front Panel ports:24

Devi ce nane Dev role Abbr num. nst:
> Skytrain DEV_QUEUEI NG QUEUE 4
> Val kyrie DEV_REWRI TE RAR O 4
> Eur eka DEV_LAYER 2_LOCOKUP L2LKP 2
> Lamira DEV_LAYER_3_LOCKUP L3LKP 2
> Garuda DEV_ETHERNET_MAC MAC O 2
> EDC DEV_PHY PHYS 6
> Sacranento Xbar ASIC DEV_SWTCH FABRI C SW CHF 1
o m o o e o e o o o o o o e e o e o e e e e e e e e e e e e e e e m e m e m e m oo oo +
Foe - +++FRONT PANEL PORT TO ASI C | NSTANCE MAP+++------------ +
o m o o e o e o o o o o o e e o e o e e e e e e e e e e e e e e e m e m e m e m oo oo +
FP port | PHYS | SECUR| MAC O | RMR O | L2LKP | L3LKP | QUEUE | SW CHF
1 0 0 0 0,1 0 0 0,1 0
2 0 0 0 0,1 0 0 0,1 0
3 0 0 0 0,1 0 0 0,1 0
4 0 0 0 0,1 0 0 0,1 0
5 1 0 0 0,1 0 0 0,1 0
6 1 0 0 0,1 0 0 0,1 0
7 1 0 0 0,1 0 0 0,1 0
8 1 0 0 0,1 0 0 0,1 0
9 2 0 0 0,1 0 0 0,1 0
10 2 0 0 0,1 0 0 0,1 0
11 2 0 0 0,1 0 0 0,1 0
12 2 0 0 0,1 0 0 0,1 0
13 3 1 1 2,3 1 1 2,3 0

St L2LKP


https://www.cisco.com/c/ko_kr/support/docs/switches/nexus-7000-series-switches/116645-technote-product-00.html
https://cxtraining.cisco.com/upload/dcsw_portal/Data%20Center%20Switching%20Training%20Portal/ID_%209519%20_%20Weeks%202_9%20Technical%20Training/ID_%2010488%20_%20Week%205%20_%20Nexus%20Troubleshooting%20Tools%20and%20Path%20of%20the%20Packet/Nexus%207K%20ELAM%20and%20Ethanalyzer/2017-03-22%2002-11-30/N7K_ELAM_Ethanalyzer_Training.pptx
https://www.cisco.com/c/ko_kr/support/docs/switches/nexus-7700-10-slot-switch/200672-Nexus-7000-M3-Module-ELAM-Procedure.html

14 3 1 1 2,3 1 1 2,3 0

15 3 1 1 2,3 1 1 2,3 0

16 3 1 1 2,3 1 1 2,3 0

17 4 1 1 2,3 1 1 2,3 0

18 4 1 1 2,3 1 1 2,3 0

19 4 1 1 2,3 1 1 2,3 0

20 4 1 1 2,3 1 1 2,3 0

21 5 1 1 2,3 1 1 2,3 0

22 5 1 1 2,3 1 1 2,3 0

23 5 1 1 2,3 1 1 2,3 0

24 5 1 1 2,3 1 1 2,3 0
o m m e e e e e e e e e e e e e e e e e e e eeeeeooaaoo- +
o m m e e e e e e e e e e e e e e e e e e e eeeeeooaaoo- +

54
£ g*ou_ iEOH e orf ASIC QIAEHA HEE MHEE.*LIEP

. 717 C}S elam asic eureka instance x HHE S AF&35104 0] QIAEIA 0| ELAME AIEFLICH
.037| M xE ASIC QIAEIA M5 0| DBUS & RBUSOI| CHet EZ|7HE FAELICH HEd AMEY
ol &7Hl ECI7H HEHE &olstn EB(7H7I R HEIU =K &ZolgL|cH

nodul e- 4(eur eka- el am) # trigger dbus dbi ingress ipv4 if source-ipv4-address 192.0.2.2
destination-ipv4-address 192.0.2.4 rbi-corelate
nodul e- 4(eur eka- el am) # trigger rbus rbi pbl ip if cap2 1

nodul e- 4( eur eka- el am) # status

Slot: 4, Instance: 1

EU- DBUS: Confi gured

trigger dbus dbi ingress ipv4 if source-ipv4-address 192.168.10.1
EU- RBUS: Confi gured

trigger rbus rbi pbl ipif cap2 1

. W startZ E2|7E TA5sD BT Aefol E217 HEHE 2Olstol EB|HT AHS D 2
S x| #QltLic

nodul e- 4( eur eka- el am # start
nodul e- 4(eur eka- el am) # status

Slot: 4, Instance: 1 EU-DBUS. Armed <<<<<<<<<<

trigger dbus dbi ingress ipv4 if source-ipv4-address 192.168.10.1
EU- RBUS: Armed <<<<<<<<<<

trigger rbus rbi pbl ip if cap2 1

- §E7L EE|H7I FEE Aoz AW A £H(7F 2 ZLIc ol W] EE|747F X2
E2|HEIRER] FQloteiH ECHEE &St SEE CHA Elatiof #Lict

nodul e- 4( eur eka- el am # status

Slot: 4, Instance: 1

EU- DBUS: Triggered <<<<<<<<<<trigger dbus dbi ingress ipv4d if source-ipv4-address
192.168. 10. 1 EU-RBUS.: Triggered <<<<<<<<<<

trigger rbus rbi pbl ip if cap2 1

. EBIHEIH rbus L dbus BFOH CHEH THZ! AIBA HE S 2OISt04 S O SUE IS K
#= x| EQIFLICH 0] AUS show dbus BHS AFSstod = 3E ;

RBUS EA| | A|BA. ARA 57} °'7<| 5™ dbus 2! rbus2| LIS
e de sUst S AME = US WX ZXE CHA| H>FELICH
X

o o HEfetA MY st g4 ELAME of] H Adsto] MY EXE = lghLch



. show dbus 2! show rbus B2 AF23510d rbus 2 dbusl| LIS 2 4 &Lict XM =
Lt A2 ARHA HS o} AAHA QIHIAQILICH DbuseE IHZIS =4St ZEE SP{FE A
A QEHAE Ho{FLICH RbusE IZI0| MEE|E ZEO| SXMK| QIHAE HEoiFL|C =5t

A Q2K IP/MAC FA% VLAN HE T 2018 £ 214

a2 = — T =\ cC=2 T AAEL—ll:-l'
A4 U CHA QIEALTL QAT E B)E AF& S show system internal pixm info Itl # &
HE AE5to ZE M I{d ZEE EHOIF £+ JU&Lch

ELAM for Nexus 7000 - M1/M2(Lamira &34 &)

MAt= Lamira £ E 0T SY5tX|2H 22 7t X[ AF0|& 0] AU&LICH.

. 7|2 E Lamira elam asic lamira QIAEIA x2 ELAM2 A& grLict.
. ELAMS E2|Hsle E2 o3 Z &Lt

nmodul e-4(| amir a- el am) #trigger dbus ipv4 if source-ipv4-address 192.0.2.2 destination-ipv4-
address 192.0.2.4

modul e-4(l amira-el am# trigger rbus

. status HH S AF25t0{ AEHE &tQlstn Eo) =
HE[E=X] #lg Lo

]
mo
HL
=
N
2
=
>
3
D
(o}
)
A

Hx{E S0l £2)

f - |

. % CHS EurekaOl| EAIE Zd1f FASE 2HAI© 2 dbus & show busl| £33 dHAd
LI|C}.

ELAM for Nexus 7000 - F2/F2E(Clipper &3 &)

o
I

A O
TAI\I

CHAl, HAts HIxstM, E2[7{BF CHELICH & 7EX| Ato|™ 2 o3 &

- Clipper elam asic clipper 2IAHA x 7| EE ELAME 48351

Layer 2 EE= Layer 3 2=
INpS§o ey

module-4# elam asic clipper instance 1
module-4 (clipper-elam)#

. ELAM2 E2|Hsts E™2 oo 2 &Lt

nodul e-4(clipper-12-elan)# trigger dbus ipv4 ingress if source-ipv4-address 192.0.2.3
destination-ipv4-address 192.0.2.2

nodul e-4(clipper-12-elan)# trigger rbus ingress if trig
- status BB E AFE 5o SEHE Eelstn ESfE S ELHT| Holl Armed @I K|, Z{Xx{E Foi EE
HE[E=X| #lgLch
. O3 CHS Eurekaoll EA|E! 240 SALE ®Alo
LICE.

ELAM for Nexus 7000 - F3(Flanker Platform)

OS2 dbus ! show bus2| &3 A&

CHAl 25t X[BH MitE HIxstH, E2I7HBF CHELICH E 74X &to|™M2 ChExt &



- Flanker elam asic flanker QIAEA x F|QEZ ELAMS A&t Layer2 EE= Layer 3 ZEE
K| &gt

nmodul e- 4# elam asic flanker instance 1
nmodul e-4(fl anker-el am) #

- ELAME EZ|Hsts BE2 O30 Z&Lich

nodul e-9(fln-12-el am# trigger dbus ipv4 if destination-ipv4-address 10.1.1.2
nodul e-9(fln-12-el am# trigger rbus ingress if trig

. status WHO =2 MEHE EQIStT ECfEE ELH7| Hof| Armed@IX|, X8t Foi EE|HEI=X]
stolst |t
. A C}2 Eurekaoll ZAIE 230} AL 2HAlO 2 dbus 2 rbus®| £2I2 si{AdE 4= l&LCH
ELAM for Nexus 9000(Tahoe &4 &)

>

Nexus 90000 = A&7} Nexus 7000 == z3 CHELICH Nexus 90002] 32 Nexus 9000 Cloud
Scale ASIC(Tahoe) NX-OS ELAM - Cisco 23 £ & XstAIAIL.

. HX{ show hardware internal tah interface # W& F%3F04 CIE{H O|A OfE & &f QIBfLCt.
Ol £20iM 7% Z 238 HE = ASIC #, &2H0|A # 3 AA ID(srcid) #2JLCH.

. E£ 3t show system internal ethpm info interface # HE& AF83501 O| HE E CHA| EQlE =
AUA&LICH L sre. A LEEEH 21 2|0d 07| &2 F A2 dpid2t dmod g4 O|Ct.

- show module BHEE AI&35t0o] Z& HE E &olghct.

. D& xE ¢dd@stod ZE| AZFLICH 07| xE 22 _%_%!LIEP

- module-1# debug platform internal tah elam asic # @& & AF&3501 ZEMAM ELAMS A& E
L|c}.

. x| EBIT (L2, L3, GRE £ VXLANDH 22 Z&5tE EfT S)of wat e e
CIES EE|7-|E g,

Nexus9000( confi g) # attach module 1
nodul e- 1# debug platform internal tah elam asic 0
nodul e- 1(TAH- el am # trigger init asic # slice # lu-a2d 1 in-select 6 out-select 0 use-src-id #
nodul e- 1( TAH el am i nsel 6) # reset
nodul e- 1( TAH- el am i nsel 6) # set outer ipv4 dst_ip 192.0.2.1 src_ip 192.0.2.2
- E2|H7} HYE|M start B S ALE5H0{ ELAME Al%sha, EEHE‘% &, BY '=’1H
E A835to{ £22 ol ET Mo £330 = wal & =41 QIE{H|0|A T} vian ID, &
L SHX| IP/IMAC F249F B7H EAIE LICH

SUGARBOW. ELAM REPORT SUWMMARY
slot - 1, asic - 1, slice - 1

Incom ng Interface: Eth1/49
Src Ildx : Oxd, Src BD : 10
Qutgoing Interface Info: dmod 1, dpid 14


https://www.cisco.com/c/ko_kr/support/docs/switches/nexus-9000-series-switches/213848-nexus-9000-cloud-scale-asic-tahoe-nx-o.html#anc4
https://www.cisco.com/c/ko_kr/support/docs/switches/nexus-9000-series-switches/213848-nexus-9000-cloud-scale-asic-tahoe-nx-o.html#anc4

Dst ldx : 0x602, Dst BD : 10

Packet Type: |Pv4
Dst MAC address: CC. 46: D6: 6E: 28: DB
Src MAC address: 00: FE: C8: OE: 27: 15

.1q Tag0 VLAN:. 10, <cos = 0xO0

Dst | Pv4 address: 192.0.2.1

Src | Pv4 address: 192.0.2.2

Ver = 4, DSCP = 0, Don't Fragment = 0 Proto = 1, TTL = 64, More Fragnents =
0 Hdr len 20, Pkt len = 84, Checksum = 0x667f

ELAM for Nexus 9000(NorthStar &=t &)
NorthStar £31E O| MAt= Tahoe E2ESHE D} SLUSHH, RUT AHOIM2 ELAM EEE U=EE M 7|

$IE7} tah CH&! ns7} AL EICHE A RILICH

module-1l#debug platform internal ns elam asic 0

- NOK m{Z! F=%{7|

Nexus 9000 I{Z! FX7| E2 WZlo| Z2E FMt= U MEE = USH EER SH IS 7I2H
7h LI Elof Ql0f ZHElay/et st EBiT £ 4 AlLt2|20] §83 S2LICH TCAM EIAAT} A EHE]
O UALICHE =7 & AE == gic ERos 0 3 &LICH £3t 0| E2 ARP EEiEE A
&+ glor eresharkﬂ g2 ozl 2EIXo| MF At 2 EAISHK| f& Lt
IZ! FXMT|E F/ddtc{H ChE BEE AFS Lt
N9K- 9508#test packet-tracer src_ip

<==== provide your src and dst ip
N9K- 9508# test packet-tracer start <==== Start packet tracer
N9K- 9508# test packet-tracer stop <==== Stop packet tracer
N9K- 9508# test packet-tracer show <==== Check for packet
mat ches
REMIEE LI 2 Nexus 9000 B3 & #ZSHAAL. IZ! FX7| & HH - Cisco

. Ej|o|ABIR E(Traceroute) 2t EA(Ping)

O| BH2 A4 EXME H=2H ALY = U= 7HE /8¢ F 7Hx BB LICH.

Ping2 ICMP(Internet Control Message Protocol)& AFE35t04 £ CHaofl ICMP o 2 HIAIXIE £

L i CH&foll M ICMP ol 2 S 0l 2 W7t K| ZICtILICH EAE 7ol 27t EX| 80| ~cH

EXHS OF':'" E| 40| EMI (el plngOI MEEH 242 #ols 4 QIALICH ping B 7|E™Mo 2 5x
tsto = EOIol- 37|)E 7"|$oHil=| DE 70| HAK O 2 RAHEste HS 5y

& 4= Ql&LICt ARP(Address Resolution Protocol) 2 & %01| -?—|7<|01|A-|

| o2 20| dufst= BRIt U&LICE o|Fof 7—‘.AI ping= CHA| A=

L|C}. sE§t E|-° 7|XEE AL8 3109 ping =, THE! 27|, AA, AA OF

HEg = A&

MAC RS

F241. 04. 25- N9K- C93180- 1# ping 10.82.139.39 vrf management

PI NG 10. 82. 139.39 (10.82.139.39): 56 data bytes

36 bytes from 10.82.139. 38: Destinati on Host Unreachabl e
Request O tinmed out

64 bytes from 10.82.139.39: icnp_seq=1 ttl =254 tine=23.714 s


https://www.cisco.com/c/ko_kr/support/docs/switches/nexus-9000-series-switches/210592-Nexus-9000-Packet-Tracer-tool-explained.html?referring_site=RE&pos=1&page=https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/6-x/troubleshooting/guide/b_Cisco_Nexus_9000_Series_NX-OS_Troubleshooting_Guide/b_Cisco_Standalone_Series_NX-OS_Troubleshooting_Guide_chapter_010000.html
https://www.cisco.com/c/ko_kr/support/docs/switches/nexus-9000-series-switches/210592-Nexus-9000-Packet-Tracer-tool-explained.html?referring_site=RE&pos=1&page=https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/6-x/troubleshooting/guide/b_Cisco_Nexus_9000_Series_NX-OS_Troubleshooting_Guide/b_Cisco_Standalone_Series_NX-OS_Troubleshooting_Guide_chapter_010000.html
https://www.cisco.com/c/ko_kr/support/docs/switches/nexus-9000-series-switches/210592-Nexus-9000-Packet-Tracer-tool-explained.html?referring_site=RE&pos=1&page=https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/6-x/troubleshooting/guide/b_Cisco_Nexus_9000_Series_NX-OS_Troubleshooting_Guide/b_Cisco_Standalone_Series_NX-OS_Troubleshooting_Guide_chapter_010000.html

64 bytes from 10.82.139.39: icnp_seq=2 ttl =254 tine=0.622 ns
64 bytes from 10.82.139.39: icnp_seq=3 ttl =254 tine=0.55 ns
64 bytes from 10.82.139.39: icnp_seq=4 ttl =254 tine=0.598 ns

F241. 04. 25- N9K- C93180- 1# ping 10.82.139.39 ?

<CR>

count Nurmber of pings to send

df -bit Enabl e do not fragnent bit in |IP header

i nterval Wait interval seconds between sendi ng each packet

packet - si ze Packet size to send

source Source | P address to use

source-interface Select source interface

ti meout Specify tinmeout interva

vrf Di spl ay per-VRF information
Traceroutes THZI0| SX{x|of £&5t7| Mol Fl5ts Chebst &2 Algsts o AL ELICH Fofv}
LASHE L3 WA B AlEelE O £80| E22 ofe 528 SYULCH ZE, 24 Y 24 QIE|H0]

AECHS 7|HEL EH AMEE =2 J&LICH

F241. 04. 25- N9K- C93180- 1# traceroute 10.82.139.39 ?

<CR>

port Set destination port

sour ce Set source address in | P header
source-interface Select source interface

vr f Di spl ay per-VRF information

Nexus_1(confi g)# traceroute 192.0.2.1
traceroute to 192.0.2.1 (192.0.2.1), 30 hops max, 40 byte packets
1 198.51.100.3 (198.51.100.3) 1.017 ms 0.655 ns 0.648 ns

2 203.0.113.2 (203.0.113.2) 0.826 ns 0.898 ns 0.82 ns

3 192.0.2.1 (192.0.2.1) 0.962 ms 0.765 ns 0.776 ns

. PACL/RACL/VACL
ACL2 Access Control List& o|O|&fL|C}. & &0 et ECHEE 2EIEg = U B
o3t £EQlL|Ct ACLO| x| 7|Z=0o CHEH & |H QHI2E 2 E
*ote O MEE £ U&LICH ACLL| 528 SHS2 E22 S7(ol CHE 7I2REE M35t 7Is

kl
o]
2
lo
il
> \d

=
Olg{8t ACLO| CtFEt 7342 LIEFRHLICH §35] 72l EEHE -’.'_‘-ia'
7|0l Zt=Fst A A ELICt
. PACL2 Port Access Control ListE 2|0|&LIC}. L2 switchport/interface0l HHA SE2 M
& [ o] HMA S=S PACLO|ZIT ELCt
- RACL®2 Router Access Control List& 2|0|&LICH L3 2t & ZE/QIEH 0|A0| HMA S5
2 MY M sHY UMA S5 S RACLO|2tD FLICH
- VACL2 VLAN Access Control ListE 2|0[|&L|Ct VACLZ 7445101 VLANCE S0{27{L}
VLANOI M EFREIE[7LE VLAN Lol EE[X|E 2E TiZ!ol| M8 = JU&LICH VACL2 E ot
mZ! ZEE 9t JolH ECfEE §Y =2|X QIEH0|AR 2[C|=M5H7| @8 A LIct
VACLS #ehQladAa = o|aela)oll ofsh ol x| ok&Lct.
ol oAl ACL g HImELICH

ACL &8 PACL cl& HI 2
_ L2 QIE{H| O] AOIA 2 ATl E2) L3 QIE{H 0| AN £ AlEl E2Y ol a
7ts g ZejRie =/ ZEf2 N VLAN S2h ZEf2
\ - L2 QIE{H|O|A/ZE - VLAN QIE{H|0o|A M| ACL2
M8 EM |2 zE MdolEmolA. -22|x L3 QE{H0|A, LANS| R E ZE



_EYI TEO ML= HEP o _
- O|E{x A
ACLE gHL__I- E2d3 1 EO{IA—I L3 °|"T| |_ 'l '”Ol_

= = oe o - L3 ZE R CIE{mO|A. CHEY3 ZTE £ 3
SI8ElE ZE VLANS EBf™ ﬁal °|E-|Ij‘11|o|/\-{ ilo] HEZ )
£ ZE{2gLct == =

HE WE QHIRE M8, CIHIRE £ OfRHIRE -

CIE2 HMA SFEES 75t 2ol o LICH RFAMIEH LH& 2 Cisco Nexus 9000 Series NX-OS

Security Conflquratlon Gwde Release 9.3(x) - Configuring IP ACLs [Cisco Nexus 9000 Series
Switches] - Cisco 23 £ & XA A|IL.

Nexus93180(confi g)# ip access-list

Nexus93180(confi g-acl )# ?
<1-4294967295> Sequence nunber

deny Speci fy packets to reject

fragnents Optimze fragnents rule installation

no Negate a command or set its defaults
permt Speci fy packets to forward

remar k Access |ist entry comment

show Show runni ng system i nformation
statistics Enabl e per-entry statistics for the ACL
end Go to exec node

exit Exit from command interpreter

pop Pop node from stack or restore from nane
push Push current node to stack or save it under nane
wher e Shows the cli context you are in

Nexus93180(config)# int el/1l

Nexus93180(config-if)# ip port access-group

>>>>>> When you configure ACL like this, it is PACL
in Inbound packets
Nexus93180(config-if)# ip access-group

>>>>>> When you configure ACL like this, it is RACL
in I nbound packets
out CQutbound packets

. 2EO&cHA
LogFlash= Nexus £ Z0|AM 2[F HHE ZEiA|, USB & X| E= IHHIO|XMoi| LAEE C|AZ R
AEE = e T AEEZIX|o RFULICH AL{x[|0M X1|7-| ?S'—?—, A|ABI2 LogFlash7t &

2 AEXtol|A F7|1xMo 2 LEILICH Logflashe +=THHEO|X{of| MX|E[H 0{7t2 8 21, syslog H|
Alxl, C|tZ & EEM(Embedded Event Manager) 231} 212 7|Z O|0|E{E E 2 &L|Ct EEMO]|
CHai M= O EAM e KB E0|AM MBS LICH CHE BW™- 2 A&835104 LogFlashe| LIEE &elg
AU&LICE.

Nexus93180(confi g)# dir logflash:
0 Nov 14 04:13:21 2019 .gnr6_plus


/content/en/us/td/docs/switches/datacenter/nexus9000/sw/93x/security/configuration/guide/b-cisco-nexus-9000-nx-os-security-configuration-guide-93x/b-cisco-nexus-9000-nx-os-security-configuration-guide-93x_chapter_01010.html
/content/en/us/td/docs/switches/datacenter/nexus9000/sw/93x/security/configuration/guide/b-cisco-nexus-9000-nx-os-security-configuration-guide-93x/b-cisco-nexus-9000-nx-os-security-configuration-guide-93x_chapter_01010.html
/content/en/us/td/docs/switches/datacenter/nexus9000/sw/93x/security/configuration/guide/b-cisco-nexus-9000-nx-os-security-configuration-guide-93x/b-cisco-nexus-9000-nx-os-security-configuration-guide-93x_chapter_01010.html
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4096 Feb 02 05
1024 Cct 30 17:
32768 Jan 17 11:
129984 Jan 17 11:
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16384 Feb 02 05
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4096 Feb 18 13:
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2020
2018
2019
2020
2020
2020
2018
2019
2020

| SSU_debug_I ogs/
arp. pcap
capture_SYB010L2289. pcap
comrand/
controller/

core/

debug/

debug_I ogs/

evt _| og_snapshot/
generic/

icanmsqgl _1_1.db

i camsql _1_1. db- shm
i cansql _1_1. db-wa

| og/

| ost +f ound/

ol d_upgr ade/

vdc_1/

Usage for |ogflash://sup-Iloca
1103396864 bytes used

7217504256 bytes free

8320901120 bytes tota

ALZX171 CIHFO|AE CHA| EER
27 X-I|=|7|.El= 2 AIE]

HLI O|HIER QlaH Z4RI7| AAZ CIHIO|AE CIA| 2

= &4ELICH o248t AlLt2[2 0 M LogFlashe EX| 2 7Fa°._F el
[T HEE £ e 7| HIO[EE MSE = IGLICH 28, 0| Aol CHA| 2
o

T AR
£ ool st=x[of CHet EIEE MBste 2 HelS sty fIs F715Ql AAL7L

E}Q,F%F

=3
=
st 79
o=

k0 o

o
|
=

=
=]

Mx|SHe gredoll CHEF AFAMISH L& 2 Nexus 7000 22 7|5 - Cisco 213 E

C|HFO| A0 logflashE 4
EZESIHAL.

- OBFL
OBFL2 OnBoard Failure Logging= 2|0|&fLICt. Nexus ToR(Top of Rack) & =2
BEAMEE £ e PT AEZK| %%g IC}. LogFlash®} OFEHIHK|Z, EIHPOIA Ct
™M HE7 EEELCH OBFL2 &ol & CO|Eet Z2 MEE MEELICH HE

—_ OoO1L=
DE0tC Ch2 X|2H CH2 2 Nexus 93108 ZEEHE S| 2 E 12| A4 24011 |CH(Z,
= 0™ MA.

QL
&3

HIZ =
== =
= =2

Nexus93180(confi g)# show logging onboard module 1 ?
*** No mat ching command found in current node, matching in (exec) node ***

<CR>

>

>>

boot - upti e
card- boot - hi story
card-first-power-on
counter-stats

devi ce-versi on
endti ne

envi ronnment al - hi story
error-stats
exception-|og

i nt er nal
interrupt-stats
obfl - history
stack-trace
starttinme

st at us

Redirect it to a file

Redirect it to a file in append node
Boot - upti nme

Show card boot history

Show card first power on information

Show OBFL counter statistics

Devi ce-versi on

Show OBFL logs till end time mmdd/yy- HH MM SS
Envi ronnent al - hi story

Show OBFL error statistics

Excepti on-1 og

Show Loggi ng Onboard Interna

Interrupt-stats

of | - hi story

Stack-trace

Show OBFL 1 ogs fromstart time nmi dd/yy- HH: MM SS
St at us

Pi pe command output to filter


https://www.cisco.com/c/ko_kr/support/docs/interfaces-modules/nexus-7000-series-supervisor-1-module/116138-technote-log-00.html
https://www.cisco.com/c/ko_kr/support/docs/interfaces-modules/nexus-7000-series-supervisor-1-module/116138-technote-log-00.html

Nexus93180( confi g) # show logging onboard module 1 status

OBFL Status
Switch OBFL Log: Enabl ed
Modul e: 1 OBFL Log: Enabl ed
card- boot - hi story Enabl ed
card-first-power-on Enabl ed
cpu- hog Enabl ed
envi ronment al - hi story Enabl ed
error-stats Enabl ed
exception-1og Enabl ed
interrupt-stats Enabl ed
mem | eak Enabl ed
m scel | aneous-error Enabl ed
obfl -10g (boot-uptime/device-version/obfl-history) Enabled
register-1og Enabl ed
system heal th Enabl ed
tenmp Error Enabl ed
stack-trace Enabl ed

O| MEE= AMAI7I o|EXO R = CHA| EEE E2|7HE O|HE R QI5H C|H}O|A TV} CHA| EE K|
= 420 & LICt 0| A2 OBFL HEE &3dll 22l st=o| oM FSI0| R EIRI=X| ZHet
& &= AU&LIct B show logging onboardE Al&st= 20| E&LICH ‘5'52?_* DEXNE dopiH
DE HEHAE LH01|A‘| ZH&{ 5l oF & L|Ct. show logging onboard module x EE£ attach mod x& AFHE
& oF BFLIC}. show logging onboard.

. O|HE 7|8
O E 7|22 NexusOflA MHEl= T2 AL CH3H G A5HE Chebet oo CHEt R E HIZ
& & ol Zats B & SLIQLICH &, Nexus EHE ol A] Aot IE EMI/\OH‘— i ale
SolA] ASEIS O]HIE 7|2 0| 2lom] STt =2 H|Ao| Cobet ol oﬂ CHe ME 2 x{&Hshct
(B0l A3E|= ClHOZ M2, ol2{8t O|HIE 7|Z2 HX |e 10/04. CIHFOIA CHA] 22 A
MEE DE MEyL aAELCH EM Zz2 M A X7 /S S &olstD sie == M A0 CHEt
EREREE 2E 0 if2 RSHLICH & S0{ OSPF 2t TREFO| RIiR X E5Hx| o2

Z OSPFet A El O|HE 7|52 AHE510{ OSPF Z2M|A T MuliEh 2X|E AlEE = Q'AL—l
| 712

Ct. CDP/STP, UDLD, LACP/OSPF, EIGRP/BGP & Nexus Z3&2| 72| B E EMIAQP ZEE
OME 7|22 &g & aLit

Ol= HEtHo 2 X oM E ALE5t0] Z2MAQ| O[HIE 7|52 HQlst= -LIcH 2E =2
MAolE of2] SMO| U2 B Z ALSSHAIUELINT - ZZMAMM ALEE = e CHYE M2
=l

Nexus93180(confi g)# show

Nexus93180# show i p ospf event-history ?

adj acency Adj acency formation | ogs
cli di logs

event Internal event |ogs

fl oodi ng LSA fl oodi ng | ogs

ha HA and GR | ogs

hell o Hello rel ated | ogs

I dp LDP rel ated | ogs

| sa LSA generation and dat abse | ogs



nsgs I PC | ogs

obj store DME OBJSTORE rel ated | ogs
redistribution Redistribution Iogs

rib RIB rel ated | ogs

segrt Segnment Routing | ogs

spf SPF cal cul ation | ogs

spf-trigger SPF TRI GCGER rel ated | ogs

statistics Show the state and size of the buffers
te MPLS TE rel ated | ogs

Nexus93180# show spanning-tree internal event-history ?
al | Show al | event historys
del eted Show event history of deleted trees and ports
errors Show error |ogs of STP

nsgs Show vari ous nessage | ogs of STP

tree Show spanning tree instance info

vpc Show vi rtual Port-channel event |ogs

.C|Ha
CIHIE NX-OS Lo| 2243t =724 AAIZH 28 a1 o HEE Mt D 0|8 mteol 7|5 5tA
Lt CLIO| EAIE = JU&LICH EIH4:L E£32 CPU gs0l F&e OIXI=22 ot Yol 7|Fst= 40|
Z&Lct CLIdM ClHaE =Y *'°”oP7| ol Fo|st &A=,

ClHas YesoR Y Z2 HAR BXIE Algst Z2oloh M3E|H, =Y AX Ea1T)
ol Ol ZRMATL AAIZIS2 of®H SEsHER| Selstnal BLICH HolE ALSA A Hete
Jlite @ CIHT 7l #Asskshok Bhuict

O|HIE 7|Z1} Ot&H7HX|2 CDP/STP, UDLD, LACP/OSPF, EIGRP/BGP S Nexus C|HFO[A Q] 2
2 HA0] Cial B8 Alster + Q&L

UitHo 2 T2 HAof Ciel CIHIE Adets WHAULICH ZE Z2MHA00=E 0{2d FM0| e
B2 MESIAIELIN? - Z2ZMANM AFSE + e CHYE SMS FIFLICH

Nexus93180# debug

Nexus93180# debug spanning-tree ?
al | Configure all debug flags of stp
bpdu_rx Configure debuggi ng of stp bpdu rx
bpdu_tx Configure debuggi ng of stp bpdu tx

error Confi gure debuggi ng of stp error

event Confi gure debuggi ng of Events

ha Confi gure debuggi ng of stp HA

ncs Confi gure debuggi ng of stp MCS

st p Confi gure debuggi ng of MSTP

pss Confi gure debuggi ng of PSS

rstp Confi gure debuggi ng of RSTP

sps Confi gure debuggi ng of Set Port state batching
timer Confi gure debugging of stp Tinmer events

trace Confi gure debuggi ng of stp trace
war ni ng Configure debuggi ng of stp warning

Nexus93180# debug ip ospf ?
adj acency Adj acency events
al | Al'l OSPF debuggi ng



dat abase

dat abase-tiners
events

fl oodi ng
graceful -restart
ha

hel | o

| sa- generation
Isa-throttling
npl s

obj ectstore
packet s

policy

redi st
retransm ssi on
rib

segrt

snnp

spf

spf-trigger

o
- BE

OSPF LSDB changes

OSPF LSDB tiners

OSPF rel ated events

LSA fl oodi ng

OSPF graceful restart rel ated debugs
OSPF HA rel ated events

Hel |l o packets and DR el ections
Local OSPF LSA generation

Local OSPF LSA throttling

OSPF MPLS

hj ectstore Events

OSPF packet s

OSPF RPM pol i cy debug information
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Nexus93180(confi g)# show diagnostic content module all

Di agnostics test suite attributes:

B/ C/* - Bypass bootup | evel test / Conplete bootup level test / NA

P/ * - Per port test / NA

MS/* - Only applicable to active / standby unit / NA

DN * - Disruptive test / Non-disruptive test / NA

HO* - Always enabled nonitoring test / Conditionally enabled test / NA

F/ * - Fixed nmonitoring interval test / NA
X/ * - Not a health nonitoring test / NA
E/ * - Sup to line card test / NA

L/* - Exclusively run this test / NA

T/ * - Not an ondenand test / NA

Al/* - Mnitoring is active / Mnitoring is inactive / NA
Modul e 1: 48x10/25G + 6x40/ 100G Et hernet Modul e (Active)

Testing Interval

Attributes (hh: mm ss)




1) 7 > O % NE# X5 % T+ - NA-

2) NVRAM - - - - e e e - > Fokok Nk R Rk 00: 05: 00

3) Real Ti med ock----------------- > Fokok Nk R Rk 00: 05: 00

4) PrimaryBoot ROM - -------------- > Fokok Nk R Rk 00: 30: 00

5) SecondaryBoot ROMF - - - - - - - - - - - - - > iRl \ R A 00: 30: 00

6) Boot Fl ash--------------------- > Fokok Nk R Rk 00: 30: 00

7) Systemwnt Bus----------------- > Fok VN R R Rk A 00: 00: 30

8) OBFL-----------mmmeee oo > CF* Nx* X** T* - NA-

9) ACT2-----mmmmem e - > Fokok Nk KRRk 00: 30: 00
10) Console----------------------- > Fokok Nk KRRk 00: 00: 30
11) FpgaRegTest------------------- > FRKNF xR KT 00: 00: 30
12) [ o e R > Fokok Nk KRRk 01: 00: 00
13) Asi cMenory-------------------- > CH* D * X** T* - NA-

14) PCi@-------cmieie e > CF* Nx* x> T* - NA-
15) Port Loopback------------------ > * PrNF R XE* * - NA-
16) L2ACLRedirect----------------- > *PrENEFFER YA 00: 01: 00
17) Boot upPort Loopback------------ > CP* N* * XE* T* - NA-
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Nexus93180( confi g) #show diagnostic description module 1 test all
USB :
A bootup test that checks the USB controller initialization
on the nodul e.

NVRAM :
A health monitoring test, enabled by default that checks the
sanity of the NVRAM device on the nodul e.

Real Ti med ock :
A health nmonitoring test, enabled by default that verifies
the real time clock on the nodul e.

Pri mar yBoot ROM :
A health nmonitoring test that verifies the primary Boot ROM
on the nodul e.

Secondar yBoot ROM :
A health nmonitoring test that verifies the secondary Boot ROM
on the nodul e.

Boot Fl ash :
A Health monitoring test, enabled by default, that verifies
access to the internal conmpactflash devi ces.

Syst emvgnt Bus :
A Health monitoring test, enabled by default, that verifies
t he standby System Bus.

OBFL :
A bootup test that checks the onboard flash used for failure
l ogging (OBFL) device initialization on the nodul e.

ACT2 :
A Health monitoring test, enabled by default, that verifies
access to the ACT2 devi ce.

Consol e :

A health nmonitoring test, enabl ed by default that checks health
of consol e devi ce.

FpgaRegTest



A health monitoring test, enabl ed by default that checks read/wite
access to FPGA scratch registers on the nodul e.

Mce
A Health nmonitoring test, enabled by default, that check for
machi ne errors on sup.

Asi cMenory :
A bootup test that checks the asic menory.

Pcie :

A bootup test that tests pcie bus of the nodule

Por t Loopback :
A health nmonitoring test that tests the packet path from
t he Supervisor card to the physical port in ADM N DOMN state
on Linecards.

L2ACLRedi r ect
A health monitoring test, enabled by default, that does a
non di sruptive | oopback for TAHCE asics to check the ACL Sup
redirect with the CPU port.

Boot upPort Loopback :
A Bootup test that tests the packet path from the Supervisor
card to all of the physical ports at boot tine.
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