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! Enable bash
config termina ; feature bash ; end

| Verify TLS
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run bash ip netns exec management openss s_client -connect svc.intersight.com:443
! Verify https

run bash ip netns exec management curl -v -I -L -k https://svc.intersight.com:443

run bash ip netns exec management curl -v -l -L -k https://svc.intersight.com:443 --proxy [protocol://]host[:port]
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Switch# run bash ip netns exec management openssl s_client -connect svc.intersight.com:443 CONNECTED(00

bE7H curl S A B LICH-v verbose flagZ S Al ALS 05 EAl).
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Hu: ZEA M3 £ HIEES o g 4= —-proxy [protocol://]host[:port] Q& L|C}--

noproxy [protocol://]host[:port].

0| #dip netns exec <VRF>2 #5t= VRFOIM H(curl)E A™5tHE ol ASELICHA: VRF 2 EIE 2I8Hip netns exec management).

run bash ip netns exec management curl -v - -L -k https://svc.intersight.com:443

run bash ip netns exec management curl -v -I -L -k https://svc.intersight.com:443 --proxy [protocol://Jhost[:port]

<#root>

run bash ip netns exec management curl -v -1 -L -X POST https://svc.intersight.com443 --proxy http://pr

Trying 10.201.255.40:80...

Connected to proxy.esl.cisco.com (10.201. 255. 40) port 80

* CONNECT tunnel: HTTP/1.1 negotiated

allocate connect buffer

* Establish HTTP proxy tunnel to svc.intersight.com:443
CONNECT svc.intersight.com:443 HTTP/1.1

Host: svc.intersight.com:443

User-Agent: curl/8.4.0

Proxy-Connection: Keep-Alive

V V. V VYV


https://svc.intersight.com:443
https://svc.intersight.com:443

< HTTP/ 1.1 200 Connection established

HTTP/1.1 200 Connection established
< snip >
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Cisco NX-OS B & Al#ErL|Ctshow system device-connector claim-info.
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0 Nexusoll M M8 28I HE = CFS Intersight 221 ZE=of oiEE L|ct.

Q24 #HE = Intersight Claim 1D

Device-ID Security Token = Intersight 28| I E

# show system devi ce-connector claiminfo

Seri al Number: FDO23021ZUJ
SecurityToken: 9FFD4FA94DCD



Duration: 599
Message:
Claimstate: Not C ainmed
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3. 2 ADMIN > Targets > Claim aNew Target O|S & L|C}.



cseo  INtErsight B System

ﬂ Only one user with the Account
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Admin

Targets

Tech Support Bundles
Audit Logs

Sessions

Licensing
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5. To reduce user management, configuration and security

ount Administrator.

« Targets

Claim a New Target

Select Target Type

Filters
@ Available for Claiming DL
Categories

All
Cloud

Compute / Fabric
Ci Cloud APIC co DCNM Y

Orchestrator
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The security token has expired. Please obtain a new
security token to claim the device
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# configure terminal # cfeature nxapi # nxapi port 80 # no nxapi https port 443 # end # show nxapi nxap
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&1 7|2 215 sl Al basess Q12 S username:passwordoil M ZFZLICE. 0| 0i|ofl A= admin:cisco! 123 base64 212 20|
Y WRtaW46Y 21zY 28nM T1zE L Ct.

curl -v --noproxy '*' \ --location 'http://10.1.1.3:80/ins' \ --header 'Content-Type: application/json'



* Trying 10.1.1.3... * TCP_NODELAY set * Connected to 10.1.1.3 (10.1.1.3) port 80 (#0) > POST /ins HTTP

Intersight APl 7| 24

olA APl Z|E 7HX 2 & Yol CHSH M= README.md MM Intersight System > Settings > APl keys > Generate APl Key 2 Z 5 A|
o

—r .
e Intersight B System

A tra B USE| configuration and s

Settings

Single Sign-On API Keys
Domain Names
Cisco ID 0 items found 6+~ per page 0 of 0

Trusted Certificates Description APl Key ID Purpose Cre.. Role Identity Provider

DofD

Organizations

Groups

OAuthZ Toke:



https://github.com/datacenter/ansible-intersight-nxos/blob/main/README.md

Generate APl Key

Description

Mexus Intersight key

APl Key Purpose

APl key for OpenAPl schema version 2

AP| key for OpenAPl schema version 3 (This is a featur

in preview and for SDK developer use only)

0d|: Ansible inventory.yaml
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all:
hosts:
switchl:
ansible_host: "10.1.1.3"
intersight_src: "mgmt0"
intersight_vrf: "management"”

&g o

tedol



vars:
ansible_user: "admin"
ansible_password: "cisco!123"
ansible_connection: ansible.netcommon.network_c1i
ansible_network_os: cisco.nxos.nxos
ansible_httpapi_use_proxy: False
remote_tmp: "/bootflash"
proxy_env:

- no_proxy: "10.1.1.3/24"

intersight_proxy_host: 'proxy.cisco.com'
intersight_proxy_port: '80'

api_key_id: "5fcb99d97564612d33fdfcal/5fch99d97564612d33fdf1b2/65c6c09d756461330198ce7e"
api_private_key: "/home/admin/ansible-intersight-nxos/my_intersight_private_key.txt"

04|: playbook.yaml Execution

AnsibleZ At&35t0{ S && NexusC|HIO|AE Z 2 I st= WEdof| CHEF XFMIEH LHE 2 X &l2|A 2|Applications/Using Ansible
Cisco Nexus 9000 Series NX-OS Programmability GuideOi| Al Cisco NX-OSE Al25t04 MM 2 & T 4A2.

> ansible-playbook -i inventory.yaml playbook.yaml| PLAY [all]

Nexus A 2| x| of| A
10.3(4a)M O|™ &E2|A

# run bash sudo cat /mnt/pss/connector.db

Nexus# run bash sudo cat /mnt/pss/connector.db { "AccountOwnershipState": "Claimed", "AccountOwnershipU

10.34aMS 2 Al 5= EElA

# show system device-connector claim-info


https://www.cisco.com/c/en/us/support/switches/nexus-9000-series-switches/products-programming-reference-guides-list.html

N9k-Leaf-2# show system device-connector claim-info SerialNumber: FD023021ZUJ SecurityToken: Duration:

# show system internal intersight info

# show system internal intersight info Intersight connector.db Info: ConnectionState :Connected Connect

2
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2 Qx| QIE{ALO|E HEE 2|5 3517]| 2l56H, 2lplaybook.yaml 201 EHAZE FIlstE 70| 7HssiCH

- name: Get intersight info nxos_command: commands: - show system internal intersight info register: i

TASK [Get -inters-ight -in-FOJ Yededehede eSS defe SN hde SNk dededh S vk def e def eSS fhdedefh Sk dedfhdef S fhdedefhdededhdddhdh
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of:

switch(config)# no feature intersight
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