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CloudSec2 & /33}5t24™ evpn dd-advertise-pip multisite border-gateway OF2H0l| A B e T4

SA-BGW-A & SA-BGW-B

SB-BGW-A & SB-BGW-B

evpn multisite border-gateway 65001
dci-advertise-pip

evpn multisite border-gateway 65002
dci-advertise-pip

BGP Zdm|z22{lo|M

Ol Am|aB0|lM2 AFOIEERZ OHE

LIcH.

SA-BGW-A & SA-BGW-B

SB-BGW-A %! SB-BGW-B

router bgp 65001
address-family ipv4 unicast
maximum-paths 64
address-family 12vpn evpn
maximum-paths 64
additional-paths send
additional-paths receive

router bgp 65002
address-family ipv4 unicast
maximum-paths 64
address-family 12vpn evpn
maximum-paths 64
additional-paths send
additional-paths receive
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https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/103x/configuration/vxlan/cisco-nexus-9000-series-nx-os-vxlan-configuration-guide-release-103x/m_configuring_vxlan_93x.html
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SA-BGW-A & SA-BGW-B

SB-BGW-A & SB-BGW-B

router bgp 65001
vrf tenant-1
address-family ipv4 unicast
maximum-paths 64
address-family ipv6 unicast
maximum-paths 64

router bgp 65002
vrf tenant-1
address-family ipv4 unicast
maximum-paths 64
address-family ipv6 unicast
maximum-paths 64

Bd =3 ZuagolM

ol AmagolM2 ZE 2 ZHO|EH 0|0l A S UsHoF BfLICt

key chain CloudSec_Key_Chainl tunnel-encryption key 1000 key-octet-string ClOudSec! cryptographic-algorithm AES_128 CMAC feature tunnel-encryj

o| Ax|azlolM2 Mo|E-EZ CHELICH B-tunnd-encryption2 P 0| Q= QIE{TH 0] A 0B 24 3l oF evpn multisite dci-tracking g}

Lot

SA-BGW-A 2! SA-BGW-B SB-BGW-A %! SB-BGW-B

tunnel-encryption peer-ip 192.168.3.2

keychain CloudSec_Key_Chainl policy CloudSec_Policyl
tunnel-encryption peer-ip 192.168.3.3

keychain CloudSec_Key_Chainl policy CloudSec_Policyl

tunnel-encryption peer-ip 192.168.13.2

keychain CloudSec_Key_Chainl policy CloudSec_Policyl
tunnel-encryption peer-ip 192.168.13.3

keychain CloudSec_Key Chainl policy CloudSec_Policyl

interface Ethernet1/3
tunnel-encryption

interface Ethernetl/48
tunnel-encryption
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<tfroot>

SA-BGW-A# show ip bgp 192.168.2.3 BGP routing table information for VRF default, address family |Pv4 Unicast BGP routing table entry for 192.168.2

This is a new attribute



Path type: redist, path is valid, not best reason: Locally originated, no labeled nexthop AS-Path: NON

Route Type-20l= ME2 ST JU&Lct

<{froot>

SA-BGW-A# show bgp I2vpn evpn 00ea.bd27.86ef BGP routing table information for VRF default, address family L2VPN EVPN Route Distinguisher: 6

Et hernet Segment Identifier (ESI) is also new attribute

Path-id 1 (dual) advertised to peers: 192.168.2.2 SA-BGW-A#

cloudsec2 &‘d3tst7| o, 40| M= 2 Sst=X| & elet= 2ol E&LcH
SA-BGW-A(config)# show clock Warning: No NTP peer/server configured. Time may be out of sync. 10:02:01.016 UTC Fri Jul 19 2024 Time sourceis N

Cloudsec ZAX|18|O|ME OHEl Foll= SAL| ASZQIET} ALO|E BL| HEZQIE O YZX2 2 pingsok &Lict 2Lt Z<oll
o}

oo
2l ping0| Almjgh  Ql&L|ch 22 C|HHO|A0|M cloudsec & 5 3t EEHEIS &I E S ME4SH cloudsec T|ood| o2} B2k &lLct.

SA-HOST-A# ping 10.100.20.10 PING 10.100.20.10 (10.100.20.10): 56 data bytes Request 0 timed out Request 1 timed out Request 2 timed out Request .

AAAEZOIEOM 2 ARPE|O|ES &QIgHLICT

SA-HOST-A# ping 10.100.20.10 count unlimited interval 1 Request 352 timed out Request 353 timed out Request 354 timed out 356 packets transmitted,

]IoI-

0| 82 BUM EziZl0| S5t AU S M Control-Plane0| 2 &35t IS LB FLICH CHE EHAHIE tunnd-encryption 4 EHE =215t
(o]

SA-BGW-A# show tunnel-encryption session Tunnel-Encryption Peer Policy Keychain RxStatus TxStatus



0| £32 CloudSec MM0| HEINSE EoELICH CHS B A= SA-HOST-AO|M F A B pingS A& e + &L

SA-HOST-A# ping 10.100.20.10 count unlimited interval 1

1]
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Ol A4S E{ AtO|E AQ| C|HIO|AE & Qlst 1 EBfE|0| Of C|HtO|AN =B 5= X| & Qls{ol EFLICH ALOIE AS| B2 E et 2E
ClHFOIA0IM ELAME ALE3104 O] 22 e & UELICH 7|22k 6 in-select 0A 92 HAESH LIF SHE 7IE2 2 LURIE

£ Ql&L|ch ELAMOI CHEF REAISH LH2 2 Nexus 9000 Cloud Scale ASIC(Tahoe) NX-OSELAM 2T E H TS AAIL.
SA-LEAF-A2| ELAM

Z2EM HELIo = & 0|49 SPINE CIHFO|A T} l&LICH EEiZl0| & E AnQlg mobste{™ HA{ LEAFO|M ELAMES At
&3&lok BHLICt Ol in-select 9 & AFSSIHEIT A A0 HAZAE LEAFHIME 2|8 ipv4 SIIHE AH&SHoF BLICH O] LEAFM EE&t=
EZHE2 VXLANS Z &35 EX| of 7| EULICH AX HEIME AL MAdst XeHst 22 Z2H6t7| ofgd2 & Us
LICh ol2{3t B £ Z0|Z ping2 A&5t 1 T &lC(Pkt len header) & AFS 510 IHZIS AlgdE 4= QlaLICh 7B XM 2 icmp

mfZ!o| Zlo|E 64HIO|EQILIC}. IPSIC{ 2| 20HI0|EE 8t Zdo 2 2 9F6 T4 84HIO|E PKT LenJLICH.

<#root>

SA-LEAF-A# debug platform internal tah elam SA-LEAF-A(TAH-elam)# trigger init in-select 9 Slot 1: param values: start asic 0, start dlice 0, lu-a2d 1, ir
l---Note dpid val ue

Dst Idx : Oxcd, Dst BD : 1100 Packet Type: IPv4 Outer Dst IPv4 address: 10.100.20.10 Outer Src IPv4 ad
Pkt len = 84

, Checksum = Oxb4ae

1---64 byte + 20 byte | P header Pkt |len = 84

Inner Payload Type: CE L4 Protocol : 1 L4 info not available Drop Info: ---------- LUA: LUB: LUC: LUD:
| —_—

Put dpid val ue here

IF_STATIC_INFO: port_name=Ethernetl/52,1if_index:0x1a006600,1t1=5940,s1lot=0, nxos_port=204,dmod=1,dpid=

gk
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0| Z240{| M EEHZ!0| SA-LEAF-A0| =5t EZZ X|0f| A SA-SPINE-A0]| ©1Z23=! QIE{H|O|A Ethernetl/522 MEEIS 20l
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SA-SPINE-A 2| ELAM

e LIS S0l M
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SPINEX| M= 50HFO|E VXLAN SIHE F7HEIRA S22 Pkt Len 40|  HAZEILICH 7|22 02 SPINER EE&= 0

UX|E = vxlan-parse 81 & LICH feature nv overlay . [Ih2t A SPINEO| M CFHS & vxlan-parse enable 2 A& 5l OF

o

_

<ffroot>


https://www.cisco.com/c/en/us/support/docs/switches/nexus-9000-series-switches/213848-nexus-9000-cloud-scale-asic-tahoe-nx-o.html
https://www.cisco.com/c/en/us/support/docs/switches/nexus-9000-series-switches/213848-nexus-9000-cloud-scale-asic-tahoe-nx-o.html

SA-SPINE-A (config-if)# debug platform internal tah elam SA-SPINE-A(TAH-elam)# trigger init in-select 9 Slot 1: param values: start asic O, start slice 0,

84 bytes + 50 bytes VXLAN header Pkt len = 134

Inner Payload Type: IPv4 Inner Dst IPv4 address: 10.100.20.10 Inner Src IPv4 address: 10.100.10.10 L4

SA-SPINE-AE &30]| [} 2} SA-BGW-AR EEiZIS T&EhLct.

SA-BGW-A2| ELAM

SA-BGW-A(TAH-elam-insel 9)# set inner ipv4 src_ip 10.100.10.10 dst_ip 10.100.20.10 SA-BGW-A(TAH-elam-insel 9)# start SA-BGW-A(TAH-elam-ins

SA-BGW-A 2| £240f| [} 2 EZHE2 Ethernet1/480{ A SB-BGW-AZ O|SH&LICH CHS EHHlE SB-BGW-AE & 0lsts ZdQLct

<#root>
SB-BGW-A# debug platform internal tah elam SB-BGW-A(TAH-elam)# trigger init in-select 9 Slot 1: param values: start asic O, start dice 0, lu-a2d 1, in-
l---Reset the previous filter and start again just in case if packet was not captured.

SB-BGW-A(TAH-elam-insel9)# reset SB-BGW-A(TAH-elam-insel9)# set inner 1ipv4 src_ip 10.100.10.10 dst_ip

o

HI2H sisstn

SB-BGW-AL2| £240] [} 2 ELAMS EZ|HZR EIX| ¢ttt &, SB-BGW-B7} TZ!lE £ AI5tT Qe miZlg
= A0 A ELAME CHA|
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Alslist 2 QIx|Ot cloudsectl| AP E|= QI8 IPTAR ER|7 TEIS MXs5H0F ELICH cloudsec 581 ERMA IiZlo| LI FICE
= e WHE 7| EQLICE 0™ £240]|AM SA-BGW-A7 EBfEIE XMEIFS S & £+ UE&LICEH &, SA-BGW-AT} cloudsec
E
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Zi=le %+;§+,§,H.||:+ It 2FA SA-BGW- A°| NVE IPE ELAMS| E2|7H EEZE A& £ &LICh 212 £20{A VXLAN &

n

<#root>

SB-BGW-A(TAH-elam-insel 9)# reset SB-BGW-A(TAH-elam-insel 9)# set outer ipv4 src_ip 192.168.3.2 SB-BGW-A(TAH-elam-insel 9)# start SB-BGW-
192.168.13.3 I---NVE | P address of SB-BGWB

Outer Src IPv4 address: 192.168.3.2 Ver = 4, DSCP = 0, Don't Fragment = 0 Proto = 17, TTL = 254, More

1---134 byte VXLAN packet + 32 byte cl oudsec header Pkt |en = 166

Inner Payload Type: CE L4 Protocol : 17 L4 info not available Drop Info: ---------- LUA: LUB: LUC: LUD
1---To reach SB-BGVMB NVE IP traffic was sent out of Ethernetl/4 which is connected to SB-SPI NE-A

SB-BGW-A(TAH-elam-insel19)# show system internal ethpm info all | i i "dpid=130" IF_STATIC_INFO: port_n
SB-BGW-A(TAH-elam-insel 9)# show cdp neighbors interface ethernet 1/4 Capability Codes: R - Router, T - Trans-Bridge, B - Source-Route-Bridge S - S

192.168. 13. 3/ 32



, ubest/mbest: 1/0 *via 192.168.11.5,

Et hl/ 4

, [110/6], 00:56:13, ospf-UNDERLAY, intra via
192.168. 14. 2

, [200/0], 01:13:46, bgp-65002, internal, tag 65002

1---The device still have a route for SB-BGWB NVE IP via SVI

SB-BGW-A(TAH-elam-insel19)# show ip route 192.168.14.2 IP Route Table for VRF "default" '*' denotes best
*via 192.168.14.2, VI an3600
, [250/0], 01:15:05, am SB-BGW-A(TAH-elam-insel9)# show ip arp 192.168.14.2 Flags: * - Adjacencies lear

ecce. 1324. c803

VI an3600
SB-BGW-A(TAH-elam-insel19)# show mac address-table address ecce.1324.c803 Legend: * - primary entry, G

3600

ecce. 1324. c803
static - F F
vPC Peer-Li nk(R)

SB-BGW-A(TAH-elam-insel19)#

ol Z=0oiM 2t HIO|22 7|82 2 cloudsec EEHE 0| QIE{H|O|A Ethernetl/4& &3 SB-BGW-BE MEES Qg &= QU&LICH
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SB-BGW-A(TAH-elam-insel 9)# show ip ospf neighbors OSPF Process ID UNDERLAY VRF default Total number of neighbors: 2 Neighbor ID Pri State


https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/103x/configuration/vxlan/cisco-nexus-9000-series-nx-os-vxlan-configuration-guide-release-103x/m-configuring-cloudsec.html#Cisco_Concept.dita_21f0c4c7-0f8b-4478-ade6-f7a8b3deed2c
https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/103x/configuration/vxlan/cisco-nexus-9000-series-nx-os-vxlan-configuration-guide-release-103x/m-configuring-cloudsec.html#Cisco_Concept.dita_21f0c4c7-0f8b-4478-ade6-f7a8b3deed2c
https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/103x/configuration/vxlan/cisco-nexus-9000-series-nx-os-vxlan-configuration-guide-release-103x/m-configuring-cloudsec.html#Cisco_Concept.dita_21f0c4c7-0f8b-4478-ade6-f7a8b3deed2c

EM Z slid ol

T OlRE SvI RIE{H0|A 9| OSPF HIS LICE 7|2 M o2 NXOSAHS HIE HZE CHAZE2 40GILICH SviI RIE{H 0|2 0| CHHZER
1GbpsOI X2+ = 2[H 2IE{H|0] A 0] LHAZ -2 10GbpsLICt.

<#root>
SB-BGW-A (TAH-elam-insel 9)# show ip ospf interface brief OSPF Process ID UNDERLAY VRF default Total number of interface: 5 Interface ID Areac
<CQut put om tted>

Ethl/4 5 0.0.0.0 1 P2P 1 up

olzfet < sviof Chet HIgo| 22| HES Sl EXME sHZEE = A&LICH ZE 2O HOIE 0|0 M F 0| =& =lo{ok FLICH

<#root>

SB-BGW-A(config)# int vian 3600 SB-BGW-A(config-if)# ip ospf cost 1 SB-BGW-A (config-if)# ship route 192.168.13.3 IP Route Table for VRF "defal
via 192.168.14.2

, V1an3600, [110/2], 00:00:08, ospf-UNDERLAY, intra via 192.168.14.2, [200/0], 01:34:07, bgp-65002, int

1---The ping is started to work imedi ately

Request 1204 timed out Request 1205 timed out Request 1206 timed out 64 bytes from 10.100.20.10: icmp_seg=1207 ttI=254 time=1.476 ms 64 bytes fror
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