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<ffroot>
~ #

openssl ciphers -V "EECDH: EDH: H GH: - AES256+SHA: ! MEDI UM | LOW ! 3DES: ! MD5: ! PSK: I eNULL: ! aNULL: ! aDH"

0x13,0x02 - TLS_AES_256_GCM_SHA384 TLSv1l.3 Kx=any Au=any Enc=AESGCM(256) Mac=AEAD

0x13,0x03 - TLS_CHACHA20_POLY1305_SHA256 TLSv1l.3 Kx=any Au=any Enc=CHACHA20/POLY1305(256) Mac=AEAD
0x13,0x01 - TLS_AES_128_GCM_SHA256 TLSv1l.3 Kx=any Au=any Enc=AESGCM(128) Mac=AEAD

0xCO,0x2C - ECDHE-ECDSA-AES256-GCM-SHA384 TLSv1.2 Kx=ECDH Au=ECDSA Enc=AESGCM(256) Mac=AEAD

0xCO0,0x30 - ECDHE-RSA-AES256-GCM-SHA384 TLSv1l.2 Kx=ECDH Au=RSA Enc=AESGCM(256) Mac=AEAD

0xCC,0xA9 - ECDHE-ECDSA-CHACHA20-POLY1305 TLSv1.2 Kx=ECDH Au=ECDSA Enc=CHACHA20/POLY1305(256) Mac=AEAD
0xCC,0xA8 - ECDHE-RSA-CHACHA20-POLY1305 TLSv1l.2 Kx=ECDH Au=RSA Enc=CHACHA20/POLY1305(256) Mac=AEAD
0xCO,0xAD - ECDHE-ECDSA-AES256-CCM TLSv1.2 Kx=ECDH Au=ECDSA Enc=AESCCM(256) Mac=AEAD

0xCO,0x2B - ECDHE-ECDSA-AES128-GCM-SHA256 TLSv1.2 Kx=ECDH Au=ECDSA Enc=AESGCM(128) Mac=AEAD

0xCO,0x2F - ECDHE-RSA-AES128-GCM-SHA256 TLSv1.2 Kx=ECDH Au=RSA Enc=AESGCM(128) Mac=AEAD


https://www.openssl.org/docs/man1.1.1/man1/ciphers.html

0xC0,0xAC
0xC0,0x24
0xC0,0x28
0xC0,0x23
0xC0,0x27
0xC0,0x09
0xC0,0x13
0x00,0xA3
0x00,0x9F
0xCC, 0xAA
0xCO0,0x9F
0x00,0xA2
0x00,0x9E
0xCO0,0x9E
0x00,0x6B
0x00,0x6A
0x00,0x67
0x00,0x40
0x00,0x33
0x00,0x32
0x00,0x9D
0xC0,0x9D
0x00,0x9C
0xC0,0x9C
0x00,0x3D
0x00,0x3C
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ECDHE-ECDSA-AES128-CCM TLSv1.2 Kx=ECDH Au=ECDSA Enc=AESCCM(128) Mac=AEAD
ECDHE-ECDSA-AES256-SHA384 TLSv1.2 Kx=ECDH Au=ECDSA Enc=AES(256) Mac=SHA384
ECDHE-RSA-AES256-SHA384 TLSv1.2 Kx=ECDH Au=RSA Enc=AES(256) Mac=SHA384
ECDHE-ECDSA-AES128-SHA256 TLSv1.2 Kx=ECDH Au=ECDSA Enc=AES(128) Mac=SHA256
ECDHE-RSA-AES128-SHA256 TLSv1.2 Kx=ECDH Au=RSA Enc=AES(128) Mac=SHA256
ECDHE-ECDSA-AES128-SHA TLSvl Kx=ECDH Au=ECDSA Enc=AES(128) Mac=SHAl
ECDHE-RSA-AES128-SHA TLSvl Kx=ECDH Au=RSA Enc=AES(128) Mac=SHAl
DHE-DSS-AES256-GCM-SHA384 TLSv1.2 Kx=DH Au=DSS Enc=AESGCM(256) Mac=AEAD
DHE-RSA-AES256-GCM-SHA384 TLSv1.2 Kx=DH Au=RSA Enc=AESGCM(256) Mac=AEAD
DHE-RSA-CHACHA20-POLY1305 TLSv1.2 Kx=DH Au=RSA Enc=CHACHA20/POLY1305(256) Mac=AEAD
DHE-RSA-AES256-CCM TLSv1.2 Kx=DH Au=RSA Enc=AESCCM(256) Mac=AEAD
DHE-DSS-AES128-GCM-SHA256 TLSv1.2 Kx=DH Au=DSS Enc=AESGCM(128) Mac=AEAD
DHE-RSA-AES128-GCM-SHA256 TLSv1.2 Kx=DH Au=RSA Enc=AESGCM(128) Mac=AEAD
DHE-RSA-AES128-CCM TLSv1.2 Kx=DH Au=RSA Enc=AESCCM(128) Mac=AEAD
DHE-RSA-AES256-SHA256 TLSv1.2 Kx=DH Au=RSA Enc=AES(256) Mac=SHA256
DHE-DSS-AES256-SHA256 TLSv1.2 Kx=DH Au=DSS Enc=AES(256) Mac=SHA256
DHE-RSA-AES128-SHA256 TLSv1.2 Kx=DH Au=RSA Enc=AES(128) Mac=SHA256
DHE-DSS-AES128-SHA256 TLSv1.2 Kx=DH Au=DSS Enc=AES(128) Mac=SHA256
DHE-RSA-AES128-SHA SSLv3 Kx=DH Au=RSA Enc=AES(128) Mac=SHA1l
DHE-DSS-AES128-SHA SSLv3 Kx=DH Au=DSS Enc=AES(128) Mac=SHAl
AES256-GCM-SHA384 TLSv1.2 Kx=RSA Au=RSA Enc=AESGCM(256) Mac=AEAD
AES256-CCM TLSv1.2 Kx=RSA Au=RSA Enc=AESCCM(256) Mac=AEAD
AES128-GCM-SHA256 TLSv1.2 Kx=RSA Au=RSA Enc=AESGCM(128) Mac=AEAD
AES128-CCM TLSv1.2 Kx=RSA Au=RSA Enc=AESCCM(128) Mac=AEAD

AES256-SHA256 TLSv1.2 Kx=RSA Au=RSA Enc=AES(256) Mac=SHA256

AES128-SHA256 TLSv1.2 Kx=RSA Au=RSA Enc=AES(128) Mac=SHA256

AES128-SHA SSLv3 Kx=RSA Au=RSA Enc=AES(128) Mac=SHAl
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| @m-wm:smssmm 15.1.2 29986 10.15.1.7 223 TP 66 29986 + 443 [SYN, ECE, (WR] Seq=8 Win=8192 Len=8 MSS=1468 WS=256 SACK_PERM TCP handshake
3187 2024-07-14 23:28:55.676309 18.15.1.7 443 18.15.1.2 25985 TCP 66 443 - 20086 [SYN, ACK] Seq=0 Ack=1 Win=£4240 Len-8 MSS-1460 SACK PERM WS=128
166 2024-87-14 23:28:55.67638] 18.15.1.2 29986 19.15.1.7 443 TCP 54 20086 + 443 [ACK] Segq=l Ack=1 Win=4284E808 Len=8
3189 2024-87-14 23:28:55.679410 18.15.1.2 29986 19.15.1.7 443 TLSwl.2 248 Client Hello
3199 2024-87-14 23:28:55.679651 18.15.1.7 443 18.15.1.2 29986 TCP 60 443 » 79986 [ACK] Seqel Ack=195 Win=564128 Len=@ tipher
3194 2024-97-14 23:28:55.686008 10.15.1.7 443 18.15.1.2 29986 TLSw1.2 1514 Server Hello negot‘iaﬁon

3195 2024-87-14 23:23:55.686008 18.15.1.7 443 18.15.1.2
25985 19.15.1.7

443 18.15.1.2
29986 18.15.1.7
29986 10.15.1.7

443 18.15.1.2
25986 10.15.1.7

29986 TLSv1.

1514 Certificate

3196 2024-07-14 23:28:55.686007 19.15.1.2
3197 2024-87-14 23:28:55.686118 18.15.1.7
3198 2024-87-14 23:28:55.696856 18.15.1.2
3199 2024-97-14 23:28:55.702443 19.15.1.2
3200 2024-87-14 23:28:55.702091 18.15.1.7
3207 2024-87-14 23:28:55.712838 18.15.1.2

443 TEP
29986 TLSv1.
443 TCP

443 TLEV1.
25986 TLS1.
443 TEP

54 20085 - 443 [ACK] Seq=195 Ack=2921 Win=4204809 Len=0

547 Server Key Exchange, Server Hello Done

54 79986 - 443 [ACK] Seqe=195 Ack=3414 Win=4284788 Len=8

147 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
312 New Session Ticket, Change Cipher Spec, Emcrypted Handshake Message
54 29086 - 443 [ACK] Seq=288 Ack=3672 Win=4204833 Len=0
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Ma, Tane Souroe Sre port

Destiration Dt pert  Protocsl  Length Info

272 2024-87-14 21:54:39.347736 18.15.1.2 26185 1@.15.1.7 443 TCP 68 26185 = 443 [ACK] Se

273 2824-87-14 21:54:39.348471 18.15.1.2 26185 1@.15.1.7 443 TCP 1514 25185 - 443 [ACK] Ses

274 2824-87-14 21:54:39, 3485688 18.15.1.7 443 19.15.1.2 26185 TCP 54 443 » 26185 [ACK] Se
I 275 2024-87-14 21:54:39,348533 18.15.1.2 26185 18.15.1.7 443 TLSvl.3 724 Client Hello

276 2024-07-14 21:54:39,348544 19.15.1.7 443 18.15.1.2 26185 TCP 54 443 - 26105 [ACK] Sei

)

Frame 275: 724 bytes on wire (5792 bits), 724 bytes captured (5792 bits)
Ethernet II, Src: VHware b3:fe:db (88:58:56:b3:fe:d6), Dst: VMware b3:5c:7a (B8:58:56:b3:5c:7a)
Internet Protocol Version 4, 5rc: 10.15.1.2, Dst: 10.15.1.7
Transmission Centrol Protocol, Src Port: 26185, Dst Port: 443, Seq: 1461, Ack: 1, Len: &7@
[2 Reassembled TCP Segments (2130 bytes): #273(1468), #275(678)]
Transport Layer Security
= TL5v1.3 Record Layer: Hamdshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLE 1.9 (0x8381)
Length: 2125
~ Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)
Length: 2121
Version: TLS 1.2 (8xB383)
Random: 7aflbabedc3ffI5cdbBeT2cTfldesSbfd542ced]fSeaadld?beflcf2esddidlasg
Session ID Length: 32
Session ID: 98d41aBd7788e9b535baf26310bfeasdfdbo8e699345850957 23678cadaa79¢5
Cipher Suites Length: 32
v Cipher Suites (16 suites)
Cipher Suite: Reserwed [GREASE) {@xeaea)
Cipher Suwite: TLS_AES_128 GCM_SHAZSE (8x1381)
Cipher Suite: TLS_AES_256_GCM_SHAIE4 (8x1362)
Cipher Suite: TLS_CHACHAZG POLY1385_SHAZSG (8x1383)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES 128 GCM_SHA256 (@xc82b)
Cipher Swite: TLS_ECDHE_RSA_WITH_AES_128 GCM_SHAZSG (BxcB2f)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES 256 _GCM_SHA3ZSS (BxcB2c)
Cipher Suite: TLS_ECOHE_RSA_WITH_AES_256_GCM_SHA3S4 (9xcel)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_CHACHAZ® POLY1385 SHA256 (@xccal®)
Cipher Suite: TLS_ECDHE_RSA WITH_CHACHAZ® POLY138% SHA256 (@xccal)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES 128 CBC_SHA (Bxc@l3)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES 256 CBC_SHA (Bxc@ld)
Cipher Suite: TLS_RSA_WITH_AES 128 GCM_SHA256 (0@x@89¢)
Cipher Suite: TLS_RSA WITH_AES 256 GCM SHAZE4 (Bx@09d)
Cipher Suwite: TLS_RS4 WITH_AES_128 CBC_SHA (BxB@2f)
Cipher Suite: TLS_RSA_WITH_AES_256_CBC_SHA (8x8035)
— . Lompression Methods Length: 1

§ W W oW w W
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273 2024.87-14 21:54:39. 348471 198.15.1.2 26185 18.15.1.7 443 TCP 1514 26185 » 443 [ACK] Seqel Ack=1 Win=4284308 Len=14568 [TCP segment of a reasse:

274 3824-97-14 21:54:39, 348588 18.15.1.7 443 18.15.1.2 26185 TCP 54 443 »+ 26185 [ACK] Seqel Ack=1451 Win=64128 Len=B

275 2924-87-14 71:54:39,348533 18.15.1.2 26185 10.15.1.7 443 TLSv1.3 724 Client Hells

276 J024-87-14 21:54:39,348544 18.15.1.7 43 18.15.1.2 26185 TCP 54 443 = 26185 [ACK] Seqg=1 Ack=2131 Win-63488 Len=8

| 277 2024-97-14 21154139, 349184 10.15.1.7 443 19.15.1.2 26105 TLSvl.3 314 [Server Hello, Change Cipher Spec, Application Data, Application Data |
I8 1034-07-14 21:54:39, 3459635 18.15.1.2 26185 18.15.1.7 443 TLSvl.3 134 Change Clpher Spec, Application Data
2179 2024-87-14 21:54:39, 349976 10.15.1.7 443 19.15.1.2 26185 TLSv1.3 373 Application Data

Frame 277: 314 bytes on wire (2512 bits), 314 bytes captured (2512 bits)
Ethernet 11, Srci WMware b3:Sc:7a (B9:58:56:b3:5c:7a), Dst: VMware_b3:fe:de (B9:58:56:b3:fe:de)
Internet Protocol Version 4, Src: 10.15.1.7, Dst: 10.15.1.2
Transmisslon Control Pretocol, Sec Port: 443, Dst Port: 26105, Seq: 1, Ack: 2131, Len: 268
+ Transport Layer Security
w TLEwl.3 Record Layer: Handshake Protocel: Server Hello
Content Type: Handshake (22)
Version: TLS 1.2 (8x8383)
Length: 128
~ Hamdshake Protocol: Server Hello
Handshake Type: Server Hello (2)
Length: 124
Wersion: TLS 1.2 (8wB383)
Random: aeSd80E4bdd32d27160681a6d3052dd0a518Faf7aB7aB49023487 1abdob03eSF
Session ID Length: 32
Session ID: 98441aBd7788e9b535baf26310bfea50fdb68e699345850957236 T 8cddanTIfS
[ Clipher Sufte: TLS_AES_J56_GCM_SHAIBS (8wl13e2)
Compression Method: null (8)
Extenshons Length: 52
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74

SE0M g E MAHSIE Ol A8l BEA MAHE 50| YR &= MEE EXFg ol Fof
LIEtLE S M2 8ol CHA| 318 E = /U&LICt
- SE0M! ZXE X1I7-I;Pi O A8El= EXULICH Ol E & AFSE [ AP Q| Fof Lt
EtLt= CHE %ﬁ% 85to MHE ¥SE CHA| 8 F == eigLch
- Bih =50 E=E -_rL-- 7|3 dgg ok
E Ct EXP0Mq ¢S E MHSHE ol AFSE = UX|BHI0|(7h RMULICH S EAte A =5
£ E 242 OpenSSL Ciphers ManpageE ZAE S AAIQ.
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EH A5 E dIgygststodH 7|12 2R separator, the ! or-sign & HIE 43518 &= 0|§2 F
7tgrLict &% O|&2 OpenSSL Ciphers Manpagedl M AL & 4= /= OpenSSL BH A2 It
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<#root>

EECDH:EDH:HIGH: -AES256+SHA: IMEDIUM: ! LOW: ! 3DES: IMD5: IPSK: !eNULL: 'aNULL: aDH

1 1 AES128- SHA


https://www.openssl.org/docs/man1.1.1/man1/ciphers.html
https://www.openssl.org/docs/man1.1.1/man1/ciphers.html

3 S Expressway & 22| I 0| X|£ 0|& 3t Maintenance(® X| #2l) > Security( £ ¢t) >
Ciphers(2%)2 0|S3t0 et ZEEZ0| ASK X8 EXAYEE X|™H5t 1T Save(XMEH)E 22E
LICH Af 4| JE0|ME X EotedT A|ARIE CHA| AZFalof & LICH O] ol M= MAEXE XIE &
XtZ0| SIPTLS ZZ 0l SIP Z2EZ0 g ELCH.

Status » System » Configuration » Applications » Users Maintenance »

Ciphers

r Configuration
HTTPS ciphirs EECOH EDH HIGH -AES266+SHAMEDIUM ILOW 13DES IMDS IPSK | 1
HTTPS minimum TLS version TLEVIZ w | i
LDWF TLS Ciphers |EEGDH EDH HIGH ~AES256+SHAMEDIUM: ILOW 1IDES \MD 5 APEKN| | 4
LDAP mirinum TLS wérsion |m [!
Rewersa proay TLS dphars |EECDH EDH HIGH -AES255+=SHAIMEDIUM ILO'W 13DE S IMD 5 FPSK. '-i i
Revarss proy minemum TLS version [Tsvizw] i

SIF TLS ciphers IMEDIUM ILOW I3DE S IMDS IPSK IeNULL 1laNULL ta0H IAES128-5HA

SIP minimum TLS wersion |TLE w12 w | |
SMTP TLS Ciphars [EECDH EDM HIGH -AES256-SHAIMEDIUM ILOW 13DES 'MD5: FFSK 'r‘i i
SMTF minimum TLS wersion @ i
TMS Prowisioning Ciphars | EECOH-EDH: HIGH -AES 256+ SHAIMEDIUM ILOW 1 3DE S IMD5 PSK "j 1
TMS Provisioning mirmum TLS version | TLE w12 v_' i
UG server discovery TLS ciphers |EECDH EDH HIGH -AES2S6-SHA IMEDIUM ILOW 1IDES 'MD5 WPSK I-! i
UC server discovery minimum TLS version | TLE w12 v._ [}
XMFP TLS Ciphvars |EECDH EDH:HIGH -AES256+SHAIMEDIUM: ILOW 1IDES IMDSPSICH | | i
XM minmum TLS varsion [Msvizw] i

Sam|
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Z9|: Cisco Expressway Cluster_Creation and Maintenance Deployment Guide0i| Lt2}
= T ZHAE MEE ABHAE AISEILICEH HX 7|2 MHE CHA| A[ZFstD & QIE |
O|AE Sl HMAE 4 S W7t x| 7|CH2! C+S System > Clustering0ll T+ && S 50i
k2 2t m|ofof CHal 22 =S s erLCt.
38 YNEES M8stod &= O& HIEES
38 Y1C|ES MEstod &3 IS g Mstste{ 7|2 -'?'-XP°401| separator, | EEE-sign 2! H|
gyste 41 E|1E OIFE F7HELICH X[#El= €12|& O|&2 OpenSSL Ciphers Manpage|
MAIEE 4= QI&LICE o & §01, DHE &1 2|ES M85t ZE &5 E HIFE M8l ok 5l <
CtS1t 20| &z EXEE + L
<#root>

EECDH:EDH:HIGH: -AES256+SHA: IMEDIUM: ! LOW: ! 3DES: IMD5: I PSK: !eNULL: 'aNULL: aDH

1 DHE


https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/config_guide/X14-3/cluster_creation_maint/exwy_b_cisco-expressway-cluster-creation-and-maintenance-deployment-guide-x143/exwy_m_troubleshooting.html#concept_D2D05C4B7323422FEF5D63082A3E3121
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/config_guide/X14-3/cluster_creation_maint/exwy_b_cisco-expressway-cluster-creation-and-maintenance-deployment-guide-x143/exwy_m_troubleshooting.html#concept_D2D05C4B7323422FEF5D63082A3E3121
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/config_guide/X14-3/cluster_creation_maint/exwy_b_cisco-expressway-cluster-creation-and-maintenance-deployment-guide-x143/exwy_m_troubleshooting.html#concept_D2D05C4B7323422FEF5D63082A3E3121
https://www.openssl.org/docs/man1.1.1/man1/ciphers.html
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Z9|: Cisco Expressway Cluster_Creation and Maintenance Deployment Guide0d| L+2}
= T ZHAE MEE ABHAE AISEILICEH HX 7|2 MHE CHA| A[ZFstD & QIE |
0 Sl HMAE = U2 W7HX| 7|CH2! CFHS System > Clustering0l] & E S50
x|ofof CHal &2 U2 = erLC.

gz 2AEolM 5i8ste &2 |5 HA

openssl ciphers -V "<cipher string>" B& & AI&3504 AL X} X|HE 4 E BAILEE AAE = UE
LICH #4E = #§IX| 2= 257t O o4 LIPE[X| et=X| &Qlste{d E338 AEELICE 0] of|of

ME ECDH:EDH:HIGH:-
AES256+SHA:IMEDIUM:!ILOW:!I3DES:!IMD5:!IPSK:!leNULL:!aNULL:!aDH:!DHE &% 2At¥E 2 ZAt
LICH HHE E20| M EXAMLEO| DHE €1 EIEE MBSt Y3SE F{E5HK| A= ]

<{froot>


https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/config_guide/X14-3/cluster_creation_maint/exwy_b_cisco-expressway-cluster-creation-and-maintenance-deployment-guide-x143/exwy_m_troubleshooting.html#concept_D2D05C4B7323422FEF5D63082A3E3121
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/config_guide/X14-3/cluster_creation_maint/exwy_b_cisco-expressway-cluster-creation-and-maintenance-deployment-guide-x143/exwy_m_troubleshooting.html#concept_D2D05C4B7323422FEF5D63082A3E3121
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/config_guide/X14-3/cluster_creation_maint/exwy_b_cisco-expressway-cluster-creation-and-maintenance-deployment-guide-x143/exwy_m_troubleshooting.html#concept_D2D05C4B7323422FEF5D63082A3E3121

~ # openss]1 ciphers -V "EECDH:EDH:HIGH:-AES256+SHA: !MEDIUM: !'LOW:!3DES: !MD5: !PSK: eNULL:!aNULL:!aDH

- | DHE
0x13,0x02 - TLS_AES_256_GCM_SHA384 TLSv1l.3 Kx=any Au=any Enc=AESGCM(256) Mac=AEAD

0x13,0x03 - TLS_CHACHA20_POLY1305_SHA256 TLSv1l.3 Kx=any Au=any Enc=CHACHA20/POLY1305(256) Mac=AEAD
0x13,0x01 - TLS_AES_128_GCM_SHA256 TLSv1.3 Kx=any Au=any Enc=AESGCM(128) Mac=AEAD

0xC0,0x2C - ECDHE-ECDSA-AES256-GCM-SHA384 TLSv1.2 Kx=ECDH Au=ECDSA Enc=AESGCM(256) Mac=AEAD
0xC0,0x30 - ECDHE-RSA-AES256-GCM-SHA384 TLSv1.2 Kx=ECDH Au=RSA Enc=AESGCM(256) Mac=AEAD

0xCC,0xA9 - ECDHE-ECDSA-CHACHA20-POLY1305 TLSv1.2 Kx=ECDH Au=ECDSA Enc=CHACHA20/POLY1305(256) Mac=AEAD
0xCC,0xA8 - ECDHE-RSA-CHACHA20-POLY1305 TLSv1.2 Kx=ECDH Au=RSA Enc=CHACHA20/POLY1305(256) Mac=AEAD
0xC0,0XxAD - ECDHE-ECDSA-AES256-CCM TLSv1.2 Kx=ECDH Au=ECDSA Enc=AESCCM(256) Mac=AEAD

0xC0,0x2B - ECDHE-ECDSA-AES128-GCM-SHA256 TLSv1.2 Kx=ECDH Au=ECDSA Enc=AESGCM(128) Mac=AEAD
0xC0,0x2F - ECDHE-RSA-AES128-GCM-SHA256 TLSv1.2 Kx=ECDH Au=RSA Enc=AESGCM(128) Mac=AEAD

0xC0,0xAC - ECDHE-ECDSA-AES128-CCM TLSv1.2 Kx=ECDH Au=ECDSA Enc=AESCCM(128) Mac=AEAD

0xC0,0x24 - ECDHE-ECDSA-AES256-SHA384 TLSv1.2 Kx=ECDH Au=ECDSA Enc=AES(256) Mac=SHA384

0xC0,0x28 - ECDHE-RSA-AES256-SHA384 TLSv1.2 Kx=ECDH Au=RSA Enc=AES(256) Mac=SHA384

0xC0,0x23 - ECDHE-ECDSA-AES128-SHA256 TLSv1.2 Kx=ECDH Au=ECDSA Enc=AES(128) Mac=SHA256

0xC0,0x27 - ECDHE-RSA-AES128-SHA256 TLSv1.2 Kx=ECDH Au=RSA Enc=AES(128) Mac=SHA256

0xC0,0x09 - ECDHE-ECDSA-AES128-SHA TLSvl Kx=ECDH Au=ECDSA Enc=AES(128) Mac=SHA1

0xC0,0x13 - ECDHE-RSA-AES128-SHA TLSv1l Kx=ECDH Au=RSA Enc=AES(128) Mac=SHAL

0x00,0x9D - AES256-GCM-SHA384 TLSv1.2 Kx=RSA Au=RSA Enc=AESGCM(256) Mac=AEAD

0xC0,0x9D - AES256-CCM TLSv1.2 Kx=RSA Au=RSA Enc=AESCCM(256) Mac=AEAD

0x00,0x9C - AES128-GCM-SHA256 TLSv1.2 Kx=RSA Au=RSA Enc=AESGCM(128) Mac=AEAD

0xC0,0x9C - AES128-CCM TLSv1.2 Kx=RSA Au=RSA Enc=AESCCM(128) Mac=AEAD

0x00,0x3D - AES256-SHA256 TLSv1.2 Kx=RSA Au=RSA Enc=AES(256) Mac=SHA256

0x00,0x3C - AES128-SHA256 TLSv1.2 Kx=RSA Au=RSA Enc=AES(128) Mac=SHA256

0x00,0x2F - AES128-SHA SSLv3 Kx=RSA Au=RSA Enc=AES(128) Mac=SHAl

~ #

HIZH8tEl S E 460 TLS ¥ZE EHAE

HIgdstEl A3 E A8 HE A7t HEE[R=X] = lstEd™ openssl s_client BHEE ALSE

&= QU&LICH Expressway £4 L ZEE X|H5t24M -connect M2 AF8 35t 1, TLS SHEMO|2
S0l 220|917} HA Y B 38 x|t cipher S4S AFSELICH

openssl s_client -connect <FA>:<XZ E> cipher < 5> -no_tls1_3

0| oflf M= openss|O| A x|E Windows PCO|M Expressway2 TLS ¢4 & A& LICH PCE &
CO|IE2 M DHE €1 E2|&2 M 83t= 6Kl &t = DHE-RSA-AES256-CCM & & Bt & g LCt

<#root>
C:\Users\Administrator>

openssl s_client -connect exp.exanple.com 443 -ci pher DHE- RSA- AES256- CCM -no_t1s1_3

Connecting to 10.15.1.7
CONNECTED(00000154)
D0130000:error:0A000410:SSL routines:ss13_read_bytes:

ssl/tls alert handshake failure

:..\ssl\record\rec_layer_s3.c:865:



SSL al ert nunber 40

no peer certificate available

No client certificate CA names sent
SSL handshake has read 7 bytes and written 118 bytes
Verification: OK

New, (NONE), Cipher is (NONE)

Secure Renegotiation IS NOT supported
No ALPN negotiated

SSL-Session:

Protocol : TLSvl.2

Cipher : 0000

Session-1ID:

Session-ID-ctx:

Master-Key:

PSK identity: None

PSK identity hint: None

SRP username: None

Start Time: 1721019437

Timeout : 7200 (sec)

Verify return code: 0 (ok)

Extended master secret: no

C:\Users\Administrator>

DHE ¢ 11 2[&2 A&35l= &3 E H|gd355t= HTTPS 20| EECDH:EDH:HIGH:-
AES256+SHA:IMEDIUM:ILOW:!I3DES:IMD5:!PSK:!leNULL:!laNULL:!aDH:IDHE &5 EXIE2 AL
St 5 Expressway/t o2 2 B £240] "ssl/tls alert handshake
failure:..\ssl\record\rec_layer_s3.c:865:SSL alert number 40" @& HIA|X|2} & 74 9172 A7} Almj
st Hdoz EAIELICH
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A “Erhemetd
Fde Edit View Go Coptove Anshze Statitics Tehphomy ireless Took Help

iNZe  BEESes=TsZEHacen
[ Jtcpuport we 243
ta. T Source Teport  Destrabon Dstport  Promcd  Lengd Info

395 2824-97-14 23:13:90.725598 19.15.1.2 5.1.7
| | 396 2024-87-14 23:13:00.729125 18.15.1.2 5.1.7 443 TLSvi.3 391 [Client Hells |

397 1024-97-14 33:13:08.729551 19.15.1.7 443 18.15.1.2 29362 TCP BB 443 = J9362 [ACK] Seq=1 Ack=248 Wine64128 Len=0

499 2924-97-14 23:13:00,737648 18,15.1.7 5.1.2 29362 TLSw1.3 1514 Server Hellp, Change Cipher Spec, Application Data

491 2924-87-14 23:13:99.737648 18.15.1.7 5.1.2 29362 TCP 1514 443 ~ 29362 [ACK] Seq=1461 Ack=248 Win=£4128 Len=1468 [TCP segment of a reasss

443 T(P 54 29362 = 443 [ACK] Seq=1 Ack=l Win=4204800 Len=0

Urgent Pointer: @
5 [Timestamps]
[SEQ/ACK analysis]
TCP payload (247 bytes)
v Transport Layer Security
¥ TLSwl.3 Record Layér: Handihake Protecol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.8 (Bxd361)
Length: 242
~ Handshake Protocol: (lient Hello
Handshake Type: Client Hello (1)
Length: 238
Version: TLS 1.2 (88383}
Randon: 19ecdeB094cc334599cfOE0d4ed5a81202958992 3cde fefleefbbEfed Tec2848
Session I0 Length: 32
fession ID: eBd17¢ba02}29aadbcablBbbatl el dibiallicThI60chd 3FA9006ceBld5d¢
Cipher Suites Length: 10
v Cipher Suites (5 sultes)
Cipher Suite: TLS_AES_256_GCM_SHAIES (@x1382)
Cipher Suite: TLS_CHACHAZS POLY1385_SHA3SE (8x1383) | Ciphers automatically inserted by the openss| s_client command
Cipher Suite: TLS AES 128 GCM SHAZS6 (8x1381
TW'WWT Cipher passed with the -cipher option
Cipher Suite: TLS_EMPTY_RENEGOTLATION_INFO_SCSV [Bx00FF)
Compression Methods Length: 1

S22 257 FIHE ClientHello IHZ!

CHaf Expressway7t O|243t & S & X|Hot= BR EHIAESHOISi= SEHYS A E &
SHLIE MEIE = Q&L ct 2o M3F&L P J2{™ -cipher EME A& 3to{ B0
MY E HgEstE 45 & Ar&5tod 40| 7hsFictn HZE = A&t

HIEZMHSLE ¢t 5 2 AF8310{ TLS HEM 0|3 o] T ZHX| HA
HEdstE 43 & 3H—P% ArE35t0{ PIA HAEE +=¥st= S HAE ClHIO|A E=
ExpresswayO M THZ! ZHMHE =& &= U&LICE 2T CHS Wireshark2 ZAFsHo{ fHEM|O[= O

H = =
HEE o M + A&LICH

EAE C|HO|AM|M TIE B ClientHelloE & &LICH HH6HX| o= HAE 450 Hasi=x| &l
grLct ol ololM= DHE € I 2|&2 At& st 3 Lict
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[ [tep.sweameq 2

Ha. Time: Source Srcport  Destnation Dstport  Protocol Length Infio

326 3924.07-14 23:89:32.459760 18.15.1.2 28872 18.15.1.7 443 TCP 54 2BB72 - 443 [ACK] Seq=l Ack=1l Win=4204380 Len=8
| 327 2824-07-14 23:00:32.469723 10.15.1.2 28872 19.15.1.7 443 TLSv1.2 172 Elhﬂt Helle |
328 J024-07-14 23:09:32.461078 10.15.1.7 441 18.15.1.2 28872 TCP 60 443 - JBB72 [ACK] Seq-1 Ack=119 Win=64128 Len=@
329 2024-07-14 23:00:32,461855 10.15.1.7 443 10.15.1.2 28872 TLSv1.2 61 Alert (Level: Fatal, Description: Handshake Failure)

Acknowledgment number (raw): 3235581935

8181 .... = Header Length: 28 bytes (5)
5 Flags: BxB1B (PSH, ACK)
Window: 18425

[Caleulated window size: 4204808
[Window size scaling factor: 256)
Checksum: Bxl6b? [unverdfied]
[Checksum Status: Unverified]
Urgent Pointer: @
3 [Timestamps ]
3 [SEQ/ACK analysis)
TCP payload {118 bytes)
¥ Transport Layer Security
~ TLSvl.2 Record Layer: Handshake Protocel: Client Hello
Content Type: Handshake (22}
Version: TLS 1.8 (@x@3a1)
Length: 113
+ Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)
Length: 189
Version: TLS 1.2 (@x@303)
» Random: eS5cbda?lae567a@963c5adab801dbITI0f abcS980aalefSaSeccdd9254c1bFE
Session ID Length: @
Cipher Suites Length: 4
her Suites (2 suites)
Cipher Suite: TLS DHE_RSA WITH_AES 356 CCM (@xc@df)
Cipher Suite: TLS_EMPTY_RENEGOTIATION_INFO_SCEV (@x@8ff)
Compression Methods Length: 1

W

Wireshark2| ClientHello T{Z! 2] of|

Expressway7t 9142 HESIHM XA TLS 22l MZIo =2 SHSH=X| &I LICE 0] 0od|0f A
Expressway= HTTPS Z2ZEZ20] CHal 7 HE &5 EXAUY DHE &5 E X|SIX| fen 2 @
§F I 402 ZE6HE x|BHMOITLS g3 miZlez SEELICH



326 X024-07-14 23:00:32.459760 18.15.1.2 443 TCP 54 28872 + 443 [ACK] Seq=l Ack=1 Win=4284308 Len=d
32T X024-87-14 23:90:32.468733 18.15.1.2 .15.1. 443 TLS»1.2 172 Client Hello
28872 TCP i)
329 2024.97-14 23:80:32 461855 18.15.1.7 - 28872 TLSv1.2 61 Alert (Level: Fatal, Description: Handshake Failure)

» Frame 329: 61 bytes on wire (488 bits), 61 bytes captured (488 bits) on Interface \Device\NPF_{1Z2667A1-10A8-47F6-9069-936EBBCAMELIC}, id @
> Ethernet 11, Src: VMware b3:5c:7a (B8:56:56:b3:5c:7a), Dst: VMware_b3:fe:dé (08:50:56:b3:fe:d6)
+ Internet Protocel Version 4, Src: 10.15.1.7, Dst: 10.15.1.2
v Transmigsion Contrel Protocel, Sec Port: 443, Dst Port: 2BE72, Seq: 1, Ack: 119, Len: 7
Source Poeti 443
Destination Port: 28872
[5tream index: 2]
[Conversation completeness: Compleve, WITH_DATA (31)]
[TCP Segment Len: 7]
Sequence Nusber: 1 {relative sequence number)
Sequence Musber (raw): 3235581935
[Hext Sequence Musber: §  (relative sequence number))
Acknowledgment MNumber: 119 (relative ack number)
Acknowledgment nusber (raw): B1E029998
@ie1 .... = Header Length: 20 bytes (5)
» Flags: 8n@18 (PSH, ACK)
Hindew: 581
[Calculated window size: B4128]
[Window size scaling factor: 128]
Checksum: BW163F [unverified]
[Checksum Status: Unverdfied]
Urgent Pointer: @
» [Timestamps ]
» [SEQAACK analysis]
TCP payload (7 bytes)
~ Transport Layer Security
» TLSv1.2 Record Layer: Alert (Level: Fatal, Description: Hamdshake Failure)
Content Type: Alert (21}
Version: TLS 1.2 (0x8303)
Lengeh: 2
~ Alert Message
Level: Fatal (2)
| Description: Handshake Failure (48) |

Wireshark2| TLS &|Z%d 22| mjZ!
n A H
tl' Er_:I S

« OpenSSL &5 OHI{|O|X
« Cisco Expressway ZH2|AF MH A (X15.0) - & Hor #g| - FATISHM A &tS 08 72



https://www.openssl.org/docs/man1.1.1/man1/ciphers.html
https://www.openssl.org/docs/man1.1.1/man1/ciphers.html
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/admin_guide/X15-0/exwy_b_cisco-expressway-administrator-guide-x15/exwy_m_managing-security.html#reference_2CD01278669B0E2ED4633003848711B2
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/admin_guide/X15-0/exwy_b_cisco-expressway-administrator-guide-x15/exwy_m_managing-security.html#reference_2CD01278669B0E2ED4633003848711B2
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/admin_guide/X15-0/exwy_b_cisco-expressway-administrator-guide-x15/exwy_m_managing-security.html#reference_2CD01278669B0E2ED4633003848711B2
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/admin_guide/X15-0/exwy_b_cisco-expressway-administrator-guide-x15/exwy_m_managing-security.html#reference_2CD01278669B0E2ED4633003848711B2
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/admin_guide/X15-0/exwy_b_cisco-expressway-administrator-guide-x15/exwy_m_managing-security.html#reference_2CD01278669B0E2ED4633003848711B2
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/admin_guide/X15-0/exwy_b_cisco-expressway-administrator-guide-x15/exwy_m_managing-security.html#reference_2CD01278669B0E2ED4633003848711B2
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