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Mobility Identity Configuration

(& so x Delete

rStatus

@ Status: Ready

Mobile (cellular) number corresponding

to Jabber dual-mode device
fdial plan dependant numbering format]

~Mobility Identity Informati

MName

jsmith-HT /

+19876543210 I

BOTISMITH
< None >
Use Systern Default

User Control 1

Destination Number*

Mobile Voicemail Avoidance: Dial-via-Office
Reverse Voicemail Policy setto “User

Control” (recommended)
[dentayment depandant]

Dual Mode Phone
Maobility Profile

Single Number Reach Voicernail Policy ®

Dial-via-Office Reverse Voicemail Pollcy*

Y Enable Single Number Reach

Ring this phone and my business phone at the same time when my business line(s) is dialed. dual-mode device

Enable SNR for Jabber

- Timer Informati

Wait* 4.0 seconds before ringing this phone when my business line is dialed.*

Prevent this call from going straight to this phone's voicemail by using a time delay of* 1.5 seconds to detect when calls go straight to voicerail . *

Stop ringing this phone after® 19.0 seconds to avoid connecting to this phone's voicerail. *

Unified Mobility timers
(default shown)

[only applicable if Dial-via-Office
Reverse Voicemall Folicy is sef to Timer

Controlfed]

~When Single Number Reach is Enabled

Ring Schedule

9@ all the time

As specified below

Imanday all Nay ho Office Hour

* to Blo Office Honr -

ofcH ctolo{a =2 iPhone C|HIO|AO]| EZ 8 REIZ|E| ID ZHI|2d|o|M

Mobility Identity Configuration
G Save

rStatus
@ Status: Ready

~Mobility Identity Informati

Maobile (cellular) humber corresponding

to Jabber dual-mode device
fdial plan dependeant numbering formal]

MNarne

jsmith-H1 /

Destination Number*

+19876543210 I
Mobile Voicemail Avoidance: Dial-via-Office
Reverse Voicemail Policy set to “User

TCTISMITH
< None =
Use System Default Control” (recommended)

deploy ment dependent,
User Control | [eniay i i

Dual Mode Phone
Maobility Profile

Single Number Reach Voicernail Policy ®

Dial-via-Office Reverse Voicemnail Pollcy*

O

Enable SNR for Jabber
dual-mode device

Y Enable Single Nurnber Reach
Ring this phone and my business phone at the same time when my business line(s) is dialed.

rTimer Inform

wait* 4.0 seconds before ringing this phone when my business line is diasled.*

Prevent this call from going straight to this phone's voicemail by using a time delay of* 1.5 seconds to detect when calls go straight to voicerail . *

Stop ringing this phone after® 19.0 seconds to avoid connecting to this phone's voicemail. *

HoiELICH

Unified Mobility timers
(default shown)

[only applicable if Dial-via-Office
Reverse Vaicemall Policy is sef ta Timer

Controlfed]
~When Single Number Reach is Enabled
Ring Schedule
@ All the time
As specified below
} C|HFO| &0l A DVO-R & 83t
1. Cisco Unified CM # 2| /E{H|0|A & JL|Ct.
2.Ct24t Zo| 9 ClHIO|A R O|SE LY.
Device > Phone® ME{&fL|Ct 71448 BOT &= TCT C|HIO|AE ZAMELICHEX| 0|2 M
EH5t04 Phone Configuration &2 iL|C}
3. Protocol Specific Information 444 2| Rerouting Calling Search Space EELI2 S50 A
DVO-R 2 H3 2 S 2B E = = CSS(Calling Search Space)& ME4FLICEH
4. Product Specific Configuration Layout(X| &% + 4 2{|0[o}) AMlAM0f A Dial via Office =&t

o=z

= === Enabled 2EI-A_|2|'EI)§ géﬂl-l[:l‘
5. XM& g MEgLc
6. Apply ConfigE M= &fLICt.
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rPhone Type

Product Type:  Cisco Dual Mode for Android l/

TEOTCE PTOTCOT SIP

CHS CHAl 23215104 7|50l AMASH S X|A|

a

o

o
o
LOL
Q'I_l
rir

DVO-RE

Mobility User 1D

Add Dual Mode for
Android device

Primary Phone
Use Trusted Relay Point*

Always Use Prime Line*

Device Status

Registration: Registered with Cisco Unified Ci

Manager gmt-dvor

IPv4 Address: 10.50.172.83
Active Load ID:  Jabber_for_Android-11.5
Download Status: None

Geolacation

Y| Retry Video Call as Audio

Device

2 oevice is active
[ Devics is trusted

somsmiTH ||

jsmith - Jabber for Android
Device Pool® Default
Commen Device Canfiguration < None >

Phone Button Template* Standard Dual Mod:

Softkey Template

Mobility

ommen Ehone Pronte

Calling Search Space

Device name must begin
with BOT, all caps

¥|Logged Into Hunt Group

Remote Device

Always Use Prime Line for Voice Message®

jsmith

< None >
Default
Default
Default

< None >

Ignore Presentation Indicators (internal calls only)

4

4

Ll

L
Specrfy CUStom SOﬂkeY rCaller ID For Calls From This Ph
template with MObi"ty Calling Party Transformation CSS
softkey (needed for SNR

¥luse Device Pool Calling Party Transformation CSS {Caller ID For Calls From This Phone)

configuration)

[see Mobiity Soffkey Template]

9  Specify secure or non-

- Certification Authority Proxy Function (CAPF) Information
Certificate Operation® No Pending Operation

Authentication Mode™® B

Hull String
Authentication String
Generate String
Key Order® RSA Onl
RSA Key Size (Bits)* 2048
EC Key Size (Bits) < None >
Operation Completes By 2015 |19 |18

Certificate Operation Status: None
Mote: Security Profile Contains Addition CAPF Settings.

(V¥ MM:DD:HH)

Transfer to Mobile Network

[eee Mability Identity Configuration]

- Woicemail Username

Voicemail Server

Voicemail Message Store
Enable LDAP User Authenti
LDAP Usernarne

LDAP Password

LDAP Server

Enable LDAP SSL

rMLPP and Confid:
MLPP Domain

ial Access Level Inform
< None >
Confidential Access Mode < None >

Confidential Access Level < none >

LDAP Search Base
- LDAP Field Mappings
h LDAP Photo Location

Emergency Numbers

r Do Not

Do Mot Disturb

DND Option® Call Reject

Domain Name

Preset Wi-fi Networks

Device Ringtone

r Product Specific Configuration Layout

?

Cisco Usage and Error Tracking Enabled

Enable SIP Digest Authentication  Disabled

10 Dizace 1)

Device Ringtone Yolume

T ST TreeT TRene s Calling Search Space (CSS) secure SIP profile (Device Mobility Related Information)
Media Resource Group List < None > in concatenation with line — : - -

ld MOH Audio S¢ . . [ Protocol Specific - A -
Vel Mot Auda Source < Hore = CS$S determines how dialed . Rerouting CSS determines how calls to mobile
Network Hold MOH Audio Source < None > Packet Capture Mode None
Location* Hub_tone calls are routed Packet Capture Duration o (or alternate number) are routed
AAR Group < None > laial phan dependant] * DVO-R callback leg and SNR

BLF Presence Group’ Standard Pr
User Lacale < None > =z TP Preferred Originating Codeclt [ 71101, {dial plan depsndent
Hetwork l-m‘i < None > = - - Device Security Profile™ Cisco Dual Mode for Android - Standard SIP Non-Siff- /
g pefalt Select User and assign device Rerouting Calling Search Space  PSTH !
P ) .
e . Dofouk ownership by selectingUser ID SUBSCRIBE Calling Search Space < None = -
Device Mobility Mode Default i~ SIP Profile * - file for Mabil | I
rofile -
Sanat ® oo s e TOT BOth Owner and Mobility fields Standard SIP Profile for Mobile Device e Dokl
Owner User ID* T fsee End User? Digest User = None > >
Mobility User 1D st - (LTI EED (R Specify default SIP Profile for Mobile Deviceto ensure
GETRRED . < Nons > - uneendedPert | Jabber stays registered when running in the background
Use Trusted Relay Point’ Default - Require DTMF Reception|
Always Use Prime Line™ Default -
Always Use Prime Line for Voice Message® Default -
Geolocation < None > h
Y| Retry video Call as Audio
Ignore Presentation Indicators (internal callz only)
Require DTHF Reception Product Specific Config ion Layout:
Associated Mobility Identity ?
Name Destination Number Cisco Usage and Error Tracking Enabled -
Jamihclil AA2076242210 Enable SIP Digest Authentication  Disabled -
iated Remote Destil SIP Digest Username
A R . ™ . - .
[ S— Associated Mobility Identity J ApplicaioniDiallRule=RT

Use Mobility Softkey (user receives call} =

Voicemail Message Store Username

cation

Disabled

Disabled

999,911,112

Native Ringtol

Dial via Office

Video Capabilities

ot & Ctolo{a o M= iPhone & x|0of CHE 7 H ZEE T3t

ZHEfst Al dYErLIc

Reserved

{Disabled

Use Native Phone Setting

Enable Dial via Office
Reverse forthe device
{dual-mode only)

Disabled

Kl

et
0%
o
Q'I_l
rir




C Mability U jio -
Lhonc Troe | ——— Add Dual Mode for vty User it
Product Type: Cisco Dual Mode for iPhone . . Primary Phone < None > -
4 iPhone device

Use Trusted Relay Point* Default -
Realuime Davice " Always Use Prime Line * Default -
Registration: Registered with Cisco Unified Communications Manager gmt-dvor-cucmi.cisco.com Always Use Prime Line for Voice Message™ Default -
IPv4 Address: 10.117.135.26 Geolocation < None > -
Active Load 1D:  Jabber_for_i0S-11.5 - -
E—= ) R e Yl Retry Video Call as Audio
. . Ignore Presentation Indicators (internal calls only)
Device i Device name must begin P
B pevice iz active with TCT, all caps Bl Remote Device
B ocvice ic tucted
Device Name™* TCTISMITH I ~Number P Transf
Description jsmith - Jabber for iPhone Specify custom Soﬂkey ~Caller ID For Calls From This Phone
Device Pool* Defeult template with Mobility Calling Party Transformation CSS | = Hone =
[~ D Conh tion
emmen Bevies Son lg:m ' < Nome 2 SOﬂkEy' (needed for SNR 7] Use Device Pool Calling Party Transformation CSS (Caller 10 For Calls From This Phone)
Phone Button Template Standard Dual Mod; .
Softkey Template Mobility conﬂguratlon) Remote Number
COmmen Pone Prome Standard Common Phone Profile [see Moty Softkey Template] . ;
_ Specify secure or non- |
Yo i — Calling Search Space (CSS) L secure SIP profile PUECHE I GEE O e
Media Resaurce Group List < None » in concatenation with line — -
I ., r Pratocol Specific Information ——————— " " - .
User Hold MOH Audio Source < None > CSS determines how dialed Packet Gapture Made® . Rerouting CSS determines how calls to mobile
) one
peork e o oo Souree e calls are routed A = {or alternate number) are routed
ub_Hone ;
aa. oroup —_— [dial pian dependent] e . standard (DVO-R callback leg and SNR)
. PaT— - MTP Preferred Originating Coded* [ 711ulaw [dial plan depandent]
Network Locale < None > - Device Security Profile™ Cisco Dual Mode for iPhone - Standard SIP Non-Sefl»
Built In Bridge* Default Select User and assign dEViCE Rerouting Calling Search Space  pSTN !
Privacy™® Default h b | ct|n User ID SUBSCRIBE Calling Search Space < None > -
Device Mobility Mode™® Default ownership by sele g_ N SIP Profile * Standard SIP Profile for Mobile Device]l v View Details
o T v vmous (ot TOr both Owner and Mobility fields = = =
Owner User ID* jmith f=e8 End Ussr] . . . . .
Mability User 1D jsmith < el Wi Specify default SIP Profile for Mobile Device to ensure
Frmary Phone Thene > . Unattended Port Jabber stays registered when running in the background
o Require DTMF Reception
Use Trusted Relay Point Default A
Always Use Prime Line™® Default hd
Always Use Prime Line for Voice Message® Default .l
Geolocation < None > -
Rt i ol e

Require DTMF Reception

rProduct Specific Configuration Layout
Mobility ¥ ‘?)
Name Destination Number allow End User Configuration Editing Disabled . .
senith-MI 419876543210 iPhone Country Code Enable Dial via Ofﬁ.ce
" Reverse for the device
jated Remote Cisco Usage and Error Tracking Enabled (duamode only)
[ A w Rem: ingtion . - . J Enable Sip Digest Authentication Disabled u Y
Associated Mobility Identity
N Sip Digest Username
rCertification Authority Proxy Function (CAPF) Information————|  [Se& Mobility fdentity Configuration]
CTI Control Username
Certificate Operation™ No Pending Operation -
Authentication Mode * By Mull String Dial via Office Disabled
Authentication String Rable Voice Dianng Moton ‘
Sanarats Sting Woice Disling Phone Number
Key Order* Add Voice Dialing to Favorites Enabled -
RSA Key Size (Bits)* Sign In Feature Disabled -
EC Key Size (Bits) None > Directory Lookup Rules URL
Operation Campletes By 2015 ||9 18 12 (YYYY:MM:DD:HH) Application Dial Rules URL
SO CO I S LD Transfer to Mobile Network Use Mobility Softkey {user receives cal)
Note: Security Profile Contains Addition CAPF Settings.
Voicemail Username
FMLPP and C ial Access Level Information Ve —
o - ;
FILPP Domain < Nene > Voicemail Message Store Username
Confidential Access Mode < None > - .
. Woicemail Message Store
Confidential Access Level < None » -
Enable LDAP User Authentication  Disabled =
oot LDAP Username
DoliotDEcb) LDAP Password
DND Option* Call Reject -
LDAP Server
rProduct Specific Configuration Layout Enable LDAP $5L Disabled -
LDAP Search Base
Cisco Usage and Error Tracking Enabled - LDAP Field Mappings
Enable SIP Digest Authentication  Disabled - PR s
12 Dinact 11
Ermergency Numbers 999,911,112
on-Demand VPN URL
Reacat i & Mot
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SNR(Single Number Reach)2 AIE5tH CtZ1t 22 B AAEA7L A HEE HMSHE 4 M 7|
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Ml HE: = chsa Z4&Lct
Device > Remote Destination® ME{&IL|C}.CHA HE E ZHMSHL|CH CHAF HE E AFX|EFLICE

. CH21F Z 0]l SNRO| =T A AHE T8 LICH

User Management > End User& ME{BILICH 2|5 AL XHE AMELICHALEXRL IDE MEYS
o £|F AL X 1A 22 QLT Mobility Information(2 & Z|E| &) Al M0{ A Enable
Mobility(2 & 2|E| #48}) &folgts MENEhL|cH K& S MEfgfLct.

. CH=1F Z0] SNRof| CHEf ClHtO|A dEE FEFLICH

Device(C|HFO|A) > Phone(&&t7))2 2 O|SeLICH 7 A& BOT =& TCT CIH

FO|AE M
grLiCH & x| 0|§ & MEH35t0d Phone Configuration &2 LICHCHS HEE Q=248
AZEF|HESQURE| HEO| ZEE AZEF|HIEZSIS MEELICIAZET | HES M

Mof Cht XEMIEH LI 2 sl 22|A 9| Cisco Unified Communications Manager 22| 7H0|=
E HXZSIUAUARIME LIS 2 Bted ™ME MM = offf ctoloia® & x). ZU2|E| ASAt
ID:AFS RHE MEIEILICH AR KL AFS XL IDAFSAHE MEARILICH O 2t2 R UE|E| AAS A
ID2t L x|SHOF BfL|Ct Bt &l M Z7t K2t B FOHE HE 2 28 5H= Rerouting Calling

Search Space& MEAILICHMHE S MEIEFLICE.

# 1:Cisco JabberE AtE35tH C|HIO|A S| FLHE HE 2t CHE DVO-R S3t0i CHEH 2
o =

3 E X|IHE £ 2, Rerouting Calling Search Space= 1Z2& ¢ s S8 HS E X0
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End User Configuration

LB Save x Delete |:"} Add New

rStatus

@ Status: Ready

User ID for Jabber dual-
mode user

flocal user shown, can also
be LDAP —based user]

rUser Information

Jabber home cluster and service

discovery configuration
[service discovery and service profile
deplaymeant depandent]

User Status Enabled Local User

I User ID* jsrith I
Password sesscesnsned
¥ Home Cluster
Confirm Password LIITITIITYY [ Enable User for Unified CM IM and Presence {Configure IM and Presence in the associated UC Service Profile)

Include meeting information in presence(Requires Exchange Presence Gateway to be configured on CUCHM If§ and Presence server)

Self-Service User ID

UC Service Profile Use System Default v Wiew Details

PIN sssssssesse
Confirm PIN eene rDevice Informati

o~ Controlled Devices BOTISMITH .
Last name Smith TCTISMITH Device Association
Middle name L Ince Association for Presence |

) Device-Userassociation |
|

First name Jane Available Profiles a

Directory Number Associations i
Primary Extension 12010001 in Enterprise_DNs - Primary extension
configuration
Mobility Information
[¥]Enable Mobility
ClEnable Mobile voice Access . Enable user for Unified Mobility
Maxi Wait Ti for Desk Pick
aximum arl Ime roes ICKuUp 10000 (SNR, etc_) and DVO—R
Rermote Destination Limit* 4
Rermote Destination Profiles -
| View Details
~Mutilevel Precedence and Preemption Authorization
MLPP User Identification Number
MLPP Password
Confirm MLPP Password
MLPP Precedence Authorization Level Default -
~CAPF Information
Associated CAPF Profiles | -
e Add user to “Standard CCM End
_____.—-'—"'""— ?
Permissions Information ——— User” access control group
Groups | Standard CCM End Users -
I Add to Access Control Group l
[ Remove from Access Control Group ]
T | View Details
Roles | standard CCM End Users -
Standard CCMUSER Administration
* | View Details
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S AR G D Default enterprise feature access
(5 sve & settoveton @ advanced codes for mid-call features

r Clusterwide Parameters (System - Mobility) (DTMF—baSEd)
[T Enterorize Feature Access Cote for Hold * "8 "o
rise Feature A r Exclusive Hald * 52 *82
Enterprice Festure Access Code for Resume * *83 a3
2 54 64
Enterprise Feature Access Code for Conference * a5 *35
AT Y - "4
Entergrise Festure Access Code for Starting Selective Recording * .56 a6
rise Feature A for ing Selective Recording * *87 *87
Smart Mobile Phone Interdigit Timer * 500 500
Non-Smart Mobile Phone Interdigit Timer * 2000 2000

I ile M imer * 60 60

SIP Dual Mode alert Timer * 1500 00

Enable DTMF-based features

Gall Screening Timer * 4000 00

Session Resumption Await Timer * 150 (mid-call and 2-stage dialing)

nbound Callin for Rem ination * Trunk or Gateway Inbound Calling/Search Space - Trunk or Gateway Inbound Calling Search Space
-

Enable Enterprise Feature Access ® True - False

Dral-vis-Office Forward Service Access Humber

Enable Mobile Voice Access * False - False

Mobile Yoice Access Number
e ————————————————

Matehin llgr 1D with Rerm nation ™ Complete Match - Complete Match

Number of Digits for Caller 10 Partial Match * 10 10

System Remote Access Blocked Numbers

Enable Use of Called Party Transformed Mumber for Mobile-terminated Calls * False Dial plan dependent False

h — . * . .

e e v Tt Db 3 Sl B St S et S d Dol False (configures automatic caller (ko
rClusterwide Parameters (System - Mobility Single Number Reach Yoicemail) D matchrng)

Single Number Reach Voicemail Policy * Timer Control - Timer Control

oy * Timer Control - Timer Control
User Control Delayed Timer * 1000 1000
User Control Confirmed Answer Indication Timer * 10000 10000

Cisco Jabber ZEI0|HE A 74

Cisco Jabber 22I0|¢1E 0| M0l M &3t 42 Mobile Voice Network(5E £ Autoselect) 2 A%
&t DVO-R 2 HE & MEerLct.

28 5 = Cisco Unified Communications Manager LH0{|A{ Mobility Identity2 T+ El HE 2 X}
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olzl ctolo{2= S DVO-RE Android® Cisco JabberE 7 A5tE WS HoiE

Llabber calling options Callback Numbe

e 22 PM
& keypad =% E @) settings o, |7 +1912345678¢

i Q Calling Options

GENERA
PLACE JABBER CALLS USING

Sounds K

F 3 B Voice over IP
o Vibrate i
a Keypad ~ i Mobile Voice Network .

Status !
Autoselect

Display

9
DVO CALLEACK HUMEER <& calling Gptions
L Calling Opti

alling Options +19876543210 ® LACE JABBER CALLS USING
Use alternate number Volee over IP

ACCOUNTS

o, Mobile Voice Network ®
Phone Services ", o R
 Conr Autoselect

About

419876543210

Alternate callback

1 Use al

¢ number:
DVO-R callback number: 1| Configured by
Mobility Identity number REP— user in the client

(as configured in Unified CM)

of2H Ctolo{1= 2 DVO-RE iPhone Cisco JabbersS T A5t W2 Ho{&EL|C}.



..... e =]
Alternate Number Save
Jabber calling options || ezseseres
prT = prre =7
= Keypad = Settings ] —
— | | Settings  Calling Options
1 Sounds Place Jabber Calls Using
Vibrate Voice over IP
-
= Mobile Voice Network \/
= Display
Call Autoselect
p 1 2 3
A i Calling Options Mobile Voice Network & ¥ o
0 - foryour 4 5 6
VO Callback Number R ™= R 7
L ' Phone Services : ¢ Settings  Calling Options PORS qu w%:
Hel +19876543210 v Lk 0 a
5 About Use alternate number Voice over 1P
J User Guides Mabile Voice Netwark v
Problem Reporting OR Autoselect
Send Feedback to Cisco
19876543210
pr— " = Alternate callback
: number:
D\IO_-_R callbgck number: L1 Configured by
Mobility Identlt}_t num_ber 19123456785 user in the client
(as configured in Unified CM)

ot2H Ctolo{1#2 Android® Cisco Jabberoli A 2Ht27| A E DVO-R(ZLEZIE| ID AHZ)0d| CH
3t 220|ME E3 sE2 Eo{FLCt

Step 1: Dial #
(or select contact)

Step 2: Client indicates
Unified CM is calling
mobile number

Step 3: Incoming call
from Unified CM on
cellular interface

Step 4: On answer, call
setup to dialed humber

and ringback heard

Al 61%

@ [ Ll 61% A . .l 59% & 6:12 PM
Incoming call
&) Keypad o, . +11234567890 HOLD

f  Answer S Reject

+11234567890

Call connected and
anchored when far
side answers

+ 4
Calling you at +19876543210

Once you answer, your call will Add cal

8 +14085551234 a

REJECT CALL WITH MESSAGE

Calling with DVO Calling with DVO

3

Calling you at +19876543210
Once you answer, your call will

Extra volume Bluetooth
be connected, be connected.
aea =]
Cancel ‘ HH S
Cancel )) = g
Speaker Keypad Mute

ot2H Ctolo{1=2 DVO-RO| CHEt 22I0IME S35t S E(CHA HE AFR)S SHIEAH MMEt 5 &2
o0& L|Ct.



Step 1: Dial # Step 2: Client indicates Step 3: Incoming call Step 4: On answer, call
(or select contact) Unified CM is calling from Unified CM at setup to dialed number.
alternate number alternate number Jabber client returns to idle

Sl 61%m 9PM

il 61

d 5:49 PM 2
Q Keypad o} & Keypad o,

f +14085551234 <« E 1|

Calling with DVO

Calling you at +19123456789 .
Once you answer, your call will
be connected.

Cancel

otel cfojo{2=H

hone& Cisco Jabber0| A 2HI2 | M E DVO-R(ZLEIE| ID AHE)0]| CHEF
Zo0|HE S5t

iP
S 2oiauch

Jor T10

Step 1: Dial # Step 2: Client indicates Step 3: Incoming call Step 4: On answer, call
(or select contact) Unified CM is calling from Unified CM on setup to dialed number
mobile number cellular interface and ringback heard

5:36 PM

1 (234) 567-890
+1 4085551 234 Salem, OH

1 (234) 567-890

Call connected and
anchored when far
side answers

Calling you back at
+19876543210

After you answer, Jabber
calls the number you dialed.

Cancel

= e e

24&l o] x| goldol AL E + U B X iE HE 7 ei&Lict

i e

. Cisco Expressway Mobile and Remote Access 5 A3 M
. Cisco Expressway SIP Trunk to Unified CM & A3 M
. Cisco Expressway 7|2 £ 25 MEHA
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