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fhlab. com01|A-Ihosts cmpubhcsc, cmsubhcsc, cucpubhcsc, cucsubhcsc, expwyc, expwye,
impubhcsc & imsubhcsc7t F£7HEIA& LICEH



£ DNs Name Type
4 § AD [ _msdcs
4 | Forward Lookup Zones || [ sites
b =) _msdesfhlab.com || 5 tep
4 |:_ fhlab.com B udp
b J _nl'|5d.:5 | DomainDnsZones
b —-1] sites . ForestDnsZones
b -“: ] (same as parent folder) Start of Authority (SOA4)
[; j ;]"::r:ﬂ'r'l[ln Tone £| (same as parent folder) Mame Server (MNS)
I :
b (7] ForestDnsZones ] (same as parent folder) Host (A)
4 | Reverse Lookup Zones Q *d Host ()
= 228.89.10.in-addr.arp =] empubhesc Host (A)
b 7 Trust Points Qcmsuhhuc Host (A)
t | Conditional Forwarders ] cuepubhese Host (A)
b (&3 Global Logs -] cucsubhesc Host (A)
D BXPWYC Haost (&)
D expwye Host (A)
| imppubhesc Host (A)
i |impsubhesc Host (4)
ZOIE|(PTR) Bl2E
£ DNS Name Type Data Timestamp
4 i iﬂ £] (same as parent folder) Start of Authority (SOA)  [14], adfhlab.com, hostmasterfhlab.co.. static
4 ] Forward Lookup Zones || 5] (same a5 parent folder) Name Server (NS) ad fhlab.com. static
b &) msdesthlabeom || 51080228144 Pointer (PTR) expwycfhiab.com. static
4 @ Misb.com El 089228145 Pointer (PTR) epwyeShiab.com. static
b GA msdes 1049228146 Pointer (PTR) cmpubhesc fhisb.com. static
b sees 1080228147 Pointes (PTR) cmsubhesc.fhiab.com. static
b o 11089228148 Pointer (PTR) imppubhcsc.fhlab.com. static
b Judp
b B DomeinDndZone: El 089228150 Pointer (PTR) impsubhcsc.fhlab.com. static
; - estOneZones || 1085228151 Pointer (PTR) cucpubhescfhlab.com. static
o 1089228153 Pointer (PTR) cucsubhescfhlab.com. static
b o stes
- 1089228154 Pointer (PTR) win10.fhlab.com. 5/12/2020 10:00:00 AM
te
rpid {£10.80.228.26 Pointer (PTR) ad fhlab.com. §/12/2020 11:00:00 AM
4 [ Reverse Lockup Zones
] 22889.10in-addr.arp 1089228227 Pointer (PTR) win10ext.fhlab.com. 5/7/2020 4:00:00 PM

Jabber Discovery Services™| SRV 2|2 =7} 2lo{of &



2 pMs Name
4 f AD ] _cisco-uds
4«3 anuﬂ Lookup Zones || ] _cisco-uds
b ] Jmidesfhlab.corm ﬂ_cuphgh
4 7] Mhilab.com [] _cuplogin
b ] _mades [ge
p 2] _sites ] _kerberos
o _tep &
- kpaiiwd
b udp rl_ldlp

b 2 DomainDniZones
4 [7] ForestDrsZones
b _sites
O wp
4 ] Reverse Lookup Zones
o 22889.10.n-addrarp|
b ] Trust Peints
b ] Conditsonal Foraarders
v (K GlobslLogs

Type Dista Tirnestamp

Service Location (3RV) [09[09[8443) emsublcsc fhlab.com. static

Senvice Location [SRY) [00[0[8443] empubhesc.fhlab.com. static

Service Location (SRV) [0][09[8243] impsubhcsc.ihlab.com. static

Senvice Location (3RV) [01[09[8443] imppubhesc.fhlsb.com. tatic

Senvice Location (3RV) [QI[100][3268] ad Fhlab.com. SM12/2020 10:00:00 AM
Service Location (SRV) [0I[100][82] ad fhisb.com. §/12/2020 10:00:00 AM
Senvice Location (SRV) [09[100][444] ad fhlab.com. S12/2020 10:00400 AM
Senvice Location (3RV) [Q][100][389] ad fhiab.co
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| 3 Contificate Tempiates (AD.fhiab. | Template Display Narife SchemaVemion  Vamsi. ot~ || Actions
gcsvmm ] Properties of New Template Lx]
3 Code Sigrning 1 Subgect Mame Sover | lwmumnce Fnquremerts
B Corputes 1 | Compatbity | General nnu,r_hmj_umlmw
H Cross Certification Autherity 2 Superseded Teplates Securty
%Wfﬂﬂ'*w"‘m 2 To moddy an etenson, seiect £, and then chk Ede ::mmmmm“wm:mu
Domain Controller 1
3 Demain ControBer Authentication 2 Bxtersions included in this tempiais
3 EFS Reconvery Agent 1 !mm Apphcation polces:
5l envolment Agent 1 || Beme Conatrants Chent Autheniication
3 Eneclment Agent (Cemputer) 1 .| Canficate Template famateon Server Authenticaton
] exchange Ervolleent Agent (Offne requ... 1 | wmance Poloes
HBCWMWM 1 a_"b:rr.un
3 Exchange User 1
Fwsec 1
1 P5ec (Ol reguest) 1
5 Kerberos Authentication 2
gl:cy;umuy&w ; u;.:"mamm (s ][ ea
Hmmmw: . 2 Clont Authertication = [ Mk this extension criteal
3 Roct Certification Autherity 1
CSRoll MY + JUES M4E A2 wasior L

File Action View Help

e 2 0= H

i'.j Certification Authority (Local)
4 g fhlab-AD-CA
" Revoked Certificates
| Issued Certificates
] Pending Requests
“| Failed Requests

Name

9] ClientServerAuth

2 Directory Email Replication

& Domain Controller Authentication
3 Kerberos Authentication

] EFS Recovery Agent

| Certificate Ter—"*
1 Manage

‘New

o ——

|

Certificate Template to lssue

Intended Purpose

Server Authentication, Client Authentic...
Directory Service Email Replication
Client Authentication, Server Authentic...
Client Authentication, Server Authentic...
File Recovery

Encrypting File System

Sl ucation, Server Authentic..,

ncation
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Microsoff Active Directory Certificate Senvices — fhlab-AD-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or PKCS #T renewal request generated by an external sour
Web server) in the Saved Request box.

Saved Request:

BVERNY /9k ThqinpeBzANH+ +tolGzBinvqaTESLNH |
EBase-84-oncoded LAOdphFéLTurVeY2KLvHLER]l fTaSy483yCanlv]l
certificate reques! OWOFZoLbIbSH0z iWTIQEFWSaC56 TDMO0BFRELSN

{CMC or 10y/ Ip6oDz TdZESw2pErKI¥xcebypovstoijlich
PKCS #10or AMSGinz0
PKCS #7): ~===-END CERTIFICATE REQUEST=====
Cortificate Tomplate:
[ User

Basic EFS
Additional Attriba  Administrator

EFS Recovery Agent ==

Altributey;  Web Server

Subcrdinate Cortification Autherity :

[ Clentserveratn

CUCM, IMP ! CUC Multi-Server CSR2 CAO|A MA5tT MH3HoF ELICI OIS EEE
tomcatO|0{0F & L|C}.

e

r Status
IS Warning: Genarating a new CSR for a specific certificate type will overwrite the existing CSR for that type
rGenerate Certificate Signing Regquest:
Certificate Purpasa*® tamcat A |
Distribution® Multi- server{ SAN) o)
Common Name* -cmputhEE-ms,ﬁllah.cnm
Subject Alternate Mames (SANs)
Auta-papulated Damains cmpubhesc.fhlzb.com
cmsubhcsc.fhlab.com
imppubhcsc.fhlab.com
impsubhese. fhlab.cam
Parant Domain Ihilab.com
Other Domains Browss_ | Mo file selected.
Please import .TXT file only.
Far mare information please refer to the notes in the
Help Section
= Add
Key Type®* RSA
Key Length® (2048 ]
Hash Algorithm* SHAZSE e
| Generate Close

CA FE Q&5 M= Tomceat Trustdll Y2E5t10 MEE Q1S5 M= tomcatdll A2 =38l oF &FL|Ct.
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Select server roles D asscom
Before You Begin Select one or more roles ta install on the selected server.
Installation Type Roles Description
Server Selection PNCTL- (] Active Directory Centificate Services (AD C5) is used to
_ — | create centification authorities and related robe senvices
e that allow you to issue and manage certificates used in a
Features vaniety of applications.
| Certification Autharity Web Enrollment (Installed
] Metwork Device Enrcliment Service
[C] Online Responder -
| Active Directory Domain Seraces
[ Active &rum Lightwesight &m:o-ySm‘«-s
] Active Directory Rights Management Services
] Application Server
"] DHCP Server
| DNS Server (Installed
] Fax Server
b [W] File and Storage Services (2 of 12 installed)
[ Hyper-v
] Metwerk Pelicy and Access Senvices
] Print and Document Services vl
| <Previous | | Nea> | Invstall | Cancel I
a2 ol2qEt MH|IAE HA #+5&LCh CA(Certlflcate Authority) 215 M S5 3 2 MH|AO|
et F dg2 MXIE F 0|& #4$t CtF Certificate Enrollment Web Servn 2! Certificate
Authority ¥ 5% & Ax/gLIch 7 A8}
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Add Roles Wirard ﬂ

ﬁa Specify CA Type

Before You Begin A combination of reot and subordinate CAs can be configured to create a hierarchical public key infrastructure
{PKI). & roat CA is & CA that Bsues it2 own self-signed certificate. A subordinate CA recehies its ceriificate
Server Roles from another CA. Spedfy whether you want to set up a root or subordinate CA.
ADC5
Roke Services ¥ Root CA

Select this option if you are instaling the first or only cerfificaon suthority in a public key infrastruchure.

Sehup Type

™ Subordinate CA

Select this opition if your CA will obitain its CA certificate from another CA higher in a public key
infrastruchurs.

Resdis

Mare about publs key infrastruchre (PRI

CHS Ef7lE CAol CiEr 7iQl 7|1& ddste ALt

Add Roles Wizard |
ﬁ Set Up Private Key
Before You Begin To generate and issue certificates to dients, & CA must have a private key. Spedfy whether you want to
T oreabe & new private key o use an existing one.
AD C5 = Create a new private key
Role Senvices Lz this apbon if you don't have & private key of wish o reats & new private ey o enhanos searity.
T Yoo will be asked to select a oryplographic service provider and spedify a key length for the private key.
Setup Type To issue new certificates, you mmust sleo celect & hash alorithm.
CAType 7 Use existing private key
Lise this aption io ensuré continuity with previowsly Bsued certificates when ranstaling & CA.
Cryptography £ Solect a certificate and use itr assodated private ke
A M '-:r{-*.;.‘ this option if you have an existing certificate on this compurter or i you wanit to import 2
certificate and ute it ascocated private key
clkity Pesiod 7| Select an exdzting private key on B computer
Cartificate Databace Select this oplon if you have retsned private keys from a previous instalation o want io use 5 private
Wk {IIS'-I EEy [rom &n SiEmate source.
Ruole Services
Confirmaion
Presgress
Results

0| EtAHIE B o] Windows Server 201201 ADFS32 M x|t B0t LR sHL|CHCAE A48t




F IS& H& MHIAE Fd8lioF B LICHO|= CAS| B S50 EFrL|ct EH #=9| ADFS H{Z 9]
82 IISOHA-I =7t ‘f'.%*é Ar8otedH S8 Z= I3 il

Foll A ASP.NETS 2E2I5HMA|2.
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ﬁ Select Role Services
Before You Begin Select the role services to instal for Web Server (I15):
Server Riokes Rohe services: Description:
= ASEHET provides a server side object
-2l = I_l_' Wb Sarn 2! sriented programming enviranment
Role Services E B Common HTTP Featbures far building Web sites and Web
[¥] static Content applications usingmanaged code.
SEpl e [] Defadt Document :-?JITH not simply a rb;vmlon
L HTTRE architected to provide a highly
Private Key A1 ductive rammi erience
[¥] HTTP Redrectsn ﬁad an ﬂfeﬁ.lgl-:rﬁmnm wrk.
Cryptography ;
L webDay Publshing ASPNET provides arobust
CA Mame = [E Appication Development = thfurhmHlngmnh
7 =X applications.
Lok % mmﬂﬁ?‘—-—-—
Certificate Database ] ase
Web Server (115) L car
| RoleSenices | B T v
[/] 58P Fiters
Confirmation [[] Server Side Indudes
Frogress B [ Health and Disgrcatics
[#] HTTP Logging
fenn [f] Logging Todks
[f] Request Maritor
[¥] Tracna hd
More about role services
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Overview
AD FS peovides sngle-sgnon (5501 acosss for chert compubers
Leam More
Corfiguring Trust Relabonships
Corfigunng Authentation Pobcies
Treubleshacting AD F5

AD F3 Help

Add Rgl,-m; I},m\,- Trst...

Bdd Clpieng Prowider Teust.

Add Attribute Store...

Edw Federatson Senvice Propen

Edit Pubkshed Claieng

Revoke All Prowes

Vi ¥
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Refresh
H Help
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"4 AD FS 2,0 Federation Server Configuration Wizard

Welcome

Steps

@ Welcoms

@ Sdcect Deplopment Type
@ Federation Service Name
@ Summary

@ Rexuls

Welcome to the AD FS5 2.0 Federation Server Confiquration Wizard

This wizand helpe you conhgurs Aclve Dieclony Fedeigton Seraces [AD FS] 20 solbuae on ths

computer, which sats up tha computer a2 a fedaiabion server. Aninstanca of AD FS & elered o as a
Fed=iaton S=mce

3 Cieale a new Federation Service

Select this ophon to set up ether a stend-aone fed=iabon server o the frst sesves 0 a federation
server fam

() Add a federation server to an existing Federation Service
Sedacl i oplion o o this compuler 1o 2n exsling ledsialion server lam

Create a new Federation Service(Af H 20| MH|A M4)E MEHSI T Next(CHF)E 2 =2I8L

Ch




¥ AD FS 2.0 Federation Server Configuration Wizard

Select Stand-Alone or Farm Deployment

Steps Youcan credte athar a sland-alone fedaraton erver for evaliziion purposes of a smal production
@ ‘Welcome arviranment. o1 you can create a lederabion server in a new famm For load balancing and high avaiskbily
@ Select Deployment Type Selact ore of the following options. Either of these options vall uze the Windowe Intainal Database to store
configuration dala
@ Federshon Service Name
@ Surmary O New federation server Farm
a This option will create a new Federation Service with settings for high avaiabilty and load balancing.
@ Fesus The computer val b= the prmary fedeiation server nlbe lam. Lale, you can scale cul the lam by

adding more federation senvens

To crashe a lederation server lam, pou mus un thie wizard while you 202 lpged on vath 2n account
that has sufficient pemizsions in Active Directony to create a contaner object [fr sharing certificates]
and lo st an SPN [for the seivice accournl], such & an accounl thal is & member of the Domain
Admns group,

(*) Stand-alone federation server
This optian wil create a rew Federation Servica on this compurer. T his opbion iz recommanded foe
evaustion pupozes or & small production ersranment. |F vou selecl bis ophon, wou wil nol be able
to add more servers to create a faim,

(i Youcan e SOL Serves with AD FS 20 lo lake advaniage of the ful lealure set and achieve
~ maxsimum scalability. To 2et up AD F5S touss SOL Server. wie the command ine verzsion of thiz
wizad For mors nloemahion, click Help

< Previaus ”TI Cencel I Heb

[SE ™Y ool MHE MEistn ol0lx|ofl ZAIE CHz ch&S =gt




"Fjl AD FS 2.0 Federation Server Configuration Wizard

Specify the Federation Service Name

Steps

g

Welcome

Select Deployment Type
Federation Service Mame
Surnmnarny

Results

This wizard determines the Federation Service name from the Subject field of the SSL certificate far the
Default 'web Site. If the wizard cannot determnine the Federation Service name from the SSL sethings, you
must select a certificate.

Select the certificate and/ar port, and then click Mest.

S5L certificate: Poit:

adlla identitylab, us - Wiew, | 4473 -

Federation Service hame:

ad0a.identitylab,us -

What kind of certificate do | need?

< Previous I MNewt = I Cancel | Help |

SSL Q1B Mol S50 M AHA|l HH QIS AME MEISILICH H{2]| 0|44 MH|A O|§0| AHS 22 xS
ZLIC Next(CHZ) & &=Lt




" AD FS 2,0 Federation Server Configuration Wizard

Ready to Apply Settings

Steps The fcloning sattings wil be configured for AD FS 2.0
@ Welcoms
L = *  Slop AD FS serwer,

@ Sclect Deployment Type o Windows Intemal Databaze sanvics wil be staited and set to auomaic: startup.

2 Fadmalion Service Name » Sgong and loken-enciyphon ceilificales wal be geresat=d ard s=1 bo aulomatic 1ol over,

PR R »  Selected S5L certficate wil be wed for sacuiing service communication.

@ Surmary s  Melwers Senace sccount wil be gven acesss bo the database, to the catificabs povate keys and
endponts, 2nd the service wil un undan this accourt.

@ Resulis *  Delayk z2t of encpoints will be enabled

. B ému sipri-n web sle vl be daployed 1o the YadizAs vitual dieclony under the Delaul 'Web Sie in

s,

+ Federalion Seivics name is ad) aidenlilviab. us
= Start AD FS server

To begn configuning this compuber with thess sattings, cick Nexl.

cprevios [[ hets | concd | meb |
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Wi AD FS 2.0 Federation Server Configuration Wizard

Configuration Results

Stope The folowing sottings are being configuad
@ ‘Welcome
Camgenent Slatus
@ Seclect Deployment Type
Y Stapthe 8D FS 2.0 ndows Semice Cenfiguration firvshed
@ Federshon Service Name .
E) Instal Windows Irkemal Database Configuration frizhed
@ Surmary . -
S0 Stant the Windows Intemnal Databass servics Configuration finished
Rezull
LBl ) Craze AD FS corfiguiation database Configuration fiished
#) Confipwe tervice talling: Configuration firiehed
U0 Deplop biowses sgpen Web sibe Conliguaation Frashed
“) Stait the 2D FS 2.0 ndows Sernce Conliguration Frizhed
¥} Creates delauk claim set Cenfiguration Frizhed
¢} Create defouk Achive Direcho claim acceptance ndes | Configuration firished

Wou have wiccssluly completad the AD FS 2.0 Fedealion Server Condiguration wizaid

To close thiz wazard, chck Oose

;qul

i CIose(F;7I)I 2/5t04 OHHALE SRSt

DE M QA MHEXMoZ AR EUEX| &S
72 2E| 242 sotYLct3E 2 M dE



WAD IS 20 = C] =]

W Fle Acton  Vew Window  Heb alf] =]
e B
e e
% ] Servae
* Trust Belatonships <
Overview prorerrr—
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LDAP System Configuration

—Status

@ Please Delete All LDAP Directories Before Making Changes on This Page

® Please Disable LDAP Authentication Before Making Changes on This Page

- LDAP System Information

Enable Synchronizing from LDAP Server
LDAP Server Type Microsoft Active Directory
LDAP Attribute for User ID  sAMAccountName s

27 CHS System(AIAE]) B > LDAP Directory(LDAP C|Z|E2[)2 o|S&fL|Ct.

LDAP Directory

Eﬁw xnﬂm Gup‘,r b Perform Full Sync Now I:II]iAdde

~ LDAP Directory Information

LDAP Configuration Name® LDAPL

LDAP Manager Distinguished Name* fhlab\administrator

LDAP Password* eSS NEEEIeNEsEEIIsNSIIIINIIIES

Confirm Password* AN REREsssIsIINRESS

LDAP User Search Base™ cn=users,dc=fhlab,dc=com

LDAP Custom Filter for Users < Mone = B
Synchronize * © Users Only Users and Groups

LDAP Custom Filter for Groups

- LDAP Directory Synchronization Schedule
Perform Sync Just Once

Perfarm a Re-sync Every™® 7 DAY B

Mext RE-E‘_,'T'H: Time {W—HM-DD t‘ll"luiI'I‘.II‘I‘I::I:"c 2020-05-24 00:00




rStandard User Fields To Be
| Cinco Unified Commusnications Manager User Flakds | LDAF Attribute Cingo Unified Communicaticns Manager User Finics | LDAP Attributs
|User 1D SAMACEouniName First Mamst givenMane
|Midcie Harme migdiename [ Last Hame s
I:Mnrugu ({s] IMSnagEr Diepartment department
gm Nurriber - | Mail 1D mail
|Title tithe Home Humber hedrphone
| Mobile Mumber mishile Pager Number pager
|pirectary URE mail B Display Hame displayhiame
LDAP Server Information
Host Name or IP Address for Server® LDAP Port® Use TLS
10.89.228.226 389

Add Another Redundant LDAP Server

Save Delete Copy Perform Full Sync Now Add New

Active Directory Ar&Xt7F cCUCMZt S 7|8t
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~LDWP Authentication ler End Users

B Uise LDAP Authantaaten for End Users

LDAP Mansger Cistrguished Meme * [l admerrstor
LDAP Pasrwond® [1e
Confiem Pasimond” [ees

lﬂ-umm-ﬁbﬂ

Hoat Heme or 1P Addrews for Server” .lepnm'
[iospameame aes |

Add Ancther Redurdart LDAP Seroer
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End User Configuration (TP NRT'TH Back to Find List Users ~ )| Go |

Confirm MLPP Password [
MLPP Precedence Authorization Level [ Default ]

~ CAPF Information
Associated CAPF Profiles |

~Permissions Information

Groups | Standard CCM End Users
Standard CCM Super Users Add to A Control G ]
Standard CTI Allow Control of All Devices cCess o
Standard CTI Enabled Remove from Access Control Group
View Details

Roles | Standard AXL APl Access ~
Standard Admin Rep Tool Admin

Standard CCM Admin Users

Standard CCM End Users

Standard CCMADMIN Administration ¥ | view Details

~Conference Now Information

[Jenable End User to Host Conference Now
Meeting Number 1001
Attendees Access Code

Save | | Delete | | Add New |
CUCM H|Etci|o]E
O MMof= CUCM HlA|Xtof| CHE T2 M ATF EAIELICEH
xto{2 URLZE O|S3HoF 3= CUCM HIEIH|OIEIE 72 = ZJL]Ct. httpS'l/<CUCM Pub
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SAML Simgle Sign-On
S50 Mode
® Cluster wide (Ong metadats File por clusber Reguires multi-server Tomeat cartificate)
s Per mode (Oee metadsts e per node]

B omatie samn 550 s Expert asuasans Bwﬂﬂmn Fox A Disbind Sarvere

|

- Status
@unrnnu.dhrm.mmmmwumrm
@ SaML S50 erabied

| SAML Single Sign-Om (1 -4 of 4) Rows per Page 50|

Barver hama 33D Sratvs R {mpe qtadets e Matedete (gt npont Hetadats Ll Hetadets Dnpon B30 Tem

ompubhcsc. s com SAML WA April 20, 2020 2100157 PH POT & e April 18, 2020 810538 PH POT Passed - Aprid 20, mn:“mpg Bun S50 Test...
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G File Actien View Window Help I!|!|n

«% zm B
L erther h_
b 0 Service
- ' . Ties
a 2 Trust Relationships Device Regatraton Sernce You WS T ummedn adfhish com
" : - Add Rebying Party Trust_.
21 Chaiens Provider Trusts CLCM ChterWide _Fisyng_Party_bust Yes WST.. cmpubbcac fhish com .“’ .
[ -] Rebying Party Trusts . N T Yes WS cucpubhose fhish com Ad Non-Claima-Awrare Relying..
3 AtbteStores | Add Reling Party T J Yer WET.. sk com-S00D0FE107DTSEST Voo "
bl Awtheriteation Pokoie Add Non=Claims-Sware Rebying Party Trust_
Horwe Windiow from Here
Wiew r | Refiesh
Hirwe Windiow from Hene =
Fafresh i
Help

Add Relying Party Trust Wizard & & 2{&fL|C}.

Welcome
Steps Welcome to the Add Relying Party Trust Wizard
Welcome
. This wizard wil help you add a new relying pany trust to the AD FS configuration database, Relying parties
@ S5alact Data Source consume claims in security tokens that are issued by this Federation Service to make authentication and
authorization decisions.
@ Configure Mutifactor
Authentication Now? The redying party trust that this wizand creates defines how this Federation Service recogrizes the relying
e C | party and issues claims to 2. You can define issuance transform rules for issung claims to the relying party
it o Al aliter you complete the wizard,
@ Readyto Add Trust
@ Finish

Start(A1Zf)E Z2!5t04 AISELICH

0|%10i| X{Zt 8t federationmedatada.xml HIEFCH| O|E{ XML Tt 2 MEHSH T OS2 S2I8LICtH



Select Data Source

Stops Select an option that this wizard will use to obtain data sbout this relying party:

@ Welcome
() Import data about the relying party published online or on a local network

ha 1) Use this option to import the necessary data and cedificates from a relying party organization that publishes
@ Configure Mutifactor its federation metadata online or on a local network.

Authertication Now?
Federation metadata address (host name or URL):

@ Choose lssuance

Authorization Rues I |
@ Readyio Add Trust Example: fs.contoso.com or hitps.//www _contoso.com/app
@ Finish ®) Import data sbout the relying party from 2 file

Use this option 1o import the necessary data and cenificates from a relying pasty organization that has
exported ts federation metadata to a file. Ensure that this file is from a trusted source. This wizard will not
validate the source of the file.

Federation metadata file location:
:Z ‘Users \Administrat or' Downloads \federationmetadata xmi | | Browes |

() Enter data about the relying party marualy

r.\ Cl I /AT e I'-.I'I'l.l
| <Previows || Ned> || Cancel |
CUCM_Cluster_Wide_Relying_Party_trust® E A| O|§ 2 E A&t NextE S 2IFLICH




Specify Display Name
Enter the display name and any optional notes for this relying party.

Diisplay name:
[cucm_Custer_wide_Relyng_Party_tnust|

Notes:

| <Previous | | Nees || Cancal |




Steps

@ Welcome

@ Select Data Source

@ Specify Display Name

@ Configure Mutifactor
Authentication Now?

@ Choose lssuance
Authonzation Fules

@ Readyto Add Trust
@ Finish

Configure multifactor authertication settings for this relying party trust. Multifactor authentication is required if
there iz 2 match for any of the specfied requiremants.

Muttifactor Authentication Global Settings

Requiremerts  Users/Groups
Device
Location

(® 1 do not wart to configure mutifactor authentication settings for this relying party trust at this time.
() Corfigure multi factor authentication settings for this relying party trust.

You can also configure multi-factor authentication settings for this ralying party trust by navigating to the
Authentication Policies node. For more information, see Configuring Authentication Policies.

| <Previous | | MNexs || Cancel /)|,

Permit all users to access this relying party(2.E AF&XF7} Of M| S ALK HHAT TS FE)E
MEfEt D o|O|x|ol EAIE! CHZ Next(CHHZ)E =8t



Choose Issuance Authonzation Rules

Steps lzssance authorization nules determine whether 3 user iz parmitted to receive claims for the relying party.
@ Welcome Choose one of the following options for the inttial behavior of this relying party’s issuance authonzation ndes.
@ Select Data Source Ol Pemit all users to access this relying party
@ Specify Display Name The issuance authorization rules will be configured to pemmit all users to access this relying party. The relying
@ Configure MutHfactor party service or application may still deny the user access.

Futhentication Now? @ e T e

The issuance authonzation rules will be configured to deny all users access to this relying party. You must
later add issuance authorization rules to enable any users to access this relying party.

‘You can change the issuance authodization rules for this relying party trust by selecting the relying party tust
and clicking Edi Claim Rules in the Acfions pane.

| <Previous | | Net> || Cancel ||

Zu|ago|ME AEst o|O0|x|of EAIE CHE NextE Z=IELICH



Ready to Add Trust

Steps

@ Welcome

@ Select Data Source
@ Specify Display Name

@ Configure Multifactor
Authentication Now?

@ Choose lssuance
Authorization Rules

@ Readyto Add Trust
@ Finish

The relying party trust has been configured. Ham&nfuhwm and then click Nexd to add the
relying party trust to the AD FS configuration database

Relying party’s federation metadata URL:
[ ] Monitor relying party
|:| Automatically update relying party

This relying party’s federation metadata data was last checked on:

< never »
This refying party was last updated from federation metadata on:
< never »
<Previous | | Next> || Cancel |°
EQleto| MEAZ F[AStT BI|E 2fLiCH



Finish

Steps The relying party trust was successfully added to the AD FS corfiquration database.

® Weloome You can modify this refying party trust by using the Properties dialog box in the AD FS Management snap-n.
@ Select Data Source

@ Specify Display Name

@ Configure Muttifactor
Authentication Now?

@ Choose lssuance
Authorization Rules

@ Readyto Add Trust
@ Finish

[ ] Open the Edit Claim Rules dialog for this relying party trust when the wizard closes

HZX 0lRA HES ALE5t0q o|O|X[of EAIE CHE & Z 4438t Relying Party Trust(Z AtAH A
A

=
AME| AlZ[)2t Edit Claim Rules(22 & 72| =8) Z4u|ad|o|Mdg MENgFL|CE.

G File Action View Window Help

e 2m

£l ADFS Relying Party Trusts
b g :‘“"‘;m N Display Nams Brabled | Typs dentier
4 [ Trust Relationships Device Registration Service Yes W5-Trust / s.mL rws—m«m Lmms-drs:ad fhisb com
a ':I’"im' Provider Trusts CUCM_Cluster Wide Relving Partv trust  Yes WS- Tnust ' cmpubhcsc fhlab com
;j Rdy.lng Party Trusts CUC_Cluster_\W Update from Federation Metadata... L f'l'h‘B-Fuclmﬂm cucpubhcsc fhiab com
] Attribute Stores EpwyC [ Eit Claim Rules. L/ WS-Federation friab.com~500D0F4107D76ES7
p 7] Authentication Policies =
Disable
L )
Delete
Help
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lssuance Transform Rules | Issuance Authorization Rules | Delegation Authorization Rules

The following transform rules specify the claims that will be sent to the relying party.

Order Rule Name lssued Claims

Send LDAP Attributes as Claims(LDAP §4& 2zl 2 EL7|)E ME5t 1 Next(CHS)E 22
goict.



Y Add Transform Claim Rule Wizard | x
Select Rule Template
Sepe Select the template for the claim rule that you want to create from the following list. The description provides
@ Choose Rule Type detais about each claim rule template.
@ Configure Claim Rule Claim rule template:
| Send LDAP Attributes as Claims
Claim rule template description:

Using the Send LDAP Aftribute as Claims rule template you can select attributes from an LDAP attribute
store such as Active Directory to send as claims to the relying party. Multiple attibutes may be sent as
multiple claims from a single rule using this nule type. For example, you can use this rule template to create
a rule that will extract attribute values for authenticated usaers from the displayName and telephonaNumber
Active Directory attributes and then send those values as two different outgoing claims. This rule may also
be usad to send all of the user's group memberships. if you want to only send individual group
memberships, use the Send Group Membership as a Claim rule template.

E M X{ZA:Active Directory(EELCHR HF A EE F H 22))

LDAP E4:SAM A 0|

FINISH/IOKE Z2l5to H&g
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“You can configure this rubs bo send the values of LDAF stiritwtes s claims. Select an attibute stions from
mmimm Seeeciy b the atsbiutes wil map 1o the cubgoing clsim hypss that wil be

{Claim nube name:

frameic] I
Fule templabe; Send LDAP Agrbules &3 Claims

Atribute store:

| Actrve Diwctory v

Mapprsy of LOAF stirbutes 1o outgonyg clam bpes.

LOAP Aty (Select or typa bo Outgong Claim Type (Select or typs b add more) |

2dd more)
F LM Aneourd -hams we s u-l

| View Fude Language... | [ ox || W_l

Ortiviate

CHE =& F715t24H Add RuleE CHA| E2IFLICH



lssuance Transform Rules | lssuance Authonzation Fules | Delegation Authorization Fules |

Thee following transfom ries spaciy the clams that will be sent to the relying pasty.

Ordher  Fule: Hame Essued Claims
1 Mame i uid

[ AddRus.. | [ EdeRue_ | [ Remove Rus.. |

Send Claims Using a Custom Rule® M5l NextE 228t



g Add Transform Claim Rule Wizard x|

Select Rule Template

Seps Sglect the bemplabe fior the clam e thal you want 10 creale from the fpllowing s, The descripbon provides
& Choose Fule Type deliady shout emch Clasm nule bemplate
@ Corfigure Clam Fule Ol rule bemplate

Sered Claers Using a Cusiom Fuls w
Caim rulle template desonphon

Lising & custiom rubs, you can creabe naes that con't be crealed with & nils template. Cusiom nues e
writer inthe AD F5 clam nie brousge. Capabdiees that meguirs cusiom niles includs

+ Sending clawms from & 50U atvbute shors

+« Sandng claems bom & LDAF siirdbule shore using & custom LDVAF fller

» Sersching claims bom & cuom siribuls shone

+ Saruciing claers only whan 2 or mon incoming claima are present

+ Sending clasms only when an ncoming claim vale malches & complex pattem:
« Sending claimes with complen changes to an incoming claim value
+ Lrasing cleems bor uss only in leler rules

Cluster Side_Claim_RuleO|2t= AFE AL X|H &S MAELICEH

017|0 M HEZ 7% ol Ol HIAE S SAsto E0{d&LICHEAE HET|OM HESIH S X
7t HEE|D SSOE EHAEE M #=0] AuigfL|ct

c:[Type ==

"http://schemas. m crosoft.com ws/ 2008/ 06/identity/clains/w ndowsaccount nane"]

=> issue(Type = "http://schemas. xm soap. or g/ ws/ 2005/ 05/ i denti ty/cl ai n8/ nanei dentifier"”

Issuer = c.lssuer, Oiginallssuer = c.Oiginallssuer, Value = c.Value, ValueType = c. Val ueType,
Properties["http://schemas. xm soap. org/ ws/ 2005/ 05/identity/clai nproperties/format"] =
"urn:oasis:nanes:tc: SAM.: 2. 0: nanei d-format:transient”

Properties["http://schemas. xm soap. org/ ws/ 2005/ 05/ i dentity/cl ai nproperties/nanmequalifier"]

= "http://<ADFS FQDN>/ adf s/ conf adf s/ servi ces/trust",

Properties["http://schemas. xm soap. org/ ws/ 2005/ 05/ i dentity/clai nproperties/spnanequalifier"] =
" <CUCM Pub FQDN>");

c:[Type == "http://schemas. nm crosoft. com ws/ 2008/ 06/identity/clai ms/w ndowsaccount nane"]

=> issue(Type = "http://schemas. xm soap. or g/ ws/ 2005/ 05/ i denti ty/cl ai n8/ nanei dentifier"”

Issuer = c.lssuer, Oiginallssuer = c.Oiginallssuer, Value = c.Value, ValueType = c. Val ueType,
Properties["http://schemas. xm soap. org/ ws/ 2005/ 05/identity/clainproperties/format"] =
"urn:oasis:nanes:tc: SAM.: 2. 0: nanei d-format:transient”

Properties["http://schemas. xm soap. org/ ws/ 2005/ 05/identity/cl ai nproperties/nanequalifier"] =
"http://AD. fhl ab. coml adf s/ services/trust”

Properties["http://schemas. xm soap. or g/ ws/ 2005/ 05/ i dentity/clai nproperties/spnanequalifier"] =
"cnpubhcsc. f hl ab. cont') ;

FinishB £ 2504 A& &hLICt



http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier
http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format
http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/namequalifier
http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/spnamequalifier
http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier
http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format
http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/namequalifier
http://AD.fhlab.com/adfs/services/trust
http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/spnamequalifier

O|X| ADFSO{| & 7He

&Lch

You can & cusine claim ruls, such 33 3 eule thal segunes multipls incoming claims of Bl edacty
clpiemg om0 afirkate sbore. To configure B cusbom ruls. Byes ong o mom oplional condiiors and n
BRance salement using the AD F3 claim rubs languace.

Claim rule name:

[Cluster_Sade_Claim_Flie

e bemplate: Send Clsime Lsing & Cusbom Fubs
Cusiom suls:

e [Type ==
“httpr//achenss.microsoft. comfwa /2008, 0EF identity S claime fwindowsaccoust
naze™]

=y igsue(Iype =

“RETRLS/SCRERAS . NE] SSAD . 200 wE /2005505 Ldean iy elaing S aane i den el 1R,
Issuer = c.Issuer; Origimallssuer = c.0riginallssuer, Value = c.Valwoe;
ValueType = c.ValoeType, Properties

[*heopr/Sachesas. xel aoap- 0Zg/ wal 2005/ 05/ Ldenticy/clalsproperties/ forsat
"] = “urhicEFLEiRADES:te:SAML: 2.0 nameid-formaT: CTADALERT", PropeCTies
["hrope/Sachesas. xol aoap - 0T/ wa s 2005/ 05/ Ldencicy/ claleprope r T 1es/ DA
alifier™] = "hEtp://AD. fhlab.comssdfs/ seCvices /Erust™, Properties
[“hrtp://ache=as. x=lscap. org/wal 2005/ 08/ identivy/claisproperties/ spaame
qaalifier®] = “cmpubhcsc. fhlab.con”) ;|




lssuance Transiom Fuies | lssuance Authorzation Rues | Delsgation Athorzation Rules |

The folowing transfom nues specify the clames that wil be sent 1o the relying party.
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File Action View Help
edmBDcz Bm »enn
5 Semvices (Local) _I
Active Directory Federation wpti
Services
dtog the senvice e Enables Active Divectory Federa..  Bunming
St the servic 4 Active Directory Web Services This service provides a Web Ser—  Runming  Automatic Local System
4 App Fleadiness Gets apps ready for use the first .. Msnasl Lecsl Systerm
ption: i 4 Application Experience Processes application compatib_ Manusl (Trigger Stat)  Local Systern
E""!‘“m"mw £, Application Host Helper Service Provides sdministrative services_ Running  Automatic Local System
4, Application identity Determines and verifies the ide... Manual (Trigger Start) Lol Service
4 Application Informaticn Facilitates the ranming of intera_ Muanual (Trigger Stast) Lol System
4 Application Layer Gateway Serdce Provides support fior 3rd pasty p— Manual Local Service
{4 Application Management Processes installatson, removal, — Maral Loscal Systern
4 AppX Deployment Senice (AppXSVC)  Provides infrastructure support ... Manial Lecad Systern
4, ASPINET Seate Service Provides support for out-of-pro_ Manual Hetwark Service
4 Background Inteligent Transler Service  Tranaders files in the backgrown... Manial Local Systern
% Background Tasks infrastructure Sendoe  Windews infrastructisne service .. Runming  Automatic Lecald Systern
(4, Baze Filtering Engine The Base Filtering Engine (BFE) i. Running  Automatic Local Service
{4 Certificate Propagation Copies uter cetificates and reo..  Runming  Manual Local Systern
{4 CNG Ky Isolation Thee CNG ke isolation senvice s Funning  Manual (Trigger Start)  Local System
£ COM= Event System Supports System Event Notifica..  Running  Automatic Local Service
4 COMe Systern Application Muanages the configurstion snd... Running  Manual Local Systern
4 Cemputer Brewter Muantsing an updated list of co.. Derabled Lical Systern -
<] = I »
' Extended A Standard
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IdPol CHEF W2 E CUCMO]| XIS sok gfLICt 0] HE = XML MHEICIO|E{E At&sto{ 1 #HE LI
ADFS7t dx|El MM of EtHIE +&sHoF &fLCt.
efox M[=] E3
I,__,Li'ltrustedCuTectm Xl'hheluﬁafuxﬁtﬂtpant ><1+II
udemty[:;-..us_%;--:-;--:.:r"-.-m-;-f:-.:_f;.-::"-::-:-_-=-.»-:-:-=.--.:rr'-_--..-;deta ¢ |[B- coooe Alo- & &
Lgh Mustﬁsiad "} Getting Started | | Suggested Sikes | | Web Shice Gallery N

‘m‘. :
] Opening FederationMetadata.xml | x| buk we can't confirm thet your

¥ou have chosen to open: entification to prove that you
'* FederationMetadata.xml P
which is: ML Docurnent
from: https:jfad0a.identitylab.us
ban that someone is trying to
r~What should Firefiox do with this file?
" Open with I Internet Explorer (default) j
+ Save File
™ Do this automatically For files ke this from now on.

b this site’s identification. Even

() Cancel | rmpering with your
Don't add an exception unless you know there's a good reason why this site dossn’t use trusted
identification.
| Add Exception_ |

-
—

D4X{ Firefox H2} XS A235104 AD FS(IdP)0ll 24Z35t04 XML HIE}H|O|E{E CtR2 2= 38Hof &L
Ct.https://<ADFS FQDN>/FederationMetadata/2007-06/FederationMetadata.xmI S £ HEl X E
o1 HEIHIOIEIE 2 Zrof| X{AHstL|c.

OlX CUCM #I|13o]M2 2 0|5 504 Menu(AlAE! M%) > SAML Single Sign-On HIf:£ 0|5
grct.
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farfar Search Docymentation Aboat Lot

<=M Administration
sunkcations Solutions
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Phgng NTF Refenpsce
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BLF Presence Grpup anager Group
Bl Informatns o
Do Pl
o T ., mctive gy, Plesns snber your pesrch ofteris using the cptions above.
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HEP 3
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SRST
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Loty [3
Appicaton Server

Licenging "
eepiacabon Confgunibon

Geoigoston Filer

E911 Ledasged

hiftnd ¢ moubbs i fhlabosamc Rl Leemadmin/ uamPunalsfunnln 44
CUCM Administration(CUCM #Z))2 Z £ 0}7} SYSTEM(A|AH]) > SAML Single Sign-Ong ME4
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M= E3
|2t P and Ust Usars » | 2% 54 singhe Sgnon |52 P an sk LDWP Cwvecorins |+ |
e @ hooslioumtaicmadnrdsiniSegesnond c|[@- coou s o & #
alialn  Cisco Unified CM Administration Mavigation m
CISC0  por Cisco Unified Communications Solutions ) admin warch Documentation L
System +  Cal Routng = Modks Ruscurces. =

Agvanced Fasturet =  Dindoe = Applcslion = Uir Managernenl = Buk Adeiviztnaion = Help =

) EmbioSRVLSSO () Updete P Motadata Fis [ Export AllMstadeta

Fro Al Cesabsind Sarvers
Status
[@ SAML 550 disabled
SAML Single Sign-0n (1 -1 0f 1) Rows per Page| 0 =]
Sarvar Mama £S5 Btatus Ea-Impart Matadata Lagt Matadata Imparnt Exgont Matadata Lait Matidata Exparnt 80 Tadt
cucrnila Dusabled MAA Mever f File Mever Hever
Run Test... I

Enable SAML SSO(SAML SSO &43h& M=gLICt.

A1 E £215t2dH Continue(7I%)E Z=2I8LICH

) Reset Warning - Mozilla Firefox

=] E3

I B Hips:jjeuembaiccmadrin/gerercDislogWirdow. doPwindomttlzkey=gen=ricd aloguindow windostite, sscenable I

. !5 Web server connections will be restarted

Enabtlnq SE0 and importing the metadata will cause web services to restart upon completion

of the wizard, All aFacted web applications will drop their connecion momentarily and nesd
to be lagged into again.

Continua | Cancel |

SSO &tHO| A &olE7|..B 22504 0|&0i| A{%E & FederationMetadata.xm| HIEFHE|O|E{ XML 1}
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Firefor ™ M= E3
|2 Find and Ut Usérs x| 25 saM. Snghs Sgn-on Confiouraticn x |22 Find and st LDAP Directorios o4
i B bty e sd s G geS Ot N stonzard o || B~ soock A AR~ 4+ &
Al Cisco Unified CM Administration Navigat m
cisco Far Cisco Unified C ations Salut % admin 3 Q, A

Syitemn » CalRouing ~  bédia Redowrced »  Advarced Feslures ~ Device ~  Apploslion « Ui MaraQérmgntl =  Buk Adtiniftridion ~  Help ~
SAML Single Sign-On Configuration
B ren

r Status
@ Ready to inport Identity Provider metadats trust e to cluster servers

r 1dentity Provider{IdP) Metadata Trust File
To configure the trust relationshio between the 1dP and your servers, you must first obtain trust metadats from your TdP and import i 1o your servers. Tou wall need W

manually obtain the file from the 1dP and upload it here.
1dP Metadala File Boowete . | Mo fle celected.

- Initiate the Metadata ||Jﬂn file selected

This action must be successful for at least the Publisher before moving on to the next task in this wizard,

Import 1dP Metadata |

Next I Cancel I
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Windows Internet Explorer

5 CAML Single Sigr-0n Conlkguration
G~ [Erorimni B e ) 4| @ s sngesonon oo x| Alae
alil  Cisco Unified CM Administration IR Ci=co Unified CH Administration | w| Go

Logout

Seagrch Dooumentation Ahout

CISCO cor Cisco Unified Commmsnications Solutions admin
Media Resources =  Advanced Features = Device »  Applcatics = User Managemeni »  Bulk Adminisiraton -

System w»  Call Rouling

Melp =
SAML Single Sign-0n Configuration
mp e

= Shatus

-ﬁi? Import succeeded for all servers

=~ Identity Provider{ IdP) Metadata Trust File
To configure the trust relaticnshap batween the 1dP and your servers, you must first obtasn trust metadsta from yowr 1dP and imiport i

to your servers. Tou will need to manwally obtsin the fle from the [dP and updoad it here.

IdP Metadata File  [C:\Users\bbanks\Downloads'\FederationMatadats.omd

Birgrecss,..

~- Initiate the Metadata Impert
This acticn must be successful for at leask the Publisher before moving on to the next task in this wizard,

Tmpart TdP Metadata ] ﬁimpﬂﬂ succesded for all servers
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@ SAML Single Sagn-On Confiquration - Mozills Firefox - O 4

@ & 25 hitpsempubhose frlab.com: 8443 feemadmin/samiSingleSignOnConfigurationWizard3.dolserver ==+ & O -

SAML Single Sign-0On Configuration

- Test 550 Setup

This test verifies that the metadata files are correctly configured and will allow S50 to start up on the servers, Thas tast can be run on
any server for troubleshooting once 550 has been enabled. S50 setup cannot be completed unbess this test is successiul,

1)Psck & walid username to ute for this test

You must already know the password for the selacied username.
This user must have sdminstrator nghts and also exst in the Tdk

is Please use one of the Usermnmames shown below. Usng any other Username to log nto the 1dP may result in adminstrator
lockout.

Vald sdmimsirator Usermames

2limunch S50 task page

Run Test...

Cancel

M-SRt 215 et & RH7F EAIE[E Mt ALEXE O|F 2 HIFHS E A8 stod 23 IFLCH
@ Sign In - Mozilla Firefox — O X

© & https:;//ad.fhlab.com/adfs/ls/?SAMLRequest=nZJPTwIxEMXvflpN77CIAIANSO *o | =

~
Sign in with your organizational account
farfar@fhlab.com|
sscccceee

v

D E 70| 2HIZ2H 74 El B2 SSO Test Succeeded!(SSO EIAE HB N2l HAIXIZF EAIE L
Ct.



R Ten RAME - Wands Fesfa = o *

| D &= m frilpbuosmiiild !
SSO Test Succeeded!

! Congratulations on a successful SAML S50 configuration test. Pleasa
chose this window.

CLOSE(E7]) 2 FINISH(OME)E 22l5t0d A&t

O|X| ADFSE A+&38t04 CUCMOIAM SSOE & d3tet= 7= ZHmaeio|lMd 2t g =& Lt

cucoix sso +4
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e R R U —— - @ moa =
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LAHL Single Sign om

E System Settegs w SAML Single Signon  Refresh  Felp
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Chusher @ Cluster wede [(One metadata (e per duster. Regares malti-server Tomoat certficate)
Authentication Rules Per node (Ome metadata fike per rode)
* Eples
Rastriction Tables b TR T e Gl Exon Fix Al Dimatied Servera
Lessreas @
Echedules
Hobday Sohsdaes
Global Micnamas SAML Single Sign-On  {1- 2ol 3) Rows per Page 10 .
B85 Rarimaon 2 Empont
Subject 'I-M;M'l'lll-l Sarcar Hema s [ [Eree] Lawt Mabsdats Export 253 Tast
ospubhose fhigh oom  Sas LY April 79, D030 10:32:34 AM A Filg April 28, 3020 3:534:00 P Passad = Apnl 29, 2020 By S50 Tedt....
Enterpigs Paraseiens POT — FOT Lip05 I0 AM POT
Seracs Parameters omsubhesehlaboom SAML L Apel T9, DOP0 15:52:38 AM Fis Aprd 28, 3020 S:54:00 PM Paased - Apnl 29, 2020 =
Pugins * eoT = ot 11:05:37 AM POT Bin 50 Tt
Fax Sercer
B LDAR Dupable SaML 550 Export All Metacats | Update 1P Metadats File Fux A5 Canabied Servers
SAML Sungle Sign o —
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LDAP Austhentication
LOAP Autherbeatsen  Refresh  Help

Saen
- Status

@ s s

FLOAF Awthentication for End Usars
B usa LOWP Authanticetion for End Users
LINAP Manager Dist hed Mame " (i,
LDAP Password® —
Conhirn Pastmnrd®

LOAP User Search Base®”

T P —

[ LOAP Server Infermalion

Haat Mame oo 1P Addrews for Sarver” LOAR Port® Use TLE

= [10.89. 228228 J|ED [m]
Fax Sprage Add Anether Radordant LDAP Sercer
B upas —
LCAP Sefup
LDAP Dereotory Corfagaratan
LDAP Suthertication Fields marked with an astensi (*) are regured.
24 HYo| €Y E LDAPH A AEX 2 SSO EHIAEE 2[5 MHIAE AEXHE 7HKSLICt

Ertervigw Handies
Custom Recondings

Impom Users  Refresh  Help

Sfatus
’-W Fewed 1 LOAP User(s)

Fird End Users In [ LDWP Diectory -

wivere [ idiss | [Baging wieh ||

Import With
"MMTM | vescemadusertemplate - |

Irnpoert Sedeched Emport &l Rows Fer Page
O  hugshugs huge hugs 1002 ooz

25w

Import Selected Emport all

olOlx|oil EA|E CHZ Users(AH& A} > Edit(E1Z]) > Roles(2 &) 2 0|S &Lt

Edit User Basics (hugohugo)

B users A
Users
User Refresh
Import Users : L
Synch Users I Save Usar Bagics
B Class of Service ) Passwaord Sattings
Class of Sarvice Change Fa rd
Class of Service Membership @ e e
=] Tﬂ'l'thN‘-'l Roles
User Templates Name Message Waiting Indicators
Call “‘“d'e':'“ﬂ“ﬁ Alias™ Transfer Rules
Contact Templates
First N ;
® Notification Templates o N
B Contacts Last N Caller Input
Contacts Displa Mailbox
B Distribution Lists
SMTP Phone M fhiab.
System Distr - . enu - | @cucpubhcsc, .COMm
B Call Management Iniials Playback Message Settings
System Call Handlers Title Send Message Settings
Directory Handlers Emplof Message Actions
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E Message Storage Notification Devices
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2 Users -

Users
Impeet Usars Save
Syrch Users

B Clags of Servica Roles
Clgss of Service agssgned Roles
Class of Service Membershin

B Templstes
User Templates
Call Handier Templates AW
Contact Templates Avaiable Robes

B Motfcation Templates

2 Cestpts
[

B Dutribution Lists
System Dutribubon Lists

cuc Hiett olef

O|A| cuC HIEIHIO|E{E CIR* =31, CUCOH CH3H RelyingPartyTrustE 4435t 11, CUC HIELH|O|
EIE U2 =351, ADFS 3.00{|A AD FSO|A{ T+2I8 AAdsto{of &L|Ct.

= ADFS -lo
G Fle Acion View Window Help [-[=]=
« = #(m| B
w0 T —
r 3 Despiay Marme Ensbied | Type dertBer
4 ] Trast Relationships Device Rsgistration Senvics Yes WS- Tt / SAML / WS-Foderation L mms-dscad Tl com
] Clairns Provides Tsts| | oM (uster Wide_Riying_Party_brust  Yes WS-Tnst / SAML /WS Foderation  crmpubhac: fhish com
—| Rebying Party Trusts || cuC_Cuuster Wide_Rebpg Patynst Yoo WS-t / SAML /WS Federation  cucpubhcsc ab com
| Attribute Stores Exgrey

Yos WS-That / SAML / 'W5-Federtion  finlab com-S0000F4 10TDTREST
p 7 Authentication Policies -

W& Edit Claim Rules for CUC_Cluster_Wide_Relying Party.t..| = 2| * |

I Yiou can configuee B custos claim nde. such be 8 rule that regures mubipls incoming dlaims o that edmcts
lssuance Transdom Rulss | lmance Authoszation Fdes | Delegation Authoszation Fules | - ey fom 3 SOL atvbute more To configum  custors rub, Bype one o mare cptenal condbions ard 0

- . Claim el name:
Order | Fie Name ssued Clsims |
1 HarmalD ad
2 CUC_Custer_Side_(laim_Flue «Sen claim nis> Fue template: Send (lsims Using & Custom Fuls

Cusiom s

Ci[Type = d
“httpi/fechenas . microsolt. coniwa /200806 1deaticy/claims findowsaccount
pame™]

= i3gue(Iype =
@ “RTTR: ffachesas. Tl 904p. 09 W 2005/ 05/ Ldenticy/ clalns/naneidentifier™,
Issusr = & Issuer, Origicallssuer = . Ociginallssuer, Value = &.Value,
3 ValusType = c.ValueType, Propecties
["http://schenas  aml soap . org/we/ 2005708/ identity clainproperties/ format
®] = "prarcasis:nemes:to:SHME:d.O:nameid-format:trensieat™, Propertics
[“heep: //achemas . amlaoap. o0g/wa/ 2005/05/ idensicy clalepropestioa/ nantqu
alifier"] = “hetp://AD.fhlab.com/adfa/services/orust™, Properties
L] B | [*htep: s /schenas ol soap. org wa 200505/ Ldentiey/clalsproperties /spnane
qualifier®] = “cucpubhcsc.fhlab.com™):

| AddFuie_. | | EdeRue.. | | Remove Rue.. |

SAML Single Sign-On2 £ 0|& 3t Enable SAML SSOZ O|S & LICt.



@ SAML Single Sign on Configuration - Mozilla Firefox - O *

© @& 25 https;//cucpubhesc.fhlab.com/cuadmin/samiSingleSignOnConfigurationWizard3.do?serverName: *» | =

SAML Single Sign on Configuration
SAML Single Sign on Configuration  Refresh  Help

SAML Single Sign on Configuration

r Test SSO Setup

This test verifies that the metadata files are correctly configured and will allow SSO to start up on the servers. This test can be run
on any server for troubleshooting once S50 has been enabled. S50 setup cannot be completed unless this test is successful.

1)Pick a valid username to use for this test

You must already know the password for the selected username.
This user must have administrator rights and also exist in the IdP.

! Please use one of the Usernames shown below. Using any other Username to log into the IdP may result in administrator
lockout.

Valid administrator Usernames
farfar

2)Launch S50 test page

Run S50 Test...

Cancel

D &5 hitpsyfoucpubhcsc cusdminframiingleSignOnConfqurationiVizendd.do 1 2 o =

*AML Single Sign on Configuration
Samm Single Sign on Configuration  Refresh

aff 550 Metacata Test Sutsesshl

@ Test SAMNL - Mosils Farefox - (=] X
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[
SSO Test Succeeded!
Rows per Page %0 vrl
C tulati ful SAML S50 fi tion test. Plea ::' - e
ongratulations on a successiu configuration test. L1:] — :
1 this window. Filg :g: 28, 2020 5:54:01 PM mm!:mlzz;.zm Run 550 Test...
Fil Apnil 28, 2030 5154100 Py Passad - Apni 29, 2020 =
| POT 11:05:37 &AM POT ot S50 Tt
Close :
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Cisco CUCM Enterprise Parameters(Cisco CUCM IE{Z2}0|X Oi7HEH )0 M Refresh(A{2 T
) 2002 E22 of7iHs7t & -dsHE OAuthE = QIgf LIt Cisco Unified CM Administration(Cisco
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~SS0 and OAuth Configuration
QAuth Token Expiry Timer (minutes) * [so |s0
OAuth Refresh Token Expiry Timer (days) * Iﬁn. |$D
ir for Third P. lien [ ]
in Behavior for i05 * |use embedded browser (WebView) w| Use embedded browser (WebView)

QAuth with Refresh Login Flow * [Enabled \v| Disabled

Use SSO for RTMT * [True V| True

Rls 3=

SAML SSO and UCM/LDAP ¥ |
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gy Internet Information Services (IIS) Manager =18 x|
® (@ » AD » Sites » Defoult Web Site » | @ =5 e-

File View Help

Conmections o MNets
0 Authentication

@.- |I |?— |u‘ A Chick here to learn how to
gy Start Page configure Extended
Group by: Mo Groupin, - tect
493 AD (FHLAB\administrator) P by: — Protection
7} Application Pocls Mame

e . roreeire e
4 : Sibes Anonymous Authentication Enabled

b @ Default Web Site ASP.NET Impersonation Disabled L i
Forms Authentication Disabled HTTF 302 Login/Redir Advanced Settings...
Windows Authentication Enabled HTTP 401 Challenge Providers...
Advanced Settings [? - ® Hep
Extended Protection:
(ot v|
: : : "

[+ Enable Kernel-mode authentication

By default, IS enables kernel-mode authentication, which may improve A
suthentication performance and prevent authentication problems with »
application pools configured to use a custom identity. As a best practice, do not
disable this setting if Kerberos authentication is used in your environment and the
apphcation pool is configured to use a custom identity,

Configuration: ‘localhost” applicatios

ADFSE Kerberos NTLM2 25 X[ &L|C}.

2 E H| Windows 22I0|91E £ KerberosE AI2E £ 91T NTLM2 AI2E
X

 3.00]| Kerberos Z2E 21 NTLM(NT LAN Manager) ZREESEF
(@}
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LEZ FHolM Providers(—T'—:lX}) M

EHSt 1 Enabled Providers(& AsHEl 22 &} of2Ho|
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Fide View Help

Comnections P Mes
@ i |2 16, @

'y Start Page
2-93 AD (FHLAB administrator)

Ii Click here to learn how to

) configure Bxtended
Group by: No Grouping = Protection.

P ey
4-[8) Sites Anonymous Authentication Enabled
b €D Default Web Se ASP.NET Impersonation Disabled Disable
Forms Authentication Disabled HTTP 302 Login/Redir Advanced Settings...
Windews Authentication Enakbled HTTP 401 Challenge Prowiders. ..
Providers (= I
Enabled Providers:
Megotiate
NTLM

a
- . Select a provider from the list of available providers and click Add
| Features View |1 to add it to the enabled providers.,

Cenfiguration: "lecalhest” applicationHost.config, <location path="Default

Available Providers:

Microsoft Internet Explorer 743

Internet Explorer > Advanced > Enable Integrated Windows Authentication(Z & Windows 2! &
Ast)o| MEiE|o] U=X| = elEtLct



General | Security | Privacy | Content | Connections | Programs Advar-ced|

Settings
() Do not submit unknown addresses to your auto-search pri »
@ Just display the results in the main window

AL Security
Allow active content from CDs to run on My Computer™®
Allow active content to run in files on My Computer™
| Allow software to run or install even if the signature is invi
Check for publisher's certificate revocation
Check for server certificate revocation™®
V| Check for signatures on downloaded programs
| Do not save encrypted pages to disk E
Empty Temporary Internet Files folder when browser is d{|ﬂ
Enable DOM Storage
Enable Integrated Windows Authentication™
[¥] Enable memory protection to help mitigate online attacks™® ™

4 | 10 | r
*Takes effect after you restart Internet Explorer
| Restore advanced settings |
Reset Internet Explorer settings
Resets Internet Explorer's settings to their default | — |
condition.

You should only use this if your browser is in an unusable state.

OK | Cancel I | Apply |
Security(&.2}) > Intranet zones(2/EEHA H) > Sites(AlO|E)0| A ADFS URL F7}
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