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. Cisco IEXZQIE & ZE|0|UEE Sall =M 2 C|HZ 20 M A
. CMR(CUCM Call Management Records)2| |=EA! 21 S5} & Z | 0|E

SleM QHEZ|IE HESiEd™ o|0|X|of EA[E! CHE CM Administration(CM & 2[) > Device(C|H}
OIA) > Headset(3l =4!') > Headset Inventory(SI=A! CIHIE2|)Z 0|5 & LICH.

Find and List Headset Inventory CEETTS NRGUTE Headset Inventory Summary ~ il Go
[ Sedect Al [T Clear Al -”b:kks&ded
Status
’7® 4 records found
| Headset Inventory (1 - 4 of 4) Rows per Page 50
Funvd Haadset Inventory where | Madel begins with | | Fund Clear Filber '-3}‘ —
— Serial Number
| | .u Model Vendaor Trpe Finmvane User Template Status(since) :;‘:I Device Name ?‘:;:: Eoftrare Version !.::?dd::::l
] WEG22484061 520 Cisco  Wired 15-18-15 victogut Test Headset disconnected CP-8851- CP-2861 spB&ix.12-5-15R3-74 ]
B Tamplate (07/11/2019) SEP2C3I124C9FIEL
] GIEZZNS02NZ 330 Cigos Wired 15-1B-15 YVIStogu Test Headses disconnected CP-§861 2ipBExx.12-5-15R3-74 ]
) Template (07/11/201%9) SEP2C31!-1C'3F351
] WEG2303D000 581 Cisco  DECT 1-5-1FA-118 Stondard Default  connected ME CP-7841- CP-7841 @p78oc12-5-15R3-7d.loads 0
Wireless Headsat (07/11/2019) SEP7OF3ISADZZEFT?
Configucation
Templats
] WE £04 962 Cisco DECT 1-5-1PA-118 wictogut Test Headset connected M3 CP-8451- CP-8861 sipBlx.12-5-15R3-74 o
) Wiralazs Tamplate (07/11/2019) SEPZC3124C9FIEL
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Cisco Unified Communications Manager Administration(Cisco Unified Communications Manager
ZE))ol PRT 222! MA35t24™H CM Administration(CM & 2l) > Device(C|HF0|2) > Phone(X &}
7)o 2 o|Sstod Mete H3t7|o| &QlghE2 & dstst m MEYEHo CHSH Generate PRT for
selected(PRT ¥4J)E MEAgFL|Ct

Find and List Phones CERTEL NEDTUE Actively Logged In Device Report ~ | Go
q}; Add New dl]: Add New From Template || SelectAll [ Clearal £9¢ Delete Selected %ﬂ ResetSelected 2 Apply Config fo Selecied /" Generale PRT for Selected
—Status

@ 4 records found

Phone (1-4o0fa) Rows per Page 50 ~

Find Phone where | Device Name | beging with - Find | Clear Filter @ =
Select item or enter search text -

(| Device Name(Line) * Description Device Poal  Device Protocal Status Last Registerad  Last Active Unified CM IPv4 Addres=  Copy Super Capy
O E SEPOOOFS6CH25E8 0Q0SFE6CE25EE  Default SCCP None MNever None ) [l
O @ SEPOOSFB6C625E8 147 Default sIp Registered MNow 10.1.61.140 10.1.61.21 [y [
E SEP2C3124COF8E1  Auto 1400 Default sSIp Registered Mow 10.1.61.140 10.1.61.19 [ I
0 E SEPTOF35AD22BF7 Auto 1402 Default sIp Registered Mow 10.1.61.140 10.1.61.22 5 i
Add New Add New From Template Select All Clear All Delete Selected Reset Selected Apply Config to Selected I Generate PRT for Selected I

Ol 7|s 2 ME3stEdw ™35 7| Zdx|ael|o|M m 0] X|of| A Customer Support Upload URL(Z2Z K|
UZE URL) ZEE 798t & o|0|X|ofl ZEAIE CHZ PRT 228 A4d5Hof Lt

Energy Efficient Ethernet(EEE): SW Port® | Disabled | ]
User Credentials Persistent for Expressway Sign in* | Disabled | ]
Customer support upload URL |http:,f,f10.1.51.20,fphone |
Web Admin® |Disab|ed ~f|
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of et Z+0| POST HIAIX|7t & E ot
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1. SlEA ZE|R7F oA El AEH0 CHEH Hitp_request POST|INVENTORY HIAIX|E ERLICEH
0987 NOT Jul 11 22:06: 35.950851 (711:938) JAVA-HSMGR JNI| http_request: call from nanagenent

library, context: <https://10.1.61.140: 9444/ headset/i nvent ory| POST| | NVENTORY| {
“time": 1562882795,

"key": "headset | nventory",
"val ue": {
"host": {
"client": "Cisco IP
Phone",
"serial Nunber":
"FCH2133E8B9",
"devi ceNane": "CP-8861-
SEP2C3124COF8E1",
"nodel ": " CP-8861",
"firmnar eVersi on":
"si p88xx. 12-5- 1SR3- 74",
"host OSVer si on": "N A",
"userld": "
8

"dock": {



"serial Nunber":

"WFG303MDB5",
"nmodel ": " MB"
H
"headset ": {
"seri al Nunber":
"WFG2303D0D0",
"firmvareVersion": "1-5-1-
15",
"vendor": "Ci sco",
"nmodel ": "561",
"connectionType": " DECT
Wrel ess",
"connectionSt atus":
"connect ed"
}
}
H O >
2. 5|l=EM HAE 7 BElx7 2EE MEELIC
0989 NOT Jul 11 22:06:35.951173 (711:938) JAVA- Thr ead-
47| ci p. headset . Headset Renot eConf i gManager : subm t Request - context:
https://10. 1. 61. 140: 9444/ headset /i nvent ory| POST| | NVENTORY| {
"time": 1562882795,
"key": "headset | nvent ory",
"val ue": {
"host": {
"client": "Cisco |IP
Phone",
"serial Nunber":
"FCH2133E8B9",
"devi ceNane": " CP-8861-
SEP2C3124COF8EL",
"nmodel ": " CP-8861",
"firmvareVersion":
"si p88xx. 12-5- 1SR3- 74",
"host OSVer si on": "NA",
"userld": "
H
"dock": {
"serial Nunber":
"WFG2303MDB5",
"nodel ": " MB"
H
"headset": {
"serial Nunber":
"WFG2303D0D0",
"firmvareVersion": "1-5-1-
15",
"vendor": "Cisco",
"nmodel ": "561",
"connecti onType": " DECT
Wrel ess",
"connectionStatus":
"connect ed"
}
}
H O] <>
0990 DEB Jul 11 22:06:35.951334 (711:885) JAVA- Headset Confi gl npl: parse_renote_default_config:
Current headset plugged in: 561
0991 NOT Jul 11 22:06:35.951381 (711:938) JAVA- Thr ead-

47| ci p. headset . Headset Renot eConf i gManager

:subm t Request



POST: htt ps: // UnWxdW yZWQ=: UmVxdW yZWQ=@0. 1. 61. 140: 9444/ headset /i nventory

3. SSL(Secure Sockets Layer) @142 A|Z&fLIC}.

1092 I NF Jul 11 22:06:36.106210 (711:853) JAVA-Sec SSL Connection - HITPS_TLS.
1093 INF Jul 11 22:06:36.106256 (711:853) JAVA-Sec SSL Connection - ciphers: [ ECDHE- RSA- AES256-
GCM SHA384: ECDHE- RSA- AES128- GCM SHA256: AES256- SHA: AES128- SHA: DES- CBC3- SHA|

4. IE M7t 2EE[I&LICH

1107 I NF Jul 11 22:06:36.156830 (711:853) JAVA-SSL session setup - Requesting Cert

5. 3717t QIBME & ELICH

1114 DEB Jul 11 22:06:36.207553 (711:853) JAVA-Certificate subject name = /serial Nunber =PI D: CP-
8861 SN: FCH2133E8B9/ O=Ci sco Systens |nc./OU=CTG CN=CP- 8861- SEP2C3124C9F8E1
1115 DEB Jul 11 22:06:36.207590 (711:853) JAVA-SSL session setup - Certificate issuer nane =

/ O=Ci sco/ CN=Ci sco Manuf acturing CA SHA2
6. CUCMOI|M 215 Me| REEE AAFELICH

1134 INF Jul 11 22:06: 36.860688 (711:853) JAVA-SSL session setup Cert Verification - Certificate

is valid.
7. SSL HEMO[=Z 7} 35t A0 dXE LY.

1140 NOT Jul 11 22:06:37.151072 (711:853) JAVA-Sec SSL Connection - Handshake successful.
1145 DEB Jul 11 22:06:37.151354 (711:853) JAVA-Sec SSL Conn - Adding SSL session reference to

cache, | abel (10.1.61.140:9444)

8. CallManager7} 2E 20022 & ™M&ELICH

1189 NOT Jul 11 22:06:37.254701 (711:885) JAVA-HSMGR JNI| to_request_context: context:

<https://10.1.61.140: 9444/ headset /i nvent or y| POST| | NVENTORY| {

"time": 1562882795,

"key": "headset | nvent ory",
"val ue": {
"host": {
Phone",
"FCH2133E8B9",
SEP2C3124COF8E1",
"si p88xx. 12-5- 1SR3- 74",
b,
"dock": {
"WFG2303MDB5"
b,
"headset":

"client": "Cisco IP
"seri al Nunber":
"devi ceNane": " CP-8861-

"nodel ": " CP-8861",
"firmvar eVersion":

"host OSVer si on": "N A",
"userld": "
"seri al Nunber"

"nmodel ": " MB"

{

"seri al Nunber"



"WFG2303D0D0" ,

"firmvareVersion": "1-5-1-
15",
"vendor": "Ci sco",
"nmodel ": "561",
"connectionType": " DECT
Wrel ess",
"connectionSt atus":
"connect ed"

}
}1200] <>>

1190 NOT Jul 11 22:06:37.254762 (711:885) JAVA-HSMGER JNI| on_http_response: onHttpResponse
(context) <200> call back fromjava: <<>>
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7823 NOT Jul 11 20:37:18.220777 (29894:30111) JAVA-HSMGR JNI| http_request: call from managenent
library, context: <https://10.1.61.140: 9444/ headset /i nvent ory| POST| | NVENTCRY]| {
"time": 1562877438,

"key": "headset | nvent ory",
"val ue": {
"host": {
"client": "Cisco IP
Phone",
"seri al Nurber "
"FCH2133E8B9",
"devi ceNane": " CP-8861-
SEP2C3124C9F8EL",
"nmodel ": " CP-8861",
"firmnvareVersion":
"si p88xx. 12-5- 1SR3- 74",
"host OSVer si on": "N A",
"userld": "
1
"dock": {
"seri al Nurber"
"WFG303M7TW ,
"nmodel ": " MB"
1
"headset ": {
"seri al Nurber"
"WFG2238E0A0",
"firmnvareVersion": "1-5-1-
15",
"vendor": "Ci sco",
"nmodel ": "562",
"connecti onType": " DECT
Wrel ess",

"connectionSt at us":
"connect ed"



—
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7824 NOT Jul 11 20:37:18.221377 (29894:30111) JAVA- Thr ead-

58| ci p. headset . Headset Renpt eConfi gManager : subm t Request - context:

https://10. 1. 61. 140: 9444/ headset /i nvent ory| POST| | NVENTORY| {
"time": 1562877438

"key": "headset | nvent ory",
"val ue": {
"host": {
"client": "Cisco |IP
Phone",
"seri al Nunber"
"FCH2133E8B9",
"devi ceNane": " CP-8861-
SEP2C3124C9F8EL",
"nodel ": "CP-8861",
"firmvareVersion":
"si p88xx. 12-5- 1SR3- 74",
"host OSVer si on": "NA",
"userld": "
}
"dock": {
"serial Nunber"
"WF&R303M7W ,
"nodel ": " MB"
}
"headset": {
"serial Nunber"
"WFG2238E0AQ",
"firmvareVersion": "1-5-1-
15",
"vendor": "Cisco",
"nodel ": "562",
"connecti onType": " DECT
Wrel ess",
"connectionStatus":
"connect ed"
}

}
H O] <>
7825 INF Jul 11 20:37:18.221554 (29894: 30030) JAVA-HTTP JNI| Curl _readwite: go ahead with
socket check

3.SSL &S Al gL

7950 INF Jul 11 20:37:18.382089 (29894:30031) JAVA-Sec SSL Connection - HTTPS_TLS.
4. 37| IE M7 REERE A

7965 INF Jul 11 20:37:18.432971 (29894: 30031) JAVA-SSL session setup - Requesting Cert
5. M3t7|7} QIZEME TS ELICH

7972 DEB Jul 11 20:37:18.483944 (29894:30031) JAVA-Certificate subject nane =

/ serial Nunber =PI D: CP- 8861 SN: FCH2133E8B9/ C=MX/ O=Ci sco/ OU=Voi ce/ CN=CP- 8861- SEP2C3124C9F8E1

7973 DEB Jul 11 20:37:18.483994 (29894: 30031) JAVA-SSL session setup - Certificate issuer nane =
| C=MX/ O=Ci sco/ OU=Voi ce/ CN=CAPF- 0992727f/ ST=Mexi co City/L=Mexico City



Of ofofl M= CcuCMe| AE| SEM QB MHE &E =+ oigLCh

7988 ERR Jul 11 20:37:18.587580 (366:32531) SECUREAPP-No match found in trust |ist against the
item

M3} QIZE M7t 04716 R E S LICHEIRE EIX| &8 2).

7990 INF Jul 11 20:37:19.088525 (29894: 30031) JAVA-SSL session setup Cert Verification -
Certificate is valid.

Ol ool M= BHEMO|Z 7t At 192 AR & LICE.

7996 ERR Jul 11 20:37:19.380225 (29894:30031) JAVA-Sec SSL Connection - Handshake fail ed.
8028 NOT Jul 11 20:37:19.386375 (29894: 30061) JAVA-HSMGR JNI| to_request_context: context:
<https://10.1.61. 140: 9444/ headset /i nvent or y| POST| | NVENTORY| {

"time": 1562877438,

"key": "headset | nvent ory",
"val ue": {
"host": {
"client": "Cisco IP
Phone",
"serial Nunber":
"FCH2133E8B9",
"devi ceNane": "CP-8861-
SEP2C3124C9F8EL1",
"nodel ": "CP-8861",
"firmnareVersion":
"si p88xx. 12- 5- 1SR3- 74",
"host OSVer si on": "N A",
"userld": "
}
"dock": {
"serial Nunber":
"WF&R303M7W ,
"nodel ": " MB"
}
"headset": {
"serial Nunber":
"WFG2238E0AQ",
"firmnareVersion": "1-5-1-
15",
"vendor": "Cisco",
"nodel ": "562",
"connecti onType": " DECT
Wrel ess",
"connectionStatus":
"connect ed"
}

}
} 19] <>>

8029 NOT Jul 11 20:37:19.386452 (29894: 30061) JAVA-HSMCR JNI| on_http_response: onHttpResponse
(context) <19> callback fromjava: <<>>

7|2Mo 2 HM3st7|ol= CHE 28{AE{Q| CAPF(Certificate Authority Proxy Function)odl 2|af M
ZlLsC7t Mx|x|o] /222 CUCM SSL IZAE AZ|5HHU HESHR| et&LCH T3 [ S
& MY E s-stH LSCT7t M7HElD of X7t sHZAE LIt

Of of &2l mHZ! ZHX{= "Alert (Level: X|BE], AH & &= 8= CA)"(O|0O[X|oi| EA|H)



A mycucrm]2pubCap2_net werking.cap - [m] x

File Edit Miew Go Copture Analyze Statistics Telephony Wireless Tools Help

Am 2@ T RE QewEFE =S QQQl
M [ipaddr==10.161.18 [X] v exprassion.. 4

o, Tia scurca Destaton Prowesl  Langt Info -

116 20:53:22. 408806 1e8.1.61.18 18.1.61.148 TCP 66 58465 + 6979 [ACK] Seqe=1 Ack=1 Win=14608 Len=8 TSwal=11438514 TSecr=18180932

117 28:53:22.4@9283  18.1.61.18 18.1.61.148 TCP 419 58465 + 6978 [PSH, ACK] Seq=1 Ack=1 Win=1468@ Len=353 TSval=11438514 TSecr=15186932 [TCP segment of

118 20:53:22.409229  10.1.61.140  10.1.61.18 Tce 66 6970 + 58465 [ACK] Seq=1 Ack=354 Win=30088 Len=0 TSval=18180933 TSecr=11430514

119 28:53:22.409605 18.1.61.140 18.1.61.18 TCP 151 6978 -+ 58465 [PSH, ACK] Seq=1 Ack=354 Win=38080 Len=35 TS5val=13188933 TSecr=11430514 [TCP segment o

129 20:53:22.489633  18.1.61.14¢  10.1.61.18 HTTP 1329 HTTP/1.1 200 0K (*/*)

121 20:53:22.409919  10.1.61.18 10.1.61.140 Tee 66 58465 » 6970 [ACK] Seqe354 Ack=86 Win=14600 Len=d TSval=11438514 TSecr=18180933 .
122 28:53:22.409985  10.1.61.18 10.1.61.148 Tce 66 SB465 + 6978 [ACK] Seqg=354 Ack=1349 Win=17128 Len=@ T5val=11438514 TSecr=15138933

123 29 53 22 313931 18.1.61.18 18.1.61.148 HTTP 65 GET fheadset!conf;g!user} HTTP}I. 1

125 28:53:22.4814515 18.1.61.18 18.1.61.148

128 208:53:22.423979 18.1.51.18 18.1.61.148 TCP &6 51629 -+ 0444 [MK] Seq=1 Ack=1 Nlnxllﬂ-ﬁw Len=08 TSv.!lleldiQSlS TSecr=18180947
133 2@8:53:22.678385 18.1.61.18 18.1.61.148 TLSvl1.2 188 Client Hello

134 26:53:22.695265 18.1.61.148 16.1.61.18 TLSw1.2 1921 Server Hello, Certificate, Server Key Exchange, Certificate Request, Server Hello Done —
135 28:53:22.695676 18.1.61.18 18.1.61.148 TCP 66 51629 + 9444 [ACK] Seq=123 Ack=1449 Win=17496 Len=@ T5val=11430543 TSecr=18181219 —
136 28:53:22. 695698 18.1.61.18 18.1.61.148 TCP 66 51629 = 9444 [ACK] Seq=123 Ack=1356 Win=28392 Len=@ TSval=11438543 TSecr=15131219

165 28:53:23. 4&6539 18.1.61.18 18.1.61.148 TLSvl.2 1342 Certificate, Client Key Exchange, Certificate Verify, Change Cipher Spec, Encrypted Handshake Messaj
18.1.61.149 18.1.61.18 TLSv1.2 73 Alert (Level: Fatal, Description: Unknown CA)
18.1.61.18 1a. 1 61.148 TCP

16‘.? 28:53:23. 481951 66 51628 - 9444 [ACK] Seqe1359 Ack=1863 Win=20392 Len=8 TSval=11438621 TSecr=18182085

[
<
» Frame 166: 73 bytes on wire (584 bits), 73 bytes captured (584 bits)
> Ethernet II, Src: Vmware 06:c5:e2 (@0:50:56:96:c5:62), Dst: Cisco_c9:fB:el (2c:31:24:¢9:f8:e1)
» Internet Protoccol Version 4, Src: 18.1.61.148, Dst: 10.1.61.18
> Transmizeion Control Protocol, Src Port: 9444, Dst Port: 51629, Seq: 1856, Ack: 1399, Len: 7
v Secure Sockets Layer
“ TLSw1.2 Record Layer: Alert (Lewel: Fatal, Descripticn: Unknowm CA)
Content Type: Alert (21)
Yersion: TLS 1.2 (@x8383)
Length: 2
W Alert Message
Level: Fatal (2)
Description: Unkmown CA (48)
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