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1Et7|. admin.webex.comQ 2 0|55t # 2|kt X4 FEHS ALSFLICE Z 20| M Devices(C|HHO|
A) > Add device(C|HFO|A FIHE O|SgLICH

webex Control Hub

Action required to complete locations migration 4
MANAGEMENT Merge duplicated locations according 1o your business needs to complate the migration by September 29, 2023, Check the resolution guide for
instructions.
Duplicated locations resolution guide

Devices

& Devices [zl Templates 7 Settings = Software = Resources

Q) Find devices by status, type, and more - ¢ v B devices Add device
Filter by Qnline (1) Expired (0) Offline (1) Issues (0) Activating (3) Status unavaila...

Select one or more devices for bulk actions

SERVICES Type Product i e S—
Rooms & Desks - Cisco Webex DXT0 o Offline —— @ Userl PSTH
Gihitiace Phones B Cisco » Status unavailable e @ ATA
e Eones ﬁ Cisco 8885 ® Online i {(8) 1220c1audiafisbarger@omait com
-
-
. Phones ‘ Cisco 8875 & Status unavailable e @ Test Cisco calling plan test =

Devices &

2B A ALS ROl A 2 E THR ArE S MBS HLE 2 9ol Y S 7 AFSS MEELICE O]
AILIE|0|ME AER7E AFE EILICH

Add Device

What are you setting up for?

z B
€ s

Personal usage Shared usage Multiple Cisco IP phones

Assign a single personal device Add shared device and services Bulk activate devices using a
1o a user 10 a workspace

YR F7

3EH7AL ol Xl & & MSKE AM ot M= st ChE2 2= gLt



Add Device
Which user will this device belong to?
(Z} Multi-platform capabilities are only supported with shared devices.
User
Q  Userl PSTN

Enter 3 characters or more to search

Add Device

What kind of device do you want to set up for this user?

3

Cisco Collaboration device Cisco IP Phone

e.g. Cisco Navigatos, Reom, Board, and Desk Series &9, Cisco BB45, BBES, BB00 and Analeg Telephone
davice Adapter ports

Select device
Select a Device

&

5EHA. ClutolA7F ME4E|H By MAC Address(MAC T4 7|&) SM& MBSt T C|6t0]A 9] MAC
FAE 28 £ Save(XEHE S 2IELICH



Add Device

Cisco Collaboration device Cisco IP Phone

e.g. Cisco Navigator, Room, Board, and Desk Series e.g. Cisco B845, 8865, BE00 and Analog Telephone
device Adapter poris

Select device

Cisco BEES

7 ) How would you like to setup this
device?

By Activation Code

Webex Go Device O By MAC Address
&.g. IPhone 11 models, iPhone XS, Samsk xy 521 Enter MAC address
series, elc. See Compatible devic Enter the MAC address of the [P phane you want to add.

AABBCCDDEEFF

6EHA|. CIHFO|A 7} Control Huboll /2T
ReEX| EOlE £+ &Lct.
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webex control Hub

Action required to complete locations migration b
MUANAGEMENT Merge duplicated locations according to your business needs to complete the migration by September 28, 2023. Check the resolution guide for
instructions.
Duplicated locations resolution guide

Devices
5 Devices ) Templates ¢ Settings = Software Resources
[ Devices
O, AABBCCDDEEFF D - %~ 1device Add device
Filter by Online (0) Expired (0} Offline (0) lssues (0) Status unavaila...

Select one or more devices for bulk actions
SERVICES Type Product Status Platfcrm @ Belongs to

Phones ﬂ Cisco 8865 ® Status unavailable r— m Userl PSTH
-

CIHFO|A 7} OF A Z2H|IMIEIX| k222 HEHT "Unavailable(AS &
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WxCO{| A C|HIO|AE Z 2 H|X{H5}7| {8 T2 MA Q| ZtEFst @
oF

Service Provider

-'/ S
Customer Premise '
Ve = 5 XML

HTTPS 200 OK

Configuration Profile downloaded Configuration

Server

Redirected to SP server ].
GET cisco.sipflash.

HTTPS
\"--\_ e

lam (SMAC)

Find my home ! SP Provisioning Server

activate.cisco

EDOS Server

] Customer Order Control Hub
Cisco y, S TY )

ZZH|X< Clojo{1 3
WxCOHM & x| Z2H|MHEHE st T2 MA EHERE

MPP & %|7} C} 21} Z 0| A E AR WxCE Z2H|X Y £ gLt

« DHCP Aol &8 E TFTP AMH
« DHCP MB{olM SM(OPT66, OPT160, OPT159 EE= OPT150)2 #+A8l1 MEstE B2

3t 7|7t DHCP ME{O|A TFTP ZAI| 2 0|ME 7HX2t=X| &elstei™ PRT 27 2 FrLCH.
MPP C|HIO|AOIM PRT 21 M4
MEt7|9| PRT 230 MEFLICEH O EAMIME PRT 238 dM5t=E WS EoiELC.
C|HFO|AOIAM PRT 4444

1EH7|. CIHFO|A Ol M Applications(OH & 2|71 0| A)button Settings(HHE %) HE



2FH7|. Status(2EH) > Report Problem(2X4| E1)2 2 0O|S&L|C}.

ITHAHL.EXM e Mt AlztE =dgLct.

AEHA|. S 501 M Description(dd)2 MEHELICE

5t Al Submit(ME)S F=ELICt

237l MEE/H PRT 2OE CIREZESHE CHS EHAIE T sHAAI2.

1EHA|. https://IP_ADDRESS_PHONE/0| 219!


https://ip_address_phone/

T:IP FALE & 5 Qe 8 Settings(AH) > Status(2fEH) > Network Status(L|E
FEH) Ol M ERIE = /&L CH

o E
3 AEl) > IPv4 Status(IP4 4

do mt

2EHA. Info('HE) > Debug Info(EIHH2 M E2) > Download the PRT log(PRT 21 CIR2EE)E 0|8

BLICHR3E 0194 2LEZ HESZE 22511 Save As...).

Problem Reports
Forpart Probterm (Gamarase PRI

400, 02

2 GUI

PRT =11




717t ® AlELCE

o2k

MName

Acert

E.\archive.tar,gz
ﬂ.\back‘traces.tangz
.\messages.tar.gz
I \cfg.xml

| \description-20230510-100139.log
|| \logcat-20230510-170152.l0g

| \net.cfg

| \show-output-20230510-100139.lag
I \status.xml

| \usrlog_kernel_cur_boot.log

| \usrlog_kernel_prev_boot.log
c'J Awebex_service_status.json

Size

774,619
1,627
133

75
74,437
126,544
344
427,496
1,001
65,669
13,594
32,343
31,000
356

f0: 237 SSE|7]| IHE WinRARDH 22 Z2J83oc2 27

Packed

Type

File folder

File folder

File folder
WinRAR archive
WinRAR archive
WinRAR archive
XML Document
Text Document
Text Document
CFGFile

Text Document
XML Document
Text Document
Text Document
JSON File

Modified

5/10/2023 11:0...
5/10/2023 11:0...
5/10/2023 11:0...
5/10/2023 11:0...
5/10/2023 11:0...
5/10/2023 11:0...
5/10/2023 11:0...
3/10/2023 11:0...
5/10/2023 11:0...
5/10/2023 11:0...
5/10/2023 11:0...
5/10/2023 11:0...
5/10/2023 11:0...
5/10/2023 11:0...

CRC32



ClHIO|AE Z2H|X'F5t7| et ZEMAE E245t7| 2I5H logcatO|2t= 2 & o040k gLt
Notepad EE= Notepad ++2t Z 2 BIAE HE|7|Z2 A 5= U&LIC}.

&t 700 TFTP ME7F T E(0] Ue=X| &QlstT| fs ’IAE HET|Q| "Find" 7|[s2 AIEE £
A& LICH DHCP -tftpsvr1 EE= DHCP-tftpsvr2E AF&3t04 sHE 20| EY e &Lt 219
CHE ot &7 412 = 39 DHCP I o|Mo CHE XhMIEH LIS S & QlE &= Ql&LCt

[

Jlol-

2154 NOT Aug 10 16:58:12.226653 (689-695) DHCP-IP Address: 192.168.238.1
2155 NOT Aug 10 16:58:12.226688 (689-695) DHCP-Subnet Mask: 255.255.255.0
2156 NOT Aug 10 16:58:12.226702 (689-695) DHCP-Default Gwy: 192.168.238.240
2157 NOT Aug 10 16:58:12.226734 (689-695) DHCP- ******** dhcpConvConfToExtOptionFile(): Usin
2158 NOT Aug 10 16:58:12.226790 (689-695) DHCP-hostname: SEP14A2A0E0837A
2159 NOT Aug 10 16:58:12.226835 (689-695) DHCP-ipaddr:192.168.238.1

2160 NOT Aug 10 16:58:12.226858 (689-695) DHCP-netmask:255.255.255.0

2161 NOT Aug 10 16:58:12.226878 (689-695) DHCP-router1:192.168.238.240

2162 NOT Aug 10 16:58:12.226894 (689-695) DHCP-domain:

2163 NOT Aug 10 16:58:12.226911 (689-695) DHCP-ntpsvr1:0.0.0.0

2164 NOT Aug 10 16:58:12.226929 (689-695) DHCP-ntpsvr2:0.0.0.0

2165 NOT Aug 10 16:58:12.226947 (689-695) DHCP-tftpsvr1:192.168.150.20

2166 NOT Aug 10 16:58:12.226966 (689-695) DHCP-tftpsvr2:0.0.0.0

2167 NOT Aug 10 16:58:12.226983 (689-695) DHCP-dns1:172.25.6.14

2168 NOT Aug 10 16:58:12.227001 (689-695) DHCP-dns2:172.25.10.31

2169 NOT Aug 10 16:58:12.227017 (689-695) DHCP-option160:

2170 NOT Aug 10 16:58:12.227032 (689-695) DHCP-option159:

2171 NOT Aug 10 16:58:12.227047 (689-695) DHCP-option125:

2172 NOT Aug 10 16:58:12.227061 (689-695) DHCP-opti on66:

230|M 2 £+ USO| TFTP IP FA £ DHCP Mol FAEILICH ek &7 |0l M Webex
Calling M CH&l O] TFTP AME{ofl Z2H|™ste{ D R &LICH

3677 NOT Aug 10 16:58:50.718451 (823-940) voice-fapp-Provisioning using DHCP..

3678 NOT Aug 10 16:58:50.718479 (823-940) voice-FUNCTION:fprv_update, proxy_Config:0

3679 NOT Aug 10 16:58:50.718507 (823-940) voice-fprv_eval_profile_rule assemble url=tftp://192.168.150.
3680 NOT Aug 10 16:58:50.718521 (823-940) voice-DHCP pending acquired=1

3681 NOT Aug 10 16:58:50.718772 (823-940) voice-fapp-[resync] fprv_eval_profile_rule - must resync

3682 NOT Aug 10 16:58:50.721954 (823-940) voice-fapp-CP-8851-3PCC 14:a2:a0:e0:83:7a -- Requesting resyn

DHCP ME{O|M TFTP Zdx|2dio|AM 2 OPT HI|ago|ME NM7HEt £, WxCE AHE35t0q C|H}O|
AE T 2H|XLESE T2 MNAE EMl AlEHSHE{Ed C|HIO|AE 2% = 7|8}s6loF &FLCt.
X3l7|o M CclafolaE iEHIX-I }“ =4 H'WH AlZE URL actlvate cisco. com01| eE2 =X

St 2ol ZAIE = ‘BA';.‘L—IEP.

<tfroot>

1753 NOT Aug 10 16:56:46.129550 (975-1286) voice-regqByCurlInternal sending http request out..., url: ht
1754 INF Aug 10 16:56:46.142687 dnsmasq[564]: query[A] activate.cisco.com from 127.0.0.1

1755 INF Aug 10 16:56:46.142742 dnsmasq[564]: forwarded activate.cisco.com to 192.168.100.3

1774 NOT Aug 10 16:56:54.146585

Coul dn't resolve host 'activate.cisco.x'

1777 NOT Aug 10 16:56:54.146325 (975-1286) voice-reqByCurlInternal return from http request, [res] =
1780 NOT Aug 10 16:56:54.147416 (975-1286) voice-fapp-CP-8865-3PCC <MAC_ADDRESS> -- Resync failed: Down


https://activate.cisco.com:443/software/edos/callhome/rc?id=

1781 ERR Aug 10 16:56:54.148845 (975-1286) voice-fapp-fprv_eval_profile_rule return status=FPRV_ERR_SER

HEt7lolM EH QIS &elE +~ s 49 ChSx 20| EAIELCH

1664 NOT Aug 10 16:56:35.440901 (968-1290) voice-regByCurlInternal sending http request out..., url: ht
1666 INF Aug 10 16:56:35.454585 dnsmasq[560]: forwarded activate.cisco.x to 192.168.100.1

1669 INF Aug 10 16:56:35.488147 dnsmasq[560]: reply activate.cisco.x is <CNAME>

1670 INF Aug 10 16:56:35.488194 dnsmasq[560]: [cache_insert] activate.cisco.x[4008]: Wed May 10 17:21:4
1671 INF Aug 10 16:56:35.488219 dnsmasq[560]: reply activate.xglb.cisco.com is 173.36.XXX.XXX

1683 NOT Aug 10 16:56:36.018143 GET /software/edos/callhome/rc?id=<MAC_ADDRESS>:FCH2305DMHO:CP-8865-3PC
User-Agent: Cisco-CP-8865-3PCC/12.0.2 (MAC_ADDRESS)AM

Host: activate.cisco.xAM

Accept-Encoding: deflate, gzipAM

Accept: */*AM

Accept-Language: enAM

Accept-Charset: iso-8859-1AM

AM

1684 NOT May 10 16:56:36.137337 <

1685 NOT May 10 16:56:36.137446 HTTP/1.1 200 AM

1760 NOT Sep 04 22:49:25.017943 (968-1290) voice-fapp-pal data updated for property name: Profile Rule

activate.cisco.com0il CHeF GET 0| A 200 OKE #=AlI8t M3}t 7| = cisco.siplash.com0i| 23X &
guct SYst T2 MAO|H, MEH 7|0 EHIQ! &Ql2 AT 5HR|BH Alulistme ChSaF 20| EAIE

= A&LIch

2460 NOT May 10 17:03:14.644821 (975-975) voice-QPE:RESYNC profile=[https://cisco.sipflash.x/ ]

2487 NOT May 10 17:03:14.924347 (975-1286) voice-regByCurlInternal sending http request out..., url: ht
2488 INF May 10 17:03:14.925286 dnsmasq[564]: query[A] cisco.sipflash.x from 127.0.0.1

2489 INF May 10 17:03:14.925318 dnsmasq[564]: forwarded cisco.sipflash.x to 192.168.100.3

2503 NOT May 10 17:03:22.926249 "Couldn't resolve host 'cisco.sipflash.x"

M

e 710l EHQlS EelE +~ = < ChSx 2ol EAIELCH

1980 NOT Sep 04 22:49:28.832733 (968-1290) voice-regByCurlInternal sending http request out..., url: ht
1981 INF Sep 04 22:49:28.833577 dnsmasq[560]: query[A] cisco.sipflash.x from 127.0.0.1

1982 INF Sep 04 22:49:28.833628 dnsmasq[560]: forwarded cisco.sipflash.x to 192.168.100.1

1985 INF Sep 04 22:49:28.844068 dnsmasq[560]: reply cisco.sipflash.x is 199.59.XXX.XXX

1993 NOT Sep 04 22:49:29.189918 (968-1290) voice-sec_set_min_TLS_version: min_TLS_verson is TLS 1.1,ret
1994 NOT Sep 04 22:49:29.428716 >

1995 NOT Sep 04 22:49:29.428776 GET / HTTP/1.1AM

User-Agent: Cisco-CP-8865-3PCC/12.0.2 (MAC_ADDRESS)AM

Host: cisco.sipflash.xAM

Accept-Encoding: deflate, gzipAM

Accept: */*AM

Accept-Language: enAM

Accept-Charset: is0-8859-1AM

AM

1996 NOT Sep 04 22:49:29.506969 <

1997 NOT Sep 04 22:49:29.507037 HTTP/1.1 200 OKAM


https://activate.cisco.com:443/software/edos/callhome/
https://cisco.sipflash.x

Trobuleshoot DNS(Z 2 H|X{'2! URL)

C|HFO|AZF DNS &Qlof 2X7t e SUet HEXHF 0ol = E2 nslookupS AH&35t04 DNS AH
tHelE el = U Felg + AU&LICH BEE QELo|AE E1n oS HAHE =dF

* nslookup -> Enter
+ set type=A -> Enter
» activate.cisco.com

PCOIM THIQIE &Rle + e d*E T d&LICh

C:\Users\josemar5>nslookup

Default Server:
Address:

> set type=A

> activate.cisco .x
Server:

Address:

Name : activate.xglb.cisco.com
Address: 72.163 . XXXXXX
Aliases: activate.cisco.x

cisco.sipflash.x0| A =H|QI2 &Qlst= SYE ZEMAE s=&E = A&LiCt



C:\Users\josemar5>nslookup

Default Server:
Address:

> set type=A

> cisco.sipflash. X
Server:

Address:

Non—authoritative answer:

Name : cisco.sipflash
Addresses: 199.59XXX XXX
199, 59 XXX. XXX

PCOHM =0l
WxCO0|A MPP C|H}O|A 9| Trobleshoot & L|C}.

0| ofl0f| A O} RHIRE ZE Al= da02.hosted-us10.becld.webex.comL|C. A3 7|0 A SRV |

Rl &elg Al guct

1721 NOT Sep 04 22:50:32.068857 (2059-2271) voice-[SIP_resolveHostName] host=da02.hosted-usl10.bcld.webe
1722 NOT Sep 04 22:50:32.068912 (2059-2271) voice-RSE_DEBUG: rse_unref context: 0x5213bab8

1723 NOT Sep 04 22:50:32.068933 (2059-2271) voice-RSE_DEBUG: rse_unref ref_cnt:0

1724 NOT Sep 04 22:50:32.068950 (2059-2271) voice-RSE_DEBUG: rse_get_server_addr, name: _sips._tcp.da02
1725 NOT Sep 04 22:50:32.068975 (2059-2271) voice-RSE_DEBUG: rse_refresh_addr_list target:_sips._tcp.da
1726 NOT Sep 04 22:50:32.069001 (2059-2271) voice-RSE_DEBUG: RR[0], name:_sips._tcp.da02.hosted-usl0.bc
1727 INF Sep 04 22:50:32.069517 dnsmasq[560]: query[SRV] _sips._tcp.da02.hosted-usl10.bcTd.webex.com fro
1728 INF Sep 04 22:50:32.069549 dnsmasq[560]: forwarded _sips._tcp.da02.hosted-usl10.bcld.webex.com to 1
1729 INF Sep 04 22:50:32.082459 dnsmasq[560]: caching SRV record=_sips._tcp.da02.hosted-us10.bcld.webex
1730 INF Sep 04 22:50:32.082512 dnsmasq[560]: reply _sips._tcp.da02.hosted-us10.bcld.webex.com is hoste
1731 INF Sep 04 22:50:32.082661 dnsmasq[560]: [cache_insert] _sips._tcp.da02.hosted-usl0.bcld.webex.com
1732 INF Sep 04 22:50:32.082689 dnsmasq[560]: caching SRV record=_sips._tcp.da02.hosted-us10.bcld.webex
1733 INF Sep 04 22:50:32.082714 dnsmasq[560]: reply _sips._tcp.da02.hosted-us10.bcld.webex.com is hoste
1734 INF Sep 04 22:50:32.082738 dnsmasq[560]: [cache_insert] _sips._tcp.da02.hosted-usl1l0.bcld.webex.com



1735
1736
1737
1738
1739
1740
1741
1742
1743
1744
1745

INF
INF
INF
INF
INF
INF
INF
INF
INF
INF
INF

Sep
Sep
Sep
Sep
Sep
Sep
Sep
Sep
Sep
Sep
Sep

04
04
04
04
04
04
04
04
04
04
04

22:
22:
22:
22:

22

22:
22:

22

22:
22:
22:

50:
50:
50:
50:
:50:
50:
50:
:50:
50:
50:

32.
32.
32.
32.
32.
32.
32.
32.
32.
32.
:32.

082762
082786
082810
082838
082864
082888
082911
082936
082958
082981
083006

37|17t SRV ZH|QIS = elg

1746
1747
1748
1749
1750
1751
1752

1774
1775
1776
1777
1778
1779
1780

NOT
NOT
NOT
NOT
NOT
NOT
NOT

NOT
INF
INF
INF
INF
INF
INF

Sep
Sep
Sep
Sep
Sep
Sep

22:
22:
22:
22:
22:
22:
22:

22:
22:
22:
22:
22:
22:
22:

:32.
:32.
:32.
:32.
:32.
:32.
:32.

:32.
:32.
:32.
:32.
:32.
:32.
:32.

082468
082525
082548
082565
082581
082598
082613

083015
083539
083567
083590
083668
083698
083723

dnsmasq[560] :
dnsmasq[560] :
dnsmasq[560] :
dnsmasq[560] :
dnsmasq[560] :
dnsmasq[560] :
dnsmasq[560] :
dnsmasq[560] :
dnsmasq[560] :
dnsmasq[560] :
dnsmasq[560] :

(2059-2271)
(2059-2271)
(2059-2271)
(2059-2271)
(2059-2271)
(2059-2271)
(2059-2271)

caching SRV record=_sips._tcp.da02.hosted-us10.bcld.webex
reply _sips._tcp.da02.hosted-us10.bcld.webex.com is hoste
[cache_insert] _sips._tcp.da02.hosted-usl1l0.bcld.webex.com
caching SRV record=_sips._tcp.da02.hosted-us10.bcld.webex
reply _sips._tcp.da02.hosted-us10.bcld.webex.com is hoste
[cache_insert] _sips._tcp.da02.hosted-usl1l0.bcld.webex.com
caching SRV record=_sips._tcp.da02.hosted-us10.bcld.webex
reply _sips._tcp.da02.hosted-us10.bcld.webex.com is hoste
[cache_insert] _sips._tcp.da02.hosted-usl1l0.bcld.webex.com
caching SRV record=_sips._tcp.da02.hosted-us10.bcld.webex
reply _sips._tcp.da02.hosted-us10.bcld.webex.com is hoste

voice-RSE_DEBUG:
voice-RSE_DEBUG:
voice-RSE_DEBUG:
voice-RSE_DEBUG:
voice-RSE_DEBUG:
voice-RSE_DEBUG:
voice-RSE_DEBUG:

getting SRV:_sips
new priority:a by
old priority:a by
new priority:5 by
old priority:5 by
old priority:5 by
old priority:a by

[ B T BV I PR )

[e][]

._tcp.da02.hosted-us10.
hosted02aj-us10.
hosted02as-us10.
hosted0las-us10.
hosted0laj-us10.
hosted0lai-usl10.
hosted02ai-us10.

host:
host:
host:
host:
host:
host:

LIS AFE 3o WxC SBCO de C|

(2059-2271) voice-RSE_DEBUG: Refreshing host[3]:hosted0laj-us10.bcld.we

dnsmasq[560] :
dnsmasq[560] :
dnsmasq[560] :
dnsmasq[560] :
dnsmasq[560] :
dnsmasq[560] :

query[A] hosted0laj-usl0.bcld.webex.com from 127.0.0.1

found A record=hosted0laj-usl0.bcld.webex.com with TTL=81
cached hosted0laj-usl10.bcld.webex.com is 139.177.XXX.XXX
query[AAAA] hosted0laj-usl0.bcld.webex.com from 127.0.0.1
found A record=hosted0laj-usl0.bcld.webex.com with TTL=26
cached hosted0laj-usl10.bcld.webex.com is 2607:fcf0:9000:X

1781
1782
1783
1784

NOT
NOT
NOT

22:
22:
22:

:32.
:32.
:32.

084094
084133
084152

(2059-2271)
(2059-2271)
(2059-2271)
NOT Sep 04 22:50:32.084185 (2059-2271)
3673 NOT Sep 04 22:51:08.127871 (2656-2764)
Via: SIP/2.0/TLS 192.168.100.6:5072;branch=z9hG4bK-c77bd320AM

From: <sip:w3ncala025@xXXXXX.example.com>;tag=fcd8304d2abdd95co0AM

To: <sip:w3ncala025@xXXXXX.example.com>AM

Call-ID: 98126dba-9df06bd9@192.168.100.6AM

CSeq: 6367 REGISTERAM

Max-Forwards: 70AM

Contact: <sip:w3ncala025@192.168.100.6:5072;transport=t1s>;expires=3600AM

User-Agent: Cisco-CP-8865-3PCC/12.0.2_<MAC_ADDRESS>_47cff26a-4713-41a1-8d75-28d7b638ffe8_2c01b5e7-53d5
Peripheral-Data: noneAM

Session-ID: 300e21a200105000a0002c01b5e753d5; remote=00000000000000000000000000000000AM

Content-Length: 0AM

AlTow: ACK, BYE, CANCEL, INFO, INVITE, NOTIFY, OPTIONS, REFER, UPDATEAM

Allow-Events: hold,talk,conferenceAM

Supported: replaces, sec-agree, record-awareAM

Accept-Language: enAM

voice-RSE_DEBUG: Refresh host:hosted0laj-us10.bcld.webex.co
voice-RSE_DEBUG: rse_save_addr_Tlist res = 0x43227cc8 af = 2
voice-RSE_DEBUG: skip AF_INET6 addr

voice-RSE_DEBUG: Found one old entry<4320b538> [139.177.XXX

Sep
Sep
Sep



C|HFO|AE WxC &0i M 401 Unauthorized(401 £ &) HIA|X|E grolof &fL|Ct,

3857 NOT Sep 04 22:51:08.176087 (2656-2764) voice- <===== Recv (TCP) [139.177.XXX.XXX]:8934 SIP MSG:: S
Via:SIP/2.0/TLS 192.168.100.6:5072;received=187.190.XXX.XXX;branch=z9hG4bK-c77bd320AM
From:<sip:w3ncala025@xXXXXX.example.com>;tag=fcd8304d2abdd95co0AM
To:<sip:w3ncala025@xXXXXX.example.com>;tag=799618563-1693867868150AM
Cal1-1ID:98126dba-9df06bd9@192.168.100.6AM

CSeq:6367 REGISTERAM

Session-ID:d1b7e5b700804ca4a817949623258793; remote=300e21a200105000a0002c01b5e753d5AM
WwWW-Authenticate:DIGEST realm="BroadWorks",qop="auth", nonce="BroadWorksX1m5h6zucT8ymkkBW",algorithm=MD5
Contact:<sip:w3ncala025@192.168.100.6:5072;transport=t1s>;expires=120AM

Content-Length:0AM

AM

C|HFO|AE Authorization &l|C{7F Z&El REGISTERE ™&EHLICE

Via: SIP/2.0/TLS 192.168.100.6:5072;branch=z9hG4bK-be588fbAM

From: <sip:w3ncala025@xXXXXX.example.com>;tag=fcd8304d2abdd95co0AM

To: <sip:w3ncala025@xXXXXX.example.com>AM

Cal1-ID: 98126dba-9df06bd9@192.168.100.6AM

CSeq: 6368 REGISTERAM

Max-Forwards: 70AM

Authorization: Digest username="+1XXXXXXXXXX", realm="BroadwWorks",nonce="BroadWorksX1m5h6zucT8ymkkBW" ,ur
Contact: <sip:w3ncala025@192.168.100.6:5072;transport=t1s>;expires=3600AM

User-Agent: Cisco-CP-8865-3PCC/12.0.2_<MAC_ADDRESS>_47cff26a-4713-41al1-8d75-28d7b638ffe8_2c01b5e7-53d5-
Peripheral-Data: noneAM

Session-ID: 300e21a200105000a0002c01b5e753d5; remote=d1b7e5b700804ca4a817949623258793AM

Content-Length: 0AM

Allow: ACK, BYE, CANCEL, INFO, INVITE, NOTIFY, OPTIONS, REFER, UPDATEAM

Allow-Events: hold,talk,conferenceAM

J3H CHS C|HEO|A O A SIP 200 OKE 7+X{SLCt.

4056 NOT Sep 04 22:51:08.236092 (2656-2764) voice- <===== Recv (TCP) [139.177.XXX.XXX]:8934 SIP MSG:: S
Via:SIP/2.0/TLS 192.168.100.6:5072;received=187.190.XXX.XXX;branch=z9hG4bK-be588fbAM
From:<sip:w3ncala025@xXXXXX.example.com>;tag=fcd8304d2abdd95co0AM
To:<sip:w3ncala025@xXXXXX.example.com>;tag=258864438-1693867868205AM
Cal1-ID:98126dba-9df06bd9@192.168.100.6AM

CSeq:6368 REGISTERAM

Session-ID:d1b7e5b700804ca4a817949623258793; remote=300e21a200105000a0002c01b5e753d5AM
Allow-Events:call-info,line-seize,dialog,message-summary,as-feature-event,x-broadworks-hoteling,x-broad
Contact:<sip:w3ncala025@192.168.100.6:5072;transport=t1s>;q=0.5;expires=120AM

Content-Length:0AM

AM

O| ZEMATI BLIH ClHO|A T} 7FS E|0{ WxC AMH|A0]| SFE|o{ok & LICH.
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* nslookup -> Enter

SRV -> Enter
sips._tcp.da02.hosted-us10.bcld.webex.com

» set type

t 20l ZAIELICE
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C:\Users\josemar5>nslookup

Default

Server:

Address:

> set t

> _sips._tcp.da®2.hosted-usle.bcld.webex.com

Server:

ype=SRVY

Address:

Non-authoritative answer:
_sips._tcp.dad2.hosted-usle.bcld.webex.com

._tcp.dad2.hosted-

._tcp.dad2.hosted-

._tcp.dad2.hosted-

._tcp.dad2.hosted-

._tcp.dad2.hosted-

priority
welght

port

svr hostname

priority
welght

port

svr hostname

priority
welght

port

svr hostname

priority
welght

port

svr hostname

priority
welght

port

svr hostname

priority
welght

port

svr hostname

=5
= 58
8934

hostedBlai-usle.

usle.bcld.webex.com
= 16
= 56
8934

hostedB2as-usle.

usle.bcld.webex.com
= 5
= 56
8934

hostedBlas-usle.

usle.bcld.webex.com
= 16
= 56
8934

hostedB2ai-usle.

usle.bcld.webex.com
= 16
= 56
8934

hosted@2aj-usle.

usle.bcld.webex.com
= 5
= 56
= 8934

SRV service

.webex.com

SRV service

.webex.com

SRV service

.webex.com

SRV service

.webex.com

SRV service

.webex.com

SRV service

location:

location:

location:

location:

location:

location:

hosted®@laj-usl@.bcld.webex.com

bcld.webex.
bcld.webex.
bcld.webex.
bcld.webex.
bcld.webex.
bcld.webex.
bcld.webex.

FOOK XK
OO XXX
FOOK XXX

OO XXX

139.
139.
139.
139.

177.
177.
177.
177.

address =
address =
address =
address =
internet address = 139.177. XXX XXX
internet address = 139.177. XOOXXX
AAAA IPv6 address = 2607:fcf0:9800:

internet
internet
internet
internet

hosted®lai-usle.
hosted®laj-usle.
hosted®las-usle.
hosted82ai-usle.
hosted®2aj-usle.
hosted82as-usle.
hosted®lai-usl6.

com
com
com
com
com
com
com
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[Alipaddr==1dgarrm = _ 80 |
. | | Dastinaton Potocol g bt

192.168.100.4 TP 66 8934 + 5065 [ACK] Seqel Ack=1 Win=13287 Lens=d TSval=1462427392 TSecr=4294945993

192.168.188.4 139.177. » an P 66 5874 + BEO34 [ACK] Seqs=1 Ack=1 Win=14508 Len=0 TSval=420404F064 TSecr=1462483821

5 2923-09-04 14 192.168.100.4 139.177.°¢ I TLSv1. 2 262 Client Hello

620230904 24 139.177. d b 192.168.100.4 TP 66 8934 » 5074 [AEK] Seqel Acks227 Wina20032 Lensd TSval-1462483853 TSecr-4294949964
7 20923-99-94 14 139.177. 4 W 192.168.100.4 TLSv1.2 1454 Server Hello
82023-09-04 14 139.177 192.168.100.4 e 1454 8934 + 5074 [ACK] Seqs1389 Ack=227 Win=38032 Len=1388 TSval=1462483855 TSecr=4204945964 [TCP segment of a

139.177 192, 168.108. 4 TP 1454 8934 + 5874 [ACK] S5eqe2777 Acke227 Wine38032 Lens1383 TSvalsl462483855 TSecrs4254945%64 [TCP segment of a
139.177.50 & 192.168.188.4 e 1454 8934 » 5874 [ACK] Seq=4165 Ack=227 Win=38832 Len=1388 TSval=1462483855 TSecr=4204945064 [TCP segment of a
139.177 = 152.168.108. 4 e 1454 8934 - 5074 [ACK] 5Seq=5553 Ack=227 Win=30032 Len=1388 TSval=1462483855 TSecr=4264948064 [TCP segment of a
130.177. 4 & 192.168.168.4 TLSv1. 2 742 Certificate, Server Key Exchange, Server Hello Done

13 2823-89-84 14:4 1.521728 192.168.188.4 139.177. TP 66 5874 + BO34 [ACK] Seq=227 Ack=13E0 Win=17376 Len=0 TSval=420404B067 TSecr=1462483855

14 2023-09-94 14:47:21.521728  192.162.100.4 139.177. e 66 5074 -« 8934 [ACK] Seq=227 Ack=277F Win=20152 Len=0 TSval=4294948967 TSecr-1462483855

15 2923-99-94 14:47:21.5321728 192.168.189.4 139.177. TP 66 5074 + B934 [ACK] Seqe227 Ack=4165 Win=22928 Len=0 TSval=4204948967 TSecr=1462483855
192.168.188.4 139.177. TP 66 5874 » B934 [ACK] Seq=227 Ack=5553 Win=2570d Len=8 TSval=4Z04948967 TSecr=1462483855
192.168.180.4 139.177. TR 66 5874 - 8934 [ACK] 5eq=227 Ack=6541 Win=28489 Len=8 TSval=4Z84948967 TSecr=1462483855
192.168.188.4 139.177. 3 TP 66 5874 + B934 [ACK] Seqs=227 AcksTE17 Win=31256 Len=8 TSval=420404B967 TSecr=1462483855
192.168.106.4 139.177. & TLSV1. 2 158 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message

20 2023-09-84 14:47:21.568331 139.177. 1k 192.168.108.4 TLSv1.2 117 Change Cipher Spec, Encrypted Handshake Message

2] 2023-89-84 14:47:21.599612 192.168.188.4 139.177. d W TL5v1.2 903 Application Data

22 2023-09-04 14 1.627413 139.177.." & 192,168,188, 4 TLSvl. 2 693 Application Data

23 20923-99-84 14:47:21.656792 192.165.188.4 139.177.% & TP 66 5874 + 8934 [ACK] Seqe1157 Ack=B8255 Wine24802 Lens8 TSval=4294548981 TSecr=1462483959



https://help.webex.com/en-us/article/b2exve/Port-Reference-Information-for-Webex-Calling
https://help.webex.com/en-us/article/b2exve/Port-Reference-Information-for-Webex-Calling
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