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1. 84 EaiTo ¥Hst M 29|

2. LFI(Link Fragmentation and Interleaving)

4 EoiT o ¥4gt LM=L((IP RTP 42 E= LLQ)

of dAet M =2IE MIst7| e F 7K

I

Cisco |0S Software ZZ2|A 1228 EH= S8 EXL
7|8 g0l U&L|Ct.

. IPRTP M&=Q{(PQWFQEILE &): M= Ch7|€/7tS x| 3H CH7 )
- B2 o7 AlZE CH7|¥(PQ/ICBWFQEIDLE &):2MEQ| CH7|Q/EeA 7I8H 78 SE 7|
).

IP RTP M=

IP RTP Priority= UDP(User Datagram Protocol) CH&f Z E #49{ol| £5= RTP WZ! 5 & Zgfof
CHoH Pet M=l RE MM LICLASElE X ZE= |5 ClH0|A E&= HO|Ef| 0] Ztof
S0 =2 HHE|X|B, DE Cisco VolP ME2 S UDP ZE H29((16384-32767)8 ALS8fLICH
. EFRE{7t VoIP EEHEE QIAI5HH HAst M =2 CH7[Fof| BiXIEFLICH?4M&= 2| CH7[F o] Hi
0 UM CHE CH7|YES EF WFQ(Weighted Fair Queuing)d| [t2F Z{Z2|E LIC}.IP RTP Priority(IP
RTP M 2l)= QlEfmlo| A0 20| /2 m7Hx| 2 AI5HEIx| ot&Lict.of olOlxlE IPRTP 2
M =2l S Eo{E LI

- Router Exhaustive
Voice w .
(Highest) MEiE \ Queuing

Data (High, J— v ¥
e.g. IP Prec 4) _.NEIE \1 H E n Eb AN
Data (Medium, | N e oo S
e.g. IP Prec: 2) E Elm_l_EI EH— 7 Circuit

Data (Low, e.g.
IP Prec: 0) ' /

#1: IP RTP Priority= 7|2 CHZ|ZF(WFQ)O| AHE 7tS 8 CHEZ 0| /e E PQ(Priority
Queue)& HAEE = UX[CF QIEH|O|A N HA| 344 0| UE B2 M =2 7|8 i8S ¥
StAH| A|EHE L Ct.

B2 ci7] Alzt ci7|

LLQE CBWFQ(Class-Based Weighted Fair Queuing)0ll 4738t PQE XM3stE 7|sQLICLLLQE
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maui - voi p- sj (confi g) #class-map ?
WORD cl ass-map name
mat ch-al |l Logical -AND all matching statenents under this classmap
mat ch-any Logical -OR all matching statenents under this classnmap
naui - voi p-sj (confi g) #class-map match-all voice-traffic
!-— Choose a descriptive class_name. maui-voi p-sj (config-cmap)#match ?

access-group
any

cl ass- map

cos

desti nati on- addr ess
input-interface

ip

npl s

not

protoco

gos- group
sour ce- addr ess

!-- In this example,
uses an access-1ist)

Access group

Any packets

Cl ass nap

| EEE 802.1Q | SL cl ass of service/user priority val ues
Destinati on address

Sel ect an input interface to match

| P specific val ues

Mul ti Protocol Label Switching specific val ues
Negate this match result

Pr ot ocol

Qos-group

Sour ce address

the access-group matching option is used for its !-- flexibility (it

maui - voi p- sj (confi g- cnap) #match access-group ?

<1-2699> Access list index nanme Named Access Li st
nmaui - voi p- sj (confi g- cnap) #match access-group 102
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!-- Now, create the access-list to match the class-map access-group: Mmaui-Vvoi p-
sj (confi g) #access-1list 102 permit udp any any range 16384 32776

!-- Safest and easiest way 1is to match with UDP port range 16384-32767 !-- This is the port
range Cisco IOS H.323 products utilize to transmit !-- VoIP packets.

O[2{3t HMA SEZ AE35t0{ 4 ECHEE match access-group BE I LX[AIH == U
&Lict
= .

access-list 102 permit udp any any precedence critical

l-- This list filters traffic based on the |IP packet TOS: Precedence field.
1-- Note: Ensure that other non-voice traffic does NOT uses the

I-- sanme precedence val ue

access-list 102 permit udp any any dscp ef

-~ In order for this list to work, ensure that Vol P packets are tagged with

l-- the dscp ef code before they exit on the LLQ WAN interface

I-- For nore information on DSCP refer to:

l-- Inplenenting Quality of Service Policies with DSCP !-- Note: |If endpoints are not
trusted on their packet marking, you can nark

l-- incomng traffic by applying an inbound service policy on an inbound

l-- interface. This procedure is out of the scope of this doc

Access-1list 102 permit udp host 192.10.1.1 host 192.20.1.1
!-- This access-1list can be used in cases where the VoIP devices cannot !-- do precedence
or dscp marking and you cannot determine the !-- VoIP UDP port range.

CISS HMA I8 CHA AFRE £+ e CHE YUx| &8 ILICH Cisco 10S 2 E|A 12.1.2
E{ LLQO| CHEH IP RTP M= 7Is0| #EHELICLO| 7|[s2 +HE UDP ZEE EE= M
=2 ZeA L1 Ux|stH PQOIM ZELF M| ZstE Zdof Agto| & LCt.

class-map voice
match ip rtp 16384 16383

Ol & YH2 ofRHI2E LLQ EHYUE XEst7| Tol VolP TiZ!0| el SAE | EA|Z|7HL
et Eoll &l EAIEICt T 7RG R LICH

class-map voice
match ip precedence 5

cC
4

rr

class-map voice
match ip dscp ef

#1:10S E2lA 12.2.2TEE VoIP CHO|Y Z[o{= LLQ & Mol 4 ME At & A5 mfZ!
2 EAE £ &LICHOo|E S8 LLQO CHE DSCP ZE Zt2 S35 VolP IHZE EAIST &
x|AlZ|= =& 7 %EP 2 AFSE = &L

EH/\ OH AHAM Ol Qx| 7| & XO-I_Q|(A-|EH A|.é|-)|:|.% Haie o] &2 of

| |

class-map voice-signaling

match access-group 103

!

access-list 103 permit tcp any eq 1720 any
access-list 103 permit tcp any any eq 1720

#1: VolP 3= H.323, SIP, MGCP E = Skinny(Cisco Call Managerdil M AI& 5t H&

K
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ZEZ)E M8stod dHE =+ U&LICE 2|2] oflof A= H.323 Fast Connectz 7HIRI&LICH
.0| S5 2 VolP Signaling/Control Channelt| X AA&35t= ZEof CHEH & X A& S #Lct
H.323/H.225 = TCP 1720H.323/H.245 = TCP 11xxx(E & ©4Z)H.323/H.245 = TCP
1720(Fast Connect)H.323/H.225 RAS = TCP 1719Skinny = TCP 2000-2002(CM
Encore)ICCP = TCP 8001-8002(CM Encore)MGCP = UDP 2427, TCP 2428(CM
Encore)SIP= UDP 5060, TCP 5060(7d 7+s)

3. WM Mg BHET VoIP oA Hof AZAYA Mol SM2 23 2|aA7 ME CHE @ oA
of BREALF BT EIS wHS Holsts ZULICHOHE WYL of g Bt YHof
CHal AEELICH
maui - voi p- sj (confi g) #policy-map VOICE-POLICY
!-- Choose a descriptive policy map_name. Maui-Vvoi p-sj (confi g- pmap)#class voice-traffic
maui - voi p- sj (confi g- pmap- c) #priority ?
<8-2000000> Kilo Bits per second

!-- Configure the voice-traffic class to the strict priority !-- Queue (priority command)
and assign the bandwidth. maui-voi p-sj (confi g- pmap)#class voi ce-signaling
maui - voi p- sj (confi g- pmap- c) #bandwidth 8
!-- Assign 8 Kbps to the voice-signaling class maui-voi p-sj(config-pmap)#class class-
default
maui - voi p- sj (confi g- pmap- c) #fair-queue
!-- The remaining data traffic is treated as Weighted Fair Queue

o Opdst RO A7 EBIEE PQE TI7|AIE =& UX|B S EiZEt PQOi| MY
st= 40| EELICHH|C|2et 22 AAIZt EgfE o] X|YE = JU&LICHPQE FIFO - First In
First Out - queue). S EEfE2 X|EHE L X|5t7| I x[ed0| #HFO| &I x| etotof L[t &
1 2Mee U oiHYF B o Zhol BHle 33 3 ZE 9| 75% £t &Lt Zotok & Lict %
x| tom MH|A Mg 230 €28 = IE&LIHRE HAIXKIE EeiH 2& dAA0 2
4 2&0| gdstt|T HOl'd DUE7F &l HM| A0 &850 UK QIS AIR). BT
T 24 S3HE XIS E S 64Kbps A E Sl VoIPE FHE M LEHMo 2 pQof 13 of
4 E 0| 75%(48Kbps) O|&f 2 & ot= K0| Lt lL|Ct 0] B max-reserved-bandwidth
HHE ALE 5101 AL 7H5 B CHAZE 2 80%(51Kbps) 2 = = USLICHOIYF 2l M
m]

13

|00
o

=9 ol CHEt AHAIEH LHE 2 QoS MH|A HAo| L E 3 @M+ B H|wE F 5t
AAIR.

4. LLQ AtE:0}2HI2E WAN IE{mo|A0] HA B MECtg HHE2 O U2 A =dte Y'Y
of CHal AHELICE.
maui - voi p-sj (confi g) #interface multilink 1
maui - voi p-sj (confi g-if)#service-policy output VOICE-POLICY
!-— In this scenario (MLPPP LFI), the service policy is applied to !-- the Multilink

interface.

IP RTP 2M=2] Z41|azf|o|M X|H

P RTP S4z9|18 7451240 C12 XI2I2 AFRELIC

Rout er (config-if)#ip rtp priority starting-rtp-port-#port-#-rangebandwidth

ME 7M.

interface Multilinkl

!--- Some output omitted bandwi dth 64 ip address 172.22.130.2 255.255.255.252 ip tcp header-
conpression fair-queue no cdp enable ppp multilink ppp nultilink fragnent-delay 10 ppp
multilink interleave nultilink-group 1 ip rtp header-conpression i phc-format ip rtp priority
16384 16383 45
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LFI(Link Fragmentation and Interleaving):®HE|2l3 PPP

15006} O|E= CIO|E{ THZ!of et 3 7@l T lekx 0l volP THZ(G.729 &4 =Z Bl ™MEH2

oF
of

66HIO|E(20HI0|E &4 HO|2E, 6HI0|E E1|o| 12 8|, 20H}O|E RTP & UDP & &! 20H}0]

E IPEIE)Y = UASLICH

O|Ml 241 ool EEHEl0| SE5H= 56Kbps &ICH 3| 21T E 446 2 A A2 .Cl|0|E Z{Z!0|
I E Sofl TESEI7| AIEE M 2 miZl2 2Este EH(7F 2 <2 EX7F eds ik x|edof
DIzt 28 A2 MSE[7]| ol 214msecE 7ICtE{oF B LICH56Kbps 213 E S35l 1500H0|E
mWZle %235t 6= O] 214msecO| 22 F).

EAICIA|IZ| CHEZ IO|E T2 22 S miZlo| ME 2 ECI6HA X[IA|FH S8 EES &L
= &Lt olz{E CHEF HIo|EH TS H &2 WZle 2 XZtetsty ZeiOHEE 7Holl 4

mZlg QlE{ 2 5 IIE-IQF X|9d0| Z0{ELIC}.Cisco I0S Link Fragmentation and

Interleaving(LFI) 7|5 VolPL| AAIZt AE @7 AEE S5t ol 20| EL|Co| &0l M

= LFI & SE Hod .=.LII:+.
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ps |2 laix |ax |2z |2z |2z |2z
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128k |37°)42 |82l |169 |s2% [e4xal 93
bps | (2= |= Sl E =1 e A SIES
266k |1 |22 |42l sl |16 322l |46
bps | (2= |= = =l E ES SIES
512k | 10012 222l |4mal sl |16l |32
bps | (2= |= = = = SlE~
10 128 [2.56 |5.12
768k |1 1640 |5 |G g |1024 [15%
bps | 5 0= | = = S ETES
1536 |, (320 |640 |L25 |50 [512% 7.5
kbps o= (0= | £ = =l EA =TEA

B3 24 fEaFolMel B PR EIE S5t X|o(EE)S 10mso[nf 20msE ETHE 4 ¢
LICH,

o>

23 ZEiaHE 37| ppp multilink fragment-delay B& 2 AF& 35104 L2 (msec) AlZF SHS
2 1Y £ U&LICHLFIE AH8 52T ppp multilink7t &= El 21E{H 0| A0 ppp multilinkE 4
SHoF BrLChLFI 72 Aol CHEt REAIEE LIS 2 O] BA| MMg B ZSHMAIL.

I A ™ 0|4 o T1 21Z4(768Kbps) 0| U= BRH= 22435 7|S0| HRSHK| ei&L ot e
L} LLQ EE= IP RTP M &2 Z 2 QoS HFLIE 0| 04716 L &Lct T12| MEtof= X A
°*0| =4 ﬂH7'0| -ﬁ*oﬂ Eo{7tn Ch7|E = U= SEE tH™EZFo| MSELIChE °F T19| Hetel 4
2 IPRTPSIHE ¢ §5P04 CHYZ g ™otstE ol =20| Bl cRTP(Real-time Protocol)& &% 0|
LQstX| gfg =& J&Lct

or=El AlAI7F L2 E&#(cRTP)

: 548 SHO0| 524H cRTP/F 26t K| pi&LICLOIAE AH|E E0/= 7IsYULTh7|E
OE XU 23 % CRTPE TAIBLICHO| MAFOIAE ZHRIRIQ! cRTP
EXME A = A& LI

RFC 250801 [}2f RTP &l &= 7|52 IP/UDP/RTP &l|C{E 40H}O|E0|A{ 2 EEE= 4HIO|E2 ¢
£5t0{ ELR S CHYE AHIE ’E‘%!LIEF hop by-hop & & & Al LICHIEFAM !IHAIE SMg 74

otx| ef= o 39| &% B0 cRTPE Td3lioF °*L—|EP. cRTPE T/dstci™ QIE{m|o|A B
= AFSELICH

Router (config-if)#ip rtp header-compression [ passive]
s T2 N AL CPU EAMYU £ QIOD R 10S2] 12.0.(7)T FEIAR 14 AQE U CEF
BERO|M RTP 5l 50| F#HELICEOl2det #1390]| £H El= 74°7P %JQEH CHE &S
st 0] ALIAIELICHCiscodl ME BHREI7H S S CPU AFS B2 AI#E|T 9IX| ot
768Kbps O|2te| 23 2t &7H cRTPEF AFESt= 40| E&LLCH. E|'-c|’-E'|°| CPUAIBEE 2L
51 75% O|& el AL cRTPE HIE &3 &Lct.

x|
S

rr 4o

o
=

’
=1
o

M ro ok |

£ 1: ¥ ip rtp header-compression2 * A& [Mf 2t RE = 72X 22 ip tep header-
compression FHE 2 741|100 %‘—7P°*I—|EP ol= sllHel TCP/IP IZlE & F5t= ol AHESE
LicH3H &5 B2 gl 442 X|pste UESQZQ 20| A7 2 mZ!0| B2 HEF oM
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Router(config-if)#ip tcp header-compression [ passi ve]
RtMEt W8 AFE MAZ HE Z2ES

Z|Ef CH = HZ €

- VolP &3} 8|0l ¥ 2 HIE &= FE=/C|Z(codec) AHR;G.729(8Kbps) 7t HEHEILICE VoIP
Cto|d mloqe| 7|2 ZHLICH MZE CHE Z =g F45t2{H 2St= voip dial-peer OF2H 04| A
router(config-dial-peer)#codec WH S A& &rL|C}.

-G7MIE2 E2 HE S 4 I3HE AFEE [ DTMF(Dual Tone Multifrequency) 7t &8t
Mo 2 HESH MEEX|PH 2 HIE £ 3 H 2 S HEo of 2[ASstE|of QIS
DTMF A& 28 HF5te 0| A&LICEol2{e M2 HAIE AHE35HH IVR(Interactive Voice
Response) A|ARI0]| HAASHE O 2|71 LHE &= U&SLICHdtmf relay B2 DTMF ¢lE
22 "o Q" £ = QAL El 88 AEZ0|M 22/5t0{ DTMF 2= 2| EXIE s &g LCt X
HE £ IS AL 5He ZBR(G.729, G.723) VolIP Cto|Y |04 of2Hol| M dtmf 2IEI0|E 74
AAI2.

. UHFA QI L3t ofl= 35-50% &S 0| U2 = U&LICHVAD(Voice Activity Detection)E AHS 5t
M F& A 0| UM ElLICH VolP CHE H|& 2| B2 VADZt CHIEE 35% =QICtD 7HE gL
CH.VADE VolIP CtO|Y m|0{0ilA 7|2 Mo 2 FEE LT VADE & 45tst7{Lt HIE Q3tsted
™ 245t= voip CHO| 1|04 of2Holl A router(config-dial-peer)#vad %! router(config-dial-peer)#
novad BHEE AEELICH

L| E2{3 C}o[o{2 Y

172.22.130.1 1?2,22-133112

x 5000 L x 6000

maui-voip-sj ] E:EE maui-voip-austin
ps

T8

maui-voip-sj(Cisco 3640)

version 12.2service tinestanps debug datetime nsec
!-- < Some output omitted > ! hostname maui-voip-sj
!

i p subnet-zero
!
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no i p domai n-1 ookup
!
!-- Definition of the voice signaling and traffic class
maps !-- "voice-traffic" class uses access-1list 102 for
its matching criteria. !-- "voice-signaling" class uses
access-1ist 103 for its matching criteria. Class-map
match-all voice-signaling

match access-group 103
class-map match-all voice-traffic

match access-group 102
1

!-- The policy-map defines how the link resources are

assigned !-- to the different map classes. In this
configuration, strict priority !-- queue is assigned to
"voice-traffic" class with (based on ACL in !-- class

voice) with max bandwidth = 45 Kbps. policy-map VOICE-
POLICY

class voice-traffic

priority 48

class voice-signaling

bandwidth 8
!-- Assigns a queue for "voice-signaling" traffic that
ensures 8 Kbps. !-- Note that this is optional and has
nothing to do with good voice !-- quality, but rather a
way to secure signaling. class cl ass-default fair-queue
!-- The class-default class is used to classify traffic
that does !-- not fall into one of the defined classes.
!-- The fair-queue conmand associ ates the default class
WFQ queuei ng

call rsvp-sync
|

!-- Note that MLPPP is strictly an LFI mechanism. It

does not !-- bundle multiple serial interfaces to the
same virtual interface as !-- the name stands (This
bundling is done for data and NOT recommended !-- for

voice). The end result may manifest itself as jitter and
no audio. interface Multilinkl

i p address 172.22.130.1 255. 255. 255. 252

ip tcp header-compression iphc-format

service-policy output VOICE-POLICY

!-- LLQ is an outbound operation and applied to the
outbound WAN !-- interface. no cdp enable ppp multilink
ppp multilink fragment-delay 10

!-- The configured value of 10 sets the fragment size
such that !-- all fragments have a 10 ms maximum
serialization delay. ppp multilink interleave
multilink-group 1
ip rtp header-compression iphc-format

1

interface Ethernet0/0

i p address 172.22.113.3 255.255.255.0

no keepalive

hal f - dupl ex

!

interface Serial0/0

bandwidth 128

!-- the bandwidth conmand needs to be set correctly for
the !-- right fragnent size to be cal cul ated

no i p address
encapsulation ppp
clockrate 128000




ppp multilink

multilink-group 1

!-- This command links the multilink interface to the
physical !-- serial interface. ! router eigrp 69 network
172.22.0.0 auto-sumrary no ei grp | og-nei ghbor-changes !
!-- access-1list 102 matches VoIP traffic based on the

UDP port range. !-- Both odd and even ports are put into
the PQ. !-- access-1list 103 is used to match VoIP
signaling protocol. In this !-- case, H.323 V2 with fast

start feature is used. access-list 102 permit udp any
any range 16384 32767 access-list 103 pernit tcp any eq
1720 any access-list 103 pernit tcp any any eq 1720 !
voi ce-port 1/0/0 ! voice-port 1/0/1 ! voice-port 1/1/0 !
voice-port 1/1/1 ! dial-peer cor custom! dial-peer
voice 1 pots destination-pattern 5000 port 1/0/0 ! dial-
peer voice 2 voip destination-pattern 6000 session
target ipv4:172.22.130.2

maui-voip-austin(Cisco 3640)

version 12.2
service timestanps debug dateti ne nsec
1
hostname maui-voip-austin
1
boot system flash slot1:c3640-is-ne.122-6a.bin
1
i p subnet-zero
!
class-map match-all voice-signaling
match access-group 103
class-map match-all voice-traffic
match access-group 102
!
policy-map voice-policy
class voice-signaling
bandwidth 8
class voice-traffic
priority 48
class class-default
fair-queue
!
interface Multilinkl
bandwidth 128
i p address 172.22.130.2 255. 255. 255. 252
ip tcp header-compression iphc-format
service-policy output voice-policy
no cdp enabl e
ppp multilink
ppp multilink fragment-delay 10
ppp multilink interleave
multilink-group 1
ip rtp header-compression iphc-format
!-- Configure cRTP after you have a working
configuration. !-- This helps isolate potential cRTP
issues. ! Interface EthernetO0/0 ip address 172.22.112.3
255. 255. 255. 0 no keepalive half-duplex ! interface
Serial0/0
bandwidth 128
no ip address
encapsulation ppp
no i p nroute-cache
ppp multilink




multilink-group 1
!
router eigrp 69

network 172.22.0.0

aut o- sunmary

no ei grp | og-nei ghbor-changes
!
access-list 102 permit udp any any range 16384 32767
access-list 103 permit tcp any eq 1720 any
access-list 103 permit tcp any any eq 1720

!
voi ce-port 1/0/0
!
voi ce-port 1/0/1
!
voi ce-port 1/1/0
!
voi ce-port 1/1/1
!
di al - peer cor custom
!
di al - peer voice 1 pots
destination-pattern 6000
port 1/0/0

!
di al - peer voice 2 voip
destination-pattern 5000

session target ipv4:172.22.130.1

%ol U 2 37 B

CIHO HHEE A7 Mol ClH2 B Chist 52 MEE T 5HAIAI2.047(0f LI E o]
CHEE XEMIEH LHE 2 0] 2 A 2| ME show and debug Output MM

QIE{mH 0]& HH:

- show interface [serial] | multilink]—0| BHEZ A& 3104 27 QIE{H0|A S| & EHE & QIFLICH
A U HE[ZT QlE{H|o|A T 2HE D diq /I= K| & IELCt.
A S EXN SHE
LFl H&:

- show ppp multilink - O] &2 Multilink PPP HE 0l CH8F HE HEE E A& L|CH
- debug ppp multilink fragments—O| debug BHE 2 7 HE|ZI3 =
Eof CHEt HEE EAIRLICEO| BHE £22 mZIo| A|HA #HEQ
L|Ct.
LLQ/IP RTP M&=¢ BE:

I3
o
I
]
im
lu
N
i
1>
1
ot

1

- show policy-map interface multilink interface#—0| WHE2 LLQ &S & I5t1T PQUHM E&
2 &Ql5tE ol i RS LICo| BWHEo| Chkst Zeof et XHAIEH LH8 2 show policy-
map interface Output2| Understanding Packet Counters& & XA A2,

- show policy-map policy_map_name—O0| B&E 2 policy-map Z1L| 12| 0|Moi| CiEt HEE EA|
ghct.

. show queue interface-type interface-number—O| &2 §7 QIE{H|O|A0f CHEt SEE CH7 |
d 7N U SHE LT LICH

- Debug priority—O| debug BE2 M =2 CH7|YE O|HIEE EA|5tT O F Ol A AfAf| Eh o
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HE EAFLICLES M= CH7|UE2 AI85t0] £33 AKX EXM SHZES FHESHAAIR
- show class-map class_name—O0| BE class-map Z1I|2di|0|MHof| CHEt HEE EAIELICH
- show call active voice - 0| HE2 DSP Bl £ AE THZlE &elst= o R LCh.

7|E BE/EE:

- show ip rtp header-compression - O| 3H 2 RTP 3|l & & SHE EAIFLICE
- VolP 838 7|2 X siid & C|HZ
- VoIP C|H B

%l BA:

. CSCds43465:"LLQ, Policer, Shaper Should Take CRTP Compression Feedback" 2|4 HE

E Hp{H Bug TOO|K’[('=EE| D zZHat c,HI:I-)E XA 2.
XI&:

CH22 ppp @37} & L A E|H(MLPPP, Fragmentation, Interleaving) 3 7HX| 7| 2% 24X
i EhAILICE.

1. show call active voice - DSP ti| 0| A & Al El m{Z! g = Qlst= o AFS & LCH
2. show interface - 2t 212 3|M E£= QIEHO|A EXNE & Qlst= Ol ASELICHIEH 0]A
O| A= ot & BME 2|0/t K|= L X2, QIE{H|O|A CH7 (Kol =2 5H7| ol @M =27t
=2 FolM WS AXsts Aol E&4LCH
3. show policy-map interface - LLQ &fAl| 2! CH7|E Z4x|ad|o|ME &elst= o AFSELch
Mg Qletet= AXl= E1stx| ehotof g LCt.
4. show ip rtp header-compression - cRTP Z21 EX|E &It ol AFS &Lt

= show & debug E&

————————————————————————————————————————— 1-—--- To
capture sections of this output, the LLQ PQ bandwidth !-
--- was lowered and large data traffic was placed !----
on the link to force some packets drops. !--------------

-------------------------- I ---- Packet Drop
Verification (During an Active Call) !--- Assum ng your
ppp link is up and running, the first step of voice !---
quality problens verification is to check for |ost
packets !--- at the DSP. Note: Use the show call active
voice conmmand !--- NOT show call active voice brief

nMaui - voi p- aust i n#fshow call active voice
Total call-legs: 2
!l--- Indicates that the connection is established and

both legs exist

GENERI C:
Set upTi mre=155218260 ns
I ndex=1
PeerAddress=5000
Peer SubAddr ess=
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Peer | d=2

Peer | f I ndex=13

Logi cal | f I ndex=0

Connect Ti mne=155218364

Cal | Dur ati on=00: 00: 27

CallState=4
!--- indicates that it is the active call !--- (#define
D_callActiveCallState_active 4). Call Origin=2
ChargedUnits=0 | nfoType=2 TransmitPackets=365

TransmitBytes=7300

ReceivePackets=229

ReceiveBytes=4580

Va P:
!--—- For this call, this was the terminating gateway. !-
-- At this gateway, the call started at the VoIP leg.
Connect i onl d[ 0x18872BEB 0x1A8911CC 0x808CBE60
0x6D946FC6] | ncom ngConnecti onl d[ 0x18872BEB 0x1A8911CC
0x808CBE60 0x6D946FC6]
RemoteIPAddress=172.22.130.1
!--- Indicates from which IP address the RTP stream is
originating. RemoteUDPPort=18778
RemoteSignallingIPAddress=172.22.130.1
!--—- Indicates from which IP address signaling messages
are coming. RenoteSignallingPort=11010
Renot eMedi al PAddress=172. 22. 130. 1 Renot eMedi aPort =18778
RoundTripDelay=50 ms
Sel ect edQoS=best -effort
t x_Dt nf Rel ay=i nband- voi ce
Fast Connect =TRUE

Separ at e H245 Connecti on=FALSE
H245 Tunnel i ng=FALSE

Sessi onPr ot ocol =ci sco

Sessi onTar get =

OnTi meRvPl ayout =4570
GapFillwithSilence=20 ms
GapFillwWwithPrediction=1840 ms
GapFillwWwithInterpolation=0 ms
GapFillWithRedundancy=0 ms
HiWaterPlayoutDelay=70 ms
LoWaterPlayoutDelay=51 ms
ReceiveDelay=51 ms

LostPackets=90

EarlyPackets=1

LatePackets=0

!--- Indicates the precense of jitter, lost packets, or
!--- corrupted packets. VAD = enabl ed
CoderTypeRate=g729r8

CodecByt es=20

GENERI C:
Set upTi mre=155218260 s
| ndex=2
Peer Addr ess=6000
Peer SubAddr ess=
Peer | d=1
Peer | f |l ndex=12
Logi cal I f I ndex=6
Connect Ti ne=155218364
Cal | Dur ati on=00: 00: 34
Cal | St ate=4




Call Origin=1

Char gedUni t s=0

I nf oType=2

Transm t Packet s=229

Transmi t Byt es=4580

Recei vePacket s=365

Recei veByt es=7300
TELE

Connect i onl d=[ 0x18872BEB 0x1A8911CC 0x808CBE60
0x6D946FC6]

I ncom ngConnecti onl d=[ 0x18872BEB 0x1A8911CC
0x808CBE60 0x6D946FC6]

TxDur ati on=35360 ns

Voi ceTxDur ati on=730 ns

FaxTxDurati on=0 ns

Coder TypeRat e=g729r 8

Noi seLevel =- 46

ACOVLevel =2

CQut Si gnal Level =-58

I nSi gnal Level =-42

I nfoActi vity=2

ERLLevel =7

Sessi onTar get =

| ngPages=0Total call-legs: 2

--—- !-—- Interface Verification !--- Make sure you see
this: !--- LCP Open, multilink Open: Link control
protocol (LCP) open statement !--- indicates that the
connection is establish. !--- Open:IPCP. Indicates that
IP traffic can be transmitted via the PPP link. maui -
VOi p- Sj #show interface multilink 1

Multilinkl is up, line protocol is up
Hardware is multilink group interface
Internet address is 172.22.130.1/30
MIU 1500 bytes, BW 128 Kbit, DLY 100000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation PPP, | oopback not set
Keepal i ve set (10 sec)
DTR i s pul sed for 2 seconds on reset
LCP Open, multilink Open
Open: IPCP
Last input 00:00: 01, output never, output hang never
Last clearing of "show interface" counters 00:25:20
| nput queue: 0/75/0/0 (sizel/ max/drops/flushes); Tota
out put drops: 91
Queuei ng strategy: weighted fair
Qut put queue: 0/1000/64/37/ 383 (sizel max
total /threshol d/ drops/interl eaves)
Conversations 0/3/32 (active/ max active/ max
total)
Reserved Conversations 1/1 (all ocated/ max
al | ocat ed)
Avai | abl e Bandwi dth 38 kil obits/sec
5 mnute input rate 0 bits/sec, 0 packets/sec
5 mnute output rate 0 bits/sec, 0 packets/sec
8217 packets input, 967680 bytes, 0 no buffer
Recei ved 0 broadcasts, O runts, O giants, O
throttles
O input errors, 0 CRC, 0 frame, O overrun, O
i gnored, 0 abort
13091 packets output, 1254194 bytes, 0 underruns




0 output errors, O collisions, O interface resets
0 output buffer failures, 0 output buffers swapped

O carrier transitions

!-- Note: There are no drops at the interface level. !-
- Al traffic that is dropped due to policing, is !--
dropped before it gets to the interface queue.

maui - voi p- aust i n#show interface
serial 0/0Serial0/0 is up, line protocol is up
Hardware is QU CC Seri al
MIU 1500 bytes, BW 128 Kbit, DLY 20000 usec,
reliability 255/255, txload 49/255, rxload 47/255
Encapsulation PPP, | oopback not set
Keepal i ve set (10 sec)
LCP Open, multilink Open
Last input 00:00: 00, output 00:00:00, output hang
never
Last clearing of "show interface" counters 00:22:08
I nput queue: 0/75/0/0 (sizel/ max/drops/flushes); Total
output drops: 0
Queueing strategy: weighted fair [suspended, using
FI FO
FI FO out put queue 0/40, O drops
5 mnute input rate 24000 bits/sec, 20 packets/sec
5 minute output rate 25000 bits/sec, 20 packets/sec
4851 packets input, 668983 bytes, 0 no buffer
Recei ved 0 broadcasts, 0 runts, 0 giants, O
throttles
O input errors, 0 CRC, O frane, 0 overrun, O
i gnored, 0 abort
4586 packets output, 657902 bytes, 0 underruns
0 output errors, 0 collisions, 0 interface resets
0 output buffer failures, 0 output buffers swapped

out

O carrier transitions

DCD=up DSR=up DTR=up RTS=up CTS=up
R e T T | --- LLQ
Verification

maui - voi p- aust i n#show policy-map int multilink 1
Mul tilinkl
Service-policy output: voice-policy

Class-map: voice-signaling (match-all)
!--- This is the class for the voice signaling traffic.
10 packets, 744 bytes 5 minute offered rate O BPS, drop
rate 0 BPS Match: access-group 103
Weighted Fair Queueing
Qut put Queue: Conversation 42
Bandwi dth 8 (kbps) Max Threshol d 64 (packets)
(pkts matched/bytes matched) 10/744
(depth/total drops/no-buffer drops) 0/0/0

Class-map: voice-traffic (match-all)
!--- This is PQ class for the voice traffic. 458
packets, 32064 bytes 5 minute offered rate 0 BPS, drop
rate 0 BPS Match: access-group 102

Wei ghted Fair Queuei ng




Strict Priority

Qut put Queue: Conversation 40

Bandwidth 15 (kbps) Burst 375 (Bytes)
l--- Notice that the PQ bandwi dth was | owered to force
packet drops.

(pkts nat ched/ byt es nmat ched) 458/ 29647

(total drops/bytes drops) 91/5890
I--- Sone packets were dropped. In a well designed |ink
I--- there should be no (or few) drops of the PQ cl ass.

Class-map: class-default (match-any)

814 packets, 731341 bytes

5 mnute offered rate 27000 BPS, drop rate O
BPSMat ch: any

Weighted Fair Queueing

Fl ow Based Fair Queueing

Maxi mum Nunber of Hashed Queues 32

(total queued/total drops/no-buffer drops)

f m o I---

Verify the class-map configuration Mmaui -Vvoi p-austi n#show
class-map
Class Map match-all voice-signaling (id 2)
Mat ch access-group 103
Class Map match-any class-default (id 0)
Mat ch any
Class Map match-all wvoice-traffic(id 3)
Mat ch access-group 102

!--- Verify the access-1lists of the class-maps Maui -
VOi p- aust i n#¥show access-lists
Extended | P access list 102
pernit udp any any range 16384 32767 (34947 matches)
Extended | P access list 103
pernmit tcp any eq 1720 any (187 matches)
pernmit tcp any any eq 1720 (86 natches)

!--- Verify the policy-pap configuration maui -Vvoi p-
aust i n#show policy-map voice-policy
Pol icy Map voi ce-policy
Cl ass voi ce-signaling
Wei ghted Fair Queuei ng
Bandwi dth 8 (kbps) Max Threshol d 64
(packet s)
Class voice-traffic
Weighted Fair Queueing
Strict Priority
Bandwidth 50 (kbps) Burst 1250 (Bytes)
Cl ass cl ass-defaul t
Wei ghted Fair Queuei ng
FIl ow based Fair Queueing Max Threshol d 64
(packet s)
!--- Debug priority command provi des i medi ate feedback
in case !--- of Vol P packet drops. !--- The output bel ow
shows the error nmessage when Vol P packets !--- are being
dropped fromthe strict priority queue

maui - voi p- Sj #debug priority

priority output queueing debugging is on
maui - voi p- sj #

Mar 17 19:47:09.947: WQ dropping a packet fromthe
priority queue O




Mar 17 19:47:09.967: WQ dropping a packet fromthe
priority queue O
Mar 17 19:47:09.987: WQ dropping a packet fromthe
priority queue O

1--- Link Fragmentation and Interleaving (LFI)
Verification

maui - voi p- Sj #show ppp multilink
!--- Verify the fragmentation size and multilink
Multilinkl, bundle name is maui-voip-austin

Bundl e up for 00:08: 04

0 lost fragnments, O reordered, O unassigned

0 discarded, 0 |lost received, 1/255 |oad

0x6D recei ved sequence, Ox6E sent sequence

Member links: 1 active, 0 inactive (nax not
set, mn not set)

Serial0/0, since 00:08:09, |ast rcvd seq 00006C
160 wei ght
!--- Notice the fragmentation size is 160 Bytes. The
link is configured with a !--- bandwi dth of 128 kbps and
a serialization delay of 10 msec. !--- Fragnment Size (in
bits) = bandwidth * serialization delay. !--- Note
There are 8 bits in one byte.

1--- Link Fragmentation and Interleaving (LFI)
Verification !--- Testing Multilink PPP Link LFI !---
Thi s output displays fragnentation and interleaving
information !--- when the the 128kbps PPP Iink is | oaded
with big data and Vol P packets.

maui - voi p- Sj #debug ppp multilink fragments
Mul tilink fragnents debugging is on

1w3d: Se0/0 MLP: O frag 800004CF size 160
1w3d: Se0/0 MLP: O frag 000004D0 size 160
1w3d: Se0/0 M.P: | ppp IP (0021) size 64 direct
iw3d: Mul MLP: Packet interleaved from queue 40
1w3d: Se0/0 MLP: O ppp | P (0021) size 64
1w3d: Se0/0 MLP: | ppp IP (0021) size 64 direct
1w3d: Se0/0 MLP: O frag 400004D1 size 106
1w3d: Se0/0 MLP: O ppp | P (0021) size 64
1w3d: Se0/0 MLP: | ppp IP (0021) size 64 direct
1w3d: Se0/0 MLP: O ppp | P (0021) size 64 direct
1w3d: Se0/0 MLP: | frag 800004EO size 160 direct
1w3d: Se0/0 MP: frag O00004El size 160 direct
1w3d: Se0/0 MP: ppp | P (0021) size 64 direct

l--- Sample output of show ip rtp header-compression
comuand

maui - voi p- Sj #show ip tcp header-compression

TCP/ I P header conpression statistics: Interface
Mul tilinkl:
Revd: 10 total, 6 conpressed, O errors

0 dropped, O buffer copies, 0 buffer




failures
Sent : 10 total, 7 conpressed,
230 bytes saved, 99 bytes sent
3.32 efficiency inprovenent factor
Connect: 16 rx slots, 16 tx slots,
2 long searches, 1 nmisses 0 collisions, O
negati ve cache hits
90% hit ratio, five mnute mss rate 0
nm sses/sec, 0 max

!--- This command displays information of the voip dial-
peers conmand.

maui - voi p- Sj #show dial-peer voice 2
Voi ceOver | pPeer 2
i nformation type = voice,
tag = 2, destination-pattern = 6000,
answer-address = ', preference=0,
group = 2, Adnin state is up, Operation state is
up,
i ncom ng cal |l ed-nunber = "', connections/ maxi num
= 0/unlimted,
application associ at ed:
type = voip, Ssession-tMarget =
“ipv4: 172.22.130. 2",
technol ogy prefix:

i p precedence = 0, UDP checksum = di sabl ed,

sessi on-protocol = cisco, reg-qos = best-effort,
acc-qos = best-effort,
fax-rate = voi ce, payl oad size = 20 bytes
codec = g729r8, payl oad size = 20 bytes,
Expect factor = 10, lcpif = 30,signaling-type =
cas,
VAD = enabled, Poor QOV Trap = disabl ed,
Connect Tine = 283, Charged Units = 0,
Successful Calls =1, Failed Calls = 0,
Accepted Calls = 1, Refused Calls = 0,
Last Di sconnect Cause is "10 ",
Last Disconnect Text is "nornmal call clearing.",
Last Setup Time = 93793451.
!---The CPU utilization of the router should not exceed
the 50-60 percent !--- during any five-nminute interval.

Maui - voi p- aust i n#show processes cpu
CPU utilization for five seconds: 12% 8% one m nute:
11% five mnutes: 9%

PI D Runti me( ns) | nvoked uSecs 5Sec IMn
5Mn TTY Process
1 148 310794 0 0.00% 0.00%
0.00% O Load Meter
2 76 23 3304 0.81% 0.07%

0.01% O Exec

#ed HE



- 52 ¢o|EA| CHZ|%d &2

- EE Ee e

. QoS(Quality of Service) T+%1

- VolP(Voice over IP) - S8} CHHE AH|
- VoIPE& 2|8t QoS(Quality of Service)

- VolP 7

- 24 71 X[#H

S IPAHRLFAOM ME X|H

. Cisco IP El|ZL| EHA 4

- Technical Support - Cisco Systems



//www.cisco.com/en/US/docs/ios/12_0t/12_0t7/feature/guide/pqcbwfq.html?referring_site=bodynav
//www.cisco.com/en/US/docs/ios/12_2/qos/configuration/guide/qcfconmg_ps1835_TSD_Products_Configuration_Guide_Chapter.html?referring_site=bodynav
//www.cisco.com/warp/customer/105/wantqos.html?referring_site=bodynav
//www.cisco.com/warp/customer/788/pkt-voice-general/bwidth_consume.html?referring_site=bodynav
//www.cisco.com/en/US/docs/ios/solutions_docs/qos_solutions/QoSVoIP/QoSVoIP.html?referring_site=bodynav
//www.cisco.com/en/US/docs/ios/12_1/multiserv/configuration/guide/mcdvoip.html?referring_site=bodynav
//www.cisco.com/en/US/tech/tk652/tsd_technology_support_category_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/sw/voicesw/tsd_products_support_category_home.html?referring_site=bodynav
http://www.amazon.com/exec/obidos/tg/detail/-/1587050757/002-2852372-2325602?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

	QoS(Quality of Service)를 통한 VoIP 링크(LLQ/IP RTP 우선순위, LFI, cRTP)
	목차
	소개
	사전 요구 사항
	요구 사항
	사용되는 구성 요소
	표기 규칙

	VoIP over PPP 링크에 대한 QoS 설계 지침
	음성 트래픽의 엄격한 우선순위(IP RTP 우선순위 또는 LLQ)
	IP RTP 우선순위
	짧은 대기 시간 대기
	LLQ와 IP RTP 우선순위 비교

	LLQ 컨피그레이션 지침
	IP RTP 우선순위 컨피그레이션 지침
	LFI(Link Fragmentation and Interleaving):멀티링크 PPP
	압축된 실시간 프로토콜(cRTP)
	기타 대역폭 절감 팁

	네트워크 다이어그램
	구성
	확인 및 문제 해결 명령
	샘플 show 및 debug 출력
	관련 정보


