XIS APO{ A SSID & VLAN #+4d

A QF ALE

T A

MEEE=FTEH 24

T

VLAN A Q| x| & AP 74
AP 2! VLAN T4

A Q| % VLAN 744

SSID 7 215 - APS| 7|€ VLAN
SSID 802.1x - LHE RADIUS
SSID 802.1x - 2|5 RADIUS
SSID - PSK

Ol EMolME ChEoll CHE At S HMA ZRIEAP)E Fdst= ol Cha A efLict

- VLAN(Virtual Local Area Network)
- MEE elE

- 802.1x - LI ¥4 2B
. 802.1x(2|5 RADIUS =
- MH 3R] 7|(PSK)

- MAC 4 215

- 8 1B (LHF radius)
=

AFE X} A H|A(RADIUS) Z &

I

M3t ™
él-)
==

AE 2T ME
QT ME

Cisco0ll M= oledet Aol CHet 7|2 Hel X[Alg ¥E WE Y ELICH



- 802.1x
- PSK
- RADIUS

Qo O|=
CH L-O

ABElE FE 24
0| 2X2| HE = AP 3700 7 15.3(3)JBBE 7|Hto 2 #fLIC}.
Ol 2 Mol MEE S5 B #29| ClH0|AE ECHZ SHAEIRALICHO| 2 Aof

= 23 A& P
|&2) ZL|azolMe 2 AI"*EICA’iQL—IELI:IIE—?—Jﬂﬂ s &2 73—?— DE BP9
|3t ot OF FLICt.

El: 0|2{8F 0i = ASA 5506 LIE o] AtS 2 EO| AP T XMEE|H, xt0|-H2 AP HAZAE A Q]
x| TEE FMH35= Al ASAQ| Gig 1/901 ZAm|18f|o|M0o| M EIC=E ALt

T

#o: SUs VLAN01| L5t SSID(MH|A & AlExh= FMo| SAlo MEF &= eigLct
. SYUE VLANS 7+ZI SSIDO| 7/ oflAl= S YEH APOIA S Alol| &3 E|X| eEf&LICt.

VLAN A2|%| I AP T
AP2t AQX| 2F0M ERF VLANS F/EELICHCHS 2 O] oflof M AFR El= VLANRILLCE.

. VLAN 2401(7| )
. VLAN 2402
. VLAN 2403

AP % VLAN 74

QIE{H 0l 7|7HHIE OlCiL 74

# conf t

# interface gig 0.2401
# encapsul ati on dot1g 2401 native

# interface gig 0.2402
# encapsul ati on dot 1q 2402
# bridge-group 242

# interface gig 0.2403
# encapsul ati on dot 1q 2403
# bridge-group 243

Interface Radio 802.11a 7

# interface dotllradi o 1.2401



# encapsul ati on dot 1g 2401 native
# interface dotllradio 1.2402

# encapsul ati on dot 1q 2402

# bridge-group 242

# interface dotllradio 1.2403

# encapsul ati on dot 1q 2403
# bridge-group 243

Ik 802.11b 2HC|2(QIE{H 0] A dot11radio 0)= AP2| L|O|E|E VLANS AIE35t2 2 74
=[X| et &Lct.

A Qx| VLAN 74

# conf t
# vl an 2401- 2403

AP7} AAZAE CIE{H[O|AE T/ 7 LICt.

# conf t

# interface <port-id-where-AP-is-connected>
# switchport trunk encapsul ation dot 1q

# switchport node trunk

# switchport trunk native vlan 2401

# switchport trunk allowed vlan 2401- 2403

# spanning-tree portfast trunk

SSID 7H¢ & Q15 - AP2| 7|& VLAN

0| SSIDo|= Eoto| O-IO[]:{ HECI|AEEZ|TD (E-E|-O|9_'|EO‘" Al) WLANO]| 2185t= FM EEt
O|HE 7} 7|2 VLANO]| &ZHElL|C}H

1Et7|. SSIDE F/d&fLct.

# dot 11 ssid OPEN
# aut henti cati on open
# guest - node

2CHA|. 802.11b M0 SSIDE &&HghLC}.

# interface dotllradio O
# ssid OPEN

SSID 802.1x - LHE: RADIUS

0| SSID= APE RADIUS MHE A& & LICHRADIUS MEHE AP= LEAP, EAP-FAST 2 MAC ¢!
B x|ELICH

1CHAH|. APE RADIUS MH{Z &A3518HL|C}.



NAS(Network Access Server) IP &A= AP2| BVIO|H, O IP F4AE 218 Q™S RHAAA ELiEs
FAoULICHESH AEXE O|E 2 HIZHS E Mggict

aaa new node

radi us-server | ocal

nas <a.b.c.d> key 0 <shared-key>

user <usernanme> password 0 <password>

H*H H H R

2CHA| AP} 215 @2 E L= RADIUS MHHE FHELICH 24 RADIUS?! B IP T4 E
AP2| BVI(Bridge Virtual Interface)ol| & & ZdL|Ct.

radi us server <radi us-server-nane>

address ipv4 <a.b.c.d> auth-port 1812 acct-port 1813
ti meout 10

retransmt 3

key 0 <shared-key>

HOHHHH

3Et7|. O] RADIUS MHHE RADIUS &0 &€& Lct

# aaa group server radius <radius-group>
# server name <radi us-server-nane>

4EtA|. Ol radius 1 &€ 215 Widol & shLCt.

# aaa aut hentication | ogin <eap-nethod-nanme> group <radi us-group>

5CHA|. SSIDE AMA45t 1 VLAN 240201 & &grL|ct.

dot 11 ssid internal -radius

vl an 2402

aut henti cati on open eap <eap-net hod- nane>
aut henti cati on network-eap <eap-net hod-nane>
aut henti cati on key-managenent wpa version 2
nmbssi d guest - node

HOH H H H

6Tt 2IE{H|0|A 802.11a01 ssidE €T 5t =35t REE X|-HELIct

Kl

# interface dotllradio 1

# nbssid

# encryption vlan 2402 node ci phers aes-ccm
# ssid internal -radi us

SSID 802.1x - 2| RADIUS

ZAm[azi|o|M2 LR RADIUSSH 7{o| S U ErLCt.



1E+A|. aaa new-model2 FAIEFLICEH

2CEHAH| APO| IP =4 CHAl 2|2 RADIUS IP FAE AFEEHLICH

SSID - PSK
O| SSIDE= E2F WPA2/PSKE A& 3tH 0| SSID2| AL AFH= VLAN 240201 & 3Lt

1Et7|. SSIDE FMEhLct.

# conf t

# dot 11 ssid PSK-ex

# aut henti cati on open

# aut henti cati on key-managenment wpa version 2
# wpa- psk ascii 0 <password>

# nbssid guest-node

# vl an 2402

2EHA|. M QIE{m|O|A 0| SSIDE &Y 5t &S5 ZEE FAELICH

# interface dotllradio 1
# encryption vlan 2402 node ci phers aes-ccm
# ssid PSK-ex

SSID - MAC 4 21&

0| SSID= MAC FAE 7|Eto 2 M ZEI0|¢UEE 2SELICFMAC TAE AF2X} O|&/H|RIH
S 2 Ar28fL|C}. o] ofloflA APE 2Z RADIUSE R 5622 AP= MAC T4 228 x&serLict
2| RADIUS Mo S8t ZAI|ago|lHdE M8 = Q

1EH7|. APE RADIUS MHHZ M3 ELICHNAS
aaabbccccE AFE35H0{ 20| E0f CHEH & 5% .J%L—lEP.

aaa new nodel

radi us-server | ocal

nas <a.b.c.d> key 0 <shared-key>

user aaaabbbbcccc password O aaaabbbbcccc nmac-aut h-only

H B K H

2CHA| AP7L Q15 %S ELHE RADIUS MHHE T & LICHAP RHAI)).

radi us server <radius-server-nane>

address ipv4 <a.b.c.d> auth-port 1812 acct-port 1813
ti meout 10

retransmt 3

key 0 <shared-key>

3EtA|. 0| RADIUS AMB{E RADIUS 2 E0f §EEfLICt.

H H H H



# aaa group server radius <radius-group>
# server nane <radius-server-name>

4CH7A|. O] radius 21 &S 215 Wol| & ELICt

# aaa aut hentication | ogin <mac-nethod> group <radi us-group>

5CH7|. SSIDE M EFLICE O] ool A= VLAN 240201 &=&LICt.

dot 11 ssid mac-auth

vl an 2402

aut henti cati on open nac-address <mac- net hod>
nmbssi d guest - node

6TH7A|. QIE{H 0| A 802.11a0i| SSIDE & LICIH

H B K H

# interface dotllradio 1
# nbssid
# ssid mac-auth

SSID - LIS ¢l 21

0| SSIDO|| HAZA5H= AFAtE R &8 AFEXE O|E/HILHS E =45t 7| YU5H & @
HMEL|ICH 2150 M25tH HERT 0o HHAE £ &LICEO| oo HE AR
RADIUS AME{of AZHEIL|CH

0| of|of A= SSID7F VLAN 240304 &&=l L|C}.

1274 APE RADIUS MHZ & M3I8FLICH.NAS IP A= AP2| BVIRILICE.

# aaa new node
# radi us-server |oca
# nas <a.b.c.d> key 0 <shared-key>

2EHA. AP7} Q15 RHE ELi= RADIUS MHE F T LICHAP AFA| ).

radi us server <radi us-name>

address ipv4 <a.b.c.d> auth-port 1812 acct-port 1813
ti meout 10

retransmt 3

key 0 <shared-key>

HOH K H

3EHA|. O] radius ME{E radius 250l & &Lct.

# aaa group server radius <radius-group>
# server name <radi us-name>

4CH7|. O] radius 2 &S 215 WHof| & ELICH

15 ZH= 2|C|
X7t 22



# aaa aut hentication | ogin <web-nethod> group <radius-group>

5Bl 7hd HH g A dELct

# i p adm ssion name webaut h-pol proxy http
# i p adm ssion name webaut h- pol nethod-1ist authentication <web-nethod>

6TH7|. SSIDE T ghLct.

# conf t

# dot 11 ssi d webaut h- aut ononous
# aut henti cati on open

# web-aut h

# vl an 2403

#

nmbssi d guest - node
7Et7A|. QIE{H|0|A 0] SSIDE EE & LICH

# conf t
# int dotllradio 1
# ssi d webaut h- aut ononous

8EHA. R EZ ot 2| QE{mo|A0 HA S EFEfLICH

# conf t
# int dotllradio 1.2403
# ip adm ssion webaut h- po

#r1: SSID7} 7|2 0|M 2S5t 5
CIE{H|O|A0f 20| & MZE|L

LA HAE ALEXIS| ALS X} O|F/HIYUHS & G ELICH

# conf t
# dot 11 guest
# usernane <usernane> |lifetinme 35000 password <password>

SSID- ¢l 81

Z2t0|dE 7} Web Pass-through ZAZ|12{|0|M 2 AFE6104 SSIDOY| QLM LIEQIT AFE 2F
of Selat7| el & == SICIMMELICH K| fo™ MEXITH MHIAE A E + &L
Ct.

o] oflofl A= 4I0|E|E VLANO SSIDE &HgtetL|ct.



1CHA|. 42 XA MAIBHL|C}

# config t
# ip adm ssion nanme web-passth consent

2Er7|. 2cto|MET} o] SSIDM| AZE W EAIE HIAIXIE XIEEfLICH

# i p adm ssion consent-banner text %
======= WELCOVE ======

%
37| SSIDE d-dgfLich

# dot 11 ssid webpasst h- aut ononbus
# web-auth

# aut henti cati on open

# guest - node

4Er7. sSID & & HAg FMo| gL

# interface dotllradio { 0| 1}
# ssid webpasst h- aut ononous
# i p adm ssion web-passth

Cte& &elRiLic

O| Mg AtEstod Zm|ago|4d0| M2 % Sst= x| I LCt.

ap# show dotll associations
802.11 Cient Stations on Dot11Radi 00:

SSI D [ webpasst h- aut ononous]

MAC Addr ess | P address | PV6 address Devi ce Narre
Par ent State

c4b3.01d8. 5¢c9d 172.16.0.122 - unknown -

sel f Assoc

# show dot11 23 aaaa.bbbb.cccc

MAC F401 RSSI, SNR, X Zl= OO MEE S22 X|HE F4 ZCt0|E0f CHEF REA|Et



MEI EAIELUCH

ap# show dotll associations c4b3.0148.5c9d

Address : c4b3.01d8.5c9d Nane : NONE

I P Address : 172.16.0.122 | Pv6 Address :

Gateway Address : 0.0.0.0

Net mask Address : 0.0.0.0 Interface : DotllRadio O

Bridge-group : 1

reap_flags_1 : Ox0 ip_learn_type : OxO transient_static_ip : 0xO
Devi ce : unknown Software Version : NONE

CCX Version : NONE Cient MFP : Of

State : Assoc Parent : self

SSI D : webpasst h- aut ononous

VLAN : O

Hops to Infra : 1 Association Id : 1

Clients Associated: 0O Repeaters associated: 0

Tunnel Address : 0.0.0.0

Key Mgmt type : NONE Encryption : Of

Current Rate : ml5b2 Capability : WM Short Hdr Short Sl ot
Supported Rates : 1.0 2.0 5.5 11.0 6.0 9.0 12.0 18.0 24.0 36.0 48.0 54.0 nD-2 nl-2 n2-2 nB-2 n#-
2 nb-2 n6-2 nvV-2 nB-2 nB-2 nll0-2 nll-2 nl2-2 nl3-2 nl4-2 ni5-2
Voi ce Rates : disabled Bandwi dth : 20 MHz

Signal Strength : -30 dBm Connected for : 447 seconds

Signal to Noise : 56 dB Activity Tinmeout : 56 seconds
Power-save : On Last Activity : 4 seconds ago

Apsd DE AC(s) : NONE

Packets I nput : 1035 Packets Qutput : 893

Bytes Input : 151853 Bytes Qutput : 661627

Duplicates Rcvd : 1 Data Retries : 93

Decrypt Failed : 0 RTS Retries : 0

MC Failed : 0O MC Mssing : O

Packets Redirected: O Redirect Filtered: 0

I P source guard failed : 0O PPPoE passthrough failed : 0

DAl failed : IP msmatch : 0 src MAC mismatch : 0 target MAC mismatch : 0O
Existing IP failed : O New IP failed : 0

11w Status D Of

# show dot11 webauth-sessions

o eI5E floll SSID7F 7 HE B2 MAC 4, # QB EE H HAARE {8t IPv4 =4 L ALE
Xt O|&E EAlEfLICH

ap# show dotll webauth-sessions
Cc4b3. 01d8. 5¢9d 172.16.0.122 connected

# show dot11 bssid

2tC|2 QIE{HO|AT WLANO| @A E BSSIDE EAIRLICH

ap# show dotll bssid

Interface BSSI D CGuest SSID

Dot 11Radi 00 00c8. 8b1b. 49f0 Yes webpassth-aut ononpus
Dot 11Radi 01  00c8.8b04.ffb0 Yes PSK-ex

Dot 11Radi 01 00c8.8b04.ffbl Yes nmc-auth

# show bridge verbose



ot 2| QIE{m|o|Aet HEIX| O & 7he| &t AHIE 2o ELICH

ap# show bridge verbose

Total of 300 station bl ocks, 297 free
Codes: P - permanent, S - self

Fl ood ports (BG 1) RX count TX count
Dot 11Radi 00 0 0
Dot 11Radi 0l1. 2401 0 7
G gabi t Et her net 0. 2401 31 225
Fl ood ports (BG 242) RX count TX count
Dot 11Radi 01. 2402 0 0
G gabi t Et her net 0. 2402 0 0
Fl ood ports (BG 243) RX count TX count
Dot 11Radi 0l1. 2403 0 0
G gabi t Et her net 0. 2403 0 0

=24 sil4

ol MMojMe Au|ado|lM EXME siidst= ol A8 E =+ e EEE MSeLch
# clear dot11 client aaa.bbbb.cccc

ol BH2 HERIM F4d Zcto|HMEL| HdEE #e= ol ==F0| FLIch

# clear dot11webauth webauth-user AF2 X} O|&

ad

2 XEE AERe| # 215 MME AfX|st= ol =&0| ELuCh

rlo

o

02

CHS debug BHEE A5t 2EI0IMUEL| IF Z= MAE &g

# debug condition nac-address <H H H>
# debug dot 11 client

# debug radius authentication

# debug dot 11 ngnt ssid

# debug dot 11 ngnt interface

PSK

*Apr 16 02: 06:47.885: (6c94.f871.3b73): SM ---Open Authentication 0x9630924: AuthReq (0)SM
Init (0) --> Auth_not_Assoc (1)

*Apr 16 02: 06:47.885: dotll ngnt: [2A937303] send aut h=0, status[O0] to dst=6c94.f871. 3b73,
src=f 07f. 06f 4. 4430, bssi d=f 07f. 06f 4. 4430, seq=2, if=Dot11Radi 0l

*Apr 16 02: 06:47.885: (6c94.f871.3b73): SM ---Open Authentication 0x9630924: AssocReq (1) SM
Aut h_not _Assoc (1) --> DONT CHANGE STATE (255)

*Apr 16 02: 06:47.889: (0000.0000.0000): dotll ngnt: insert nmac 6c¢94.f871. 3b73 into ssid[ PSK-ex]



s Aut hentication frane received fromthe client and response

*Apr 16 02: 06:47.889: (6c94.f871.3b73): SM ---Open Authentication 0x9630924: | APP-Resp (3)SM
| APP_get (5) --> DONT CHANGE STATE (255)

*Apr 16 02: 06:47.889: (6c94.f871.3b73): SM ---Open Authentication 0x9630924: Drv Add Resp
(8) SM Drv_Add_InProg (8) --> DONT CHANGE STATE (255)

*Apr 16 02: 06:47.889: (0000.0000.0000): dotll ngnt: [2A937B59] send assoc resp, status[O] to
dst =6¢c94. f 871. 3b73, aid[1] on Dot 11Radi ol

R Associ ation frane received fromclient and response

*Apr 16 02: 06:47.889: (0000.0000.0000): dotll aaa: Starting wpav2 4-way handshake for PSK or pnk
cache supplicant 6c94.f871. 3b73

*Apr 16 02: 06:47.889: (0000.0000.0000): dotll aaa: sending eapol to client on BSSID
fO7f. 06f 4. 4430

*Apr 16 02: 06:47.889: (0000.0000.0000): dotll aaa: [count = 1] Sent PTK msg 1 to client, no
tinmer set

*Apr 16 02: 06:47.893: (0000.0000.0000): dotll aaa: Received wpav2 ptk nsg2

*Apr 16 02: 06:47.901: (0000.0000.0000): dotll aaa: sending eapol to client on BSSID
fO7f. 06f 4. 4430

*Apr 16 02: 06:47.901: (0000.0000.0000): dotll aaa: [count = 1] Sent PTK msg 3 to client, no
tinmer set

*Apr 16 02: 06:47.901: (0000.0000.0000): dotll aaa: Received EAPOL packet fromclient

*Apr 16 02: 06:47.901: (0000.0000.0000): dotll aaa: wpav2 recv PTK MsA4

*Apr 16 02: 06:47.901: (0000.0000.0000): dotll aaa: 4-way Handshake pass for client

s Successful | 4-way- handshake

*Apr 16 02: 06:47.901: (0000.0000.0000): dotll aaa: Sending auth response: 2 for client

*Apr 16 02: 06:47.901: (6c94.f871.3b73): SM ---Open Authentication 0x9630924: AAA Auth OK (5) SM
AAA Auth (6) --> Assoc (2)

*Apr 16 02: 06:47.901: %OOT11-6- ASSCC: Interface Dot 11Radi 01, Station 6c94.f871. 3b73 Associ at ed
KEY_MGMI[ WPAv2 PSK]

*Apr 16 02: 06:47.901: (0000.0000.0000): dotll aaa: client Associated

s Aut henti cati on conpl eted

*Apr 16 02: 06:50.981: (0000.0000.0000): dotll ngnt: Updating the client IP (172.16.0.91) to the
control | er

I Client's I P address updated on the AP dat abase

802.1x

*Apr 14 09:54:03.083: (38bl.db54.26ff): SM ---Open Authentication 0x9630924: Aut hReq (0) SM
Init (0) --> Auth_not _Assoc (1)

*Apr 14 09:54:03.083: dotll ngnt: [75F0D029] send aut h=0, status[O0] to dst=38bl.db54. 26ff,
src=f 07f. 06f 4. 4430, bssi d=f07f.06f 4. 4430, seq=2, if=Dot1l1Radi ol

R Aut hentication frane received fromthe client and response

*Apr 14 09:54:03.091: (38bl.db54.26ff): SM ---Open Authentication 0x9630924: AssocReq (1) SM
Auth_not _Assoc (1) --> DONT CHANGE STATE (255)

*Apr 14 09:54:03.091: (0000.0000.0000): dotll ngnt: insert nac 38bl. db54.26ff into
ssid[internal -radius] tree

*Apr 14 09:54:03.091: (0000.0000.0000): dotll ngnt: [75FOF8AE] send assoc resp, status[O0] to
dst =38b1. db54. 26ff, aid[1] on Dot 11Radi ol

R Associ ation frane received fromclient and response



*Apr 14 09:54:03.091: (0000.0000.0000): dotll aaa: Received dot1ll_aaa_auth_request for
clientSSID: internal-radius, auth_algorithmO, key_mgnt 1027073

*Apr 14 09:54:03.095: (0000.0000.0000): dotll aaa: eap list nane: eap-nethod

*Apr 14 09:54:03.095: (0000.0000.0000): dotll aaa: Send auth request for this client to |ocal
Aut hent i cat or

*Apr 14 09:54:03.095: (0000.0000.0000): dotll auth: Sending EAPOL to requestor

*Apr 14 09:54:03.095: (0000.0000.0000): dotll aaa: Received DOT11_AAA EAP from Local
Aut hent i cat or

*Apr 14 09:54:03.095: (0000.0000.0000): dotll aaa: sending eapol to client on BSSID
fO7f. 06f 4. 4430

*Apr 14 09:54:05.103: (0000.0000.0000): dotll aaa: Received EAPOL packet fromclient

*Apr 14 09:54:05.107: RADI US(0000003B): Send Access-Request to 172.16.0.48:1812 id 1645/12, len
194
*Apr 14 09:54:05.107: RADI US: User-Nane [1] 7 "user1"

*Apr 14 09:54:05.119: RADIUS: Received fromid 1645/14 172.16.0.48: 1812, Access-Accept, len 214
*Apr 14 09:54:05.119: RADI US: User- Nane [1] 28 "userl "

R 802. 1x Aut hentication success

*Apr 14 09:54:05.119: (0000.0000.0000): dotll auth: Checking for Airespace-Vlan-Nanme in server
attributes

*Apr 14 09:54:05.119: (0000.0000.0000): dotll auth: Checking for VLAN ID in server attributes
*Apr 14 09:54:05.119: (0000.0000.0000): dotll auth: Checking for Airespace-Acl-Nanme in server
attributes

*Apr 14 09:54:05.119: (0000.0000.0000): dotll auth: client authenticated, node_type 64 for
application 0Ox1

R AP verifies if there is any attribute pushed by the RADI US server

*Apr 14 09:54:05.119: (0000.0000.0000): dotll aaa: [count = 1] Sent PTK msg 1 to client, no
timer set

*Apr 14 09:54:05.123: (0000.0000.0000): dotll aaa: Received wpav2 ptk nsg2

*Apr 14 09:54:05.131: (0000.0000.0000): dotll aaa: [count = 1] Sent PTK msg 3 to client, no
timer set

*Apr 14 09:54:05.131: (0000.0000.0000): dotll aaa: wpav2 recv PTK MsA4

*Apr 14 09:54:05.131: (0000.0000.0000): dotll aaa: 4-way Handshake pass for client

*Apr 14 09:54:05.131: (38bl.db54.26ff): SM ---Open Authentication 0x9630924: AAA Auth OK (5)SM
AAA Auth (6) --> Assoc (2)

R 4- way- handshake process conpl et ed
*Apr 14 09:54:05.131: %OO0T11-6- ASSCC:. Interface Dot 11Radi 01, Station 38b1l. db54. 26ff Associ at ed
KEY_MGMT[ WPAV 2]

*Apr 14 09:54:05.131: (0000.0000.0000): dotll aaa: client Associated

s Aut henti cati on conpl et ed

*Apr 14 09:54:05.611: (0000.0000.0000): dotll ngnt: Updating the client IP (172.16.0.90) to the
control | er

R Client's | P address updated on the AP dat abase

MAC 2I&



*Apr 16 03:42:14.819: (2477.033a.e00c): SM ---Open Authentication 0x947A804: AuthReq (0) SM
Init (0) --> Auth_not_Assoc (1)
*Apr 16 03:42:14.819: dotll ngnt: [EES8DFCD2] send aut h=0, status[O0] to dst=2477.033a.e00c,
src=f 07f. 06f 4. 4430, bssi d=f 07f. 06f 4. 4430, seq=2, if=Dot11Radi 0l

s Aut hentication frane received fromthe client and response

*Apr 16 03:42:14.823: (2477.033a.e00c): SM ---Open Authentication 0x947A804: AssocReq (1) SM
Aut h_not _Assoc (1) --> DONT CHANGE STATE (255)

*Apr 16 03:42:14.823: (0000.0000.0000): dotll ngnt: insert mac 2477.033a.e00c into ssid[mc-

auth] tree

*Apr 16 03:42:14.823: (0000.0000.0000): dotll ngnt: [EE8E12C4] send assoc resp, status[O] to
dst =2477. 033a. e00c, aid[1] on Dot 11Radi ol

R Associ ation frane received fromclient and response

*Apr 16 03:42:14.823: (0000.0000.0000): dotll aaa: Received dot1ll_aaa_auth_request for
clientSSID: mac-auth, auth_algorithmO, key_ngnt O

*Apr 16 03:42:14.823: (0000.0000.0000): dotll aaa: Start |ocal Authenticator request
*Apr 16 03:42:14.823: (0000.0000.0000): dotll auth: Start auth method MAC

*Apr 16 03:42:14.827: RADI US(00000050): Send Access-Request to 172.16.0.48:1812 id 1645/81, len
169

*Apr 16 03:42:14.827: RADIUS: User-Nanme [1] 14 "2477033ae00c"

*Apr 16 03:42:14.827: RADIUS: Calling-Station-1d [31] 16 "2477.033a.e00c"

*Apr 16 03:42:14.827: RADIUS: Received fromid 1645/81 172.16.0.48: 1812, Access-Accept, len 116
*Apr 16 03:42:14.827: RADIUS: User-Nane [1] 28 "2477033ae00c

R MAC Aut henti cati on success

*Apr 16 03:42:14.827: (0000.0000.0000): dotll auth: Checking for SSID in server attributes
*Apr 16 03:42:14.827: (0000.0000.0000): dotll auth: Checking for Airespace-Vlan-Nanme in server
attributes

*Apr 16 03:42:14.827: (0000.0000.0000): dotll auth: Checking for VLAN ID in server attributes
*Apr 16 03:42:14.827: (0000.0000.0000): dotll auth: Checking for Airespace-Acl-Name in server
attributes

R AP verifies if there is any attribute pushed by the RADI US server

*Apr 16 03:42:14.827: (0000.0000.0000): dotll auth: client authenticated, node_type 64 for
application 0Ox1

*Apr 16 03:42:14.827: (0000.0000.0000): dotll aaa: Received DOT11_AAA SUCCESS from Local

Aut hent i cat or

*Apr 16 03:42:14.827: (2477.033a.e00c): SM ---Open Authentication 0x947A804: AAA Auth OK (5)SM
AAA Auth (6) --> Assoc (2)

*Apr 16 03:42:14.827: %OO0T11-6- ASSCC: Interface Dot 11Radi 01, Station 2477. 033a. e00c Associ at ed
KEY_MGMT| NONE]

s Aut henti cati on conpl eted

*Apr 16 03:42:16.895: (0000.0000.0000): dotll ngnt: Updating the client IP (172.16.0.92) to the
control | er

R Client's | P address updated on the AP dat abase



	자동 AP에서 SSID 및 VLAN 구성
	목차
	소개
	사전 요구 사항
	요구 사항
	사용되는 구성 요소

	구성
	VLAN 스위치 및 AP 구성
	AP 및 VLAN 구성
	스위치 VLAN 구성

	SSID 개방형 인증 - AP의 기본 VLAN
	SSID 802.1x - 내부 RADIUS
	SSID 802.1x - 외부 RADIUS
	SSID - PSK
	SSID - MAC 주소 인증
	SSID - 내부 웹 인증

	SSID - 웹 통과

	다음을 확인합니다.
	문제 해결
	PSK
	802.1x
	MAC 인증



