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1. CLI(Command Line Interface) &&= GUIZ AI&3t0{ WLCE T EHLCt
2. RADIUS MHE Fd&Lct.

2t 3: o] AMof| A2 El HEof| Ciet AFM|IEH LI € EE8{M™ Command Lookup Tool(SEEl 1
4ok )2 AFS FLICE.

HES3 clolo{13Y

Ol EMoME ChE HERXHT dEE AFSELICH


//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do

Wireless LAN Controller
WLZ 5760

Layer 3 Switch

351D Dwa
WPAZ-AES-B02.1x-PEAP

= L

Student Teadher
v0LAM 30 wiar 40
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. DHCP AMEoi| DHCP &2(7} & ElLICt.
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CI= 2 DVAL| SSIDE WLANE 7 AM5l= o] of Lt

w an DVA 3 DVA
aaa-override
client vlan VLANOO20
security dotlx authentication-list ACS
sessi on-ti meout 1800
no shut down

WLCOH| M RADIUS At T4

CtZ2 WLCO|M RADIUS MHHE F/d5t= o /LICt.

aaa new node

|

1

aaa group server radius ACS
server nanme ACS

!

aaa aut hentication dot1x ACS group ACS

radi us server ACS

address ipv4 10.106. 102. 50 auth-port 1645 acct-port 1646
key Ciscol23

dot 1x systemauth-contro

#ZO|2E VLANO] Ci &t DHCP & 4

Ct

0jo
rlo

Z2t0|1E VLAN 30 & VLAN 4001 Cigt DHCP

MHH

interface VI an30

i p address 30.30.30.1 255.255.255.0
!

interface VI an40

i p address 40.40.40.1 255.255.255.0

ip dhcp pool vla30
networ k 30. 30.30.0 255. 255.255.0

default-router 30.30.30.1
|

i p dhcp pool vl an40
net wor k 40. 40. 40. 0 255. 255. 255.0
default-router 40.40.40.1

i p dhcp snooping vlan 30, 40
i p dhcp snooping

GUIE At88toi WLC 714

WLAN T4
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1. Configuration(Z1Z| 121 0| M) > Wireless(544) > WLAN > NEW B2 2 0|5 & LICt.

Wireless
* WAL AN
o A s

F Arcess Paints

v 202.11a/n

o e 9 P

CISCO  Wireless Controller

™ Home  Monitor

Configuration w S nTEEE iy
-
WWizard s
Controller
Mobility Anchor
Wireless |
Security Profile
Comrnands
1 wpazpsk
[1 mmwewenedi e |

2. WLANO| WPA2-802.1X04| CHaH F+A4=|o{ &/
EH

VLAN 20(VLAN0020)0{| O{=!

K| &Qlst QE{H O|A/RIE{H O|A D& (G)2

=
A - =
22 Z=ELic

st it

-

WLAN
WiLAM = Edit

SecUrity QoS

Profie Name
Type

S5ID

Status

Security Policies

Radio Palicy

Interface,/Interface Group(G)

Eroadcast SSID
Multicast WLAN Feature

Advanced

DVA,

WLAN

DVA
[wPa2][Auth(302.1x)]

(Modifications done under security tab will appear after applying the changes.)
Al =

VLANDO20 ~
(]

3. Advanced(11&) B2 22
0| 7|s0| &&3t2{H R K|

llow AAA Override(AAA Ri& 2] 51&) &felets MEfErL|CH
% %@ﬂoHOF gruct.




WLAN
WILAM = Edit

General SeCLrity Q05

Allowy A58 Crverride
Coverage Hole Detection

Session Timeout (secs) 1200
4. Security(2 2 & LI Layer2 B2 2 2!5t 11 WPA2 Encryption AES & QIEHS MENSH OIS
Auth Key Mgmt(21& 7| #2l) EECHR S50l 802.1xE MEAFLICE.
WLAMN
wiLAM = Edit
General Q05 Advanced

Layerd BAL Server

Layer & Security  WPA 4+ WPAZ =

MAC Filtering

WPA+WPAZ Parameters
wipa Paolicy [ ]

WPAZ Policy

WPAZ Encryptian aes L e

Auth Key Mamt | anz ix  «

WLCO| A RADIUS MH +4
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CISCO  Wireless Controller

™ Home  Monitor Configuration = Adrninistration

beCurity Wizard =neral
v Aan Cantroller
Wireless -
* NMethod Lists . | ocal Authent
SECurity | ocal Authoriz3

U General
Cormmancs

U Authentication

U Accounting

U Aygthorization

* Server Groups

2. Radius Mt 252 /4J5t2{2 AAA > Server Groups > RadiusZ O[S & LICt. O] oM =
Radius At 1 &2 ACSEtZ g LCt.

& Home  Monimor b Configuration = sdrinistration | ¥ Hek
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2. 4He ARt olE HID

.Ill.lll-
CISCe Wireless Controller

L

Administration |

™ Home  Monitor © ¥

Configuration

Radius Servers

O| HRt0A= RADIUS AHE st dHS HBELICH

Security
Radie Sarvars = Edit
v pAR
* Method Lists Sarver Mame ACS
g eneral Server IP Address [ 10.106.102.50 |
B puthentication
Shared Seoret l TIIItIL] |
g Accounting Confirm Shared Sscret | T I |
U Authorization Acct Part (0-65533) 1646
T Server Groups Auth Port {0-65535) 16435
® Racius Server Timeout (0-1000) s=cs |:|
® Tacacs+ Retry Count (0-100)
U Ldao
* RADILS
d Servers
Ct22 ™A ZHm|agio|Me| of IL|Ct.
Radius Servers
e Remowve
Server Mame Address Auth Port Acct Port
L] acs 10,106,102.50 1645 15646
RADIUS A 7

1. RADIUS ME{0{| A Users and Identity Stores(AFH& XAt & ID XZ{EA) > Internal Identity
Stores(LHE* ID H&E 4) > Users(AHE XN 2 0|SEfLICEH

2o AMAISH
H= OooH

Teacher &! AllGroups:Teachers/L|C}.

L|C}. O] of Mo AHE Student 2! All Groups:Students,




o My Workspace sers and kenfity Stores = Infernal entity Stores = Users

1551 Network Resources

Internal Users
: Fitter: * Match if v| |Goj ¥
Identity Groups
* Internal ldentity Stores | Status User Name  « |dentity Group Description
Users | L2 ] siudent Al Groups Students
Hosts
r External ldentity Stores = 2] teacher All Groups Teachers
Certificate Authorities I (2] user All Groups user
Certificate Authentication Profile
Identity Store Sequences

.

3. Policy Elements(Z2f 2 4) > Authorization and Permissions(# 8 504 & #$H) > Network
Access(HIE Q|3 HM|A) > Authorization Profiles(Z 8 504 T2 I} Q)2 0|5 5104 AAA RiH
olof CHEt HEt 2o T2t MATLICE

» 3 MyWorkspace Policy Bements = Authorization and Permissions = Metwork Access = Authorization R
» ;) Network Resources Authorization Profiles
3 Lsers and ldentity Stores -

3 i Filter: * WMatch if - 50|
Date and Time [ Permit Access
e ] Student Student

* Network Conditions

v Authorization and Permissions [C]  teacher teacher
* Metwork Access
Authorization Profiles

* Device Administration
* Named Permission Objects

» [ 5 Access Policies

4. Authorization Profile for Student® $=2&3gtL|C}.

Policy Bements = Authorization and Permissions = Metwork Access = Authorization Profiles = Bdit; "Stedent™

General | Common Tasks | RADIUS Aftributes

£ Name: Student

Description: Student

£ = Required fields

5. VLAN ID/Name& 30(VLAN 30) Zt2 Z StaticR £ A& eFL|C}.




Folicy Bements = Authorization and Permesions > Metwork Access > Authorization Profies » Bdit: "Student”
| General | Common Tasks | RADIUS Aftributes
ACLS
Downloadable ACL Mame: Motin Use -
Filter-ID ACL: Motin Use -
Proxy ACL: Motin Use -
Voice VLAN
Permission to Join: Motin Use L
VLAN
VLANM ID/Name: Static = & Value 30
Reauthentication
Feauthentication Timer: Motin Use -
Kaintain Connectivity during
Feauthentication:
Qos
Input Policy Map: MotinUse =
Cutput Policy Map: Motin Use -
802.1X-REV
LinkSec Security Policy: Motin Use -
URL Redirect
When a URL is defined for Redirectan ACL mustalso be defined
URL for Redirect: Motin Use -
URL Redirect ACL: Motin Use
# = Required figlds

6. WALS| Het 2o ZE2mtUg WRFLICH

Folicy Bements = Authorization and Permissions = Network Access = Authorization Profiles = Edit: “teacher”

General | Common Tasks | RADIUS Aftributes

£ Mame: teacher

Description; teacher

£ = Required fields

7. VLAN ID/Name2 40(VLAN 40) Zt2 £ Statice 2 M &L C}.



Policy Bements = Authorization and Permissions = Metw ork Access = Authorization Profiles = Edit: "teacher™

General | Common Tasks | RADIUS Aftributes
ACLS
Downloadable ACL Name: Maotin Use -

Filter-1D ACL: Motin Use -

FProxy ACL: Matin Use -

Voice VLAN

FPermission to Join: Motin Use -

VLAN

WLAN ID/IMame: Static » &F Walue 40

Reauthentication
Feauthentication Timer: Matin Use -

Maintain Connectivity during
Feauthentication:

Q0OS

Input Policy Map: Motin Use -
Output Policy Map: Motin Use -
802 1X-REV

LinkSec Security Palicy: Motin Use -

URL Redirect
When a URL is defined for Redirect an ACL must also be defined

URL for Redirect: Matin Use -
URL Redirect ACL:

8. Access Policies(MIA Z&) > Access Services(AA|A AH|A) > Default Network
Access(7 |8 UIERT HMA)Z 0|55l Allowed Protocols(S{ElE T2EF) EHe 22|
gHLIC} Allow PEAP(PEAP &{8) &olgte MEigtL|ct



» &7 MyWorkspace Arcess Polities = Access Services > Defsull Netw ork Access = Fiit “Default Netw ork Access”

General | Allowed Protocols

Process Host Lookup
Authentication Protocols

b (V] Alow PARIASCI
v [¥] Alow CHAP
b [V Alow MS-CHAPV

4 Alow MS-CHAPZ

» [V Alow EAP-MDS
b [¥] Alow EAP-TLS
» Allow LEAP
» [¥] Allow PEAP

¥ [¥] Allow EAP-FAST

Preferred EAP protocol

9. PEAP AL XIE 51873617| {3l Identity2 O|S 3t 72|18 HMolgtLc.

o g MyWorkspace | pArceas Poliee = Accese Services = Dalaul Melw ork Ascess = Hentity
» P MetworkRescurees | ) ggleresultseleclion @ Rule based rasull selacion

Fliter: Stams - LEkhIF Eouals - - | [ ClearFilley ]@ -
Conditions Results
I Siaw Ma Hit Count
C ®ONEME b Authenticaton Mathod  Eap Tunnel Building Method  Idenity Source "
1N [ [ ] Peap AN match PEAP Intarral Usars 32
2 & 2] LBED maich LEAP A= Intarnal Usars 0
2 E 2] Eapiast  -ANY- match EAR-FAST Internal Usars 3

10. Authorization(T & £204)2 E 0|S st Student and Teacher(2d L WAHE et Fo{
RMof| o Z&tL|ct. o] oflofl A OHE 2 VLAN 302| Student2t VLAN 402| Teachero{of gfL|C}.

= o= Mywmnmpate ) agaess Polies » Aroess Services & Dl pel Mena it Liieed » Aeiharpelion

= ) hawom Rasounes | Excegiion oy
o L and banity Stoms -
8 .-. - Filer: S = MiThE Emas v - waFiar | (@] v
ACorioes. Rl bl
B L Eip Acmanicahin pelras  Eap Tumel Buldeg Melnos  Compeend Conatan  Preocol ey drcup At st Profiis L
i B -] Sudeng MY maznFESR A maizh Rates  in Al Groups Satenk  Snuden 11
20 B fraghe oW mateh FEAF s mush Baghe 0 A Gmupe Trasher  Sathe '
3 A & EAFTLE  -AbY- mazn ESPFAET A miaeh Rames  ANY- Pareil Accads 5
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£ AM&stod Amazfo[Mo| Moz 2 Sst=X| & elgL/ct ChE2 =¢l

- ACSOM 215 El Z2t0|HEE 20 &= HO[X|E ZLIEZELICH
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. &M 58 AF25104 DVA WLANO @4735t 1 2210|E WiFi A2 | EIZIEIE AEELICEH

:‘:’] Intel® PROSetMfireless Wiki Connection Utility

File Tools Advanced Profiles Help

You are connected to DVA.

M etwork Mame: Oy,

Speed: 144.0 Mbpz
Signal Cluality: E xcellent
IFP Address: 030,302

WiFi Mebwarkz [46)

DVA Connected ' 80~
II'IIQ Thiz nebwork, has secunty enabled \.ﬁ' Q 0 o
I <55ID not broadcast>» a
IIlI 2] This network. has secunty enabled é @
I <55ID not broadcast> Q
II'I 2] Thiz network, has secunty enabled Q 0
I <55ID not broadcast>» q
il 50

To manage profiles of previously connected 'WiFi netwarks, click the []
Profiles button. Hl -

. DA 2E 2 AH2 5104 DVA WLANO] 43510 22I0|HE WiFi 992 QEIZIE|E AE LY.




:‘::] Intel® PROSetMfireless Wiki Connection Utility
File Tools Adwvanced Profiles Help

You are connected to DVA.

M etwork, Mame: D,
Speed: F8.0Mbps

Signal Clualiby: Ewiellent
IFP Address: 40.40.40.2

Wik Mebwarkg [47)

Connected .. 8o~

DVA
Illllf’ Thiz nebwork, has secunty enabled a;{p" g 0 —

<551D not broadcast:

a
Illll_ﬁ Thiz nebwark. has secunty enabled @ @

<551D not broadcast> q

lllll.ﬁ This network. has security enabled Q.

I <551D not broadcast>» a
all 80O

To manage profiles of previously connected Wik netwarks, click the
Frafiles buttan.

= -
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Output Interpreter = F(SSE T2t s )= £ show BEE X[HELICH show
ol
—

2ol EME EidH [EY QHZEH ZFE AFSE LI

debug BEE A8 5t7| Mo CIHT B0l CHet 2 HEE HRstAA2.

7 8%t C|tHZ o= debug client mac-address macit CHS NGWC trace @& 0| Z & ELICIH

. trace group-wireless-client level debug 473

. trace group-wireless-client filter mac &% xxxx.xxxx.xxxx

- show trace sys ZE{RE F£H
NGWC FX0{= dot1x/AAA7I Z B E[X| I 22 2 dot1x/AAAO CHal ZEF &l M4 &=
L.

. trace group-wireless-client level debug 473

. trace wem-dot1x O|HE £& C|H1 84X

. trace wem-dot1x aaa Bil'dl C|H A&

. trace aaa M O|HIE =& C|H

. trace access-session core sm level debug 44

. trace access-session method dot1x level debug A&

. trace group-wireless-client filter mac A% xxxx.xxxx.xxxx

- trace wem-dot1x O|HIE EE mac A xxxx.xxxx.xxxx

. trace wem-dot1x aaa EE| mac A& xxoxx. xxxx. xxxx

. trace aaa M O|HIE BE mac A& xxxx.xxxx.xxxx

. trace access-session core sm EE| mac A& xxxx. xxxx. xxxx

- trace access-session method dot1x filter mac A& xxxx. xxxx. xxxx
. show trace sys HE{RE £H

XM VLAN &3 0| S2HtE2H 2 S5ts 42 ClHOe| £33 82 =Qlsiof gt

09/01/13 12:13:28.598 IST lccc 5933] 0021.5C8C.C761 1XA: Received Medium tag (0)
Tunnel medium type (6) and Tunnel-Type tag (0) and Tunnel-type (13)
Tunnel-Private-Id (30)
[09/01/13 12:13:28.598 IST lccd 5933] 0021.5C8C.C761 Tunnel-Group-Id is 30
[09/01/13 12:13:28.598 | ST 1cce 5933] 0021.5C8C. C761 Checking Interface
Change - Current Vlanld: 40 Current Intf: VLANOO40 New Intf: VLANOO30 New
Gouplntf: intfChanged: 1
[09/01/13 12:13:28.598 | ST 1ccf 5933] 0021.5C8C. C761 Increnenting the
Reassoci ation Count 1 for client (of interface VLANO040)
--Mre-- [09/01/13 12:13:28.598 I ST 1cd0 5933] 0021.5C8C. C761
Cl earing Address 40.40.40.2 on nobile
[09/01/13 12:13:28.598 | ST 1cdl 5933] 0021.5C8C. C761 Appl yi ng new AAA override
for station 0021.5C8C. C761
[09/01/13 12:13:28.598 IST 1lcd2 5933] 0021.5C8C.C761 Override values (cont..)
dataAvgC: -1, rTAvgC: -1, dataBurstC: -1, rTimeBurstC: -1

vlanIfName: 'VLANO0O030', aclName: ''

[09/01/13 12:13:28.598 | ST 1cd3 5933] 0021.5C8C. C761 C earing Dhcp state for
station ---
[09/01/13 12:13:28.598 I ST 1cd4 5933] 0021.5C8C. C761 Applying WLAN ACL policies
to client
[09/01/13 12:13:28.598 I ST 1cd5 5933] 0021.5C8C. C761 No Interface ACL used for
Wreless client in WCM NGAD)
[09/01/13 12:13:28.598 I ST 1cd6 5933] 0021.5C8C. C761 Inserting AAA Override
struct for nobile

MAC. 0021.5C8C.Cr61 , source 4
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[09/01/13 12:13:28.598 IST 1lcd7 5933] 0021.5C8C.C761 Inserting new RADIUS
override into chain for station 0021.5C8C.C761
[09/01/13 12:13:28.598 | ST 1cd8 5933] 0021.5C8C. C761 Override values (cont..)
dat aAvgC:. -1, rTAvgC -1, dataBurstC -1, rTineBurstC -1

vl anl f Nane: ' VLANOO30', acl Nane: ''

--More-- [09/01/13 12:13:28.598 | ST 1cd9 5933] 0021.5C8C. C761
Appl yi ng override policy fromsource Override Sumration:

[09/01/13 12:13:28.598 | ST 1cda 5933] 0021.5C8C. C761 Override values (cont..)
dat aAvgC:. -1, rTAvgC -1, dataBurstC -1, rTineBurstC -1
vl anl f Nane: ' VLANOO30', acl Nane: ''

[09/01/13 12:13:28.598 IST 1lcdb 5933] 0021.5C8C.C761 Applying local bridging
Interface Policy for station 0021.5C8C.C761 - vlan 30, interface 'VLANO030'
[09/01/13 12:13:28.598 | ST 1cdc 5933] 0021.5C8C. C761 1XA: Setting reauth tineout
to 1800 seconds from W.AN config

[09/01/13 12:13:28.598 | ST 1lcdd 5933] 0021.5C8C. C761 1XA: Setting reauth tinmeout
to 1800 seconds

[09/01/13 12:13:28.598 | ST 1lcde 5933] 0021.5C8C. C761 1XK: Creating a PKC PMKI D
Cache entry (RSN 1)

[09/01/13 12:13:28.598 | ST lcdf 5933] 0021.5C8C. Cr61 1XK: Set Link Secure: O

[09/01/13 12:08:59.553 IST lael 5933] 0021.5C8C.C761 1XA: Received Medium tag (0)
Tunnel medium type (6) and Tunnel-Type tag (0) and Tunnel-type (13)
Tunnel-Private-Id (40)

[09/01/13 12:08:59.553 IST lae2 5933] 0021.5C8C.C761 Tunnel-Group-Id is 40

--More-- [09/01/ 13 12:08:59.553 | ST lae3 5933] 0021.5C8C. C761
Checking Interface Change - Current M anld: 20 Current Intf: VLANOO20 New Intf:
VLANOO40 New Grouplntf: intfChanged: 1

[09/01/13 12:08:59.553 | ST laed4 5933] 0021.5C8C. C761 Applyi ng new AAA override for
station 0021.5C8C. Cr61
[09/01/13 12:08:59.553 IST lae5 5933] 0021.5C8C.C761 Override values (cont..)
dataAvgC: -1, rTAvgC: -1, dataBurstC: -1, rTimeBurstC: -1

vlianIfName: 'VLANO0040', aclName: ''

[09/01/13 12:08:59.553 | ST lae6 5933] 0021.5C8C. C761 C earing Dhcp state for
station ---
[09/01/13 12:08:59.553 | ST lae7 5933] 0021.5C8C. C761 Applying WLAN ACL policies
to client
[09/01/13 12:08:59.553 I ST 1ae8 5933] 0021.5C8C. C761 No Interface ACL used for
Wreless client in WCM NGAD)
[09/01/ 13 12:08:59.553 | ST 1ae9 5933] 0021.5C8C. C761 Inserting AAA Override struct
for nobile

MAC. 0021.5C8C.Cr61 , source 4

[09/01/13 12:08:59.553 IST laea 5933] 0021.5C8C.C761 Inserting new RADIUS override
into chain for station 0021.5C8C.C761
[09/01/13 12:08:59.553 | ST laeb 5933] 0021.5C8C. C761 COverride values (cont..)
dat aAvgC:. -1, rTAvgC -1, dataBurstC -1, rTineBurstC -1
vl anl f Nane: ' VLANOO40', acl Nane: ''
--Mre--
[09/01/13 12:08:59.553 IST laec 5933] 0021.5C8C.C761 Applying override policy
from source Override Summation:

[09/01/13 12:08:59.553 | ST laed 5933] 0021.5C8C. C761 Override values (cont..)
dat aAvgC:. -1, rTAvgC -1, dataBurstC -1, rTineBurstC -1
vl anl f Nane: ' VLANO0O40', acl Nane: ''

[09/01/13 12:08:59.553 IST laee 5933] 0021.5C8C.C761 Applying local bridging
Interface Policy for station 0021.5C8C.C761 - vlan 40, interface 'VLANO0040'
[09/01/ 13 12:08:59.553 | ST laef 5933] 0021.5C8C. C761 1XA: Setting reauth tineout



to 1800 seconds from W.AN config

[09/01/13 12:08:59.553 I ST 1af0 5933] 0021.5C8C. C761 1XA: Setting reauth timeout
to 1800 seconds

[09/01/13 12:08:59.553 | ST laf1 5933] 0021.5C8C. C761 1XK: Creating a PKC PMKI D
Cache entry (RSN 1)
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