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address | source-ip source-wildcard | any}.
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2. AP M M AHm|ag|o|Hd REE A|ZFSHLCE.

AP#configure terminal

3. EF ACLE ddstedH Cls HES M™AFLICHL
AP<confi g>#access-1list 25 deny host 10.0.0.2
!--- Create a standard ACL 25 to deny access to the !--- client with IP address 10.0.0.2.
AP<confi g>#access-1list 25 permit any
I--- Allow all other hosts to access the network.
4. O| ACLE 2iC|2 QIE{Ho|A0| 2 stedHH Ot S HHS A~ATLICH
AP<confi g>#interface DotllRadio 0
AP<confi g-i f >#ip access-group 25 in
!--- Apply the standard ACL to the radio interface 0.

Z ACL(NACL)S ddg T U&LICH NACL2 =Xt CHal O|§ 2 AL&3t0{ ACLS HolgfLct.

AP#configure terminal
AP<confi g>#ip access-list standard name
AP<confi g>#permit | deny {host ip-address | source-ip [source-wildcard] | any} log

EZ NACLE2 Al235t04 WLAN HIEQ|30] CHEE EAE 10.0.0.2 HHAE HESIE{H OIS WS
AlSEHLICEH

AP#configure terminal
AP<confi g>#ip access-list standard TEST
! -—- Create a standard NACL TEST.

AP<confi g- st d- nacl >#deny host 10.0.0.2



!--- Disallow the client with IP address 10.0.0.2 !--- access to the network. AP<confi g-std-
nacl >#permit any

!-—-- Allow all other hosts to access the network. AP<confi g-std-nacl >#exit

!--- Exit to global configuration mode. AP<confi g>#interface DotllRadio 0

!--- Enter dotll radio0 interface mode. AP<config-if>#ip access-group TEST in

!--- Apply the standard NACL to the radio interface.
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ool Y2 37t 2 AF2Z Qs 4E2 e ELIC

access-list access-list-number [dynamic dynamic-name [timeout minutes]] {deny | permit} protocol
source source-wildcard destination destination-wildcard [precedence precedence] [tos tos] [log |
log-input] [time-range time-range-name]
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ip access-list extended name {deny | permit} protocol source source-wildcard destination
destination-wildcard [precedence precedence] [tos tos] [log | log-input] [time-range time-range-

namel]
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2. APO|M M Ax|ag|o|/d ZEE A|ERFELICE

AP#configure terminal
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3. & ACLE ddsttiH Ct5 BEE AdFLIc
AP<confi g>#ip access-list extended Allow DHCP_Telnet
I--- Create an extended ACL Allow_DHCP_Telnet.

AP<confi g- ext d- nacl >#permit tcp any any eq telnet
!--- Allow Telnet traffic. AP<confi g-extd-nacl >#permit udp any any eq bootpc
!--- Allow DHCP traffic. AP<confi g- extd-nacl >#permit udp any any eq bootps
!--- Allow DHCP traffic. AP<confi g-extd-nacl >#deny ip any any
!--- Deny all other traffic types. AP<confi g-extd-nacl >#exit
!--- Return to global configuration mode.
4. 2iC| QUE{HO|A 0| ACLE X E5te{H Ctg BHS Al=—ELC.
AP<confi g>#interface DotllRadio 0

AP<confi g-i f >#ip access-group Allow_DHCP_Telnet in
!--- Apply the extended ACL Allow DHCP_Telnet !--- to the radi o0 interface.
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access-list access-list-number {permit | deny} 48-bit-hardware-address 48-bit-hardware-address-

mask
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AP#configure terminal

3. MAC F4 ACL 7002 EFHELICE Ol ACLOAM= Z2t0|1E 0040.96a5.b5d4E APSt A8E
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access-list 700 deny 0040.96a5.b5d4 0000.0000.0000
!--- This ACL denies all traffic to and from !--- the client with MAC address



0040.96a5.b5d4.
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dotll association mac-list 700

I --- Apply the MAC-based ACL.
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AP#configure terminal
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3. Az He|E EHELICH o|Z A stedH 22 ZI|aslo|M ZEofM o] BHES A~AELICH
AP<confi g>#time-range Test
!--- Create a time-range with name Test. AP(config-tine-range)# periodic weekdays 7:00 to
19:00
I-—— Allows access to users during weekdays from 7:00 to 19:00 hrs.

4. ACL 101 M4 gLct.
AP<confi g># ip access-list extended 101
AP<confi g- ext - nacl >#permit tcp 10.1.1.0 0.0.0.255 172.16.1.0 0.0.0.255 eq telnet time-range
Test
!-—- This ACL permits Telnet traffic to and from !--- the network for the specified time-
range Test.

0| ACLS T aloj| APO]| CHst EdLl MME &3}
5. 0|44l QIE{m| 0| A 0] O] AlZh 7|8 ACLE &

interface Ethernet0/0
ip address 10.1.1.1 255.255.255.0
ip access-group 101 in

!-—- Apply the time-based ACL.
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2. ip access-group B ¢toi noE BgLICt CHS oll= CtSot Z& Lot

interface interface
no ip access-group {access-list-name | access-list-number} {in | out}

show access-list O/F2 A& =T U&LICH | number BE 2 2J245t0{ AHI|Td|0|ME2 EB{=
FRIELICH show ip access-list BE2 X5 S/ ACL &=2 Z At WA =8 M3 FLch

CLI2t &l EEt?X QIEHO|AE E5 ArE35to] F44 ClHIO[AE FEStX| DA AIL. CLIE A&t
o F4 ClHIO|AE F+EE B 7='° GRS °|E-|THIO|/\01|A'| Au|zefol Mol CHeh &&= et off A
£ EAE + &Lt ZLE-II-P —‘?‘—E%.*“OI MR ER FEEU}SE 2ldlst k= f&LICh

01I £01, CLIE At&3t0§ ACLE g3t B ='° = EEP—?—H QIE{m o|&0f CtE HIAIX|7F ZAIE

= A& LI

Microsoft Internet Explorer x|

' WARING
.Y Filter 700 was configured on interface Dotl1Radio0.1 using CLL
It must be deared via CLI to ensure proper operation of the web interface.
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