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Ci sco Boot| oader (Version 4.0.191.0)
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Booting Primary | nage...
Press <ESC> now for additional boot options...
Det ecti ng hardware .

Cisco is a trademark of Cisco Systens, Inc.
Sof tware Copyright Cisco Systems, Inc. Al rig

Cisco AireCs Version 4.1.192.17M ( Mesh)
Initializing OS Services: ok
Initializing Serial Services: ok
Initializing Network Services: ok

Starti
Starti
Starti
Starti

Starti
Starti
Starti

Starti
Starti
Starti
Starti
Starti
Starti
Starti
Starti
Starti
Starti
Starti
Starti
Starti
Starti
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ng
ng
ng
ng

ng
ng
ng

ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng

ARP Services: ok
Trap Manager: ok

Net work | nterface Management Servi ces:

System Servi ces: ok

Fast Pat h Hardware Accel eration: ok
Swi t chi ng Services: ok
QS Services: ok

FI PS Features: Not enabl ed

Pol i cy Manager: ok

Data Transport Link Layer: ok
Access Control List Services: ok
System I nterfaces: ok

Client Troubl eshooting Service: ok
Managenent Frane Protection: ok
LWAPP: ok

Crypto Accel erator: Not Present
Certificate Database: ok

VPN Services: ok

Security Services: ok

Pol i cy Manager: ok

Aut henti cati on Engi ne: ok

Mobi l'ity Managenment: ok

Virtual AP Services: ok

Ai reWave Director: ok

Net work Time Services: ok

Ci sco Discovery Protocol: ok
Broadcast Services: ok

Power Over Ethernet Services: ok
Loggi ng Servi ces: ok

DHCP Server: ok

I DS Si gnature Manager: ok

RFI D Tag Tracki ng: ok

Mesh Services: ok

TSM ok

LOCP: ok

CI DS Services: ok

.088b. .d88b.
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Starting Ethernet-over-IP: ok
Starting Managenment Services:
Wb Server: ok
CLI: ok
Secure Web: Web Authentication Certificate not found (error).

(Cisco Controller)

Wel come to the Cisco Wzard Configuration Tool

Use the '-' character to backup

System Nane [ Ci sco_24:13: a0]:

Enter Admi nistrative User Nane (24 characters nax): adnin
Enter Admi nistrative Password (24 characters max): *****
Re-enter Adninistrative Password Dok
Managenment Interface | P Address: 192.168.100.1

Managenment |nterface Netmask: 255.255.255.0

Managenment Interface Default Router: 192.168.100. 254
Managenment Interface VLAN ldentifier (0O = untagged): O
Managenent Interface Port Num[1 to 8]: 1

Managenment |Interface DHCP Server |P Address: 192.168.100.1
AP Manager Interface | P Address: 192.168.100.2

AP- Manager is on Managenment subnet, using sane val ues

AP Manager Interface DHCP Server (192.168.100.1):

Virtual Gateway | P Address: 1.1.1.1

Mobi lity/ RF Group Name: 2106

Enabl e Symmetric Mbility Tunneling [yes][NJ :

Net work Nane (SSID): 2106

Allow Static | P Addresses [ YES][no]:

Configure a RADIUS Server now? [ YES][no]: no

War ni ng! The default W.AN security policy requires a RADI US server.
Pl ease see docunentation for nore details.

Enter Country Code list (enter '"help'" for a list of countries) [US]: BE

Enabl e 802. 11b Network [YES][no]: no
Enabl e 802. 11a Network [YES][no]: yes
Enabl e Auto-RF [ YES] [ no]:

Configuration saved!

Resetting systemwi th new configuration..
I R % 02 B0l ABE AHSR O1F U b

ok

=

%

o2 ZHAEEHo| 2aQl8fL|Ct.

Starti ng Managenent Services:
Web Server: ok
CLI: ok
Secure Web: ok

(Cisco Controller)

Enter User Nanme (or 'Recover-Config' this one-tine only to reset configuration to
factory defaults)

User: admin
Passwor d: *****
(Cisco Controller) >
2. dx|o] SHHEE MEtst7| 2ls ZHEES{olE MBS El= MEIAE MEtsteE &+ 7
L|Ct.EE3 WLCE= AP2| DHCP MHHE ™ ELICt
config wan delete 1
config dhcp create-scope dfs
config dhcp network dfs 192.168.100.0 255.255.255.0
config dhcp address-pool dfs 192.168.100.100 192. 168. 100. 120
config dhcp enable dfs

0z
o



3.1500 AP7t ZAE &R0 F7IEIRISEE MAC FAE otok HEto| 2ofE &= U&Lctol ™
2= APS| AE[7{0i| M =EI5H7HLE APt o]0 Mx|El B¢ ZAE E2{0lX debug Iwapp errors
enable WHE AI&35t0{ =& E = USLICL AP} OFE] £QIE|X| iS22 MAC TAE £
A & F UA&LICH
Cisco Controller) >debug lwapp errors enable

(Cisco Controller) >Tue Apr 24 04:27:25 2007: spanRadi usProcessResponse:
AP Aut horization failure for 00:1la:a2:££:8£:00

4. LUHE FAE ASSto] ZHEESH FIHELICH
config auth-list add mc 00:la:a2:ff:8f:00

5. Al = F APt 25 HEEE{of ZQIsHok &fLICHAP O|§2 HAEN AIZEIEE 7|55
SLICL x| Z2 320 M 0| 0| ZEtEILICHOlE AP MAC FA(O|Xo A E ZAL)oil
ot et ELICh ol 2 2] ool APL| O|& 2 ap 1500 2/L/CF.

(Cisco Controller) >show ap summary
AP Nane Slots AP Model Et hernet MAC Location Por t

apl500 2 LAP1500 00:1a:a2: ff:8f: 00 default_location 3

(Cisco Controller) >

4.1.192.17M2 A8t gllo|H HIZAE

ool BIAE = CFS BAZ FEELU

1. ZAEE {0 M 2llol] CIHZ 2 & A3 &LICt.debug airewave-director radar enabled &2
ArE gLt

2. config 802.11a disable <APNAME> BHE 2 AI&35104 AP 2iC|2 £ H/& &8 &fLCt.

3. M'dS MEiS OS2 802.11a BICIRE 522 MHEILICE CiscoE 7HE &2 *'H(140)FE]
AlZ5H04 10022 £0[|= W0l E&LCt 7|4 BlolHe o =2 M g e dEo| U
&LI|C}.config 802.11a channel <APNAME> <CHANNELNUM> B&& AL8&Lct

4. config 802.11a enable <APNAME> B™& 2 At&5t0{ AP2| 802.11a EIC|2 & & &35tErLCt.

5. 80| CIHZ7F A Z|HLE "eHE" AlZH(odl: 302)0] MM E w7 x| Z|CHRCHE ST &'Zof
17 Bllo|H 7t e K| & elghLc.

6. s Z7to| Ale| SZofM Ct5 Aol CHal Ctg EHAHE gH=gfLIct od:100, 104,108, 112,
116, 120, 124, 128, 132, 136, 140

CHS2 &' 1240 M BilolH EF X2l of| Lct.

(Cisco Controller) >config 802.1la channel ap AP1520-RAP 124

Tue Apr 1 15:50:16 2008: Airewave Director: Checking Phy Chan Options on 802.1la AP
00: 1A: A2: FF: 8F: 00(1) chan 112 (DO SCAN, COWM T, (4704, 112))

Tue Apr 1 15:50:16 2008: Airewave Director: Verify New Chan (124) on AP

Tue Apr 1 15:50:16 2008: Airewave Director: radar check is not required or not detected on
channel (124) on AP

Tue Apr 1 15:50:16 2008: Airewave Director: Checking radar Data on 802.1la AP

00: 1A: A2: FF: 8F: 00( 1)

Tue Apr 1 15:50:16 2008: Airewave Director: active channel 112 custom zed channel 0
for 802.11a

Tue Apr 1 15:50:16 2008: Airewave Director: Radar non-occupancy expired on 802.11a AP
00: 1A: A2: FF: 8F: 00(1) chan 120

Tue Apr 1 15:50:16 2008: Airewave Director: Checking Phy Chan Options on 802.1la AP
00: 1A: A2: FF: 8F: 00(1) chan 124 (DO SCAN, COWM T, (4704, 112))



Tue Apr 1 15:50:18 2008: Airewave Director: Processing radar data on 802.1la AP

00: 1A: A2: FF: 8F: 00( 1)

Tue Apr 1 15:50:18 2008: Airewave Director: Updating radar data on 802.11la AP

00: 1A: A2: FF: 8F: 00(1) chan 124

Tue Apr 1 15:50:18 2008: Airewave Director: Checking radar Data on 802.1la AP

00: 1A: A2: FF: 8F: 00( 1)

Tue Apr 1 15:50:18 2008: Airewave Director: active channel 124 custom zed channel O
for 802.11la

Tue Apr 1 15:50:18 2008: Airewave Director: Radar detected on 802.1la AP
00:1A:A2:FF:8F:00(1) chan 124

Tue Apr 1 15:50:18 2008: Succeeded Sendi ng Radar Channel Trap

Tue Apr 1 15:50:18 2008: Airewave Director: Avoiding Radar: changing to channel 108
for 802.11a

4.0.217.2002 Ar8&t 8o HIAE

Ol &2 HA| AP 2 15102 X|#I5Hs OfF HIAl TE(4.0217.200)8 A#sts HESE0] A
ULt

Blolc] BlAEE g B2 TAELICH
1. EAIEIE HEE 07| 9ls] HESEE AP B O[] CiEt EHD EAGES 74T

config trapflags authentication disable

config trapflags |inknmode disable

config trapflags nultiusers disable

config trapflags 802.11-Security wepDecrypt Error disable
config trapflags rrmprofile | oad disable

config trapflags rrmprofile coverage disable

config trapflags aaa auth disable

config trapflags aaa servers disable

2. E3 O|HIEoO] CHEF CIHHI AFS:

debug snmp trap enabl e

. config 802.11a disable <APNAME> BE S At835t04 AP 2IC|2 & HIZH &8t &Lt

4. FdS MEHE CI2 802.11a EICIRE 52 2 MAMBILICt Ciscos 7HE &2 #M'=(140)04 M
AlEH5H04 10022 £0|= X0l ELLICH 714 BllolHE o =2 A o] U= 0| U
&LIC}.config 802.11a channel KAPNAME> <CHANNELNUM> B&& At8&Lct

5. config 802.11a enable <APNAME> BE S At&350 AP2| 802.11a 2tC|2 & & A5t efLCt

6. &lo| EEH0| MG E|7{Lt "o A[ZH(0d: 308 )0| M E K| Z|ChRACHF sHE &od 2l
O|H7t Qi=X| = elgfLct.

7.0 S7to| Alo| SEofAM CtS Lol CHaH CFS EHAE gHSghLct od:100, 104,108, 112,
116, 120, 124, 128, 132, 136, 140CtS 2 stLto| AM'd 2 EHIAESH= o LICEH

(Cisco Controller) >config 802.1la disable apl500

w

IController notifies of radio interface going down
Tue Apr 24 22:26:23 2007: Succeeded Sending |radlfTrap
(Cisco Controller) >

I'Channel is set on AP radio

(Cisco Controller) >config 802.11a channel apl1500 132
Set 802.11a channel to 132 on AP apl500.

(Cisco Controller) >

'Radio interface is enabl ed

(Cisco Controller) >config 802.11a enabl e apl1500

Tue Apr 24 22:30:05 2007: Succeeded Sending |radlfTrap
(Cisco Controller) >



= 2 Fof glo|H7t B K|zl & E{o| & ELct
Tue Apr 24 22:31:43 2007: Succeeded Sendi ng Radar Channel Trap
FA| Z{H0| BHZEE[T APOIIA M RHHO| MESEL|CH.
Tue Apr 24 22:31:43 2007: Succeeded Sending bsnLradl f Param Update Trap
8. DFS O|HIE Fof MEASH M A'2S & 2l5t2{™ show advanced 802.11a summary FE S &
HefLich
(Cisco Controller) >show advanced 802.l1la summary

AP Nane Channel TxPower Level

apl500 108 1

(Cisco Controller) >

APE= HO|HE Sall & x|E M'dS 308 S #HM=Z FHE YEE 2ottt ol HEE
Monitor(=2 L|E{) > 802.11a Radio(802.11a F41) H|0|X|2| ZAE E2{2| GUI 2/E{H| 0] A 0f A
gtolgr £~ ol L|C}.
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CHAl 2E &l o] 2| & o|HE =& FEA[ELICH

(Cisco Controller) >debug ap enable apl500

(Cisco Controller) >debug ap command printRadar() apl500

(Cisco Controller) >Tue Apr 24 23:07:24 2007: apl500: Calling "printRadar" with args 0x0, O0xO,
0x0, 0x0

Tue Apr 24 23:07:24 2007: apl500: Radar detection algorithm paraneters

Tue Apr 24 23:07:24 2007: apl500: max width = 25 (units of 0.8 us),

wi dt h mat ching pulses mninum=5

Tue Apr 24 23:07:24 2007: apl500: width margin = +/- 5

Tue Apr 24 23:07:24 2007: apl500: mn rssi for magnitude detection = 75

Tue Apr 24 23:07:24 2007: apl500: mn pul ses for magni tude detection = 2

Tue Apr 24 23:07:24 2007: apl500: nmaxi mum non- mat chi ng pul ses to discard sanple = 2
Tue Apr 24 23:07:24 2007: apl500: Radar detection statistics

Tue Apr 24 23:07:24 2007: apl500: sanpl es dropped for too many errors per second = 0
Tue Apr 24 23:07:24 2007: apl500: sanpl es dropped for too many errors in sanple = 0
Tue Apr 24 23:07:24 2007: apl500: positive radar bursts detected = 14

Tue Apr 24 23:07:24 2007: apl500: printRadar Returns: 40
Tue Apr 24 23:07:24 2007: apl500:
(Cisco Controller) >debug ap di sable apl500

AP 15202] &|0|] Q3%F vt= A

APOIM 2 Bio|Hof| T = ME 55
Ct.

fjo

7t 2E2{MH ZHEE 0| A remote HHEE Al

o
r

(Cisco Controller) >debug ap enable AP1520-RAP

(Cisco Controller) >debug ap command "sh mesh channel" AP1520-RAP
(Cisco Controller) >Tue Apr 1 15:38:19 2008: AP1520- RAP:

Tue Apr 1 15:38:19 2008: AP1520- RAP:

Tue Apr 1 15:38:19 2008: AP1520-RAP: HW G gabitEthernet2, Channels:
Tue Apr 1 15:38:19 2008: AP1520- RAP: 2[0; 0],

Tue Apr 1 15:38:19 2008: AP1520- RAP:

Tue Apr 1 15:38:19 2008: AP1520- RAP: HW G gabitEthernet3, Channels:
Tue Apr 1 15:38:19 2008: AP1520- RAP: 3[0; 0],

Tue Apr 1 15:38:19 2008: AP1520- RAP:

Tue Apr 1 15:38:19 2008: AP1520- RAP: HW G gabitEthernet0, Channels:
Tue Apr 1 15:38:19 2008: AP1520- RAP: 0[O0; 0],

Tue Apr 1 15:38:19 2008: AP1520- RAP:

Tue Apr 1 15:38:19 2008: AP1520-RAP: HW G gabitEthernetl, Channels:
Tue Apr 1 15:38:19 2008: AP1520- RAP: 1[0; 0],

Tue Apr 1 15:38:19 2008: AP1520- RAP:

Tue Apr 1 15:38:19 2008: AP1520- RAP: HW Dot 11Radi 01, Channel s:

Tue Apr 1 15:38:19 2008: AP1520-RAP: 100[0;0], 104[0;0], 108[0;0], 112[0;0], 116[0;0],

120%[0; 0], 124*[0;0], 128[0;0], 132[0;0], 136[0;0], 140[0;0],

o™ 7|57t U BE ME2 do|HZ EAIE AMAS LIERHLICH O|2{E AL 2 308 S¢oF &t
CHEl & Ef 2 | X[ELICEH

Cognito Spectrum Analyzer A&

%M HHE WLC debug BHIM 2745t B0l &z of CHEE F7t M2 HEE 2 2{™ Cognito
Spectrum AnalyzerE AF&35t04 EQIFLICIAIS EM BN AZERo{0M A5 RFA|of CHEE &
22 MMSK| ef&LIChO2 Lt Real Time FTT "max hold" £MH 2 AL&35tE 32 222 7HK2AM
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(Cisco Controller) >config advanced 802.l1la channel delete 124
(Cisco Controller) >config advanced 802. 11a channel delete 128
(Cisco Controller) >config advanced 802.l1la channel delete 132

A Ag S22 &0215t2{™H show advanced 802.11a channel 3232 Al@istL|C}.

2

(Cisco Controller) >show advanced 802.1la channel

Aut omati ¢ Channel Assignment

Channel Assignment Mode........................ AUTO
Channel Update Interval........................ 600 seconds
Channel Update Contribution.................... SNI .
Channel Assignment Leader...................... 00: 18: ba: 94: 64: c0O
Last RUN. ... 331 seconds ago
Channel Energy Levels
Mnimum. ... ... unknown
AVErage. . . unknown
MBEXT ITUM .o unknown
Channel Dwel | Timnes
MnNimum ... 0 days, 17 h 49 m30 s
AVErage. . . 0 days, 18 h 49 m20 s
MBXT UM . .. e e e 0 days, 19 h 49 m10 s
Allowed Channel List............. ... ... ... 36, 40, 44, 48, 52, 56, 60, 64, 100,

............................................. 104,108,112,116,120,136,140
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- WLC(Wireless LAN Controller) FAQ
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