9800 WLCO{|A LWAS| &Hr=]

o
Ell
Pl
o
XY

|:||_'|7=' My
9800 WLCO| HrAM(RA) &5
ofArZZ2
Zcto|eiE7l Zat0|oE FHEoM 7= EHA
Zcto|MET7I wWiLco| MM HX|= EHA

oldHtxo| 2 x| sHZ AlLIE|

o

= AlTl

ZEHO| AKXt H EAIZIX| oFx|oF SEtO|AEI AT 7oz FAIF
ZEO| MSKAA EAIZIX| gto SEEI0|HET} AKX S

2|5 Zelo|METIP FAE MR K| oh&L|CH

2|5 SCto|HE A XM ZEO| EAIEIX| S

|5 Zelo|HEN| ASA XM xHO| SHIE A EAEX| oFS

274
0| MO0 A= LWA(Local Web Authentication)& AH& 3504 WLANOY| 93735t = Zt0|HE S}t £
El dutol EAof CHaH A ELICH.

A 2T ALY
T MY
Cisco0ll ME CHR Ol Tt 71E RIAlS ZHE W8 M eI

« Cisco WLC(Wireless LAN Controller) 9800 A|2|=.
« LWA(Local Web Authentication) 2! sH= 741|224 0[Mof CHEF LEH=IQ1 O|5H.

(o]}

MEEE FE 24
ol EMel HEE ChE £ ZES| o] & StESo HTHE 7[R e= §LCt

e 9800-CL WLC
» Cisco Access Point 9120AXI



« 9800 WLC Cisco IOS® XE H{7 17.9.3

Ol EMel HE= 54 & g E82| CIHIO|AE EOIZ A EE[I&LICH o EX{ol| AHSE 2 E Clut
OlaE X7I3tE(7|2) Zu|adoMe 2 AR EIRA&LICH M HELIZI 2S5 S 89 ZE
BE o HAHQ S 0|2| SXIStA|IZ| HHEfLICH

HiE &2

LWAE WLCOIM T498 4 Q= WLAN Q15 S8 2, 918 AT sHe 215 22H0/9ET 25
ofl A WLANS MEt3t & ASRbolH 22 MZErLICH O] LM AHSRHE WLANOY CHEt 942
2 225t7| Qs ALS A O1F I I S (MEEH ZAm| T3 ofMoll ntehE YU 4 AUSLICH

ELEN

i
ol

9800 WLCOIIAM LWAE £ AI5HE dhedof CHer AIAMIEH LH22 2Z ¢ 0153 34 70|

GUIOA CHE2 20| EA|=|o{oF ErLCH.

1. Troubleshooting(E 212 7+ &) > Radioactive Trace(ZAts FX)Z O|S&rLICt

2. Start(A|%H)& £ =!504 Conditional Debug Global State(Z 715 ClH 1 i AEl)E 45t
gruct.

3.+ Add(F7hHE Z=IFct T &o| FZILICt 2Eeto[MELS| MAC FAE YHFLICH ZE
MAC F4 & 4|0| 3{&ElLICHaabb.cdd.eff, AABB.CDD.EEEE, aa:bb:cc:dd:ee:ff L&
AA:BB:CC:dd:EE:FF). 1 C}& Apply to Device(C|HIO|A 0] X&)E S&IgtL|C}.

4. 01740| 2 E 3~43| Mt S FHLICH

5. EXM 7t R E|H Generate(¥ &) E S =IFLICH

6. Af Hd Zo| UELICH X[t 108 St 208 MMELICE (0| B2 e 208 gdste &
L7t ei&LICt) Apply to Device(CIHFO|A M M&)E 2|5t 1 Lt o| XM2IE 7HX| Z|CHE
L|Ct.

7. o] MME|H CR2 2 E ofo|2g F=IgLC.

1 - » Radicactive Trace]
e

Conditional Debug Global 5'.ulu
. -



https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/web-authentication/b-configuring-web-based-authentication-on-cisco-catalyst-9800-series-controllers/m-local-web-authentication-configuration.html#Cisco_Task.dita_8be461c4-da44-4779-ab7d-292cd562ef15
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/web-authentication/b-configuring-web-based-authentication-on-cisco-catalyst-9800-series-controllers/m-local-web-authentication-configuration.html#Cisco_Task.dita_8be461c4-da44-4779-ab7d-292cd562ef15

MAC/IP Address®

X102 St 23 4d

Traublasho

Conditional Debug Global State: Started

MACP Address T Traco o Saate
[m] D88 X0 008 I {3 Logs are bowg gorerstod. Perse wat 2 compbol: | > Generaie | MACP Address
b 0 - o Sean Time
End Time

utelo| $8E m7tx| o7 (ot

m Last Run Result

T Tosce He v State

detugTrace_sasa assa saaa b
S - . MAC/P Address
S2art Time

End Time

Trace e
g ctezc gL

CLIOo| A

(3 since kst boot

0-4234367285

Logs genaration in progress

04/12/2024 17:46:16

Successhul

04/12/2024 17,4516
D4/12/2024 174617

debugTrace_saca 5ass 8383 mE



<#root>
WLC# debug wireless mac

<mac- addr ess>

monitor-time 600

HEZejAIQ M oYU ra_trace_MAC_<mac-
address>_HHMMSS.XXX_tlmezone_DayWeek_Month_Day_year.IogEP_T'_

<#root>
WLC# more bootflash:

ra_trace_MAC <mac-address> HHMVES. XXX _ti mezone_DayWeek_Nbont h_Day_year. | og

M2 Qs Q% Mol Y = A}

<#root>
WLC# copy bootflash:
ra_trace_MAC <mac-address> HHMVES. XXX _ti mezone_DayWeek_Mont h_Day_year. | og

ftp://username:password@<ftp-server-ip>/path/RATRACE_FILENAME. txt
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https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html
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<#root>
MAC: aaaa.bbbb.cccc

Associ ation received

. BSSID d4e8.801a.3063, WLAN LWA-SSID, STot O AP d4e8.801a.3060, APD4E8.8019.608C, old BSSID d4e8.801la.

MAC: aaaa.bbbb.cccc
MAC: aaaa.bbbb.cccc
MAC: aaaa.bbbb.cccc
MAC: aaaa.bbbb.cccc
MAC: aaaa.bbbb.cccc
MAC: aaaa.bbbb.cccc
MAC: aaaa.bbbb.cccc
MAC: aaaa.bbbb.cccc
MAC: aaaa.bbbb.cccc
MAC: aaaa.bbbb.cccc

Received Dotll association request. Processing started,SSID: LWA-SSID, Policy profi
Client state transition: S_CO_L3_AUTH_IN_PROGRESS -> S_CO_L3_AUTH_IN_PROGRESS

Dotll ie validate ext/supp rates. Validation Passed for Supported rates radio_type
WiFi direct: Dotll validate P2P IE. P2P IE not present.

dotll send association response. Framing association response with resp_status_code
Dotll Capability info bytel 1, byte2: 14

WiFi direct: skip build Assoc Resp with P2P IE: Wifi direct policy disabled
Clearing old call info.

dotll send association response. Sending assoc response of length: 161 with resp_st



Associ ati on success.

AID 1, Roaming = True, WGB = False, 11lr = False, 1lw = False Fast roam = False
MAC: aaaa.bbbb.cccc DOT11l state transition: S_DOT11_ASSOCIATED -> S_DOT11_ASSOCIATED

L2 2l

Ol

<#froot>

MAC: aaaa.bbbb.cccc Starting L2 authentication. Bssid in state machine:d4e8.801a.3063 Bssid in request
MAC: aaaa.bbbb.cccc Client state transition: S_CO_L3_AUTH_IN_PROGRESS -> S_CO_L2_AUTH_IN_PROGRESS

MAC: aaaa.bbbb.cccc L2 Authentication initiated. method WEBAUTH, Policy VLAN 0, AAA override =1
[aaaa.bbbb.cccc:capwap_90400002] -

authc_list: forwebauth

[aaaa.bbbb.cccc:capwap_90400002] - authz_list: Not present under wlan configuration

MAC: aaaa.bbbb.cccc Client auth-interface state transition: S_AUTHIF_WEBAUTH_PENDING -> S_AUTHIF_WEBAUT
MAC: aaaa.bbbb.cccc IP-Tearn state transition: S_IPLEARN_COMPLETE -> S_IPLEARN_COMPLETE

MAC: aaaa.bbbb.cccc Client auth-interface state transition: S_AUTHIF_WEBAUTH_PENDING -> S_AUTHIF_WEBAUT
MAC: aaaa.bbbb.cccc

L2 Authentication of station is successful.

, L3 Authentication : 1

ZEoIMET EEE IP FAE 7HMHSLICH

<{froot>

MAC: aaaa.bbbb.cccc Client state transition: S_CO_DPATH_PLUMB_IN_PROGRESS -> S_CO_IP_LEARN_IN_PROGRESS
MAC: aaaa.bbbb.cccc IP-learn state transition: S_IPLEARN_COMPLETE -> S_IPLEARN_COMPLETE
MAC: aaaa.bbbb.cccc

Received ip learn response. nethod: |PLEARN METHOD DHCP

L3 2

Ol

<tfroot>

MAC: aaaa.bbbb.cccc Client state transition: S_CO_IP_LEARN_IN_PROGRESS -> S_CO_L3_AUTH_IN_PROGRESS
MAC: aaaa.bbbb.cccc

L3 Authentication initiated. LWA

MAC: aaaa.bbbb.cccc Client auth-interface state transition: S_AUTHIF_WEBAUTH_PENDING -> S_AUTHIF_WEBAUT



ZEI0|HUETHIP FAE THKZLICH

<{froot>

RX: DHCPv4 from interface capwap_90400002
TX: DHCPv4 from interface capwap_90400002
RX: DHCPv4 from interface Gi2 on vlan 100
TX: DHCPv4 from interface Gi2 on vlan 100
RX: DHCPv4 from interface capwap_90400002
TX: DHCPv4 from interface capwap_90400002
RX: DHCPv4 from interface Gi2 on vlan 100
TX: DHCPv4 from interface Gi2 on vlan 100

on vlan 100 Src MAC: aaaa.bbbb.cccc Dst MAC: ffff.ffff.ffff
on vlan 100 Src MAC: aaaa.bbbb.cccc Dst MAC: ffff.ffff.ffff
Src MAC: cccc.bbbb.aaaa Dst MAC: aaaa.bbbb.cccc src_ip: Y.Y.
Src MAC: cccc.bbbb.aaaa Dst MAC: aaaa.bbbb.cccc src_ip: Y.Y.
on vlan 100 Src MAC: aaaa.bbbb.cccc Dst MAC: ffff.ffff.ffff
on vlan 100 Src MAC: aaaa.bbbb.cccc Dst MAC: ffff.ffff.ffff
Src MAC: cccc.bbbb.aaaa Dst MAC: aaaa.bbbb.cccc src_ip: Y.Y.
Src MAC: cccc.bbbb.aaaa Dst MAC: aaaa.bbbb.cccc src_ip: Y.Y.

< << n n < <<un un

MAC: aaaa.bbbb.cccc IP-learn state transition: S_IPLEARN_COMPLETE ->

S_| PLEARN_COVPLETE

<#root>
[aaaa.bbbb.cccc] [X.X.X.X]capwap_90400002

HTTP GET request

[aaaa.bbbb.cccc] [X.X.X.X]capwap_90400002

Parse GET, src [X. X X.X] dst [Z.Z.Z.Z] url [http://connectivitycheck.gstatic.conlgenerate_204]

[aaaa.bbbb.cccc] [X.X.X.X]capwap_90400002
[aaaa.bbbb.cccc] [X.X.X.X]capwap_90400002
[aaaa.bbbb.cccc] [X.X.X.X]capwap_90400002

State GET_REDI RECT -> GET_REDI RECT

[...]

[aaaa.bbbb.cccc] [X.X.X.X]capwap_90400002
CET rcvd when in GET_REDI RECT state
[aaaa.bbbb.cccc] [X.X.X.X]capwap_90400002
HTTP GET request

[aaaa.bbbb.cccc] [X.X.X.X]capwap_90400002
Parse GET, src [X. X X. X] dst [192.0.2.1]

[aaaa.bbbb.cccc] [X.X.X.X]capwap_90400002

[aaaa.bbbb.cccc] [X.X.X.X]capwap_90400002
Param map used: | wa- paraneter_map

[aaaa.bbbb.cccc] [X.X.X.X]capwap_90400002

Read complete: parse_request return 8
Param-map used: Twa-parameter_map

url [https://<virtual-ip-address>:443/1ogin. htm ?redi rect=http:

Read complete: parse_request return 10



State GET_REDI RECT -> LOG N

[aaaa.bbbb.cccc][X.X.X.X]capwap_90400002

Sendi ng Webauth | ogin form

, len 8076
[...]

POST rcvd when in LOG@ N state

[aaaa.bbbb.cccc] [X.
[aaaa.bbbb.cccc] [X.
[aaaa.bbbb.cccc] [X.
[aaaa.bbbb.cccc] [X.
[aaaa.bbbb.cccc] [X.
[aaaa.bbbb.cccc] [X.
[aaaa.bbbb.cccc] [X.

X X X X X X
X X X X X X X

<

State

yale

WLCE
<tfroot>

[aaaa.bbbb.cccc:capwap_90400002]

Aut hc success from WebAut h, Auth

[aaaa.bbbb.cccc:capwap_90400002]
APPLY_USER PROCFI LE

14
[aaaa.bbbb.cccc:capwap_90400002]
[aaaa.bbbb.cccc:capwap_90400002]
[aaaa.bbbb.cccc:capwap_90400002]

Aut henti cati on Success

.X]capwap_90400002
.X]capwap_90400002
.X]capwap_90400002
.X]capwap_90400002
.X]capwap_90400002
.X]capwap_90400002
.X]capwap_90400002

[aaaa.bbbb.cccc][X.X.X.X]capwap_90400002

get url: /Togin.html

Read complete: parse_request return 4
Param-map used: lwa-parameter_map

State LOGIN -> AUTHENTICATING

45876/176 I0 state READING -> AUTHENTICATING
Param-map used: lwa-parameter_map

AUTHENTI CATI NG - > AUTHC_SUCCESS

event success

Raised event

Raised event RX_METHOD_AUTHC_SUCCESS (3)

SM will not send event Template Deactivated to PRE for OxAE000012
SM will not send event Template Deactivated to PRE for OxAE000012

Resolved Policy bitmap:4 for client aaaa.bbbb.cccc

Applying Attribute :

usernane 0 "cisco"

Applying Attribute : aaa-author-type 0 1 (Ox1)
Applying Attribute : aaa-author-service 0 16 (0x10)
Applying Attribute : clid-mac-addr 0 3a e6 3b 9a fc 4a
Applying Attribute : addr 0 0xacl04206

Applying Attribute : addrve 0 "p€"

Applying Attribute : addrvé 0 " ?I??"

Applying Attribute : addrvé 0 " ?I??"

Applying Attribute : addrvé 0 " ?I??"

Applying Attribute : target-scope 0 0 [client]
Applying Attribute : audit-session-id 0 "1A4210ACO000001C5B12A51C"
Applying Attribute : aaa-unique-id 0 28 (0Ox1lc)

Applying Attribute :

client-iif-id 0 4261415483 (Oxfe000a3b)



Applying

vlan-id 0 100 (0xa63)

Attribute :

Applying Attribute : session-linksec-secured 0 False
Applying Attribute : nas-ip-address 0 0x0

Applying Attribute : nas-ipv6-Address 0 ""

Applying Attribute : interface 0 ""

Applying Attribute : port-type 0 19 [802.11 wireless]
Applying Attribute : nas-port 0 10014 (0x40eba)
Applying Attribute :

cisco-w an-ssid 0 "LWA-SSI D

Applying

w an-profile-name 0

Attribute :

"LWA- SSI D'

Applying Attribute : dnis 0 "d4-e8-80-1a-30-60:LWA-SSID"
Applying Attribute : formatted-clid 0 "3a-e6-3b-9a-fc-4a"
Applying Attribute : bsn-wlan-id 0 16 (0x10)

Applying Attribute : nas-identifier-wireless 0 "LWA-SSID"
Applying Attribute : timeout 0 86400 (0x15180)

Applying Attribute : priv-1vl 0 1 (Ox1)

Applying Attribute : timeout 0 86400 (0x15180)

Applying Attribute :

met hod 0 1 [webaut h]

Applying
Applying

Attribute :
Attribute :
[aaaa.bbbb.cccc:capwap_90400002] auth mgr attr add/change notification is received for attr username(45

clid-mac-addr 0 3a e6 3b 9a fc 4a
intf-id 0 2420113410 (0x90400002)

[aaaa.bbbb.cccc:capwap_90400002] SM Notified attribute

Add/ Updat e usernane ci sco

[aaaa.bbbb.cccc:capwap_90400002]

Recei ved User-Nane cisco for client aaaa. bbbb.cccc

[aaaa.bbbb.cccc:capwap_90400002] auth mgr attr add/change notification is received for attr auth-domain
[aaaa.bbbb.cccc:capwap_90400002] Method webauth changing state from 'Running' to 'Authc Success'
[aaaa.bbbb.cccc:capwap_90400002] Context changing state from 'Running' to 'Authc Success'
[aaaa.bbbb.cccc:capwap_90400002]

User name ci sco received

[aaaa.bbbb.cccc:capwap_90400002]

W.AN I D 16 recei ved

Fl

WLC7} HZE 2|5 SetoltEcl A8 Z2T [

<{froot>



Applied User Profile: aaa-author-type 0 1 (Ox1)

Applied User Profile: aaa-author-service 0 16 (0x10)
Applied User Profile: clid-mac-addr O 3a e6 3b 9a fc 4a
Applied User Profile: target-scope 0 0 [client]

Applied User Profile: aaa-unique-id 0 28 (0xlc)

Applied User Profile: client-iif-id 0 4261415483 (0xfe000a3b)
Applied User Profile: vlan-id 0 100 (0xa63)

Applied User Profile:session-Tinksec-secured 0 False
Applied User Profile: nas-ip-address 0 0x0

Applied User Profile: nas-ipv6-Address 0 ""

Applied User Profile: interface 0 ""

Applied User Profile: port-type 0 19 [802.11 wireless]
Applied User Profile: nas-port 0 10014 (0x40eba)
Applied User Profile:

cisco-w an-ssid 0 "LWA-SSI D

Applied User Profile:

w an-profile-nane 0 "LWA-SSI D

Applied User Profile:nas-identifier-wireless 0 "LWA-SSID"
Applied User Profile: priv-1vl 0 1 (0x1)

Applied User Profile: method 0 1 [webauth]

Applied User Profile:

clid-mac-addr 0 3a e6 3b 9a fc 4a

Applied User Profile: intf-id 0 2420113410 (0x90400002)
Applied User Profile:

usernanme 0 "cisco"

Applied User Profile: bsn-wlan-id 0 16 (0x10)

Applied User Profile: timeout O 86400 (0x15180)

Applied User Profile: timeout O 86400 (0x15180)

MAC: aaaa.bbbb.cccc Link-local bridging not enabled for this client, not checking VLAN validity
[aaaa.bbbb.cccc:capwap_90400002]

User Profile applied successfully - REPLACE

[aaaa.bbbb.cccc:capwap_90400002] auth mgr attr add/change notification is received for attr method(757)

[aaaa.bbbb.cccc:capwap_90400002]
Rai sed event AUTHZ_ SUCCESS (11)
[aaaa.bbbb.cccc:capwap_90400002]

Cont ext changing state from'Authc Success' to 'Authz Success'

0
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<{froot>

MAC: aaaa.bbbb.cccc



L3 Aut hentication Successful.

ACL:[]
MAC: aaaa.bbbb.cccc Client auth-interface state transition: S_AUTHIF_WEBAUTH_PENDING ->

S AUTHI F_WEBAUTH_DONE

ﬂ
Ok

ZCI0|EN MEE AAA Y

<tfroot>

[ Applied attribute : username 0 "

ci sco

"]

[ Applied attribute : bsn-wlan-id 0 16 (0x10) ]

[ Applied attribute : timeout 0 86400 (0x15180) 1]
[ Applied attribute : timeout 0 86400 (0x15180) 1]
[ Applied attribute :bsn-vlan-interface-name 0 "

myvl an

—_

ﬁ
Ok

2olo|HE 7 AlS MEjof ZEE

<tfroot>

Managed client RUN state notification: aaaa.bbbb.cccc
MAC: aaaa.bbbb.cccc Client state transition: S_CO_L3_AUTH_IN_PROGRESS ->

S CO RUN

Uutxiol 21 7 AlLtE|2
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<tfroot>



[aaaa.bbbb.cccc] [X.X.X.X]capwap_90400002 Param-map used: Twa-parameter_map
[aaaa.bbbb.cccc] [X.X.X.X]capwap_90400002 State LOGIN -> AUTHENTICATING
[aaaa.bbbb.cccc] [X.X.X.X]capwap_90400002 40828/176 IO state READING -> AUTHENTICATING
[aaaa.bbbb.cccc][X.X.X.X]capwap_90400002

Param nmap used: | wa- paraneter _map

[aaaa.bbbb.cccc] [X.X.X.X]capwap_90400002 State AUTHENTICATING ->

AUTHC_FAIL [ I NVALI D CREDENTI ALS]

[aaaa.bbbb.cccc:capwap_90400002] Authc failure from WebAuth, Auth event fail
[aaaa.bbbb.cccc:capwap_90400002] (Re)try failed method WebAuth - aaaa.bbbb.cccc
[aaaa.bbbb.cccc:capwap_90400002] Method webauth changing state from 'Running' to 'Authc Failed'

Hy ez
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7|2 AAA ] S 50| WLC ZI[zeiolMo JUEX] &It
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HESIZ HEt R0iE 2l
GUIO M Ct&2t Z o] F AlZ[ook BfLICE.

1. Configuration(Z1I| 22| 0| M) > Security(:2 2F) > AAA > AAA Method List(AAA HIME S &) >

Authorization(T 8t £0{)2 2 O|S & LICt. + Add(F7HE Z=&LCt.
2. Cta Zo| 7+ dgt L—|EP
1. HME S5 0|&: 7|27
2. 9% network
3. 18 7%: local

3. Apply to Dewce(EIHFOIéOiI ME)E F=gLc

Quick Setup: AAA Authorization

‘
=

Method List Name™® I default I

Type* I network v I 0]

Group Type I loca v I ®

Authenticated D

Available Server Groups Assigned Server Groups
radius
dap - “
tacacs+
802.1x-group
dapgr

v -

oo e



I figuration ~ Irity ™ » AA4 Show Me How o

+ AAA Wizard
Authentication
I | =3
Marme T Type T Group Type T Groupl T Group2 Y Group3 T Groupd r
Accounting
G ]
1 | -
CLIOI A
<#root>

WLC# configure terminal
WLC(config)# aaa authorization default network Tocal
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Ok OFY ORM

S bbb b

I EHEHE P FAE 7K™ S A| WLCHIAM "Run" AEHE MEHEIL|CH AFR X S 40|
2lo|HEof 2HEl VLANDE E A|EL|C}

MAC: aaaa.bbbb.cccc

Client IP learn successful. Method: DHCP IP: X X X X

[aaaa.bbbb.cccc:capwap_90400002] auth mgr attr add/change notification is received for attr addr(8)
[aaaa.bbbb.cccc:capwap_90400002] SM Notified attribute Add/Update addr X.X.X.X
MAC: aaaa.bbbb.cccc IP-learn state transition:

S | PLEARN | N_PROGRESS -> S_| PLEARN_COVPLETE

MAC: aaaa.bbbb.cccc Received ip learn response. method: IPLEARN_METHOD_DHCP
[ Applied attribute :bsn-vlan-interface-name 0 "



myvl an

"]

[ Applied attribute : timeout 0 1800 (0x708) ]

MAC: aaaa.bbbb.cccc Client QoS run state handler

Managed client RUN state notification: aaaa.bbbb.cccc

MAC: aaaa.bbbb.cccc Client state transition: S_CO_IP_LEARN_IN_PROGRESS -> S_CO_RUN

GUIO|AM CtS 1t Zro| E A|Z|o{oF & LC}.

Configuration(Z1Z| 12{|0|A) > Tags & Profiles(Ei1 2! =2 Zl) > WLANsZ O|S&fLIC}.

1.
2. LWA WLANs(LWA WLAN)E MeEH3tL|C},
3. Security(£2t) > Layer 32 0|S & L|C}.
4. g ZA E0lgto| #dstE|o UEX| ElefLct.
—
Selected WLANS : 0 '
O  seus Y Mame ¢ T o L/ — Loyerd | A
O ] LWA-SSID * 16 (|

=

<tfroot>

WLC# configure terminal

WLC(config)# wlan

<w an>



WLC(config-wlan)# shutdown
WLC(config-wlan)# security webauth
WLC(config-wlan)# no shutdown

EZEHO| A-SKH EAIZ[X| o SEt0|HUET AAE[X| 8IS
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« XE ZECI0|MHEN EHE IP FTAVF QELICE
- WLCE Z2}0|21EE "Webauth Pending" & EfZ E A|ELICE

ZIQEH HTTP/HTTPS MHHE & MstgfL|Ct. O|A| ot HTTP/HTTPS MEHE & d35tstod HERA
2F Mé* o 2re45tH M8SE 4= Qlo{oF & X|E O ETHOZ Mo{E & U&LICH ¢ 2SS {8t
HTTP X HTTPS 273 F&of Chet RMlet LHE 2 0| B3 & BESHUAIR. X[HEl= 042 HTTP
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HTTP & HTTPS HMAE E5F AtEst0{ 22| C|HIO|A #E| & & 215 51&stt{™ CLIoIAM T

WLC# configure terminal
WLC(config)# ip http server
WLC(config)# ip http secure-server


https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_vewlc_sec_webauth_cg.html#d276882e3446a1635
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« %|E5 22l0|HE = CIHIOIATHIP FAE A& 7HMEdD A|Estn ige ¢
« WLCE Z2I0|MEE "IP Learning" 4 E|Z FE A|EtLIC.

WLC RA &

Mgk giol CIAHHE 2F.

RX: DHCPv4 from interface capwap_90400002 on vlian 100 Src MAC: aaaa.bbbb.cccc Dst MAC: ffff.ffff.ffff s
TX: DHCPv4 from interface capwap_90400002 on vlan 100 Src MAC: aaaa.bbbb.cccc Dst MAC: ffff.ffff.ffff s



GUIO|AM CtS 1 Zro| E A|Z|o{oF &FLC}.

. Configuration(Z1Z|124|0| M) > Tags & Profiles(Ei1 & = Z El) > Policy(&=)Z 0|S & L|C}.
ASE HM 2 g MEdELCE

 HMA HAMo=z o|sELCt

. 2HIE VLANS MEHEHLCY,

A WODN -

I_ figuration ™ » Tags & Profiles~ » Policy I Edit Policy Profile x

A Disabling a Policy or configuring it

Admin T Associated @ Y

Status Policy Tegs Policy Profile Name Access Policieg
(] (] 1 Y bwa-policy_profike }
RADIUS Profiling (m] WLAN ACL
o (] default-policy-profila
: — o . 0 \ =i
DHCP TLV Cathing (] Je
URL Filters @
1®
W - | B
] nserik am a8
L

CLIOM:
<tfroot>

WLC# show wireless profile policy detailed

<policy-profile>

Policy Profile Name :

<policy-profil e>

Description :

<policy-profil e>



Status : ENABLED
VLAN :

VLAN- sel ect ed

[...]

WLC# configure terminal
WLC(config)# wireless profile policy

<policy-profil e>

WLC(config-wireless-policy)#

vl an <correct-vlan>

E: AL AEE = Qs DHCP £0| QJeX| &olgL|ct Hu|agjo|l/Md 2 HAd 7tsHe &
QlgtL|Ct RA X2 VLAN DHCP DORA T2 MA 7} ofH X Hx|D Q=X HEodFL|C}H 0
VLANO| 2H& VLANQIX| &HolstL|Ct.

DHCPv4 from interface capwap_90400002 on vlan 100 Src MAC: aaaa.bbbb.cccc Dst MAC: ffff.ffff.ffff src_i
DHCPv4 from interface Gi2 on vlan 100 Src MAC: cccc.bbbb.aaaa Dst MAC: aaaa.bbbb.cccc src_ip: Y.Y.Y.Y,
DHCPv4 from interface capwap_90400002 on vlan 100 Src MAC: aaaa.bbbb.cccc Dst MAC: ffff.ffff.ffff src_i
DHCPv4 from interface Gi2 on vlan 100 Src MAC: cccc.bbbb.aaaa Dst MAC: aaaa.bbbb.cccc src_ip: Y.Y.Y.Y,

%|E Scto|MEl| ASKE X|E -0l EAEX| &f5

Xl WLANO| AFSAH XIEE & 215 o7 ME ALt U=K| HULICH
GUIOM CHE 2t 20| E Alx[o{oF ErL|ct.

1. Configuration(Z1I| 124 0| M) > Tags & Profiles(E{1 & T2 &) > WLANsZ O|S & L|C}.
S Z0{ A WLANS MEHEL|CE.

3. Security(E2.2t) > Layer 32 O|S & L|Ct.

4. AEXH XY @ 15 o7 S MENFFLICEH



Edit WLAN x

&

[contguration - > Tags & Profies - »_wians] Edit WLAN "
a tars whill it . i f sl o clhare .
= — o R
D {oum [ L Y ¥ Layer3
(] [+ LWA-SSID * 16 | —_—
1 1 " Web Policy G

AFSRE RIS OH7H 4 2 et

CLIOA|A:

<tfroot>

WLC# show wlan name LWA-SSID
WLAN Profile Name : LWA-SSID

[...]
Security:
Webauth Parameter Map :

<par anet er - map>

WLC# configure terminal
WLC(config)# wlan

<w an>

WLC(config-wlan)# security web-auth parameter-map

<par anet er - map>

EM, Cisco.com & ZTEHO|MCIRE

S8 ALSR KB HHe ZHnstm SEE Z2 I8 Qe
Ol M= 5 x| et Yeixio ot

2 CSS %‘—-’-‘-Oilkl #HZst 1 O|0|XIE FTtst 7Lt XA

St= 0| Z&LICH oHEE!, PHP, #44 =™, React.js 52 X|HE|X| ot&LICH AFEAF XY 2H
O| 2ct0|HE EAIZX| fo™ 7IE WLC HO|X|E AF 5tod EXME SHME = JAeX| =Helsty

A2 20| 3oz EA|EH ALEX X|HE H|o|X|oM X[REX| b= &=0| ASELICH


http://cisco.com

Aimd: EWC(Embedded Wireless Controller)& AI&5t= < CLIE AF&35104 AL X HolEl H o]
X7t ZHIE2H EA|Z|l=X| &elste Aol E&LICH.

<#froot>

EWC# configure terminal
EWC(config)# parameter-map type

<par anet er - map>

EWC(config-params-parameter-map)# custom-page login device flash:loginsantosh.html
EWC(config-params-parameter-map)# custom-page login expired device flash:loginexpire.html
EWC(config-params-parameter-map)# custom-page failure device flash:loginfail.html
EWC(config-params-parameter-map)# custom-page success device flash:loginsucess.html
EWC(config-params-parameter-map)# end

z|E 2cto|HEo| ASAH X|H 2HO| SHIZH EAEZX]| XS

- MEXE XY £=HO| SHIE A BIHZE[X]| §f&LICHF, olOlXx|7F R AIZIX] 8F&).

M o7 ol 7H4k 1P FATH S E[o] JEX] Eelghct.
GUIOA CHE2 Z 0| EA|=|o{oF ErLCH.

1 Conflguratlon(f'-IJLIILEﬂO|A=|) > Security(E ) > Web Auth(2] 915)2 o|S LI},
S0 A A4 nf7HEdL e MERSH O}

3. EP—?—%‘ E71 7t4 IP FAE FIHEHLICH


https://www.cisco.com/c/en/us/products/wireless/embedded-wireless-controller-on-catalyst-access-points/index.html#~products

|; onfiguration = » Security” > Web m.rtn| Edit Web Auth Parameter

Paramater Mag Mame
(m T

e Upclat & Apply

<ffroot>

WLC# show parameter-map type webauth global
Parameter Map Name : global

[...]
Virtual-ipv4

<unrout abl e-i p>

WLC# configure terminal
WLC(config)# parameter-map type webauth global
WLC(config-params-parameter-map)# virtual-ip ipvé

<unrout abl e-i p>
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https://datatracker.ietf.org/doc/html/rfc5737

ZEHO|HTTPSEZ EAIE 22 Z of 4| SSL(Secure Socket Layer) 215 AE AL 3HoF ghLC}.
e 218 M= EFAL CA(Certificate Authorlty)Oﬂkl g Zsto{ =M Qlo| AA| =HIRQIQIX| HE5Hok &t
M, A8 3HS YetAL xHE = [ 2B FE0|UEN AZE XMB3sHof &LICH wLeo| 218
ME Y2 5tgiH Ol EME 7.§."_7F_o|-*'A|9_.

X | H5t= HTTP/HTTPS MH[AE CHA| A[ZFELICEH O|A| O{FH HTTP/HTTPS MHHE & 43|
stof LIEQIT @F Aol 2hfsh7 S8 4 lofoF #XIS Cf £SO 2 Moy 4 aLict
2 QIZ 2 QI8 HTTP X HTTPS 2% 7430l ChEH REMIEH LSS 0 YIS FESUAIR.

WLC# configure terminal

WLC(config)# no ip http server
WLC(config)# no ip http secure-server
WLC(config)# ip http server
WLC(config)# ip http secure-server

EM: QIS M7 WLCOH| SHIZA YEEEL|T R M7t SHIEX| =HQISHAAIL.
GUIOIM CHZ 1t 20| FE Alk|o{oF ELCH.
1. Configuration(Z1I| 124 0| M) > Security( £ 2t) > PKI Management(PKI Z2[)Z 0o|S & LIC}.

2. S50 ME[ x| HM
3. M7 HE &

I - > PKI Management |

Trustpoints

Trustnoint Namae T o " Koy Gonorated T ssuing CA Authenticated T

+
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M| X ZEX] =eldz XY

I g ¥ PEl Management I

Trustpoints

ustpole Hame v i Kary Donarated T lssuing CA Authentcased 4



https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_vewlc_sec_webauth_cg.html#d276882e3446a1635:~:text=Exits%20configuration%20mode.-,Configuring%20HTTP%20and%20HTTPS%20Requests%20for%20Web%20Authentication,-Information%20About%20Configuring

Certificates ® Certificates x

CA Certificate Device Certificate

(%

CA Certificate Device Ce

CA Certificate

Status: Available
Certificate Serial Number (hex): 81
Certificate Usage: Signature
Issuer:

&= <grganizational-unit>

= CCOMMON-Names
Subject:

o= <organizational-unit>

0= CCOMMON-Names
Validity Date:
Etart date: 15:55:18 UTC Mar 14 2824
nd date: 15:55:18 UTC Mar 14 2834

Certificate
: Available
cate Serial Number (hex): @2
ficate Usage: General Purpose
Issuer:
0% <prganizational-unit>
cn= <common-name>

Subject:
Name :
Serial Mumber: 9217PVKUQ2B
seriallumber=9217PVKUQ2B+hostnamesstandalone
o= <organizational-unit>
cn= <COMMON-Name>

Validity Date:

Assoclated TrusTOOIATS: <trustpo

start date: 15:55:23 UTC Mar 14 2024
+ 5218 . 2

Assaciated Trustpoints: <trustpoint>

Storage: nvram:CiscoVirtual#2.cer

Storage: nvram:CiscoVirtual#lCA.cer

FO|

—

J\OI'

PEXH fEM

CLIOIA:

<#root>
WLC# show crypto pki certificate

[<certificate>]

CA Certificate
Status: Available
Certificate Serial Number (hex): 01
Certificate Usage: Signature
Issuer:
cn=<Common Name>
o=<0rganizational Unit>
Subject:
cn=<Common Name>
o=<0rganizational Unit>
Validity Date:

start date: <start-date>

end date: <end-date>

Associ ated Trustpoints: <trustpoint>

ARl WebAuth DH7HE == ol M AL ot7| ol M=HEH QIS M7E SHHEXI, J2|11 74 IPv4 34
E 0|&0| 215 2| CN(Common Name)t U x|5t= K| EQIGHAAIL.

b

GUIOIM Ch2 1t Z 0| & A|=|o{oF BfLICH.



|=
c>

> Web Auth(® 15)2 o|S&fL|ct.

1. Configuration(Z1Z|12{| 0| M) > Security(= 2t)
2. S50 AHSE o7 S MENEFL|CE.
3. AZ X|I™H Y 71 IPv4 ZAE O|F0| SHIEX| &QlghL|ct.

Paramater-mag Mame global
Wit HTTD eofinsctions Trstpaint P
tual IPvd Hostrame ]

—
vt Wb Auth |
Parameter Map Name
0O et 1w
' t 120 <emtificate-CH:
[u]
0
[}

Banner Configuration

N IPSESRE

CLI0A:

<ffroot>
section paramter-map type

WLC# show run |

<type> <nane>
parameter-map type

<type> <nane>

[...]
virtual-ip ipv4
<unrout abl e-i p> <certifi cat e-conmon- nanme>

trustpoint

<t rust poi nt >

Rl

ZZd 2 o|_|§ EJH

rkl


https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/web-authentication/b-configuring-web-based-authentication-on-cisco-catalyst-9800-series-controllers/m-local-web-authentication-configuration.html#Cisco_Task.dita_8be461c4-da44-4779-ab7d-292cd562ef15
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https://www.cisco.com/c/en/us/products/wireless/embedded-wireless-controller-on-catalyst-access-points/index.html#~products
https://www.cisco.com/c/en/us/products/wireless/embedded-wireless-controller-on-catalyst-access-points/index.html#~products
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/216121-custom-web-authentication-on-catalyst-98.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/216121-custom-web-authentication-on-catalyst-98.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/7-4/configuration/guides/consolidated/b_cg74_CONSOLIDATED/m_configuring_virtual_interfaces.pdf
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