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Catalyst 98002| 802.1x SSID Zdxz|zf|o|M L Ex| siZof| Ciet XkAIEH LH& 2 Configure 802.1X
Authentication on Catalyst 9800 Wireless Controller Series Z1I|18|0|41 7}0|EE &I XS AAIL.
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CLIOo| M:

WLC#configure terminal

WLC(config)#wlan DACL_DOT1X_SSID 2 DACL_DOT1X_SSID
WLC(config-wlan)#security dotlx authentication-Tist DOT1X
WLC(config-wlan)#no shutdown
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CLIOo| M:

WLC#configure terminal

WLC(config)#wireless profile policy DACL-8021X
WLC(config-wireless-policy)#aaa-override
WLC(config-wireless-policy)#vlan VLAN_1413
WLC(config-wireless-policy)#no shutdown

3CHA| M2 = 2 ulelnt SSIDE AF2El A 0] &hershu|ct.
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CLIOo| M:

WLC#configure terminal

WLC(config)#wireless tag policy default-policy-tag
WLC(config-policy-tag)#description "default policy-tag"
WLC(config-policy-tag)#wlan DACL_DOT1X_SSID policy DACL-8021X

CIR22E 7bs8 ACL2 ISE2H WLC 7He| RADIUS 1 #Hoi| A VSA(Vendor Specific Attributes)& &
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WLC#configure terminal
WLC(config)#radius-server vsa send authentication
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CLIOoA:

WLC#configure terminal
WLC(config)#aaa authorization network default group radius
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Dictiomaries Conditions Results

Authentication 5
et Downloadable ACLs
I Authorization ~ I l Selected 0 Tatal ¥ | &
Autharlzatlan Prafil ) ) .
A7 Edit ] Duplicate f Detete \ e
I Downloadatie AGL: I
1 Name Description
Profiling m ACL_USER ACL assigned to USERT
Posture 3 O DENY_ALL_IPV4_TRAFFIC Deny all ipvé traffic
O DENY_ALL_IPVE_TRAFFIC Deny all ipvE traffic
Client Provi ing
O PERMIT_ALL_IPV4_TRAFFIC Allow all ipvd Traffic
O PERMIT_ALL_IPVE_TRAFFIC Allow all ipvs Traffic
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ACLE X|E|X| et&Lch EtAM CWA 3 Z 20l M A}%EI:
WLC Zix|2ef|o|AMoi A & o|5HoF &FLCt.

show run wlan

show run aaa

show aaa servers

show ap config general

show ap name <ap-name> config general

show ap tag summary

show ap name <AP-name> tag detail

show wlan { summary | id | nme | all }

show wireless tag policy detailed <policy-tag-name>

show wireless profile policy detailed <policy-profile-name>
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# show access-T1ists { acl-name }

017|M= o] ofjoi| sfEst= WLC ZdxZ|2golMel| gd RES FHZELICH

aaa new-model
!
!
aaa group server radius authz-server-group
server name DACL-RADIUS
!
aaa authentication Togin default Tocal
aaa authentication dotlx default group radius
aaa authentication dotlx DOT1X group radius
aaa authorization exec default Tocal
aaa authorization network default group radius
!
!
aaa server radius dynamic-author
client <ISE IP>
|
aaa session-id common
!
[...]
vlan 1413
name VLAN_1413
!
[...]
radius server DACL-RADIUS
address ipv4 <ISE IP> auth-port 1812 acct-port 1813
key 6 aHaOSX[QbbEHURGW cXiGAUE]CR]JAPVANTfcbROb
!
!
[...]
wireless profile policy DACL-8021X
aaa-override
vlan VLAN_1413
no shutdown
[...]
wireless tag policy default-policy-tag
description "default policy-tag"
wlan DACL_DOT1X_SSID policy DACL-8021X
[...]
wlan DACL_DOT1X_SSID 2 DACL_DOT1X_SSID
security dotlx authentication-Tist DOT1X
no shutdown

RADIUS AtH Z1Z|22{|0|440| E A|E|0, show running-config all B S AL25H04 E A|E/LICEH

WLC#show running-config all | s radius-server
radius-server attribute 77 include-in-acct-req
radius-server attribute 77 include-in-access-req
radius-server attribute 11 default direction out



radius-server attribute nas-port format a
radius-server attribute wireless authentication call-station-id ap-macaddress-ssid
radius-server dead-criteria time 10 tries 10
radius-server cache expiry 24 enforce hours
radius-server transaction max-tries 8
radius-server retransmit 3

radius-server timeout 5

radius-server ipc-1limit in 10

radius-server ipc-1limit done 10
radius-server vsa send accounting
radius-server vsa send authentication

=X sz

MIAzAE

« ZCIOIUET FEE 802.1X SSIDO| SHIEH AZE = U=K| EHUFLICH

+  RADIUS access-request/acceptOl] {8 AVP(E -2t #7F Z &t Elof QeX| &olstL|ct
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L

=
—
g}
rie
[
il
I
iU}
il

EY FM 20t0|¢EN dACLO| 2HIZAH EE IR =X & 15t2{™H E A|E CHE show wireless client mac-addr ess <H.H.H> detail
HY S ASELICH 07]|0f M Z2to|RIE ALEXE OIF, 4EH, B Z 2T WLAN X 7HY 58 #EQIACSACLI 22 THY st 7
S8t 2 e HEE £ = A&LICh

<#root>

WL C#show wireless client mac-address 08be.ac14.137d detail Client MAC Address : 08be.ac14.137d Client MAC Type : Universally Administered Addr
Cient Usernane : USER1

AP MAC Address : f4db.e65e.7bcO AP Name: AP4800-E

Client State : Associated Policy Profile : DACL-8021X

Wireless LAN Id: 2

WLAN Profile Name: DACL_DOT1X SSID Wrel ess LAN Network Name (SSID): DACL_DOT1X_SSI D

BSSID : f4db.e65e.7bc0 Association Id : 1 Authentication Algorithm : Open System Client Active State
Client ACLs : None Policy Manager State: Run

Last Policy Manager State : IP Learn Complete Client Entry Create Time : 35 seconds Policy Type : WPA2
VLAN : VLAN 1413

[...] Session Manager: Point of Attachment : capwap_90000012 IIF ID : 0x90000012 Authorized : TRUE Sess

SM State : AUTHENTI CATED



SM Bend State : IDLE Local Policies:

Service Tenplate : wW an_svc_DACL-8021X local (priority 254) VLAN : VLAN 1413 Absolute-Tiner : 28800

Server Policies:

ACS ACL : xACSACLx- | P- ACL_USER1- 65e89aab

Resultant Policies:

ACS ACL : XxACSACLx- | P-ACL_USER1- 65e89aab VLAN Name : VLAN 1413 VLAN : 1413 Absol ute-Timer : 28800

[...]

WLC Show H2

34Xl Catalyst 9800 WLC Z4I|12|0|M Q| UL QI B E ACLE 2 24™ show accesslists BE 2 AL & = Q&LICH o] BHE2 ZH=E
HO|El B E ACL =& WLCHM CIH2ZESH dACLS LFEEFLICH wiLeol |3l ISEMM CIRZE E ZE dACLE Alg ZraLcH

XACSACLX-IP-<ACL_NAME>-<ACL_HASH>.




BN OH2EE 7HsE ACL2 2EI0IMET AA R0 YT M QIZEtol M AL SHE B T oMol ol U&LICH
dACLE AHE5HE OHX|2 22t0|MET QIZ2HE HLEAFORAF dACL O] ZAX|ZEf| o]0l M &I 7HE LI

W.C#show access-Iists
Extended | P access list |P-Adm V4-1|nt-ACL-gl obal
[...]
Extended | P access |ist |P-Adm V4- LOGOUT- ACL
[...]
Extended | P access list inplicit_deny
[...]
Extended | P access list inplicit_permt
[...]
Extended | P access |ist meraki-fqdn-dns
[...]
Extended | P access |ist preauth-ise
[...]
Extended | P access |ist preauth_v4
[...]
Ext ended | P access |ist xACSACLx-|P-ACL_ USERL- 65e89aab
1 deny ip any host 10.48.39.13
2 deny ip any host 10.48.39.15
3 deny ip any host 10.48.39. 186
4 permit ip any any (56 matches)
I Pv6 access list inplicit_deny_v6
[...]
I Pv6 access list inplicit_permt_v6
[...]

I Pv6 access |ist preauth_v6

Au|aefolMel EXME sHiAsts St HolE dACLE g alor 5ti= SCto|UEo] CHEt AAtd FXg +EE & U&LICH Z2t0l
I E 08be.ac14.137d0| CHEH 22t0|AUE HAE Z2MA S FAHY FHo| 0|22 FES E{FE ZIE T EAFLICL

<#root>

24/ 03/ 28 10: 43:04. 321315612 {wncd_x_RO-0}{1}: [client-orch-sn] [19620]: (note): MAC. 08be.acl4.137d Assc


https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId-2010809796
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId-2010809796

2024/03/28 10:43:04.321414308 {wncd_x_R0O-0}{1}: [cTlient-orch-sm] [19620]: (debug): MAC: 08be.acl4.137d

2024/ 03/ 28 10: 43: 04. 321464486 {wncd_x_R0-0}{1}: [client-orch-state] [19620]: (note): MAC: 08be.acl4. 137c

2024/ 03/ 28 10: 43: 04. 322185953 {wncd_x_RO-0}{1}: [dot11l] [19620]: (note): MAC. 08be.acl4.137d Associ ati or

2024/ 03/ 28 10:43: 04. 322199665 {wncd_x_RO-0}{1}: [dot11] [19620]: (info): MAC. 08be.acl4.137d DOT11l state

2024/ 03/ 28 10: 43: 04. 322860054 {wncd_x_R0-0}{1}: [client-orch-sm [19620]: (debug): MAC. 08be.acl4.137d

2024/ 03/ 28 10: 43: 04. 322881795 {wncd_x_R0-0}{1}: [client-orch-state] [19620]: (note): MAC. 08be.acl4. 137c

2024/ 03/ 28 10:43:04.323379781 {wncd_x_RO-0}{1}: [client-auth] [19620]: (info): MAC. 08be.acl4.137d Ci er



2024/ 03/ 28 10: 43: 04. 330181613 {wncd_x_R0-0}{1}: [client-auth] [19620]: (info): MAC. 08be.acl4.137d Ci er

2024/03/28 10:43:04.353413199 {wncd_x_R0-0}{1}: [auth-mgr-feat_wireless] [19620]: (info): [08be.acl14.13

2024/03/28 10:43:04.353414496 {wncd_x_R0-0}{1}: [auth-mgr-feat_wireless] [19620]: (info): [08be.acl14.13

2024/ 03/ 28 10: 43: 04. 353438621 {wncd_x_R0-0}{1}: [client-auth] [19620]: (note): MAC. 08be.acl4.137d L2 Al

2024/ 03/ 28 10: 43: 04. 353443674 {wncd_x_RO-0}{1}: [client-auth] [19620]: (info): MAC. O08be.acl4.137d Ci er

2024/ 03/ 28 10:43: 04.381397739 {wncd_x_R0-0}{1}: [radius] [19620]: (info): RADI US: Send Access-Request tc

2024/03/28 10:43:04.381411901 {wncd_x_RO-0}{1}: [radius] [19620]: (info): RADIUS: authenticator e9 8b e

2024/ 03/ 28 10: 43: 04. 381425481 {wncd_x_RO-0}{1}: [radius] [19620]: (info): RADIUS: User-Name [1] 7 "USER

2024/03/28 10:43:04.381430559 {wncd_x_R0-0}{1}: [radius] [19620]: (info): RADIUS: Service-Type [6] 6 Fr



2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28

2024/ 03/ 28

2024/03/28
2024/03/28
2024/03/28

2024/ 03/ 28

2024/ 03/ 28

2024/03/28
2024/03/28
2024/03/28

2024/ 03/ 28

2024/03/28

2024/ 03/ 28

10:
10:
10:
10:
10:
10:
10:
10:
10:

10:

10:
10:
10:

10:

10:

10:
10:
10:

10:

10:

10:

43:
43:
43:
43:
43:
43:
43:
43:
43:

43:

43;

43

43;

43:

43:

43:
43:
43:

43:

43;

43:

04.

04

04

04

04.

04.
:04.
04.

04.

04.

04

04.

04.

04.

381433583

.381437476
04.
04.

381440925
381452676

.381466839
04.
04.

381482891
381486879

.381489488
04.

381491463

381494016

381495896
381498320
381500186

381502409

381506029

.381509052
04.
04.

381511493
381513163

381515481

381517373

381519675

{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:

{wncd_x_R0O-0}{1}:

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_R0O-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_R0-0}{1}:

{wncd_x_RO-0}{1}:

[radius] [19620]: (info):
[radius] [19620]: (info):
[radius] [19620]: (info):
[radius] [19620]: (info):
[radius] [19620]: (info):
[radius] [19620]: (info):
[radius] [19620]: (info):
[radius] [19620]: (info):
[radius] [19620]: (info):
[radius] [19620]: (info):
[radius] [19620]: (info):
[radius] [19620]: (info):
[radius] [19620]: (info):
[radius] [19620]: (info):
[radius] [19620]: (info):
[radius] [19620]: (info):
[radius] [19620]: (info):
[radius] [19620]: (info):
[radius] [19620]: (info):
[radius] [19620]: (info):

[radius] [19620]: (info):

RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:

RADI US:

RADIUS:
RADIUS:
RADIUS:

RADI US:

RADI US:

RADIUS:
RADIUS:
RADIUS:

RADI US:

RADIUS:

RADI US:

Vendor, Cisco [26] 27
Cisco AVpair [1] 21 "
Framed-MTU [12] 6 148
EAP-Message [79] 12 .
Message-Authenticator
EAP-Key-Name [102] 2

Vendor, Cisco [26] 49
Cisco AVpair [1] 43 "
Vendor, Cisco [26] 20

Cisco Avpair [1] 14 "r

Vendor, Cisco [26] 32
Cisco AVpair [1] 26 "
Vendor, Cisco [26] 20

Cisco AVpair [1]

14 "\

NAS- | P- Address [4] 6 !

NAS-Port-Type [61] 6
NAS-Port [5] 6 3913
Vendor, Cisco [26] 39

Cisco Avpair [1] 33 "¢

Vendor, Cisco [26] 41

Cisco Avpair [1] 35 "\



2024/03/28
2024/03/28
2024/03/28
2024/03/28

2024/ 03/ 28

2024/03/28
2024/03/28
2024/03/28
2024/03/28
[...]

2024/ 03/ 28

2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28

2024/ 03/ 28

2024/03/28

2024/ 03/ 28

10:
10:
10:
10:

10:

10:
10:
10:
10:

10:

10:
10:
10:
10:
10:
10:

10:

10:

10:

43:
43:
43:
43:

43:

43:
43:
43:
43:

43:

43:
43:
43:
43:
43:
43:

43:

43:

43:

04.
04.
04.
04.

04.

04.
04.
04.
04.

04.

04.
04.
04.
04.
04.
04.

04.

04.

04.

381522158
381524583
381532045
381534716

381537215

381539951
381542233
381544465
381619890

392544173

392557998
392564273
392615218
392628179
392738554
726798622

726801212

726896276

726905248

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:

{wncd_x_R0-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

[radius]
[radius]
[radius]
[radius]

[ radi us]

[radius]
[radius]
[radius]
[radius]

[ radi us]

[radius]
[radius]
[radius]
[radius]
[radius]

[19620]:
[19620]:
[19620]:
[19620]:

[19620] :

[19620]:
[19620]:
[19620]:
[19620]:

[ 19620] :

[19620]:
[19620]:
[19620]:
[19620]:
[19620]:

[dotlx] [19620]:

[ dot 1x]

[ 19620] :

[dotlx] [19620]:

[ dot 1x]

[19620] :

(info):
(info):
(info):
(info):

(info):

(info):
(info):
(info):
(info):

(info):

(info):
(info):
(info):
(info):
(info):

(info):

(info):

(info):

(info):

RADIUS:
RADIUS:
RADIUS:
RADIUS:

RADI US:

RADIUS:
RADIUS:
RADIUS:
RADIUS:

RADI US:

RADIUS:
RADIUS:
RADIUS:
RADIUS:

Called-Station-Id [30
Calling-Station-Id [3
Vendor, Airespace [26
Airespace-WLAN-ID [1]

Nas-ldentifier [32] 17

wlan-group-cipher [18
wlan-pairwise-cipher[
wlan-akm-suite [188]

Started 5 sec timeout

Received fromid 1812/

authenticator 08 6d f
State [24] 71 ...

EAP-Message [79] 8 ..
Message-Authenticator

Valid Response Packet, Free t

[08be.acl4.137d:capwap_9000001

[ 08be. ac14. 137d: capwap_9000001~

[08be.acl4.137d:capwap_9000001

[ 08be. ac14. 137d: capwap_9000001~



2024/ 03/ 28 10:43: 04. 727138915 {wncd_x_R0-0}{1}: [dot1x] [19620]: (info): [08be.acl4.137d: capwap_9000001:

2024/ 03/ 28 10:43:04.727148212 {wncd_x_RO-0}{1}: [auth-ngr] [19620]: (info): [08be.acl4. 137d: capwap_9000(

2024/03/28 10:43:04.727164223 {wncd_x_R0-0}{1}: [auth-mgr] [19620]: (info): [08be.acl4.137d:capwap_9000
2024/03/28 10:43:04.727169069 {wncd_x_R0O-0}{1}: [auth-mgr] [19620]: (info): [08be.acl4.137d:capwap_9000

2024/ 03/ 28 10:43:04. 727223736 {wncd_x_RO-0}{1}: [aaa-attr-inf] [19620]: (info): Applying Attribute : use

2024/03/28 10:43:04.727233018 {wncd_x_R0-0}{1}: [aaa-attr-inf] [19620]: (info): Applying Attribute : cl
2024/03/28 10:43:04.727234046 {wncd_x_R0O-0}{1}: [aaa-attr-inf] [19620]: (info): Applying Attribute : EA
2024/03/28 10:43:04.727234996 {wncd_x_R0O-0}{1}: [aaa-attr-inf] [19620]: (info): Applying Attribute : Me
2024/03/28 10:43:04.727236141 {wncd_x_R0O-0}{1}: [aaa-attr-inf] [19620]: (info): Applying Attribute : EA
M$OVFI [Po«? %y0?a@<™CNbWT6\E&\q- 1U+QB-2®”% [INv?"

2024/ 03/ 28 10: 43: 04. 727246409 {wncd_x_R0-0}{1}: [aaa-attr-inf] [19620]: (info): Applying Attribute : G

2024/ 03/ 28 10:43: 04. 727509267 {wncd_x_R0-0}{1}: [auth-ngr] [19620]: (info): [08be.acl4. 137d: capwap_9000(



2024/ 03/ 28

2024/03/28
2024/03/28

2024/ 03/ 28

2024/03/28
2024/03/28
2024/03/28

2024/ 03/ 28

2024/03/28
2024/03/28
[...]

2024/ 03/ 28

2024/03/28

2024/ 03/ 28

10:

10:
10:

10:

10:
10:
10:

10:

10:
10:

10:

10:

43:

43
43

43:

43;
43;
43;

43:

43:
43:

43:

43:

04.

04.
.728003638 {wncd_x_R0-0}{1}:

04

04.

04.
04.
04.

04.

04.
04.

04.

04.

727513133 {wncd_x_R0-0}{1}:

727607738 {wncd_x_RO-0}{1}:

728144450 {wncd_x_RO-0}{1}:

728161361 {wncd_x_R0O-0}{1}:
728177773 {wncd_x_R0O-0}{1}:
728184975 {wncd_x_R0-0}{1}:

728218783 {wncd_x_RO- 0} {1}:

729005675 {wncd_x_R0O-03}{1}:
729019215 {wncd_x_RO-0}{1}:

729422929 {wncd_x_RO-0}{1}:

.729428175 {wncd_x_R0-03}{1}:

729432771 {wncd_x_RO-0}{1}:

2024/ 03/ 28 10: 43: 04. 729435487 {wncd_x_RO- 0}{ 1} :

[auth-ngr] [19620]: (info): [08be.acl4.137d: capwap_9000C(

[svm] [19620]: (info): SVM_INFO: SVM Apply user profile
[svm] [19620]: (info): SVM_INFO: Activating EPM feature

[epm misc] [19620]: (info): [08be.acl4.137d: capwap_9000C

[epm] [19620]: (info): [08be.acl4.137d:capwap_90000012]

[epm] [19620]: (info): [08be.acl4.137d:capwap_90000012]
[epm] [19620]: (info): [08be.acl4.137d:capwap_90000012]
[epmacl] [19620]: (info): [08be.acl4. 137d: capwap_90000C
[epm] [19620]: (info): [08be.acl4.137d:capwap_90000012]

[svm] [19620]: (info): SVM_INFO: Response of epm is ASY

[radius] [19620]: (info): RADI US: Send Access- Request tc

[radius] [19620]: (info): RADIUS: authenticator 20 06 3

[radius] [19620]: (info): RADI US: NAS-IP-Address [4] 6 1

[radius] [19620]: (info): RADIUS: User-Name [1] 32 "#ACS



2024/03/28

2024/ 03/ 28

2024/03/28

2024/ 03/ 28

2024/03/28
2024/03/28

2024/ 03/ 28

2024/03/28

2024/ 03/ 28

2024/03/28
2024/03/28

2024/ 03/ 28

10:

10:

10:

10:

10:

10:

10:

10:

10:

10:

43:

43:

43;

43:

43:
43:

43:

43:

143
143

43:

04.

04.

04.

04.

04.
04.

04.

:04.

04.

04.
04.

04.

729437912 {wncd_x_RO-0}{1}:

729440782 {wncd_x_RO-0}{1}:

729442854 {wncd_x_R0O-0}{1}:

729445280 {wncd_x_RO- 0}{1}:

729447530 {wncd_x_RO-0}{1}:
729529806 {wncd_x_R0-03}{1}:

731972466 {wncd_x_RO-0}{1}:

731979444 {wncd_x_RO-0}{1}:

731983966 {wncd_x_RO-0}{1}:

731986470 {wncd_x_R0O-0}{1}:
732032438 {wncd_x_R0O-0}{1}:

732048785 {wncd_x_RO- 0}{1}:

[radius] [19620]:

[ radi us]

[radius] [19620]:

[ radi us]

[radius] [19620]:
[radius] [19620]:

[ radi us]

[radius] [19620]:

[ radi us]

[radius] [19620]:
[radius] [19620]:

[ radi us]

[19620] :

[ 19620] :

[19620] :

[19620] :

[19620] :

(info):

(info):

(info):

(info):

(info):
(info):

(info):

(info):

(info):

(info):
(info):

(info):

RADIUS:

RADI US:

RADIUS:

RADI US:

RADIUS:
RADIUS:

RADI US:

RADIUS:

RADI US:

RADIUS:
RADIUS:

RADI US:

Vendor, Cisco [26] 32

Cisco Avpair [1] 26 "¢

Vendor, Cisco [26] 30

Cisco Avpair [1] 24 "

Message-Authenticator
Started 5 sec timeout

Received fromid 1812/

authenticator 2a 24 8

User-Name [1] 32 "#ACS

Class [25] 75 ...
Message-Authenticator

Vendor, Cisco [26] 47



2024/ 03/ 28 10: 43: 04. 732051657 {wncd_x_R0-0}{1}: [radius] [19620]: (info): RADIUS: Ci sco AVpair [1] 41 "i

2024/ 03/ 28 10: 43: 04. 732053782 {wncd_x_R0-0}{1}: [radius] [19620]: (info): RADIUS: Vendor, Ci sco [26] 47

2024/ 03/ 28 10: 43: 04. 732056351 {wncd_x_RO-0}{1}: [radius] [19620]: (info): RADIUS: C sco AVpair [1] 41 "i

2024/ 03/ 28 10: 43: 04. 732058379 {wncd_x_R0-0}{1}: [radius] [19620]: (info): RADIUS: Vendor, Cisco [26] 48

2024/ 03/ 28 10: 43: 04. 732060673 {wncd_x_R0O-0}{1}: [radius] [19620]: (info): RADIUS: Ci sco AVpair [1] 42 "i

2024/ 03/ 28 10: 43: 04. 732062574 {wncd_x_R0-0}{1}: [radius] [19620]: (info): RADIUS: Vendor, Ci sco [26] 36



2024/ 03/ 28

2024/03/28
[...]

2024/ 03/ 28

2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28

2024/ 03/ 28

10:

10:

10:

10:
10:
10:
10:
10:
10:

10:

43:

43;

43:

43:
43:
43:
43:
43:
43:

43:

04.

04.

04.

04.
04.
04.
04.
04.
04.

04.

2024/03/28 10:43:04
2024/03/28 10:43:04
M$OVFI [Po«? %y0?a@<™CNbWT6\E&\q- 1U+QB-2©”% [INv?"
2024/03/28 10:43:04.733091441 {wncd_x_R0O-0}{1}:

732064854 {wncd_x_RO-0}{1}:

732114294 {wncd_x_R0-0}{1}:

733046258 {wncd_x_RO- 0} {1}:

733058380 {wncd_x_R0O-03}{1}:
733064555 {wncd_x_R0O-03}{1}:
733065483 {wncd_x_R0O-03}{1}:
733066816 {wncd_x_R0O-03}{1}:
733068704 {wncd_x_R0O-0}{1}:
733069947 {wncd_x_R0O-0}{1}:

733070971 {wncd_x_RO- 0}{1}:

733079208 {wncd_x_RO-0}{1}:
733080328 {wncd_x_RO-0}{1}:

2024/ 03/ 28 10: 43: 04. 733092470 {wncd_x_RO-0}{1}:

2024/ 03/ 28 10: 43: 04. 733396045 {wncd_x_RO- 0} {1} :

[ radi us]

[19620] :

(info):

RADI US: Cisco Avpair [1] 30 "

[radius] [19620]: (info): Valid Response Packet, Free t

[ 08be. ac14. 137d]

[svm [19620]: (info):
[aaa-attr-inf] [19620]: (info):
[aaa-attr-inf] [19620]: (info):
[aaa-attr-inf] [19620]: (info):
[aaa-attr-inf] [19620]: (info):
[aaa-attr-inf] [19620]: (info):
[aaa-attr-inf] [19620]: (info):
[aaa-attr-inf] [19620]: (info):
[aaa-attr-inf] [19620]: (info):
[aaa-attr-inf] [19620]: (info):
[aaa-attr-inf] [19620]: (info):
[aaa-attr-inf] [19620]: (info):
[auth-ngr] [19620]: (info):

Applied
Applied
Applied
Applied
Applied
Applied

Appl i ed

Applied
Applied

Applied

Appl i ed

Appl i ed User

User
User
User
User
User
User

User

User
User

User

User

Pr

Profile:
Profile:
Profile:
Profile:
Profile:
Profile: i

n=<=<

=]

Profile:

Profile: c
Profile: E

Profile: e

Profile: G ¢

[ 08be. acl14. 137d: capwap_9000¢



2024/03/28 10:43:04.733486604 {wncd_x_RO-0}{1}:

2024/ 03/ 28 10: 43: 04. 734665244 {wncd_x_RO-0}{1}:

2024/03/28 10:43:04.734894043 {wncd_x_RO-0}{1}:
2024/03/28 10:43:04.734904452 {wncd_x_RO-0}{1}:

2024/ 03/ 28 10: 43: 04. 734915743 {wncd_x_RO- 0} { 1} :

2024/ 03/ 28 10: 43: 04. 740499944 {i osrp_RO-0}{1}:

2024/ 03/ 28 10: 43: 04. 742238941 {i osrp_RO-0}{1}:

2024/ 03/ 28 10: 43: 04. 744387633 {i osrp_RO-0}{1}:

[client-auth] [19620]: (note): MAC: 08be.acl4.137d L2 A

[client-auth] [19620]: (info): MAC. 08be.acl4.137d Cier

(info): MAC: 08be.acl4.137d E
(info): MAC: 08be.acl4.137d C

[cTient-keymgmt] [19620]:
[cTient-keymgmt] [19620]:

[dot 1x] [19620]: (info): [08be.acl4.137d: capwap_90000012
[ parser _cnd] [26311]: (note): id= consol e@onsol e: user=
[og] [26311]: (info): OG PI_ACL_I NFG ogacl _configured: /

[ parser _cnd] [26311]: (note): id= consol e@onsol e: user=



2024/ 03/ 28 10: 43: 04. 745245318 {i osrp_RO-0}{1}: [buginf] [26311]: (debug): AUTH FEAT-I|AL-EVENT: epm acl

2024/03/28 10:43:04.745294050 {iosrp_R0-03}{1}: [buginf] [26311]: (debug): AUTH-FEAT-IAL-EVENT: Allocate

2024/ 03/ 28 10: 43: 04. 745326416 {iosrp_RO-0}{1}: [buginf] [26311]: (debug): AUTH FEAT-I|AL-EVENT: Index in

2024/ 03/ 28 10:43: 04. 751291844 {iosrp_RO-0}{1}: [parser_cnd] [26311]: (note): id= consol e@onsol e: user= ¢

2024/ 03/ 28 10:43: 04. 751943577 {iosrp_RO-0}{1}: [og] [26311]: (info): OG PI_ACL_I NFO ogacl_configured: /

2024/ 03/ 28 10: 43: 04. 752686055 {wncd_x_R0-0}{1}: [client-auth] [19620]: (info): MAC. 08be.acl4.137d Ci er

2024/ 03/ 28 10: 43: 04. 755505991 {iosrp_RO-0}{1}: [parser_cnd] [26311]: (note): id= consol e@onsol e: user= ¢

2024/03/28 10:43:04.756746153 {wncd_x_RO-0}{1}: [mm-transition] [19620]: (info): MAC: 08be.acl4.137d MM
2024/03/28 10:43:04.757801556 {wncd_x_RO-0}{1}: [client-auth] [19620]: (note): MAC: 08be.acl4.137d ADD



2024/ 03/ 28 10: 43: 04. 758843625 {wncd_x_R0-0}{1}: [client-orch-state] [19620]: (note): MAC: 08be.acl4. 137c

2024/ 03/ 28 10: 43: 04. 759064834 {wncd_x_RO-0}{1}: [client-iplearn] [19620]: (info): MAC. 08be.acl4.137d I}

2024/ 03/ 28 10:43:04. 761186727 {i osrp_RO-0}{1}: [buginf] [26311]: (debug): AUTH FEAT-I|AL-EVENT: epm acl |

2024/ 03/ 28 10: 43: 04. 761241972 {iosrp_RO-0}{1}: [buginf] [26311]: (debug): AUTH FEAT-I|AL-EVENT: Index in

2024/ 03/ 28 10:43: 04.763131516 {wncd_x_RO-0}{1}: [client-auth] [19620]: (info): MAC. 08be.acl4.137d di er

2024/ 03/ 28 10: 43: 04. 764575895 {iosrp_RO-0}{1}: [parser_cnd] [26311]: (note): id= consol e@onsol e: user= ¢



2024/ 03/ 28 10: 43: 04. 764755847 {iosrp_RO-0}{1}: [og] [26311]: (info): OG PI_ACL_|I NFO ogacl_configured: /

2024/ 03/ 28 10: 43: 04. 769965195 {iosrp_RO-0}{1}: [parser_cnd] [26311]: (note): id= consol e@onsol e: user= ¢

2024/ 03/ 28 10:43:04. 770727027 {iosrp_RO-0}{1}: [parser_cnd] [26311]: (note): id= consol e@onsol e: user= ¢

2024/ 03/ 28 10:43: 04.772314586 {iosrp_RO-0}{1}: [buginf] [26311]: (debug): AUTH FEAT-I|AL-EVENT: epm acl

2024/ 03/ 28 10:43:04. 772362837 {iosrp_RO-0}{1}: [buginf] [26311]: (debug): AUTH FEAT-IAL-EVENT: Index in

2024/ 03/ 28 10:43:04. 773070456 {iosrp_RO-0}{1}: [parser_cnd] [26311]: (note): id= consol e@onsol e: user= ¢



2024/ 03/ 28 10:43: 04. 773661861 {iosrp_RO-0}{1}: [og] [26311]: (info): OG PI_ACL_|INFO ogacl_configured: /

2024/ 03/ 28 10:43: 04. 775537766 {iosrp_RO-0}{1}: [parser_cnd] [26311]: (note): id= consol e@onsol e:user= ¢

2024/ 03/ 28 10:43:04. 777154567 {iosrp_RO-0}{1}: [parser_cnd] [26311]: (note): id= consol e@onsol e: user= ¢

2024/ 03/ 28 10:43:04. 778756670 {iosrp_RO-0}{1}: [buginf] [26311]: (debug): AUTH FEAT-I|AL-EVENT: epm acl |

2024/ 03/ 28 10:43:04. 778807076 {iosrp_RO-0}{1}: [buginf] [26311]: (debug): AUTH FEAT-I|AL-EVENT: Index in

2024/ 03/ 28 10:43: 04. 778856100 {i osrp_RO-0}{1}: [npls_ldp] [26311]: (info): LDP LLAF: Registry notificati



2024/ 03/ 28 10: 43: 04. 779401863 {i osrp_RO-0}{1}:

2024/ 03/ 28 10: 43: 04. 779879864 {i osrp_R0O-0}{1}:

2024/ 03/ 28 10: 43: 04. 780510740 {i osrp_RO-0}{1}:

2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28

10:
10:
10:
10:
10:
10:
10:
10:
10:

43:
43:
43:
43:
43:
43:
43:
43:
43:

04.
04.
04.
04.
04.
04.
04.
04.
04.

786433419
786523172
787787313
788160929
788491833
788576063
788741337
788761575
788877999

{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:

2024/ 03/ 28 10:43: 04. 789333126 {wncd_x_RO-0}{1}:

2024/03/28 10:43:04.789410101 {wncd_x_RO-0}{1}:

2024/ 03/ 28 10: 43: 04. 789622587 {wncd_x_RO-0}{1}:

2024/03/28 10:43:04.789632684 {wncd_x_RO-0}{1}:

[ parser _cnd] [26311]: (note): id= consol e@onsol e: user=
[og] [26311]: (info): OG PI_ACL_I NFG ogacl _configured: /
[ parser _cnd] [26311]: (note): id= consol e@onsol e: user=

[sisf-packet] [19620]: (info): RX: DHCPv4 from interfac
[sisf-packet] [19620]: (info): TX: DHCPv4 from interfac
[sisf-packet] [19620]: (info): RX: DHCPv4 from interfac
[sisf-packet] [19620]: (info): TX: DHCPv4 from interfac

[client-ipTearn] [19620]: (note): MAC: 08be.acl4.137d C
[auth-mgr] [19620]: (info): [08be.acl4.137d:capwap_9000
[webauth-sess] [19620]: (info): Change address update,

[auth-mgr-feat_acct] [19620]: (info): [08be.acl4.137d:c
[epm] [19620]: (info): [0000.0000.0000:unknown] HDL = O

[client-iplearn] [19620]: (info): MAC. 08be.acl4.137d I|F

[client-orch-sm] [19620]: (debug): MAC: 08be.acl4.137d

[aaa-attr-inf] [19620]: (info): [ Applied attribute : us

[aaa-attr-inf] [19620]: (info): [ Applied attribute : c



2024/ 03/ 28 10:43: 04. 789642576 {wncd_x_RO-0}{1}: [aaa-attr-inf] [19620]: (info): [ Applied attribute

2024/ 03/ 28 10:43: 04. 789651931 {wncd_x_R0-0}{1}: [aaa-attr-inf] [19620]: (info): [ Applied attribute

2024/03/28 10:43:04.789653490 {wncd_x_R0-0}{1}: [aaa-attr-inf] [19620]: (info): [ Applied attribute

O

: bsr

HE

2024/03/28 10:43:04.789735556 {wncd_x_R0O-0}{1}: [ewlc-qos-client] [19620]: (info): MAC: 08be.acl4.137d
2024/03/28 10:43:04.789800998 {wncd_x_R0-0}{1}: [rog-proxy-capwap] [19620]: (debug): Managed client RUN

2024/ 03/ 28 10:43: 04. 789886011 {wncd_x_R0-0}{1}: [client-orch-state] [19620]: (note): MAC. 08be.acl4d. 137c
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https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId--373065109
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId--373065109

Access-Request id Duplicate Request

Frame 48835: 617 bytes on wire (4936 bits), 617 bytes captured (4936 bits)
Ethernet II, Src: Cisco_b2:fe:ff (@@:le:f6:b2:fe:ff), Dst: VMware_Bd:@l:ec (@@:508:56:8d:01:ec)
802.10Q Virtual LAN, PRI: @, DEI: @, ID: 39
Internet Protocol Version 4, Src: 10.48.39.138, Dst: 10.48.39.134
User Datagram Protocol, Src Port: 63772, Dst Port: 1812
RADIUS Protocol
Code: Access-Request (1)
Packet identifier: @x5c (92)
Length: 571
Authenticator: 3642d8733b9fb2ac19Bd80edfafaffTl

Attribute Value Pairs

AVP: t=lser-Name(1) =7 val=USER1
AVP: t=Service-Type(B) 1=b val=Framed(2)
teVendor-Specific(26) 1=27 wndmciscoSystems(9)
t=Framed-MTU(12) 1=6 val=1485
t=EAP-Hessage(79) 1=48 Last Segment[1]
t=Message-Authenticator(88) 1=18 val=cdc761262dc47e00de31bbRE09dal35T
EAP-Key-Hame(182) 1=2 vals
: t=Vendor-Specific(26) 1=49 wnd=ciscoSystems(9)
: t=Vendor=Specific(26) 1=28 wnd=ciscoSystems(9)
: t=Framed-IP-Address(8) 1=6 val=18.14.13.240
t=Vendor-Specific(26) 1=48 vnd=
t=Vendor=Specific(26) 1=32
t=Vendor-Specific(26) 1=28
: teNAS-IP-Address(4) 1=6 val=18.48.39.130
1 t=NAS-Port-Type(61) 1=6 val=Wireless-802.11(19)
: t=NAS-Port(5) 1=6 val=3913
: t=State(24) 1=71 val=333743504d53657373696f6e49443d383232373330304130303030303039463634303335..
: t=Vendor-Specific(26) 1=39 wnd=ciscoSystems(9)
Vendor-Specific(26) 1=41 vnd=ciscoSystems(9)
Called-5tation-Id(38) 1=35 val=f4-db-e6-Se-Th-c@:DACL_DOTIX_SSID
Calling-5tation-Id(31) 1=19 val=@8-be-ac-14-13-7d
Vendor-Specific(26) 1=12 wnd=Airespace, Inc(14179)
MNAS-Identifier(32) 1=17 val=DACL_DOT1X_S5ID
t=Unknown-Attribute(187) 1=6 val=8@efachd
AVP: t=linknown=Attribute(186) 1= val=RAadfachd
® B P irdus sl 48 bries Fockwin: S5ITE - Displayed: 2 (2.0%] - gnorest 1 0.0)

Rl1E 0| 843 5tM RADIUS M= 0{715| AL& At USERL(AVP User-Name) 2 AA
Defined-ACL & "#ACSACL#-|P-ACL_USER1-65e89aab" 0| CH5H access-acceptZ S

Length |ID Sous [
g 9

& g ] g 3 a
4B0. 394 39 19.48.39.134 19.48.39.138 Access-Accept id=92

Frame 48839: 394 bytes on wire (3152 bits), 394 bytes captured (3152 bits)
Ethernet II, Src: WMware 8d:@l:ec (09:58:56:8d:811ec), Dst: Cisco b2:fe:ff (80:le:f6:b2:fe:ff)
802.10 Virtual LAN, PRI: @, DEI: @, ID: 39
Internet Protocol Version 4, Src: 10.48.39.134, Dst: 18.48.39.139
User Datagram Protocol, Src Port: 1812, Dst Port: 63772
RADIUS Protocol
Code: Access-Accept (2)
Packet identifisr: @8x5c (92)
Length: 348
Authenticator: 643ableaba94787735f73678ab53b28a

[Time from request: @.059994@8@ seconds]
Attribute Value Pairs
AVP: t=lser-Name(1) 1=7 val=USER1
AVP: t=Class(25] 1=48 val=434143533a38323237333030413030303030303940383439333541324430097305213439.
tuEAP-Message(79) =6 Last Segment([1]
t=Message-Authent icator(8@) 1=18 val=dedlc27ad41Be8289ddSdE6b29165acET2
t=EAP=Key-Name(182) 1=67 val=\@31f\@a5CHIH\0031VE G6:\0026~00RE6N033q00 750000967 021(60{6"035/s Babidly 027 #hcbbeeFEd
AVP: t=Vendor-Specific(26) 1=66 wnd=ciscoSystems(9)
Type: 26
Length: 66
Vendar I0: ciscaSvstems (9]
~ VSA: t=Cisco-AVPair(1) 1=6@ val=ACS:CiscoSecure-Defined-ACL=#ACSACL#-IP-ACL_USER1-65eB%aab
Type: 1
Length: 6@
Cisco-AVPair: ACS:CiscoSecure-Defined-ACL=#ACSACL#-IP-ACL_USER1-G5ed8%9aab
AVF: T=Wendor=speciticlib) (=58 wnd=MicrosoTt{311)
AVP: t=Vendor-Specific(26) 1=58 wnd=Microsoft(311)

LN ] Taut nem fieat), 63 Dytes Packets: SECTT - Dinplrped: 7 (2.00] - lgnoredt 1 [30%]
DACL CI2E2E

dACLO| o0l wLC ZAx|aio|Me| LR Ol AR AL Aol Al ZHEHSHA| €2 ElD RADIUS M410| S22 ELICH JEX| 2 42
WLCE ACLZ CH2EE3HH RADIUSE A& AEFLICH 0|8 2lsi wLCE O|f#H0ofl= AVP User-Named| dAC OIE #A CSACL#-
IP-ACL_USER1-65e89aah") 2 Al&35104 RADIUS HMA @S MMFFLICH 0|2 B7Hl WLCE 0| access-accept 7+ Cisco AV 4
asacevent=acl-downloadE AF83t0{ ACL CHRZEE A|EHEtCHE W2 RADIUS ME{of| & &iLct.




h |ID Source Destination Info

Length
8037 184 39 18.48.39.138 18.48.39 Access-Request id=81, Duplicate Regquest

Frame BO37: 184 bytes on wire (1472 bits), 184 bytes captured (1472 bits)
Ethernet II, Src: Cisco_b2:fe:ff (@@:le:f6:b2:fe:ff), Dst: VMware Bd:@l:ec (@8:58:56:8d:081:ec)
B892.10 Virtual LAN, PRI: @, DEI: @, ID: 39
Internet Protocol Version 4, Src: 18.48.39.138, Dst: 18.48.309.134
User Datagram Protocel, Src Port: 63772, Dst Port: 1812
~ RADIUS Protocol
Code: Access-Request (1)
Packet identifier: 8x51 (81)
Length: 138
Authenticator: b216948576c8a46a51899e72d@7a9454

Attribute Value Pairs
AVP: t=MNAS-TP-Address(4) 1=6 val=18,48.39,138
AVP: t=User-Name(1l) 1=32 val=#ACSACL#-IP-ACL_USER1-65e80aab
Type: 1
Length: 32
User-Name: #ACSACL#-IP-ACL_USER1-65e8%aab
AVP: t=Vendor-Specific(26) 1=32 wnd=ciscoSystems(9)
AVP: t=Vendor-Specific(26) 1=30 wnd=ciscoSystems(9)
Type: 26
Length: 3@
Vendor ID: ciscoSystems (9)
VSA: t=Cisco-AVPair(1) 1=24 val=aaa:event=acl-download
Type: 1
Length: 24
Cisco-AVPair: aaa:event=acl-download
AVP: t=Message-Authenticator(88) 1=18 val=41da231159246db3f8562868dbfT0af8

E%Eﬁ CHAl MESE RADIUS HAHIA £012 EAE CHE QHE dACLE Z &
acl#<X>=<ACL_RULE>" £& 9| C} £ Cisco AVPO| Z&Z|o] Qe <X>E 7F

39 19.48.39.138 1@.48.39.134
39 19.48.39.134 19.48.39.130 Access-Accept id=81

Frame B@3B: 369 bytes on wire (2952 bits), 369 bytes captured (2952 bits)

Ethernet II, Src: VMware_Bd:@1:ec (@@:58:56:8d:81:ec), Dst: Cisco_b2:fe:ff (80:1le:f6:b2:fe:ff)

£02.1Q Virtual LAM, PRI: @, DEI: @, ID: 39

Internet Protocol Version 4, Src: 10.48.39.134, Dst: 10.48.39.130

User Datagram Protocol, Src Port: 1812, Dst Port: 63772

- RADIUS Protocol
Code: Access-Accept (2)
Packet identifier: 8x51 (81)
Length: 323
Authenticator: 61342164ce39bedbeedB2Bb3cesbhefls

[Time from request: 8.887995888 seconds)
Attribute Value Pairs
AVP: t=User-Nase(1) 1=32 val=#ACSACLE#-IP-ACL USER1-65&89aab
t=Class(25) 1=75 val=434143533a38613330323738366d6242517239445259673447765f436554692F48737050.
t=Message-Authenticator(8@) 1=18 val=a3c4b2@8cdleb47854088232511cd8h72

AVP: t=Vendor-Specific(26) 1=47 wnd=cisceSystems(9)

Type: 26

Length: 47

Vendor ID: ciscoSystems (9)

V5A: t=Cisco-AVPair(l) 1=41 val=ip:inacl#l=deny ip any host 19.48.39.13
AVP: t=Vendor-Specific(26) 1=47 wnd=ciscoSystems(9)

Type: 26

Length: 47

Vendor ID: ciscoSystems (9)

V5A: t=Cisco-AVPair(1l) 1=41 valmip:inacl#2=deny ip any host 18.48.39.15
AVP: t=Vendor-Specific(26) 1=48 wnd=ciscoSystems(9)

Type: 26

Length: 48

Vendor ID: ciscoSystems (3)

VSA: t=Cisco-AVPair(1) 1=42 val=ip:inacl#3=deny ip any host 18.48.39.186
AVP: t=Vendor-Specific(26) 1=36 wnd=ciscoSystems(9)

Type: 26

Length: 36

Vendor ID: ciscoSystems (9]

V5A: t=Cisco-AVPair(1) 1=38 val=ip:inacl#d=permit ip any any

® B RAouUS Prosscal (], 31 ks 2373 - Dlspstiyed: T (0.94]




A CHR2EE ACLY LI8O| WLCH CHREEE F =HE F2 0| ACLE A835te AL8XI7H CHA| QIEE M7+ X| Ol
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Cisco ISE

Overview

Ewent 5200 Authertication succeeded
Usemarme USERY

Endpaint 14 0B:BE-AC:14:13:7D &

Erdpoint Prodile Linknown

Authentication Pakicy
Authorization Policy

Authorization Result

Dofault 3= Dor1X
Dofault >» 802, 1x User 1 dACL

9B00-DOT1X-USERT

Authentication Detalls

Source Timestamp

2074-03-28 05:11:11.036

Received Timestamg 2024-03-28 05:11:11.035
Palicy Server e

Evant 5200 Authanticstion successed
Usemama USERT

User Type User

Erdpoint id 08:BEAC 141370

Calling Station ld
Erdpoint Profile

Authentication kientity
Store

Identity Group

Audit Sassion Id

08-be-ac-14-13-7d

Unkrown

Internal Users

Unkrawn

B227300ADDI0DO0DE4BABEIF

Authentestion Mathad

detlx

Authentication Protocol
Sarvice Type

Network Dewice
Device Type

Lotatian

NAS IPvd Adress

NAS Port Type

PEAR (EAP-MSCHARVE)
Framed

geofland-3800

All Devies Types

Al Letations
10.46.39.130

Wireloss - IEEE 80211

Authorization Profile

9800-DOT1X-USERT

Response Time

36E millisecands

Staps

11001
11017
15049
15008
1507

12500

12625
11006
11om
1oms

123m

12300
12625
11006
1100
nog

12302

123148
12800
12805
12806
12807
12804
12810
12305
11006
110m
nog

12304

12306
11006
100
11018

12304

12305
11006
1100
nog

12304

123148

Fecoived RADIUS Access-Roquast
RADIUS created a new session
Evaluating Policy Group

Evaluating Service Selection Palicy
Extracted EAP-Response/identity

Froparod EAP-Roquest proposing EAR-TLS with
challenge

Valid EAP-Key-Name attrbute recenved
Retumed RADIUS Access-Challenge
Recaived RADUS Accass-Reguast
RADIUS is ro-using an existing sossion

Extracied EAP-Response/MAK requesting 1o use PEAP
instrad

Prepared EAP-Request proposing PEAP with challenge
Valid EAP-Key-Name aitribuste recened

Retismod RADIUS Access- Challengn

Recaived RADIUS Access-Request

RADIUS is re-using an existing se3sion

Extracted EAP-Response containing PEAP chalienge-
rEsponse and accepting PEAP a5 negotisted

Successhully nogosiated PEAR version

Extracted first TLS recand; TLS handshake started
Extracted TLS ClisntHollo message

Prepared TLS SereerHedla message

Frepared TLS Centilicale mossage

Proparod TLS SorvorKevExchange message
Prepared TLS ServerDone message

Proparad EAP-Roquast with anathar PEAP challange
Ratumand RADILS Access- Challengn

Received RADUS Access-Request

RADIUS t5 re=using an existing session

Extracted EAP-Response conlaining PEAP challenge-
FRDONSE

Propared EAP-Request with another PEAP challenge
Rtudrvid RADIUS Azceds- Challenge

Becoived RADIUS Access- Roguost

RADIUS is ro-using an existing session

Extracied EAP-Response contaning PEAP chalenge-
response

Prepared EAP-Request with anather PEAP challenge
Ratismnd RADIUS Access- Challengo

Recaived RADIUS Access-Request

RADIUS is re-using an existing se3sion

Extracted EAP-Response containing PEAP chalienge-
response

Successhully negotiated PEAP version O



Other Attributes
Canfigvorsiontd
DestinationPart
Pratacel

NAS-Par

Framed=-MTU

State

undefined- 186
undafined- 187
undefined- 188
Network DeviceProfileid
IsThisdPartyDeviceFlow

AcsSessionlD

SalbetedAuthanticationlden. .

SalectedAuthanticationlden

SelectedAuthardicationiden

AuthenticationStatus

L]
1812
Radius
393
1485

I7CPMSessioniD s 8227 H0AD00D000DEERABEIF; 265 ession
D=ise/499610885/35;

00:0fac04

00:0f:82:04

00:0f:ac:01
BOGASE05-3150-4215-a800-6753d450f56c
false

ise/490610885/35

Ieitainal Usars

AN_AD_Join_Points

Guest Usars

AuthoriicationPassed

ldentityPalicyMatchedRule

AutharizationPalicyMatehed.

Dot

B02.1x User 1 daCL

EndPoirMACAddess

ISEPolicySetName

IdentitySatectonMatchad Ruls

TotalAuthenL stency
ClientLatency
TLEGipher
TLEVersion
DTLSSuppont
HostldantityGroup

Network Device Profile

0B-BE-AC-14-13-7D

Dofoult

DoniX

515

147

ECDHE- R34 -AE5256-GOM-SHAIES
TLEvLZ

Unknarwn

Endpaint Identity Groups:Unknown

Cisco

Lecation LocationitAl Locations

Device Type Device Typedidll Device Types
IPSEC IPSECHI: IPSEC DaviceliNg
Name USERY

EnabieFlag Enabied

RADIUS Usemame USERT

NAS-Identifier

DACL_DOT1X_SSI0

Davies 1P Addibas

CPMSessioniD

10.48.39.130

8227300AM000000EABABESF

Called-Station-10

CisosViair

10-b3-c6-22-99-c0:DACL_DOT1X_S5ID

senice-typesFe .

audit-sossion- i« B227300400000000848ABE IF,
method =dat1x,

clign =1113931001,

lan-
cisco-wlan-ssid=DACL_DOT1X_SSID,

wian- profila-names DACL_DOTIX_SSID,
AuthenticationidentityStore=intemal Users,
FOSubjectName=9273fe30-8c01-1 1069560~
5754004852 1Muser],
s 5

5043

4549588 6c80d19790

Result

Class

EAP-Koy-Mame

CiSCo=ave pair

MS-MPRE-Send-Key
MS-MPPE-Rucv- Kiy

LicensoTypes

Sesslon Evants

CACE:E227300A000000004 EL

B:93:21:37:29: 60058883 b1 :40: 23:0:b3-06:
BreBo06:d6:57-50:01:2d:62:d3- 6l 201 9:01:486:
rfcl 3oc0i6

ACS:CiscoSecune-Delined- ACL=HACSACLE-IP-ACL_USER1-
508088k

[Essontial license consumed,

I 2024-03-28 05:11:11.036

Authentication succeeded

DACL CI2RE

xtod
=

ct

23& ACL "ACL_USER1"9| 30l

12810
12812
12803
12804
1280
12802
12816
12310
12306
11006
11om
11018

12304

12313
s
12306
11006
1001
11018

12308

nsn

11806

12305
11006
1nom
11018

12304

11208

15041
15048
2072
15013
24210
2212
22037
nax
12306
11006
11001
11018

12304

11810

1814
11513
12314
12305
11006
1o
1108

12304

24715

15036

24209

4
15048
15048

15018
11022

Propared TLS SorverDone message
Extracted TLS ClisntkeyExchange missage
Extracted TLS ChangeCiphorSper massage
Extracted TLS Finished message

Propared TLS ChangaCipherSpes meddage
Propared TLS Finished message

TLS handshake succeeded

PEAP full handshake finsshed successhully
Propared EAP-Roquest with anathior PEAP challonge
Fwturied RADIUS Aceess- Challange
Becotwd RADIUS Access-Roguest

RADIUS is re-using an existing session

Extracied EAP-Response contsining PEAR chalenge-
response

PEAP inmer methad stasted

Proparnd EAP-Request/idontity for inner EAP method
Prepared EAP-Request with anather PEAP challenge
Fntred RADIUS Access- Challenge

Received RADIUS Access-Request

RADIUS is re-using an existing session

Estracted EAP-Fiasponsne contaning PEAP chalango-
response

Extracted EAP-Rasponso/idontity for innar EAP mathod

Prepared EAP-Request for inner method proposing EAP-
MSCHAP with challenge

Propared EAP-Request with anathor PEAP challerge
Retuwmed RADILS Access- Challenge

Becoived RADIUS Access- Roguast

RADIUS is re-using an existing session

Extracted EAP-Response contsining PEAR chalenge-
response

Exiracied EAP-Response conlaining EAP-MSCHAP
challenge-response for inner method and accepting EAP-
MECHAP a3 negotiated

Evaluating Identity Policy

Queried PIP - Narmalised Radivs RadivsFlowType
Selected identity source sequonce = All_User_ID_Stores
Selected Identity Source - Intemal Users

Looking up ser in Internal Users IDStore - WSERT
Found User in Internal Users I061om

Authertication Passed

EAP=MECHAP authentbeation sttempt passed
Prepared EAP-Request with another PEAP challenge
Fetumed RADIUS Access- Challenge

Fpcaived RADIUS Accoss-Roquast

RADIUS is ro-using an existing session

Extracted EAP-Rixsganse contsning PEAP chalange -
response

Extractod EAP- Rosponse for innar mathod containing
MSCHAP challenge-response

Inner EAP-MSCHAP authentication succeeded
Prepared EAP-Success for inner EAP method

PEAP inner method finished successiully

Propared EAP-Requost with onother PEAR challango
Returned RADIUS Accoss-Challenge

Recoived RADIUS Accoss-Request

RADIUS is re-using an existing session

Extracted EAF-Response containing PEAP challenge-
respanse

ISE has net confirmed locally previous successtul maching
authentication for user in Active Directory

Evalusling Authodization Palicy
Lovtking sp Endpaint in Internal Endpaints 1051000 -
USER1

Found Endpaint in Intennal Endpoints IDStore
Queried PP - Network Access UserName
Queried PP - Inlemnallsen Name

Selected Authonzation Profde - $800-DOT1X-USERT
Added the dACL specified in the Authorization Prafile

22081
22080
12306
11503
11002

o228 HoiELIch 2 2o

M 3853103 policy passad

New accounting sossion created in Session cache
PEAF suthenlication succeeded

Propared EAP-Success

Returned RADILS Accoss-Accept
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Owrvisw

Event 5237 DACL Download Succeeded
Lisarnama RACSACLA-IP-ACL_USER - 6508000
Endpoint id

Endpoint Profile

Authorization Rosult

Authentication Detalis

Soures Tirastsng 2024-03-78 05:43:04.755

Received Timestamp 3024-03-38 05:43:04 755

Policy Sarwr is0

Evant 5232 DACL Download Succeeded
Lisnename RACEACLR-IP-ACL _USERT - 65480000
Network Device gdefland-2800

Davice Type Al Device Typos

Location Al Locations

HAS IPwd Addrass 10.48.39.130

Response Time 1 miiseconds

Other Anributes

Conligversionid 73

DestinationPort 1812

Pretpesd Hadius

Pr -F150-4215-28 TE3d450rE6C

IsThirdPartyDevicaFlow ialsa

AcsSessionlD Ise/450610856/48

TotsbAuthanl slardy 1

CllentLatency 1]

DTLSSuppedt Uk

Metwork Device Profile Ghco

Locasion Lacation Al Locatices

Device Type Device TypelAll Device Types

IPSEC IRSECHIS IPSEC DivicediNg

FADIUE Usemames: HACEACLE-IP-ACL_USER -6585%ab

Device IP Addrass 10.48.38.130

CPMSoxsioniD) Q3027 BEPWAS S 2a4EzHKGY Akd guiE TupAlaF
M

CicoAVPEr BISONECH wip_admission,

saaewent=ac-download

Rosult

Class CACT 03027 2w
Fcsehlisg/499610885/43

GO0~ dv-pair ipcinacli 1 sdery ip any host 10.48.39.13

cigon-r-pair ipcinacinZedery i amy host 10.48.30.15

Eiso0-in-pair incinacliI=deny ip any host 10.48.39. 185

CiSCo=erpair iprinaciidsparmit i any any

Steps

11001
nmr
1z
11002

Received RADIUS Access-Request
RADIUS created a new sossion
Generated a new session [0

Returmid RADILS Actiis-Acthil



o] HHofl &5t
Cisco= ™ M| AFEXI0f| A CIe 012 X 2 i% M5

b7 loi 71A HE T|s0 2y
HAS HASI0 0| ZME HAMSLICL OfF 2| FEO| =2 7|H HIol2t: ME HATIS| H
o A2 0tE MESIK|= & LICE Cisco Systems, Inc.= 0] Z2 tHHof| CHal| of st MU
XXl 2o eat 2 72 EM(E3 M3 E)E &xe AS AL CHL



