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Client = R nﬂ:e.mr b servs 'E«m
>

Association Request ;
Access Request (MAC Auth)

Association Response _

Client comp efes DORA process
|

DNS QUery: captive.apple.com

|
DNS = AppIe.Comm i5 at 17.253.61.200
TCF SYN Sent to 17.253.61.200 on port 8U [NEtp)

| =
<— TCP SYN/ACK from Controller spoofing IP 17.253.61.200
t > WLC intercepts
TCP ACK to 17.253.61.200 TCP connection
| »| and redirect client

HTTP GET to Captive.apple.com

“—HTTP 200 UK with Redirect URL to controller Virtual 1P
1.92.0.2.1

TCP SYN sent to controller 192.0.2.1

=

|
TCP SYM/ACK from Icnn'cr-:)ller 192.0.2.1

TCP ACK sent to 192.0.2.1

|
Redirect Page loads (HTTP)

Username/Password submitted by user Access Request (User Credentials)

|
i A
Redirects to Success Page Eliererm 7 ccess Accept

RUN state
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Configuration(Z1Z| 124/ 0| ) > Security(£ ) > Web Auth( QI15)Z 0|83t

map(X o 74 o) MEishL|C)

£ Di7Hu4 ol 7H4H 1P 2 A2 XK ZT 28 olMg =
DH7HiH4 Z 2 mhle ot ohoHH 4 BollM 7h4 1P U A=) x|

st

o

=HOlgtLICH 2 E AFSKH XIH # 2
M dm|agolde d&eLc

Global parameter

Ol

Edit Web Auth Parameter

General Advanced

Parameter-map Name l global
Maximum HTTP connections l 100
Init-State Timeout{secs) l 120
Type | webauth
Captive Bypass Portal ]
Disable Success Window O
Disable Logout Window a
Disable Cisco Logo d
st e P Eromie m

Tod 9l Q15 mj7Hpd4 Z2utrel

Virtual IPv4 Address

192.0.2.1

f

Trustpoint

[ TP-self-signed-3... v

\irtual IPv4 Hostname

\firtual IPvG Address

Web Auth intercept HTTPs

Enable HTTP server for Web
Auth

Disable HTTP secure server
for Web Auth

Banner Configuration

1EPA| "Add(R7H)"S A1E4510d ALBF RIT B 0I5 Di7K4: B BHELICH 21 0|82 o
245t 0 REE "Webauth"= MEHEIL|CH

Create Web Auth Parameter

Parameter-map Name™

Web-Filter

Maximum HTTP 1-200

connections

Init-State Timeout{secs) 60-3932100

Type

webauth

= Close

" Apply to Device
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ZCI0|HENM IPV6 FTAEL 7IKL = B 07 Bof 7HY IPve AL F7aH{oF g LICH A
A B4Q| 2001:db8::/320{| A IP At

2El0|HET} IPv6 TAE U2 A2 V47} ofl VB M HTTP ®l @15 EIC|EME 71K 28{1 Al
& 7tsdo| &Lt et 7HA IPve = A SHoF g L|Ct

CLI 7+:

parameter-map type webauth Web-Filter
type webauth

L

kS
o™

K
u
k!
11
0x

18HA: SM z2 2 4y

Configuration > Tags & Profiles > Policy2 O|S & LICt. "F7}"& MEAEFLICH General(&t) B0l M
Z2UtU0| 0|2 X|IHst ofEf EZ 2 &M ELiCt.

Add Policy Profile

& Disabling a Policy or configuring it in 'Enabled’ state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies QOS and AVC Mobility Advanced

Name* -. '-i'\fifb:Fﬂte—r-f:!_!iC_v . WLAN Switching Policy
Description Enter Description Central Switching
Status Central Authentication E_N;B[E_D_ i
Passive Client . DISABLED | Central DHCP |E_Npial:EE - _._
IP MAC Binding Flex NAT/PAT i@\&j
Encrypted Traffic Analytics B oiseeien
CTS Policy
Inline Tagging O

O

SGACL Enforcement

25|

Access Policies(HA|A Z2) 80| VLAN MM EECIR2 SE0{|AM 22H0|¢E VLANS MEfErL|C}



General Access Policies

RADIUS Profiling ]
HTTP TLV Caching O

DHCP TLV Caching O

WLAN Local Profiling

Global State of Device )
Classification

Local Subscriber Policy Name

QOS and AVC Mobility

Advanced

VLAN

VLAN/VLAN Group VLAN2074

Multicast VLAN Enter Multicast VLAN

=

EH

OH M| A ZJ%H EH

- o

12

CLI 4

wireless profile policy Web-Filter-Policy
vlan VLAN2074
no shutdown

WLAN T2 A
1EHA: Configuration(Z4I| 22404

EE gdstefLh

M) > Tags and Profiles(Ef 1 &
gLICH "FI"E Efstod M Z2EHE BFELICH Z20 Y 0|F

WLAN ACL

IPv4 ACL v
IPv6 ACL v
URL Filters ®
Pre Auth v | 8
Post Auth v | &

= 2 I) > WLANs(WLAN)Z 0|=
30 SSID Ol& & Holstn Aef T



Add WLAN

General Security Advanced
Profile Name* Mac_Filtering_Wlan Radio Policy @
SSID* Mac_Filtering_Wlan Show slot configuration
6 GHz
WLAN ID* 9 Status (1]
© WPA3 Enabled
Status &2 Dot11ax Enabled
Broadcast SSID 5 GHz
2.4 GHz
802.11b/g | 802.11b/g v |
Policy ’

WLAN Z 20t

-

2EHA|: Security(2 2+ B0l M "Mac Filtering(Mac ZE{&)" & QIEtS
List(H 8t 04 E5)(ISE EE= 2Z MB{)0lM RADIUS MHE 7 EFLICt o] MHoME Mac 2!
5 2 Y Ools ZF0of ISEE AFELICH



Add WLAN

General Security Advanced

Layer2 Layer3 AAA

O WPA + WPA2 O WPA2 + WPA3 O WPA3 O Static WEP @ None
MAC Filtering Authorization List* _ networkl v I@

OWE Transition Mode O

Lobby Admin Access D

Fast Transition

Status Disabled
Over the DS D
Reassociation Timeout * 20

WLAN g{|ojo{ 2 &=t
3CHA: Security(22t) > Layer32 O|SELICH & MAMZ gMstetT & Q15 oflids Y =20t

ot 24Z4FLICE "On Mac Filter Failure(Mac ZE Al Al)" 2QlZtE MBSt T Authentication(@!E)
SE c ECH20IAM RADIUS MEHHE MEHEFL|CH

dit WLAN

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it

General Security Advanced Add To Policy Tags

Layer2 Layer3 AAA

NaE
Web Policy
On MAC Filter Failure &)
Web Auth Parameter Map Web-Filter v B . -
Splash Web Redirect . DISABLED
Authentication List ISE-List v B
Preauthentication ACL

For Local Login Mathod List to work, please make sure

WLAN Layer3 & ©F &4

CLI ZdZ|22f[o]AM



wlan Mac_Filtering_Wlan 9 Mac_Filtering_Wlan
mac-filtering network
radio policy dotll 24ghz
radio policy dotll 5ghz
no security ft adaptive
no security wpa
no security wpa wpa2
no security wpa wpa2 ciphers aes
no security wpa akm dotlx
security web-auth
security web-auth authentication-1list ISE-List
security web-auth on-macfilter-failure
security web-auth parameter-map Web-Filter
no shutdown

|H

ATHA| HA Bl A, WLAN Z2E MM M =2

3]

O0i&

Configuration > Tags & Profiles > Tags > PolicyZ 0|5 &fL|C} |
"Add(F7H"E Z2/EfLICH WLAN-Policy Maps(WLAN-Z2 ZH)0o{l A "Add(F7H"E AEH
of M8 WLAN & HM T2 ZIg o g g Lct.

S e o] ol & & HelotedH
=5to4 O[T

Add Policy Tag

Name* ‘ default-pol icy-tad |

Description l Enter Description |

v WLAN-POLICY Maps: 0

WLAN Profile Y Policy Profile Y

0 { 10 » | No items to display

Map WLAN and Policy

WLAN Profile* | Search or Selec v Policy Profile* Search or Selec v @

ENES

o
-
)
H
2

CLI 7+:



wireless tag policy default-policy-tag
description "default policy-tag"
wlan Mac_Filtering_Wlan policy Web-Filter-Policy

5EHA|: Configuration(Z1I| 221 0|4) > Wireless(F ) > Access Point(AAM|A Z9IE)E O|SFLICH
. 0| SSIDE HEZEFAESFIE HAA ZRIEE MENBILICE Edit AP(AP & )IwwH* SE -
MEfIE I LI

Configuration = > Wirgless~ > Access Poifialdaty

General Interfaces High Awvailability Inventory Geolocation ICap Advanced Support Bundle
W All Access Points
General Tags
Total APs : 3 %
AP Mame* APZ-AIR-AP38021-D-KS Policy default-policy-tag v | @
Location® default location Site default-site-tag v &
AP Name P AP Model
: default-rf-t
PODI4I9-APONIZ- .\ (oo o Base Radio MAC 1880.902b.05¢0 o — i
sniffer - 2 1O
Write Tag Config to AP -'L'
AP2-AIR-AP380ZI-D- o\, apagaoi s Ethemet MAC 3023.9149.0834 feiag Lennae
K9-2 ;
i ( Version
APFOTID2DFA1CO Galll  AIR-AP1S40l-p.  /amin Status evaseeo [ sl
AP M Local .
1 0 - ode M Primary Software Version 17.12.2.35
Operation Status Registered Pradownloaded Status NIA
6 GHz Radios Fabric Status Disabled Predownloaded Version LY
. CleanAir N3l Kay Mext Retry Time NfA
5 GHz Radios

LED Settings
APO{| Z4%H Ej 7 Of &

AAA HEE FHELICH

1EHA|: Radius M 24 4d:

Configuration(Z1Z| 124|0| ) > Security(£ ) > AAAZ 0|5 & LIC} Server/Group(ME/ZE) MM

0l M "Add(F7H)" 9*"% 2 2/8FL|C} "Create AAA Radius Server(AAA Radius A 2444)" | O] X|
ol M O|F, IP T4 X SR &3 E =T LICH



Create AAA Radius Server

Name* Support for CoA (&)

Server Address* | IPva/IPv6/Hostname CoA Server Key Type | Clear Text v :|
: consonerr © | |
Key Type Clear Text v Confirm CoA Server Key - ‘
Key* (@) Automate Tester O

Confirm Key™

Auth Port 1812

Acct Port 1813
Server Timeout (seconds) 1-1000
Retry Count 0-100

ME Z4x| 280l

CLI x|z go]

radius server ISE-Auth

address ipv4 10.197.224.122 auth-port 1812 acct-port 1813
key dedededek

server name ISE-Auth

2EHA|: Radius M 2 &8 MAEL|Ct.

Server Groups(AH &) M M0l M "Add(F7H" M2 MEstod MEH 2 &S HolgfLch S
£ Zulaefo|Mof Zete MHE EZELICH

A QIEHO|AE HYE He = QlaLch 7|2X o2 98002 2t E HIOIES AHE35t0d

RADIUS Mol 45t = G| A8 E QEIHO|AE H st LRI R T2 HOIEH0IE A8

L|ct.



Create AAA Radius Server Group

Name* ‘ ISE-Group| < @® Name is required
Group Type ‘ RADIUS
MAC-Delimiter [ none v
MAC-Filtering | none v
Dead-Time (mins) ‘ 5
Load Balance
Source Interface VLAN ID \ 2074 v 4
Available Servers Assigned Servers
ISE-Auth ‘

MH 35

CLI ZdxI|12fo]A

aaa group server radius ISE-Group
server name ISE-Auth
ip radius source-interface V1an2074
deadtime 5

3CHA|: AAA HIME 22 3£ M:

AAA Method List(AAA HAE S E) i 2 0|S & LICH Authentication(@/E)0A Add(F7HE 2
2I8rLICH Type2 "login"2 £, Group type "Group"2 £ HME F5 0|2 HolgfL|ct.
Assigned Server Group(Z 2= M 3&) MM ofelol EE 215 M &S ofE gL ct.



Quick Setup: AAA Authentication

Method List Name*

Type™* login v @

Group Type | group - |®

Fallback to local (|}

Available Server Groups Assigned Server Groups

undefined ISE-Group

Radius-Group
Test-group
test-group
undefined

| tacacs1

FAFMEE
BEEEE

ol
—

0l

HEH 22
oHE ==

CLI Zdx|azfo|M

aaa authentication Togin ISE-List group ISE-Group

| Apply to Device

Authorization Method List(T48t 504 &8 S 8) MMo 2 0|55t "Add(F7H"E =& LIC o
O S

ME =2 0|E2 Hol5t1 Group type(2 & £8)2 "Group(AE)'S 2 X|Hsto] REE

"network(UIER{3)"2 MHELICH 7 E RADIUS AMEHE Assigned Server Groups(& & & M

OE) Moz Mg



Quick Setup: AAA Authorization

Method List Name* { network

Type* | network v ] @

Group Type | group v ] ®

Fallback to local O

Authenticated O

Available Server Groups Assigned Server Groups

:r;j‘:;ned D ISE-Group |
oo o
test-group
iy )

?-

—

| S} _l?l_o;l HF e =E

[ o H

CLI x| gjo|

aaa aut horization network network group | SE-G oup

ISE #+44:
ISEO{M LHIE LA CIHFO|AR WLC F7}

1E2t7|: Administration(Z2/) > Network Devices(HIE |3 C|HIO|A)Z 0|S 3t Add(F7HE 22
LICH Radius @15 &% ot2fiof| ZHEER{ IP F£4, SAEOIE U 3R YSE =)



Network Devices

Name |

Description

IP Address N, *IP:

HES/3 ClHola 7t

(]  RADIUS Authentication Settings

RADIUS UDP Settings

Protocol RADIUS

Show

oF3S

OH
fol

2CHA: ALK T M
Identity Management(ID & 2l) > Identities(ID)0ll M Add(F 7} S S ME4ELICEH

Zet0|HUETL # QB0 ALEsHoF shE ALEX 0|F ! HIZFHS & FE7LICH



Network Access Users List » testuser

v Network Access User

* Username testuser|

Status Enabled v

Email

v Passwords

Password Type: Internal Users v

Password Re-Enter Password

* Login Password "=ttt emeeeees

ANER AHH B8 F7t

3CEHAl: Administration(2 2|) > Identity Management(ID £ 2]) > Groups(Z1&) > Registered
Devices(S 5 &l C|HIO|A)E 0|& 3t Add(F7H)E SEIELICEH

ClHFOlA mac FAE =stod MHO| 58 WL



Cisco ISE

Identity Management

Administration
Settings

Identity Source Sequences

External Identity Sources
Group List » RegisteredDevices

Identities Groups

Endpoint Iden

Endpoint Identity Group

Identity Groups
=

W

>

| Endpoint Identity Groups

i
* Name RegisteredDevices
Asset Registered Endpoints Identity Group

Description

Parent Group

uu Blocked List

GuestEndpoints

su Profiled

. RegisteredDevices

Identity Group Endpoints
Remove

4k Unknown
1 User Identity Groups

+add | @

>
MAC Address

& %7}
)2 O|S5tT "+ 7|5 E

Static Group Assignment

Select
Endpoint Profile
stof Al &M Egte MaErLIC
9 BB D

C|HFO|A MAC
4THA: MHlA B3 A
Policy(Z%H) > Policy sets(&2 Z|t
Ol 2 dH2 ARt E el5E «Iet ZWolH, 047|M Z2to|AH
sElol M MdELICH
Palicy Sets— User-Webauth Reset Policyset Hitcounts
Status  Policy Set Name Description Conditions Allowed Protocols | Server Sequence  Hits
Q
[-] User-Webauth r Wireless_802.1X Default Network Access o
Authentication Policy (1)
Status Rule Name Conditions Use Hits Actions
Q
Internal Users
» Pt 2 Options I {(:&
RS st
i3S ddst 215 EA ool LE A= QlE S ofEE LICH

0l

ol
—_

OrEH 7K |2 MAB AH]

all

L



Policy Sets » Test-MAB

Status  Policy Set Name Description
~
Q
] Tast-MAR
~ Authentication Palicy (1)
Status  Rule Nama Conditions

Q

] Datault

MAB @15 AH|

>

R4 &H
o T

<#root>

show wireless tag policy detailed

defaul t-policy-tag

PoTlicy Tag Name
Description
Number of WLAN-POLICY maps: 1
WLAN Profile Name

Conditions

k Nermalised Radius-RadiusFlowType EQUALS WirelessMAB

default-policy-tag
default policy-tag

Policy Name

Reset

Policyset Hitcounts

Allowed Protocols / Server Sequence  Hits

Default Network Access

Hits Actions

Internal Endpaints

* Options

S

Mac_Filtering_Wan

Web-Filter-Policy

<#froot>

show wireless profile policy detailed

Web-Fil ter-Policy

PoTlicy Profile Name
Web-Fil ter-Policy

Description



Status

ENABLED
VLAN

2074

Multicast VLAN : 0

<#root>
show wlan name

Mac_Filtering_Wan

WLAN Profile Name

Mac_Filtering_Wan

Identifier 1 9
Description :
Network Name (SSID)
Mac_Filtering_Wan
Status
Enabl ed
Broadcast SSID
Enabl ed
Mac Filter Authorization 1list name
net wor k
Webauth On-mac-filter Failure
Enabl ed
Webauth Authentication List Name

| SE- Li st

Webauth Authorization List Name : Disabled
Webauth Parameter Map :

Web-Filter

<tfroot>

show parameter-map type webauth name Web-Filter
Parameter Map Name :

Web-Filter

Type

webaut h



Auth-proxy Init State time : 120 sec
Webauth max-http connection : 100
Webauth Togout-window :

Enabl ed

Webauth success-window

Enabl ed
Consent Email : Disabled
Activation Mode : Replace
Sleeping-Client : Disabled

Webauth Togin-auth-bypass:

<#root>

show ip http server status
HTTP server status:
Enabl ed

HTTP server port:

80

HTTP server active supplementary listener ports:

HTTP server authentication method: local
HTTP server auth-retry 0 time-window O
HTTP server digest algorithm: md5

HTTP server access class: 0

HTTP server IPv4 access class: None
HTTP server IPv6 access class: None
HTTP server base path:

HTTP File Upload status: Disabled

HTTP server upload path:

HTTP server help root:

Maximum number of concurrent server connections allowed:

300

Maximum number of secondary server connections allowed: 50

Server idle time-out: 180 seconds
Server 1ife time-out: 180 seconds
Server session idle time-out: 600 seconds

Maximum number of requests allowed on a connection: 25

Server linger time : 60 seconds

HTTP server active session modules: ALL
HTTP secure server capability: Present
HTTP secure server status:

Enabl ed
HTTP secure server port:

443

show ap name AP2-AIR-AP3802I-D-K9-2 tag detail

Policy tag mapping



WLAN Profile Name PoTlicy Name VLAN Flex
Mac_Filtering_Wlan Web-Filter-Policy 2074 ENAB
HE S0 BEt0/21E A A
Dashboard(CHA|2 E) > Clients(22I0|HE) MMo 2 0|536t0d (4ZAE S 20| E Q| AEIE 0l
grLct.
ZCI0|HET M & 15 ER/ 5 SEHLICH
Clients l n T Excluded Clients
< [
Selected 0 out of 1 Clients
Client MAC T IPv4 T AP T Sot Y WLAN Y Client Y User Y Device
Address Address IPvG Address Name 1] 551D Y ID Type State Y Protocol Y Name Type
AP2-AIR- Wet
D GC?EG?ESEdb? 10.76.6.150 feB0::10ebede2:23fe:75c3 AP3802I 1 Mac_Filtering_Wlan 9 WLAN Du'.:l 11ac Bc7eB7e3Bdbd N/A
i D-K9-2 Pending
1 10 ¥ v}

E2CI0|HE MEAME
show wireless client summary
Number of Clients: 1
MAC Address AP Name Type ID State Protocol Meth
6c7e.67e3.6db9 AP2-AIR-AP3802I-D-K9-2 WLAN 9 Webauth Pending 1lac Web

<tfroot>

show wireless client mac-address 6c7e.67e3.6db9 detail
Client MAC Address :

6c7e. 67e3. 6db9

Client MAC Type :
Client DUID: NA
Client IPv4 Address :

Universally Administered Address

10. 76. 6. 150

Client IPv6 Addresses : fe80::10eb:ede2:23fe:75c3

Client Username :

6¢c7e67e36db9

AP MAC Address : 1880.902b.05e0
AP Name: AP2-AIR-AP3802I-D-K9-2
AP slot : 1

Client State : Associated
Policy Profile :

Web-Fil ter-Policy



Flex Profile : N/A
Wireless LAN Id: 9
WLAN Profile Name:

Mac_Filtering_Wan

Wireless LAN Network Name (SSID): Mac_Filtering_WTan
BSSID : 1880.902b.05eb

Client ACLs : None
Mac authentication :

Fai | ed

Policy Manager State:
Webaut h Pendi ng

Last Policy Manager State :

I P Learn Conplete

Client Entry Create Time : 88 seconds
Policy Type : N/A
Encryption Cipher : None

Auth Method Status List
Method : Web Auth
Webauth State

Get Redirect
Webauth Method

Webaut h

{0

J| O]

—

Ol

o dEotH Z2to|UE FA #E|Rt &Ei7F RUNS 2 MEHE LICH

I

<tfroot>

show wireless client mac-address 6c7e.67e3.6db9 detail

Client ACLs : None
Mac authentication : Failed
PoTlicy Manager State:

Run

Last Policy Manager State :

Webaut h Pendi ng

Client Entry Create Time : 131 seconds
Policy Type : N/A

=X 2

MAC &olf Al & 215 7|52l 7|52 MAB Eolf Al & 2152 EE|Hste U



C}. Ciscoo| FE SEE EREAE U BAS /5 ZHES0IM RA £HS 58502 £7ste
74|t
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oIr

Radio Active Tracing2 & 433}6t04 CLIOIA X|HE MAC FA0 CHet 2E2I0|E ClH1 X
AMABH |}
ocood™

Radioactive Tracing & 433t EHA:

DE ZUF CIHITI HIE G2 2R = X] &g

clear platform condition all

X8 E MAC F20f Ciall ClH &d3t

debug wireless mac <H.H.H> monitor-time <Time is seconds>

no debug wireless mac <H.H.H>

RA 80| ZX|Z/H HEE FEEZSH A0l ClH hUo| HAE LCt

show bootflash: | include ra_trace
2728 179 Jul 17 2024 15:13:54.0000000000 +00:00 ra_trace_MAC_aaaabbbbcccc_HHMMSS.XXX_timezone_Da

IS 2F Mol SAL

copy bootflash:ra_trace_MAC_aaaabbbbcccc_HHMMSS.XXX_timezone_DayWeek_Month_Day_year.log tftp://<IP addr

ClH2 232 & A|IghLct.

more bootflash:ra_trace_MAC_aaaabbbbcccc_HHMMSS .XXX_timezone_DayWeek_Month_Day_year.log



GUINIA RA =% &35}

- 1L

1EtA|: Troubleshooting(EB4E # &!) > Radioactive Trace(¥Als FH)Z O|SELICH M =S
7tH5lE SMHE MENSH CH2 X|HE Add MAC/IP Address(MAC/IP &4 F71) Bfofl 20| E M

=
T

AC

Add MAC/IP Address

MAC/IP Address*

Enter a MAC/IP Address every newline

e ® )
? =] Apply to Device
[ ] [ ]
M EA 5N
UHIClE T2 A
Troubleshooting(E 2 %

_IJ_\I_
ZlO|HHE MAC TAE LB
A

=) > Packet Capture(T{Z! Z4%{)2 O|S8fLICt x| Ol S ¢2istm 2
ZIEf MACLZ X|HELICH HIH 37|18 10022 M-E5tT 2 |
E{HO|A S MEi5od 24l B

L gM miZle 2LIEHZELICH

A



Create Packet Capture

v ] 3600 secs ~= 1.00 hour

Capture Name* TestPCap
Filter* any v
Monitor Control Plane @ ()
Inner Filter Protocol D DHCP
Inner Filter MAC ‘l
Buffer Size (MB)* 100
Limit by* Duration

Available (12) | search Q| Selected (1)
(5) Tworor > () rworor0
@ Tw0/0/2 3>
@ TWO0/0/3 >
@ Te0/1/0 -




Capture Name Y  Interface Y Monitor Control Plane 'Y Buffer Size Y Filter by Y Limit

O TestPCap TwoGigabitEthernet0/0j0 Mo 0% any @ 3600 secs

CLI Z4x|zefol

monitor capture TestPCap inner mac <H.H.H>

monitor capture TestPCap buffer size 100

monitor capture TestPCap interface twoGigabitEthernet 0/0/0 both
monitor capture TestPCap start

HE 24™ "Monitor

Status

Inactive

Y Action

L




<Reporduce the issue>

monitor capture TestPCap stop

show monitor capture TestPCap

Status Information for Capture TestPCap
Target Type:
Interface: TwoGigabitEthernet0/0/0, Direction: BOTH
Status : Inactive
Filter Details:
Capture all packets
Inner Filter Details:
Mac: 6c7e.67e3.6db9
Continuous capture: disabled
Buffer Details:
Buffer Type: LINEAR (default)
Buffer Size (in MB): 100
Limit Details:
Number of Packets to capture: 0 (no Timit)
Packet Capture duration: 3600
Packet Size to capture: 0 (no Timit)
Maximum number of packets to capture per second: 1000
Packet sampling rate: 0 (no sampling)

Q2 TFTP MHZE mZ! ZHA LHELHZ|

monitor capture TestPCap export tftp://<IP address>/ TestPCap.pcap

+ Add
Captura Name Y Interface Y Monitor Control Plane 'Y Buffer Size Y  Filter by Y Limit Status Y Action
D TestPCap TwoGigabitEthernet0/0/0 No 0% any © 3600 secs Inactive m
1 10 - Export Capture - TestPCap x
Export to* deskiop v
( "D Cancel | B Export ]
2! A LHE L]
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2024/07/16 21:12:52.711298748 {wncd_x_R0-0}{1}: [radius] [17765]: (info): RADIUS: Send Access-Request t
2024/07/16 21:12:52.711310730 {wncd_x_R0-0}{1}: [radius] [17765]: (info): RADIUS: authenticator 19 c6
2024/07/16 21:12:52.711326401 {wncd_x_R0O-0}{1}: [radius] [17765]: (info): RADIUS: User-Name

2024/07/16 21:12:52.711329615 {wncd_x_R0O-0}{1}: [radius] [17765]: (info): RADIUS: User-Password
2024/07/16 21:12:52.711337331 {wncd_x_R0-0}{1}: [radius] [17765]: (info): RADIUS: Service-Type
2024/07/16 21:12:52.711340443 {wncd_x_R0-0}{1}: [radius] [17765]: (info): RADIUS: Vendor, Cisco
2024/07/16 21:12:52.711344513 {wncd_x_R0O-0}{1}: [radius] [17765]: (info): RADIUS: Cisco AVpair
2024/07/16 21:12:52.711349087 {wncd_x_R0-0}{1}: [radius] [17765]: (info): RADIUS: Framed-MTU
2024/07/16 21:12:52.711351935 {wncd_x_R0O-03}{1}: [radius] [17765]: (info): RADIUS: Message-Authenticato
2024/07/16 21:12:52.711377387 {wncd_x_R0-0}{1}: [radius] [17765]: (info): RADIUS: EAP-Key-Name
2024/07/16 21:12:52.711382613 {wncd_x_R0-0}{1}: [radius] [17765]: (info): RADIUS: Vendor, Cisco
2024/07/16 21:12:52.711385989 {wncd_x_R0O-0}{1}: [radius] [17765]: (info): RADIUS: Cisco AVpair
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2024/07/16 21:12:52.779147404 {wncd_x_R0O-0}{1}: [radius] [17765]: (info): RADIUS: Received from id 1812
2024/07/16 21:12:52.779156117 {wncd_x_R0O-0}{1}: [radius] [17765]: (info): RADIUS: authenticator 5d dc
2024/07/16 21:12:52.779161793 {wncd_x_R0-0}{1}: [radius] [17765]: (info): RADIUS: User-Name

2024/07/16 21:12:52.779165183 {wncd_x_R0-0}{1}: [radius] [17765]: (info): RADIUS: C(Class

2024/07/16 21:12:52.779219803 {wncd_x_R0O-0}{1}: [radius] [17765]: (info): RADIUS: Message-Authenticato

2024/07/16 21:12:52.779417578 {wncd_x_R0-0}{1}: [mab] [17765]: (info): [6c7e.67b7.2d29:capwap_90000005]
2024/07/16 21:12:52.779436247 {wncd_x_R0-0}{1}: [mab] [17765]: (info): [6c7e.67b7.2d29:capwap_90000005]

2024/07/16 21:12:52.780181486 {wncd_x_RO-0}{1}: [client-auth] [17765]: (info): MAC: 6c7e.67b7.2d29 Cli
2024/07/16 21:12:52.780238297 {wncd_x_R0O-0}{1}: [client-orch-sm] [17765]: (debug): MAC: 6c7e.67b7.2d29

22}0|HE 7 MAB Q150 A
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2024/07/16 21:12:55.791404789 {wncd_x_R0-0}{1}: [cTlient-orch-state] [17765]: (note): MAC: 6c7e.67b7.2d2
2024/07/16 21:12:55.791739386 {wncd_x_R0-03}{1}: [client-iplearn] [17765]: (info): MAC: 6c7e.67b7.2d29

2024/07/16 21:12:55.794130301 {iosrp_R0O-03}{1}: [buginf] [4440]: (debug): AUTH-FEAT-SISF-EVENT: IP updat

Z2l0o|E MA a2t 2|XF AEN7F RUNC 2 AH|0|EE, MAB 152 t25tE Z210|1Eof CHaH



2024/07/16 21:13:11.210786952 {wncd_x_R0-0}{1}: [errmsg] [17765]: (info): %CLIENT_ORCH_LOG-6-CLIENT_ADD

UHC|=E THZ! A E ALEF &2l

(radius

). Time Source Destination Length Protocol Info.
53 02:42:52.710961 10.76.6.156 10.197.224.122 RADIUS Access-Request id=@
54 02:42:52.778951 10.197.224.122 18.76.6.156 RADIUS Access-Accept id=0

Frame 53: 464 bytes on wire (3712 bits), 464 bytes captured (3712 bits)
Ethernet II, Src: Cisco_58:42:4b (f4:bd:9e:58:42:4b), Dst: Cisco_34:90:e7 (6c:5e:3b:34:90:e7)
Internet Protocol Version 4, Src: 10.76.6.156, Dst: 10.197.224.122
User Datagram Protocol, Src Port: 65433, Dst Port: 1812
RADIUS Protocol
Code: Access—Request (1)
Packet identifier: @x@ (@)
Length: 422
Authenticator: 19c6635633a7e6b6f30070b02a7f753c
[The response to this request is in frame 54]
Attribute Value Pairs
> AVP: t=User-Name(1) 1=14 val=6c7e67b72d29
AVP: t=User-Password(2) 1=18 val=Encrypted
AVP: t=Service-Type(6) 1=6 val=Call-Check(10)
AVP: t=Vendor-Specific(26) 1=31 vnd=ciscoSystems(9)
AVP: t=Framed-MTU(12) 1=6 val=1485

Radius T{Z!
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2024/07/17 03:20:59.842211775 {wncd_x_R0-0}{1}: [mab] [17765]: (info): [6c7e.67e3.6db9:capwap_90000005]
2024/07/17 03:20:59.842280253 {wncd_x_R0-0}{1}: [ewlc-infra-evq] [17765]: (nhote): Authentication Succes
2024/07/17 03:20:59.842284313 {wncd_x_R0O-0}{1}: [client-auth] [17765]: (info): MAC: 6c7e.67e3.6db9 Cli
2024/07/17 03:20:59.842320572 {wncd_x_R0-0}{1}: [mab] [17765]: (info): [6c7e.67e3.6db9:capwap_90000005]

O| C|HO|A &S 0| ISE0] 122 2 ISE0| M Access-Reject(HAMA HE)E ELHLCH

2024/07/17 03:20:59.842678322 {wncd_x_R0-0}{1}: [mab] [17765]: (info): [6c7e.67e3.6db9:capwap_90000005]
2024/07/17 03:20:59.842877636 {wncd_x_R0O-0}{1}: [auth-mgr] [17765]: (info): [6c7e.67e3.6db9:capwap_9000

MABZ Zc}0|HE & x|of CHEH A|ZHE & 215 Almj

2024/07/17 03:20:59.843728206 {wncd_x_R0-0}{1}: [client-auth] [17765]: (info): MAC: 6c7e.67e3.6db9 Cli
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2024/07/17 03:21:37.817434046 {wncd_x_R0-0}{1}: [webauth-httpd] [17765]: (info): capwap_90000005[6c7e.6
2024/07/17 03:21:37.817459639 {wncd_x_R0-0}{1}: [webauth-httpd] [17765]: (debug): capwap_90000005[6c7e.
2024/07/17 03:21:37.817466483 {wncd_x_R0-0}{1}: [webauth-httpd] [17765]: (debug): capwap_90000005[6c7e.
2024/07/17 03:21:37.817482231 {wncd_x_R0-0}{1}: [webauth-state] [17765]: (info): capwap_90000005[6c7e.6

Z220|HE &= 2IC|EM URLO CHEE HTTP GetE Al2H5tD HO|X|7F EEE|H 22 X124 FHO|
M= ELCt
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O|= Access-Accept HZ!0| M 7 &8t ALEX} O|F 0| 2EE[IcEz ¢ QB LICH

2024/07/17 03:22:51.132347799 {wncd_x_R0-0}{1}: [radius] [17765]: (info): RADIUS: Send Access-Request t
2024/07/17 03:22:51.132362949 {wncd_x_R0-0}{1}: [radius] [17765]: (info): RADIUS: authenticator fd 40
2024/07/17 03:22:51.132368737 {wncd_x_R0-0}{1}: [radius] [17765]: (info): RADIUS: Calling-Station-Id
2024/07/17 03:22:51.132372791 {wncd_x_R0-0}{1}: [radius] [17765]: (info): RADIUS: User-Name

2024/07/17 03:22:51.132376569 {wncd_x_R0-0}{1}: [radius] [17765]: (info): RADIUS: Vendor, Cisco

ISEH| A Access-Accept =2

2024/07/17 03:22:51.187040709 {wncd_x_R0-0}{1}: [radius] [17765]: (info): RADIUS: Received from id 1812
2024/07/17 03:22:51.187050061 {wncd_x_R0O-0}{1}: [radius] [17765]: (info): RADIUS: authenticator d3 ac
2024/07/17 03:22:51.187055731 {wncd_x_R0-0}{1}: [radius] [17765]: (info): RADIUS: User-Name

2024/07/17 03:22:51.187059053 {wncd_x_R0-0}{1}: [radius] [17765]: (info): RADIUS: Class

2024/07/17 03:22:51.187102553 {wncd_x_R0-03}{1}: [radius] [17765]: (info): RADIUS: Message-Authenticato
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2024/07/17 03:22:51.193775717 {wncd_x_R0O-0}{1}: [errmsg] [17765]: (info): %CLIENT_ORCH_LOG-6-CLIENT_ADD
2024/07/17 03:22:51.194009423 {wncd_x_R0-0}{1}: [cTlient-orch-state] [17765]: (note): MAC: 6c7e.67e3.6db
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19 1
192.8.2.1

BB:52:51.126992 Client Hello

98:52:51.126992 18.76.6.158 TCP 443 - 58832 [ACK] Seq=1 Ack=518 Win=64768 Len=0 TSval=3313564366 TSecr=4022788871
BB8:52:51.126992 192.8.2.1 18.76.6.158 85,1,64 TLSv1.2 Server Hello, Change Cipher Spec, Encrypted Handshake Message

98:52:51.129982 18.76.6.150 192.8.2.1 TCP 58832 = 443 [ACK] Seq=518 Ack=166 Win=131808 Len=0 T5val=4022788876 TSecr=3313564367
88:52:51.129982 18.76.6.158 192.8.2.1 1,64 TLSvl1.2 Change Cipher Spec, Encrypted Handshake Message

28:52:51.139989 10.76.6.150 192.08.2.1 648 TLSv1.2 Application Data

88:52:51.130989
B989

10.76.6.158 152.8.2.1 168 TLSv1.2 Application Data

443 - 58832 [ACK] Seq=166 Ack=1483 Win=64808 Len=0 T5val=3313564371 TSecr=4822788876

RADIUS

? 1 RADIUS
15665 88:52:51.191976 192.8.2.1 1.0 76.6. 150 TCP 443 - 58832 [ACK] Seq=166 Ack=1483 Win=64128 Len=948 TSval=3313564432 TSecr=40227B8876 [TCP segment o
15666 88:52:51.191976 192.8.2.1 10.76.6.158 TCP 443 = 58832 [ACK] Seq=1114 Ack=1403 Win=64128 Len=948 T5val=3313564432 TSecr=4822788876 [TCP segment ¢
15667 88:52:51.191976 192.8.2.1 19.76.6.158 2496 TLSv1.2 Application Data

8:52:51,192983 192.0.2.1 10.76.6.150 48 TLSv1,2  Encrypted Alert
15673 98:52:51.196980 18.76.6.150 192.8.2.1 TCP 58832 - 443 [ACK] Seq=1483 Ack=2667 Win=128512 Len=@ TSval=4922788942 TSecr=3313564432
15674 88:52:51.196980 10.76.5.150 192.8.2.1 TCP 58832 - 443 [ACK] Seq=1483 Ack=2721 Win=128512 Len=0 TSval=4022788942 TSecr=3313564432
15675 88:52:51.196980 18.76.6.150 192.8.2.1 TCP [TCP Window Update] 58832 - 443 [ACK] Seq=1483 Ack=2721 Win=131872 Len=9 TSval=4822788942 TSecr=33135

18,76.6.158 wZa TLSvi.2 Enc rypltd Alert

Secr=3313564432

RADIUS I{Z!E M &sl= TCP 55

15660 ©8:52:51.131981 10.76.6.156 10.197.224,122 RADIUS Access-Request id=3
15663 ©8:52:51.186986 10.197.224.122 10.76.6.156 RADIUS Access-Accept id=3

Frame 1566@: 499 bytes on wire (3992 bits), 499 bytes captured (3992 bits)
Ethernet II, Src: Cisco_58:42:4b (f4:bd:9e:58:42:4b), Dst: Cisco_34:908:e7 (6c:5e:3b:34:90:e7)
Internet Protocol Version 4, Src: 10.76.6.156, Dst: 10.197.224.122
User Datagram Protocol, Src Port: 65433, Dst Port: 1812
RADIUS Protocol

Code: Access-Request (1)

Packet identifier: @x3 (3)

Length: 457

Authenticator: fd4@@f7e3567dc5ab3cfefaef379eecaa

[The response to this request is in frame 15663]

Attribute Value Pairs
t=Calling-Station-Id(31) 1=19 val=6c-7e-67-e3-6d-b9
AVP: t=User-Name(1) 1=10 val=testuser
¢ t=Vendor-Specific(26) 1=49 vnd=ciscoSystems(9)
t=Framed-IP—Address[8) 1=6 va1=13.76.6.150

u5973086d99f3al8s

AVP: t= Servlce-Type(E} 1=6 val=Dialout- Framed-User(S)
AVP: t=Vendor-Specific(26) 1=29 vnd=ciscoSystems(9)
AVP: t=Vendor-Specific(26) 1=22 vnd=ciscoSystems(9)
AVP: t=User-Password(2) 1=18 val=Encrypted

MNEXF A 5HI} & ISER T4 E RADIUS THZ!

Ile = = 5% . —|— 57 -
Z2o0|E ERlfElg A55t7| 98t 22t0|ME & wireshark ZiA = L& H0|X| 2 2C|HME|T
= A <> = =S
HEED 7H4 ip A/ Mo CiE TCP SHEM0|3 & B & LICH.
Time Source Destination Length Protocol Info

1 @8:51:34,2083945 18.76.6.150 18.76.6.145 HTTP GET /fauth/discovery?architecture=9 HTTP/1.1

188 08:51:34.206602 10.76.6.145 10.76.6.150 HTTP HTTP/1.1 208 OK (text/html)

234 08:51:39.028084 10.76.6.150 T.7.7.7 HTTP GET / HTTP/1.1

236 08:51:39.031420 7.7.7.7 16.76.6.150 HTTP HTTP/1.1 208 0K (text/html)

Frame 108: 703 bytes on wire (5624 bits), 703 bytes captured (5624 bits) on interface en®, id @
Ethernet II, Src: Cisco_34:9@:e7 (6c:5e:3b:34:90:e7), Dst: Apple_e3:6d:b9 (6c:7e:67:e3:6d:b9)
Internet Protocol Version 4, Src: 10.76.6.145, Dst: 10.76.6.150
Transmission Control Protocol, Src Port: 8@, Dst Port: 58811, Seq: 1, Ack: 1@7, Len: 637
Hypertext Transfer Protocol
Line-based text data: text/html (9 lines)

<HTML><meta http-equiv="Content=-Type" content="text/html; charset=utf-8" name="viewport” content="width=device-width, initial-scale=1">\n

<HEAD=>Yn

<TITLE> Web Authentication Redirect</TITLE=\n

<META http- equlv-“Cache -control” content="no-cache"=\n

f " _content="no-cache"s\n

<THTMC
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Source Lenath Protocol

Time
88:51:34.288377 10.76.6.150 TP

Info
58812 - 443 [SYN, ECE, CWR] Seq=@ Win=65535 Len=@ MS5=1468 WS=64 TSval=3224314628 TSecr=@ SA

58812 = 443 [ACK] Seq=1 Ack=1 Win=131280 Len=8 TSval=3224314631 TSecr=3313491861
Client Hello

118 88:51:34.211275 10.76.6.150 1 TCP
128 88:51:34.212673 10.76.6.150 192.8.2.1 512 TLSv1.2

od: 5T 34217800 192.9.2. 7 18.756.6. 150 i Lok I
124 ©88:51:34.220834 192.8.2.1 18.76.6.158 89,838 TLSv1.2

178 AQCE1.34 IIALIAT 107 4 P 1 1M TR R OIEA TRT A TICu1 B
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144 B8B8:51:34.235915 10.76.6.15@ 192.8.2.1 TCP
145 ©8:51:34.235996 10.76.6.150 192.8.2.1 52 TLSv1.2

147 @B8:51:34.238965 192.8.2.1 52 TLSvl.2

Zelo|ET Y olE 8 228 £ TCP AMMo| B

Catalyst 9800 Wireless LAN Controller2| £

MolHd 8123 +F 0

Server Hello, Certificate
Carvar Wau Fvrhanaa Caruar Halla fNana

[TCP Window Update] 58812 - 443 [ACK] Seq=1145 Ack=19183 Win=131872 Len=0 TSval=3224314655 T5¢
Encrypted Alert

Encrypted Alert
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https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/web-authentication/b-configuring-web-based-authentication-on-cisco-catalyst-9800-series-controllers.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-l-wireless-controller/220405-configure-local-web-authentication-with.html
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