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Anchor-9800 WLC Internet
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Access Switch

By

Wired Client

HERZ EEZX|

Q|2 9800 WLCO| ZHI|2y|o|M

2 0§74 B T

1Et7A|: Configuration(Z1I| 22/ 0| M) > Security(E o) > Web Auth(® 2/5)2 0|53+, Global(™
)S MEiStT, HEEDH L AZ XM oiEo| 7t4t IP FAE &0Ist T, R 0| webauth®2 MHE|
o U=X| EelghLct.

Configuration = > Security~ > Web Auth Edit Web Auth Parameter

General Advanced
—
Parameter-map Name global Virtual IPvd Address 192.0.2.1
Parameter Map Name
O global < Maximum HTTP connections 100 Trustpoint TP-self-signed-3..
‘Web-Filter )
O Init-State Timeout(secs) 120 Virtual IPv4 Hostname
1 10 »
Type webauth v Virtual IPvG Address RIKRIK K
Captive Bypass Portal D Web Auth intercept HTTPs
Disable Suceess Window O Enable HTTP server for Web
Auth
Disable Logout Window D .
Disable HTTP secure server O
. ; for Web Auth
Disable Cisco Logo D
Sleeping Client Status 0 Banner Configuration
Sleeping Client Timeout (minutes) 720 Banner Title

Banner Type ® Mone O Banner Text



SN

2l o=

H L-O

Zt2RZ| HTTP
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M M4l |Ct HTTPS ZIC|2Mo| Lt ZZL Web
Astatiof gFL|Ct a2 Lt o] ZAL|2E|0|M2 CPU AIE &
ot&Lct.

2CHA|: Advanced(T2) BHollM Z2I0|ME ZC|HME 23t 9|8
"Redirect URL for Login(2 12l

2 HO|X| URLE T &FLICt.
g 28t 2lC|2M URL)" ! "Redirect On-Failure(& ol Al 2[C|2A
)'E A%IEHL|C} "Redirect On-Success(A 2 Al Z|C|2IM)y = MEH AFEFQILICH TAEl 2|C|2M
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General Advanced

® Preview of the Redirect URL:

[ http://10.127.196.171/webauth/login.html?switch_url=https://192.0.2.1/login.htm|&redirect=<website-name>

Redirect to external server

Redirect URL for login http://10.127.196.171/w
Redirect On-Success http://10.127.196.171/w
Redirect On-Failure http://10.127.196.171/w

Redirect Append for AP MAC Address

Redirect Append for Client MAC Address

Redirect Append for WLAN SSID ‘

Portal IPV4 Address ‘ 10.127.196.171
Portal IPV6 Address ‘ XXX X
REYY

CLI ZdxI|12fo]A

paraneter-nmap type webaut h gl oba

type webaut h

virtual -ip ipvd 192.0.2.1

redirect for-login http://10.127.196. 171/ webaut h/ | ogi n. ht n
redirect on-success http://10.127.196. 171/ webaut h/ | ogout . ht
redirect on-failure http://10.127.196. 171/ webaut h/fail ed. ht n
redirect portal ipv4 10.127.196.171

i ntercept-https-enable

trustpoint TP-sel f-signed-3915430211

webaut h- ht t p- enabl e

F: 0] AlLLEZIQ0iME 22 TH7HuH4 ol AL EILICH 2T Mgl M2t Add(R7HE
Mehstod S XIS B DN B 7 A5HT Advanced(ZS) B ofEHollAf 2IC|2iM
URLE As3fLic A1z XI5 2 7he 1P RS Mo Z2Eol M A5 ELICH



AAA A7E:

1CHA|: Radius A 2445:

Configuration(Z1IL|Z2 2|0 M) > Security(:22t) > AAAZ 0| S 5t 1L Server/Group(AME/E) MM

M "Add(F7H"E Z &It CIS "Create AAA Radius Server(AAA Radius A{E{ 2443)" H 0| X|ofl A M
HOI§, IPF4A U 37 455 =T LICEH

= oTr a—=

Create AAA Radius Server

MName* | Support for CoA (3)

Server Address* IPv4/IPv6/Hostname . CoA Server Key Type | Clear Text \a
PAC Key (] CoA Server Key (D

Key Type | Clear Text - Confirm CoA Server Key

Key* ® . . Automate Tester (]

Confirm Key*

Auth Port 1812

Acct Port 1813

Server Timeout (seconds) 1-1000

Retry Count 0-100

Radius MH{ Z4I|22i0|M

CLI x| 80|

radius server ISE-Auth
address ipv4 10.197.224.122 auth-port 1812 acct-port 1813

Tl

server name ISE-Auth

2EH7A|: RADIUS A 15 A A:
Server Groups(AH 2&) MMof| A "Add(F7H"E MBIt Mb{ 1
o|Mof Zgreh MHE ™EHELICEH

I

£ golstu a& Aum|ag



Create AAA Radius Server Group

Name* ‘ ISE-Group| < @ Name is required
Group Type | RADIUS

MAC-Delimiter t none v J

MAC-Filtering [ none . ]

Dead-Time (mins) ‘ 5 ‘

Load Balance

Source Interface VLAN ID

| 2074 R ]EI

Available Servers

Radius MHH 21 &

CLI Zdx|zzfo|M

aaa group server radius ISE-Group
server name ISE-Auth

ip radius source-interface V1an2074

deadtime 5

3EAH: AAAHIME S8 F4:

Assigned Servers

ISE-Auth

plE

AAA Method List(AAA 2 =5) B{o 2 0|5 35t04 Authentication(215)0| A Add(F7HE MEistD



Type(F )& "login(212!)"2 2, Group type(1& #)8 "Group(1E)'22 x|¥sto] ¥ 55
O|& & H2olst11 Assigned Server Group(2 2 E MtH &) MM ofgfolH FHE 215 M 28
£ ojEELch

Quick Setup: AAA Authentication

Method List Name*

Type* login | @
Group Type group v| ®
Fallback to local ()
Available Server Groups Assigned Server Groups
undefined SE-Ghatp ‘
Radius-Group
Test-group
test-group E]
undefined
tacacs1
oI Wy =8
CLI ZiZ|[agiolM
aaa authentication Togin ISE-List group ISE-Group
Mz LAy
1EtA|: Configuration(Z1IZ|22{|0] M) > Tags & Profiles(E{1 2! Z Z E)) > Policy(H&)Z 0|55t

General(gh) B0l M Z2 EO| O|FE XIHE Chs SR E2 % A-&sto{ gg=tErLct.



Add Policy Profile

A Disabling a Policy or configuring it in 'Enabled' state, will result in loss of connectivity for clients associated with this Policy profile

General Access Policies QOS and AVC Mobility Advanced

Name* | GuestiANPoicy | WLAN Switching Policy
Description l Enter Description . Central Switching
Status Central Authentication
Passive Client Central DHCP
IP MAC Binding Flex NAT/PAT
Encrypted Traffic Analytics
CTS Policy
Inline Tagging D

O

SGACL Enforcement

Default SGT 2-65519

x{=H
S

[H

2o

2EHA|: Access Policies(2 M| A Z4%H) B4 of2Hof| A anchor controller(¥7{ ZAE&21)0l M vian OHE
ol 2= M &olo| vianE EHELICH O] o= vian 10| F+EELICH



General Access Policies QOS and AVC Mobility Advanced

RADIUS Profiling O WLAN ACL
HTTP TLV Cachi O ‘
b IPva ACL v|
DHCP TLV Caching O -
IPv6 ACL v @
WLAN Local Profiling
URL Filters ®
Global State of Device Disabled (&)
Classification
: Pre Auth v @
Local Subscriber Policy Name | v | @ '
Post Auth v|@
VLAN
VLAN/VLAN Group | 1 v ®
Multicast VLAN ‘ Enter Multicast VLAN

ol B

3EHAl: Mobility(2 &L 2|E]) B of2Holl A Anchor(874) ZAE EE1Z Primary(1)2 Mghst T MEiX{o
2 0|53 T Mg 2 Ift Secondary 2! Tertiary D Z|E| B2 T/ LICt

General Access Policies QOS and AVC Mobility Advanced

Mobility Anchors

Export Anchor O

Adding Mobility Anchors will cause the enabled WLANs to momentarily disable
and may result in loss of connectivity for some clients.

Drag and Drop/double click/click on the arrow to add/remove Anchors

Available (3) Selected (1)
Anchor IP Anchor IP Anchor Priority
&Y 10.106.40.11 3 & 1076.118.70 ;Primary[ﬂ - | €
& 107611875 >
& 107611874 »
ZezEl

CLI ZdZ|22f[o]AM



wireless profile policy GuestLANPolicy
mobility anchor 10.76.118.70 priority 1

no shutdown

HAE LAN T2 Z 2 Ad

1E2t7|: Configuration(Z1I|12{|0| M) > ereless(
Add(F7HE MEHSIDT, 1R Z2 0t 0|5
Ar&Xto| VLAN IDE &aérz 2oy é!EHE Enabled(%“é;'s#%')i HMeterLct.

4) > Guest LAN(HAE LAN)S Z 0|S5t
Asl1, Wired VLANS Edststn, M AAE

General Security
Profile Name* Guest-Profile Client Association Limit | 2000
Guest LAN ID* 1 Wired VLAN Status
mDNS Mode Bridging v Wired VLAN ID* 2024

Status enABLE ([

HAE LAN Z2 L

MEl5t 1 Web Auth(® 215) o744
Radius MEHE ME4EHLICT

z)g

2EHA|: Security(E2 2t EH0l A Web Auth(#] @

5
O & e CHS Authentication(@!15) EELCIR SE0{ A

b

u]

lI



dit Guest LAN Profile

General Security

Layer3

Web Auth :ENABLE .]

Web Auth Parameter Map global ¥ ‘

Authentication List ISE-List v

Guest LAN security(HIAE LAN £0t) &

CLI Zdx|zzfo|M

guest-Tan profile-name Guest-Profile 1 wired-vlan 2024
security web-auth authentication-list ISE-List
security web-auth parameter-map global

HAE LAN H
Configuration(Z1Z| 14 0|4) > Wireless(F ) > Guest LAN(HIAE LAN)2 £ O|S & LIC}.

Guest LAN MAP configuration(HAAE LAN @ 711|722 0|4) MMoi M Add(F7HE MEist
Policy profile(Z32 Z 2 Zl) &l Guest LAN profile(HAE LAN T2 E)2 of &Lt



Guest LAN Map Configuration

% Delete Map

: GuestMap

Guest LAN Profile Name Y  Policy Name Y ‘
) Profile Name Guest-Profile
No records available.
10 v | items per page 0 - 0of 0 items Policy Name [GUEStLANPOIicyi

HAE LAN B

CLI ZdZ|22f[o]M

wireless guest-lan map GuestMap
guest-lan Guest-Profile policy GuestLANPolicy

7] 9800 WLCS| ZHI|28 0|

2 Oi7H W4 9 7y

1EtA|: Configuration(Z4I| 22/ 0] M) > Security(2 2t) > Web Auth(® 215)Z 0|53t 11, Global(™
)2 MEiStT, HAEEDX L AME XM oHEo| 7t IP FAE &0I5t T, R 0| webauth2 MHE|

04 A= x| FlgfLct.

Configuration~ > Security* > Web Auth Edit Web Auth Parameter

General Advanced
—
Parameter-map Mame global Virtual IPv4 Address 192.0.2.1
Parameter Map Name
O global < Maximum HTTP connections 100 Trustpoint TP-self-signed-3.. »
Web-Filter 4
B Init-State Timeout{secs) 120 Virtual IPv4 Hostname
1 10«
Type webauth v Viirtual IPvE Address X IMINTK
Captive Bypass Portal O Web Auth intercept HTTPs
Disable Success Window O Enable HTTP server for Web
Auth
Disable Logout Window O
Disable HTTP secure server O
for Web Auth
Disable Cisco Logo D
Sleeping Client Status O Banner Configuration
Sleeping Client Timeout (minutes) 720

Banner Title

Banner Type ® Mone O Banner Text
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2EHA: Advanced(1 =) BlolM ZEI0|AUE ZIC|HME 28t 2/F & H0|X| URLE Fd&fLICh
"Redirect URL for Login(21 212 /8t 2IC|=M URL)" & "Redirect On-Failure(& ol A| 2|C|=M
)"& M™ELICE "Redirect On-Success( S Al 2IC|2M) = MEH A& QILICE

THE 2lC|EM URLe| DI2| E7(|= & @18 Z2utYol| ZA[FLICH

General Advanced

@ Preview of the Redirect URL:

[ http://10.127.196.171/webauth/login.htmI?switch_url=https://192.0.2.1/login.htmI&redirect=<website-name>

Redirect to external server

Redirect URL for login http://10.127.196.171/w
Redirect On-Success http://10.127.196.171/w
Redirect On-Failure http://10.127.196.171/w

Redirect Append for AP MAC Address

Redirect Append for Client MAC Address

Redirect Append for WLAN SSID

Portal IPV4 Address 10.127.196.171
Portal IPV6 Address XIKIKIXIX
k=R

CLI Zdx|zfo|4

parameter-map type webauth global

type webauth

virtual-ip ipv4 192.0.2.1

redirect for-Tlogin http://10.127.196.171/webauth/login.html
redirect on-success http://10.127.196.171/webauth/logout.html
redirect on-failure http://10.127.196.171/webauth/failed.html
redirect portal ipv4 10.127.196.171

intercept-https-enable.

trustpoint TP-self-signed-3915430211

webauth-http-enable



AAA A7E:

1CHA|: Radius A 2445:

Configuration(Z1I| 22| 0| M) > Security(:2 ) > AAAZ 0|5 5l 1 Server/Group(MEH/Z1E) AlMof|
M Add(ZF7HE Z 2|8t CFS "Create AAA Radius Server(AAA Radius AH{ A 4d)" | O| X|0f| A AEH

O, IPFA L3R YSE UdghLct

= R — = —]

Create AAA Radius Server

MName* | Support for CoA (3)

Server Address* IPv4/IPv6/Hostname . CoA Server Key Type | Clear Text \a
PAC Key (] CoA Server Key (D

Key Type | Clear Text - Confirm CoA Server Key

Key* ® . . Automate Tester (]

Confirm Key*

Auth Port 1812

Acct Port 1813

Server Timeout (seconds) 1-1000

Retry Count 0-100

Radius MH{ Z4I|22i0|M

CLI x| 80|

radius server ISE-Auth
address ipv4 10.197.224.122 auth-port 1812 acct-port 1813

Tl

server name ISE-Auth

2EHA|: RADIUS M 18 MA:
M 28 MMM FIHE ME

ghetuct.

lIIIII

=St M 288 Molstm 28 Zu|zdo|Mof Z=&e M

E



Name* | ISE-Group
Group Type | RADIUS
MAC-Delimiter none v
MAC-Filtering none v
Dead-Time (mins) 5
Load Balance . DISABLED }
Source Interface VLAN ID - 2081 v \
Available Servers Assigned Servers

‘ ‘ ISE-Auth

A7 ¥z 1

it

CLI Zdx|zzfo|M

aaa group server radius ISE-Group
server name ISE-Auth

ip radius source-interface V1an2081
deadtime 5

3CHA|: AAA HIAME 22 1 :

AAA Method List(AAA ¥ =5) BIo 2 0|5 3504 Authentication(215)HA Add(F7HE MEHEI D
, Type(F &) "login(Z12)"2 2, Group type(1E SE)S "Group(2E)'2Z X|H5lo{ ¥ =
£ 0|§ 2 ™olst1, Assigned Server Group(E 2 &l M I &) MM of2{ol| M FEE @1F M 1



Quick Setup: AAA Authentication

Method List Name*

Type* login | @

Group Type group v | ®

Fallback to local O

Awailable Server Groups Assigned Server Groups

undefined | ISE-Group ‘
Radius-Group
Test-group
test-group
undefined
tacacs1

AMEE
(J BB

ol

—

0l

HtEH 22
o= T

CLI x| 80|

aaa authentication login ISE-List group ISE-Group

1Et7|: Configuration(Z1I|12{|0| M) > Tag & Profiles(Ef 1 2

ol Zl) > Policy(X2H) 2 0|5 5l01 2|
2 HEEDQ SUSHO|IECZE M I ZLE M Z2

=
Esiog- e

i
i

=
=



General

Access Policies

‘ Name*

QOS and AVC

Mobility

GuestLANPolicy

Description

Enter Description

Status

ENABLED -

2EHA|: Access Policies(AM|A ZH&) ofgljo] EELCIR =

ct

Passive Client

IP MAC Binding

Encrypted Traffic Analytics

CTS Policy

Inline Tagging
SGACL Enforcement

Default SGT

. DISABLED
ENAELED .

. DISABLED

- IIII

2-65519

Advanced

WLAN Switching Policy

Central Switching
Central Authentication
Central DHCP

Flex NAT/PAT

enaser B

ENABLED .

ENABLED .

. DISABLED

S0iM 74 Z2t0|ME vianS IHEE



General Access Policies QOS and AVC Mobility Advance

RADIUS Profiling O
HTTP TLV Caching O
DHCP TLV Caching O

WLAN Local Profiling

Global State of Device Disabled (i)
Classification

Local Subscriber Policy Name ‘ Search or Select v ’

VLAN

VLAN/VLAN Group VLAN2024 v | ®

O AJ| A EI%H EH



2 AHEERQ WH HEEH T

3EFA: Mobility(=2 & 2[E[) B of 2ol A Export Anchor(¥7H LIELHZ])E =B LI



General Access Policies QOS and AVC Mobility Advanced

Mobility Anchors

Export Anchor

Static IP Mobility [. DISABLED ]

Adding Mobility Anchors will cause the enabled WLANs to momentarily disable
and may result in loss of connectivity for some clients.

Drag and Drop/double click/click on the arrow to add/remove Anchors

Available (2) Selected (0)

Anchor IP Anchor IP Anc

LHELHZ| A7



zt1: o] Hxmz22fo] M2 9800 WLC(Wireless LAN Controller)& K| El &2 = 2 u} e}
AZAE WLANO] CHEF 474 WLCE R|HELICH 2|5 9800 WLC7t EEt0|HEE A
WLCZ ZIC|ZM5tH 22I0|1Eof & E WLAN & M= = 2 Zlof CHE MIE HE7L A
SELICH O|ZEH otH AHWLCI £ AE HEE 7|itez MUt 2d Y 2 dg

8¢ = A&Lich

o

CLI ZAx|ag|o|M

wireless profile policy GuestLANPolicy
mobility anchor
vlan VLAN2024
no shutdown

HAE LAN T2 E A



1EtA|: Configuration(Z4I| 21| 0]M) > Wireless(F41) > Guest LAN(HAE LAN)2 2 0|58 LS
Add(F7HE ME4stod HAE LAN Z2Eg ddstn FEELICH Z20t 0|F0| 2F HEEH
o| o|§1t Yx[et=X| =HQlgfL|Ct W7 ZHEEE{HM M VLANS HIEZ M8t of g LICt.

Add Guest LAN Profile

General Security
Profile Name* ‘ Guest-Profile ‘ Client Association Limit ‘ 2000 ‘
Guest LAN ID* ‘ 1 ‘ Wired VLAN Status
mDNS Mode [ Bridging v ]

Status eNaBLE [}

HAELAN Z2E

2EHA: 2o dHoilM E 5 S EdEe ChE o 915 o Mot 915 552 FEELICH



dit Guest LAN Profile

General Security
Layer3
Web Auth BTN |
Web Auth Parameter Map global v }

Authentication List ISE-List v




HD:HAE LAN Z2E An|adolM2 4 VLAN & EE
7|1 ZAEE8] 7tol S UsHof ghL|ct

CLI ZAx|z2fofM

guest-Tan profile-name Guest-Profile 1
security web-auth authentication-list ISE-List
security web-auth parameter-map global

HAE LAN B

M elstn Q|

1EA|: Configuration(Z1Z| 12| O|4) > Wireless(F ) > Guest LAN(HIAE LAN)2 2 O|S & LCt.

Guest LAN MAP configuration(|2 E LAN 8 741|124 0]M) Al Mo
Policy Profile(‘8™ Z 21} )E HAE LAN Z 21t of o & &ct.

M Add(F7HE MEdstT



Guest LAN Map Configuration

> Delete Map
: GuestMap
- Add
Guest LAN Profile Name Y  Policy Name T ‘
. Profile Name Guest-Profile
No records available.
10 v | items per page 0 - 0 of 0 items Policy Name IGUEStLANPOIiCW 2

HAE LAN B

wireless guest-lan map GuestMap
guest-lan Guest-Profile policy GuestLANPolicy

Aire0S 5520 ZAE E2{0il 1 HEl catalyst 98000 M FM HAE
T

& —

Anchar-5520 WLC Inermel

Foreign-S800
=
Access Switch [

"-\.\_.

By

Wired Chient

HESIZ EEZX|

Q|E 9800 WLCS| I y|o|M



2 Oh7 s B

1Et7A|: Configuration(Z1I| 2240 M) > Security(:2 ) > Web Auth(® 2/5)Z 0|53t Global(MY
)2 MEfEFLICH ZHEED L AZ XI™Ho| 7H4 IP F4A7 T2 Zlof| S2HIEA HEEIREX], RO
webauth2 A k|0 U=X| =elghLct

General Advanced
Parameter-map Name global Virtual IPv4 Address 192.0.2.1
Maximum HTTP connections 100 Trustpoint TP-self-signed-3...
Init-State Timeout(secs) 120 Virtual IPv4 Hostname
Type webauth - Virtual IPv6 Address XIXIKIXIX
Captive Bypass Portal D Web Auth intercept HTTPs [:]
Disable Success Window O Enable HTTP server for Web
Auth
Disable Logout Window O
Disable HTTP secure server O
) for Web Auth
Disable Cisco Logo O
Sleeping Client Status ) Banner Configuration
Sleeping Client Timeout (minutes) 720 Banner Title
Banner Type ® None O Banner Text

O Read From File
2 0f7H 4 2
2EHA|: Advanced(ZL =) B0 EE0|MEE E|C|H| M50k 5t 2|F & I O[X| URLE XIHE L

Ct. 2301 & Alulj Al 2|C|EME 8t 2IC|2M URLE 4 EHL|CH Redirect On-Success A& 2
MEHX A 280t



General Advanced

B—Preview-o-the-RedirestRE:

[ http://10.127.196.171/webauth/login.html?switch_url=https://192.0.2.1 flogin.html&redirect=<website-name>]

Redirect to external server

Redirect URL for login http://10.127.196.1 711\»{
Redirect On-Success http://10.127.196.1 71;»{
Redirect On-Failure http:H10.127.195.171N{

Redirect Append for AP MAC Address

Redirect Append for Client MAC Address

Redirect Append for WLAN SSID

Portal IPV4 Address 10.127.196.171
Portal IPV6 Address XIXIXIXIX
A==

CLI x| 8jo|

paranet er-map type webauth gl oba

type webauth

virtual -ip ipvd 192.0.2.1

redirect for-login http://10.127.196. 171/ webaut h/ | ogi n. ht n
redirect on-success http://10.127.196. 171/ webaut h/ | ogout . ht
redirect on-failure http://10.127.196. 171/ webaut h/fail ed. ht n
redirect portal ipv4 10.127.196.171

trust poi nt TP-sel f-si gned- 3010594951

webaut h- ht t p- enabl e



: AAA Z1T|22f|0|M4 2| < Foreign 9800 WLCS| ™ Mol MIZE ZAx| 22| 0lMd MF

S
MEE HZstHA.
MM T2 A
1EHAH|: Configuration(Z1I|1&|0|44) > Tags & Profiles(Ef 1 2! Z 2 Z!) > Policy(X )2 0|S &L
52 U8otn el E2 S EEE

Ct. Add(F7HE MENSt T General(Eh) B0l =21t 9| Of
gt



General Access Policies
Name*
Description
Status

Passive Client
IP MAC Binding

Encrypted Traffic Analytics

CTS Policy

Inline Tagging
SGACL Enforcement

Default SGT

A{AH
S

13

2

QOS and AVC

Mobility

‘ Guest

l Enter Description

ENA
B oisasLen
enasten ([

. DISABLED

- III

2-65519

Advanced

WLAN Switching Policy

Central Switching ENABLED .

Central Authentication ENABLED .

Central DHCP enasten [

Flex NAT/PAT B osesen

2EFA|: Access Policies(UAM[A &) B0 2|2 VLANZ EF & LICH



General Access Policies

RADIUS Profiling
HTTP TLV Caching

DHCP TLV Caching

WLAN Local Profiling

Global State of Device
Classification

Local Subscriber Policy Name

VLAN

VLAN/VLAN Group

Multicast VLAN

O K & 42

E 4: Mobility(2 2 2|E|) B0 M Anchor(¥7{) ZHEEE EZ

SkL|CH

QOS and AVC Mobility Advanced
O
O
O
Disabled @)

K

v |®

‘ Enter Multicast VLAN ‘

to M

& Primary(1)2 A

ol
H>



General Access Policies QOS and AVC Mobility Advanced

Mobility Anchors

Export Anchor O

Static IP Mobility

Adding Mobility Anchors will cause the enabled WLANSs to momentarily disable
and may result in loss of connectivity for some clients.

Drag and Drop/double click/click on the arrow to add/remove Anchors

Available (1) Selected (1)
Anchor IP Anchor IP Anchor Priority
& 10.76.6.156 > & 1076.118.74 Primary (1)

Zeiz|E| &



At 71: 9800 Q| WLCS| MA T 2 EIL vlan ZAI|2d 0|2 A 2lstT 5520 ¥7{ WLCS]
7+|¢§ LAN Z 27} elx|soF 3tLC

_

CLI ZAx|z2fofM

wireless profile policy Guest
no accounting-interim
exclusionlist timeout 180
no flex umbrella dhcp-dns-option
mobility anchor 10.76.118.74 priority 1
no shutdown

HAE LAN T2 Z JAd

1Et7|: Configuration(Z4 | 2240 M) > Wireless(F ) > Guest LAN(HAE LAN)S 2 0|55t



Add(F7HE MEdstLICt 1 R8st Z20tY 0|
A7 F8 VLAN IDE RIEBLICH OHR|H 22 T2 1l HElE Enabled(E 48t
=3

o
oy
x
9'|_|
Kl
=
rx
<
r
>
Z
mjo
ik
0x
on
ol
- 3
30
>
X
[>
[m

General Security
Profile Name* ‘ Guest Client Association Limit | 2000 ‘
Guest LAN ID* l 2 Wired VLAN Status | ENABLE ]
mDNS Mode ' Bridging v Wired VLAN ID* i |
Status (enaee (1

HAE LAN A=K

2CHA|: Security(F2.2F) & of2Ho| A Web Auth(® 218)E & 4435t Web Auth OH7HE s~ TS OiE
gt CtZ Authentication(218) E&CH2 S 501 A RADIUS MHHE MEHEHLICY.

General Security

Layer3

Web Auth (ENABLE

Web Auth Parameter Map

Authentication List ISE-List v

ok



2t 11: 9800 Foreign 2! 5520 Anchor ZAE E2{2| HAE LAN ZZ2Z 0|2 SsHok gL
Ct

CLI Zdm|agyo|M

guest-Tlan profile-name Guest 2 wired-vlan 11
security web-auth authentication-list ISE-List
security web-auth parameter-map global

HAE LAN B

1EHA: Configuration(%'ﬁllﬂﬂ0|A=|) > Wireless(5F ) > Guest LAN(HIAE LAN)
Guest LAN MAP Z1I| 712840 M Al A0 A Add(F7HE dEﬁHéh_ Policy Profile(
Guest LAN ZZ Zlof| of=Z & L|C}.

Z Oo|SELch.
i

o
M z2E)g



Guest LAN Map Configuration

< Delete Map

Guest LAN Map : GuestMap

-+ Add

Guest LAN Profile Name

HAE LAN B

T

Palicy Name

No records available.

10 * | items per page

CLI Zixm|zeiol

wireless guest-lan map GuestMap

guest-lan Guest policy Guest

7] 5520 WLCS| Z4I|28 0|

2l o|x
H L_-O

T Ad

Profile Name

Guest

Policy Name

[ Guest

1EHA: Security(2.2t) > Web Auth(® 215) > Web Login Page(®¥ 2191 H0|X|)Z o|S&fLICt. ¥

= osio
olE g8

C|2M URLE
< FTHE £

o AEH
= =7

AU&LICH.

HMONITOR  WLANs CONTROLLER WIRELESS SECURITY

olE(Ql% MHE Zlc/aM)2 dxstn ofs
Argtolmd QIEofl M8t % B2tolRle

MANAGEMENT CDMMANDS  HELP

2l 015

URLE T+ E&fLIC 232 = g
£ & ho|x|= 2[C|=Mdsl{of st= 8

Security

¥ AAA
General
= RADIUS
Austhentication
Accounting
Auth Cached Users
Fallback
DNS
Dawniloaded AP
» TACACS+
LOAP
Local Met Users
MAL Filtering
= Disabled Clients
User Login Policies
AP Pulicies
Password Policies

b Local EAP
Advanced EAP

b Priority Order

b Certificate

b Access Control Lists

Wireless Protection
Palicles

v Web Auth
Web Login Page
Coectificate

1o

M

all
=o

ol

—

I
0|>|

Web Login Page

Web Authentication Type
Redirect URL after login
Legin Success Page Type
External Webauth URL

External {Redirect to external server)

[ ttp=//10.127.196. 171/ webauth/logout. htmi

None -

[Mitg://10.127.196. 171/ webauth/login. himl

Qreode Scanning Bypass Timer
QrCode Scanning Bypass Count

0|
[0



AAA M.
1CHA|: radius AMH{ 745

Security(=2 2+) > Radius > Authentication(2/5) > New(MZ BHE7[)Z 0[S &Lt

||||.|||. Saye Configuration  Bing  Logout  Refre

CIsco MONITOR  WLANs CONTROLLER — WIRELES: SECURITY MANAGEMENT COMMANDS HELP User: admin(ReadWrite) M Hoi

—
Securly RADIUS Authentication Servars oy ||
v ARA ;
. Auth Called Statien ID Type AP MAC Addreds: SS10 hd
w RADIUS
Authentication Use AES: Kay Wmp [} {pesigned for FIPS customers and requires a key wrap compliant RADIUS server)
Auth Cached Users MAC Delimiver Hyphen ]
Fallback
The Framed MTU [1300]

Bownloaded AVE

Radius AH{

2EHA|: ZHEE2{0{ M RADIUS MHH IP & B R &5 E FAeFLICH M A2 ENE Enabled(EAEHE
)2 &5t 1 Network User(LIE 9|3 AFE R & QlEtS MEHEHLCH



RADIUS Authentication Servers > New

Server Index (Priority) 4 V|

1
Server IP Address(Ipv4/Ipv6) |
Shared Secret Format ASCII V|

Shared Secret

Confirm Shared Secret

Apply Cisco ISE Default settings LJ

Apply Cisco ACA Default settings O

Key Wrap [ (Designed for FIPS customer:
Port Number 1812

Server Status Enabled v
Support for CoA Disabled v
Server Timeout 5 I seconds
Network User Enable
Management Enable
Management Retransmit Timeout IS_ seconds
Tunnel Proxy C] Enable
PAC Provisioning () Enable
IPSec (] Enable
Cisco ACA () Enable

ME] Az o|Ad
HA|A Ho| S5 74

1EH7A|: Security(2 ) > Access Control List(H M A X0 S5)Z 0|55t New(MZ BHET)E M



SHErLICH DNS X Q|F & Mol CiEh ECfEE 5{8stes AIH 215 ACLE Y- &L

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP

I
Security Access Control Lists > Edit
~ AAA
General General
» RADIUS .
Authentication Access List Name Pre-Auth_ACL
Accounting
Auth Cached Users Deny Counters i
Fallback
DNS Destination
Downloaded AVP Seq Action Source IP/Mask IP/Mask Protocol Source Port Dest Port DSCP Direction Number of Hits
EREST 0,000 / 0.0.0.0 /
LDAP 1 Permit upp Any DNS Any  Any 0 [~
0.0.0.0 0.0.0.0
Local Net Users
MAC Filtering 5 i 0.0.0.0 / 0.0.0.0 ¥ e Bii An A A
« Disabled Clients 2 Permit 4 6.0.0 0.0.0.0 4 s Y oA ° a
User Login Policies ) 0.0.0.0 J 10.127.196.171 /
AP Policies 2 Permit .00 255.255.255.255 1O hrvg M Ay Aoy ¢ =
Password Policies
. 10,127.196.171  / 0.0.0.0 !
4 Permit TCP HTTP A A A i
b Local EAP L PerMIt 565.255.255.255  0.0.0.0 i oA a
Advancad EAP A 0.0.0.0 / 10.127.196.171 / TER N HTTPS A A 0
 priority Ord = ety 0.0.0 255.255.255.255 n oA a
Bl sy I 6 permt 10127196171 / 0.00.0 ¥ rop N i i e & o
b Certificate ! 255.255.255.255  0.0.0.0 v v v

4 Access Control Lists
Access Control Lists

—CPUATTESS COTIOT LISt

4 Meofl CHEH EBHEIE I8 3HE AML S5
HAE LAN Z2Z 34

1E-A: WLANS(WLAN)Z O|S 3t Create New(M 2 BHE7()E MEHEFL|CE

Type as Guest LAN(HAE LANCE )2 MEISHT 9800 Foreign Controller?| 232 I 2 u} 1}
St 0|F 2 FHELICH

MONITOR  WLANs |_ONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  HELP

WLAN
Current Filter: MNene [Change Filter] [Clear Filter] [Create New V| I Go I
[] WLANID Type Profile Name WLAN SSID Admin Status Security Policies

HAE LAN 24

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP

WLANs > New | <Back | || _apply |
Type |Guest LAN | ]
Profile Name Guest I
D 2 w

HAE LAN Z2Z

2CHA: HAE LAN ZZ2Eof elagA 2 o|ae|A QIE{H o|AE o & &Lt

3
m>
r

0| 3< ¢ladl4 elEmo|lAE 2F HEEE{C| EolP H{E0|22 Q1ae)|A QIE{m|0|AT}



Ch.

o|aglA QEHo|AE M EEI0|MET 2EMo=

General | Security = QoS | Advanced |

Profile Name [Guest

Type Guest LAN
Status Enabled
Security Policies Web-Auth

(Modifications done under security tab will appear after applying the changes.)

Ingress Interface

Egress Interface

None V|

[wired-vlan-ll V]

NAS-ID

HAE LAN Z 2 E

3EHA|: Security(E2.0h) 101X Layer 3 security as Web Authentication(® 2!5)

S ACL= DHEELICH.

WLANSs > Edit 'Guest'

‘I'IOI'IE

General | Security | QoS | Advanced |

MEdSt T

fjo

At

L

ol
—

Layer 3 Security

Guest LAN security(HIAE LAN

Layer 2 I Layer 3 | AAA Servers |

Preauthentication ACL

H o|-) EH

o iy i}

1Pv4 | Pre-Auth_ACL V|

Override Global Config2®  [_J Enable

=

IPv6

None v

4 Security(F22F) > AAA Server(AAA MH)Z O|SEfLICt.

CEECH22 MEistD HAE LAN Z2ZHoi RADIUS MHE OfE

| Web Authentication v

gLt



General = Security QoS = Advanced

~ Layer 2 | Layer 3 AAA Servers

Select AAA servers below to override use of default servers on thi

RADIUS Servers

Authentication Servers _______ Accounting Servers
Enabled _| Enabled
Server 1 1P:10.197.224.122, Port:1812 v| None

A
Server 2  None v | None
Server 3 | None v | None
Server 4 | None v| None

HAE LAN ZZ2Z/0f RADIUS Mt o=

5EHAH: WLANS 2 O|SEL|CH HAE LAN Z2Zo| CECIR 0}0|E /o OIfA HME 88 =
1 Mobility Anchors S ME4EHL|C}

|

Oz Guest LAN  Guest - Disabled Web-Auth
Remove

[ Mability Anchors |

6TH7|: Mobility Anchor Create(Z2 H2|E| B7{ )& MEASt0{ ZHEEZ{E O| HAE LAN Z2 1t
UO| LHELHZ| HHE T ELCt

WLAN SSID Guest

Switch IP Address (Anchor) Data Path Control Path

| Mability Anchor Create

B YElE| %7 B

Catalyst 980001 2 &=l AireOS 55200 M M HAE T4



X 0 Ty . ffr j
Foreign-5520 WL% Anchor-9800 WLC nterne

Access Switch

)
.,H
Wired Client

HE3 EEZX|
Q|¥ 5520 WLCO| 711|184 |0|4d
HE 274 QIE{H|0|A HI|80|M

1EtA[: Controller(ZAE £ 2]) > Interfaces(Q/E{H O|A) > New(ME BHE7|)E O|SELIC} QIE{H O]
A O|F, VLAN IDE F45tT HAE LANS M8t LICH

FM ALENE 2712 X QB o|ATF HRELICH

Hx{ 2llojo{ 2 S QEm0|AE ddstD 0| HAE LANZE X|HELICH o 2IEmo|lA= &
M ZEto|HET FEIMe 2 HAAL|E HAE LANS| 2184 QIE{H0|A dg S &Lct



CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANA

Controller Interfaces > Edit
General
Icons .
General Information
Inventory
Interfaces Interface Name wired-guest
Interface Groups MAC Address a0:e0:af:32:d9:ba
Multicast

Configuration
P Network Routes

Guest Lan

» Fabric Configuration

NAS-ID |none

# Redundancy

* Mobility Management physical Information

Ao Port Number
o ]
1

b NTP
Backup Port

RcEs Active Port

b PMIPvV6

» Tunneling Interface Address

b IPV6 VLAN Identifier 2020

¢ mDNS DHCP Proxy Mode |Global v

N A pr Enahla NHCR Nntinn 172 [

Olap|A QIE{Ho|A

2CHA: Controller(ZAE &24) > Interfaces(Q/E{H| 0| A) > New(MH 2 EHET|)E O|SEL|Ct. QIE{TH O]
A O|&, VLAN IDE T &fLct.

= B S QIE{H|o|AE ZAEE 2| Bi|o|o] 3 QIE{m|0|A0qof 6tH M Z2}0|HE &= 0| VLAN
MEYM IP TAE £4AIELICEH 0| 2IE{H|0|lA= HAE LAN Z21}2lof CHEt o|28|A QE{H
O|A &g gfLCt.



CISCO MONITOR  WILANs CONTROLLER WIRELESS SECURITY MANA(

Controller Interfaces > Edit
General
Icons s
General Information
Inventory
e e Interface Name vlan2024
Interface Groups MAC Address a0:e0:af:32:d9:ba
Multicast i
Configuration
» Network Routes
b Fabric Configuration GuestiLen O
"
» Redundancy Quarantine O
. Quarantine Vian 1d 0
b Mobility Management
NAS-ID | none
Ports
» NTP Physical Information
D Port Number
BUERIEVS Backup Port E
b Tunneling Active Port 1
b IPV6 Enable Dynamic AP Management O
b} mDNS
b Advanced Interface Address
Lawful Interception VLAN Identifier
IP Address 110.105.211.85 |
Netmask 255.255.255.128 |
Gateway [10.105.211.1 ]

oladA QE{molA
Ax| ZE HI|ad o|M

B ALE ASRHE AAMA Bojo] 22(x[of 4F, Ol21Et X|E & ZEE HEEHMM HAE
LAN O] 43t E VLANSZ T4 E|ofof FfLiCt

HA|A Bjlo]o AQX| ZE ZH1|dy 0]
CIE{H|O|A Z|7HH|E O|HY! <x/x/x>

MY QM HAE XA

switchport access vian 2020



of HEED ¢33 ZE ZHu|apo|M
QIE{H| O] A TenGigabitEthernet<x/x/x>
Y o WLCol et EFHI X E
switchport 2E EH3

switchport trunk L|O|E[E vian 2081

switchport trunk &{& vlan 2081,2020

M

o

A7 HEED] Y33 XE ZHu|agolMd
QIE{H| 0| A TenGigabitEthernet<x/x/x>
MY H7 WLCOl| CHEt E-FT X E
switchport 2E E&E3

switchport trunk HIO|E[E vian 2081

switchport trunk allowed vlan 2081,2024

Mk

{0

1| O]

—

T4

I
Ol

1EtA|: Security(22 2F) > Web Auth(2! 2!8) > Web Login Page(® 2121 H 0|X|)Z o|S & LICt. &l
5 /82 AR (R MHE Elc|EM)Z dHEstD 2F & 215 URLE F+EEfLICh 2021 = 2
C|3M URL2 ME AL 0|H 2150 H38t = 2EI0|HUEE & H|o|X|= E[C|| M5l ok 5t F

¢ 78 + JA&Lich



e Configuration ng  Logout

alvaln

cisco HONITOR  WlAMs: CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  HELP User:admin{ReadWrite) A Home
) ) —_— |
Security Web Login Page [Preview... | [[_Appiv ||
]
v AAA
Genersl Web Authentication Type External (Rodirsct to axternal tarver) v
= RADIUS Redirect URL after login hitp://10.127.196. 171 /webauthflogout. html
Authentication P -
Accounting Legin Suceass Page Type (Nene ]
ash ‘:':‘h“" Usery External Webauth URL Mt9://10.127.196. 171 /webauthilogin. htmi
allbac
DNS
Dawndosded AVP Qriode Scanning Bypass Timer o
» TACACS+ —
LORE QrCode Seanning Bypass Count (]
Local Net Users
MAC Filtering

= Disabled Clients
User Login Policies
AP Policies
Password Policies

b Local EAP
Advanced EAP

b Priority Order

b Cartificate

b Access Control Lists

Wireless Protection
Policles

v Wab Auth
Web Login Page

Cortificats

0

il O

—

b

I

0l

x
2

AAA M.
1CHA|: radius AMH{ 745

Security(2 ¢ > Radius > Authentication(2!&) > New(MZ BH=7()Z O|S & LICt

Sawe Configuration  Fing  Logout Refre

MONITOR  WLANs CONTROLLER — WIRELES: SECURITY MANAGEMENT COMMANDS HELP User: sdmin{ReadWrite) # Hon
—

Security RADIUS Authentication Servers [CreeyJ|[Cawe. ]

-
—— Auth Called Statien ID Type AP MAC Address: SS1D b

CTSE
w RADIUS
Authentication e ACS Sy evmp. L) (Designed for FIPS customers and requires a key wrap compliant RADIUS server)

#Auth Cached Users MAC Defimiter [Fyphen )

?¢'§“‘“ Framed MTU 1300

Bownloaded AVE

Radius AH{

2CHA|: ZAEZE2{0M RADIUS MHH IP 2 28 &5 E T AELICH M AEHE Enabled(E 435HE
)2 Z2tst 1 Network User(UIE 9|3 AFE R =HQIEHE MEAFHLICE.



RADIUS Authentication Servers > New

Server Index (Priority) 4 V|

1
Server IP Address(Ipv4/Ipv6) |
Shared Secret Format ASCII V|

Shared Secret

Confirm Shared Secret

Apply Cisco ISE Default settings LJ

Apply Cisco ACA Default settings O

Key Wrap [ (Designed for FIPS customer:
Port Number 1812

Server Status Enabled v
Support for CoA Disabled v
Server Timeout 5 I seconds
Network User Enable
Management Enable
Management Retransmit Timeout IS_ seconds
Tunnel Proxy C] Enable
PAC Provisioning () Enable
IPSec (] Enable
Cisco ACA () Enable

ME] Az o|Ad
HA|A Ho| S5 74

1EH7A|: Security(2 ) > Access Control List(H M A X0 S5)Z 0|55t New(MZ BHET)E M



=HEFL|CH DNS &

CIsCO

Security

~ AAA
General
= RADIUS
Authentication
Accounting
Auth Cached Users
Fallback
DNS
Downloaded AVP
¥ TACACS+
LDAP
Local Net Users
MAC Filtering
= Disabled Clients
User Login Policies
AP Policies
Password Policies

Local EAP
Advanced EAP
Priority Order

-

Certificate

-

Access Control Lists
Access Control Lists

—CPUATTESS COTIOT LISt

o Mol CHE E2Y

il

=

| 2|5 & Mol CHEF EEiEE &5t At

MONITOR  WLANs CONTROLLER WIRELESS SECURITY  VMANAGEMENT

|
Access Control Lists > Edit
General
Access List Name Pre-Auth_ACL
Deny Counters i}
Destination
Seq Action Source IP/Mask IP/Mask Protocol Source Port
pormit | 0:0:0:0 / 0.0.0.0 . An
]|
4 0.0.0.0 0.0.0.0 ¥
0.0.0.0 / 0.0.0.0 !
2 rmi oP DN
2 Pemit 4000 0.0.0.0 4 s
~0.0.0.0 / 10.127.196.171 /
2 Permit 600 255.255.255.255 1O Any
) 10.127.196.171 / 0.0.0.0 !
A Permit o gc255.255.255  0.0.0.0 TeR HTTP
_0.0.0.0 / 10.127.196.171 /
£ Permit 000 255.255.255.255 'O Ay
& permg 10127196171 / 0.0.0.0 ¥ —
" 255.255.255.255  0.0.0.0
g 5185t AN~ =5

HAE LAN T2 IZ| A

1EtA]: WLAN(WLAN) > Create New(AH2 BHE

MONITOR  WLANs

=7|) > Go(0|S

IZONTROLLER ~ WIRELESS SECURITY MANAGEMENT COMMANDS

COMMANDS  HELP

Dest Port DSCP Direction Number of Hits

DNS Any  Any 0 [~
Any Any  Any 0 [~
HTTP Any  Any 0 [~}
Any Any  Any 0 [+
HTTPS Any  Any 0 ﬂ
Any Any  Any 0 [~

O|S&LCt.

HELP

WLAN

Current Filter:

Mone

[Change Filter] [Clear Filter]

| Create New ~| | Go |

[] WLANID Type Profile Name WLAN SSID Admin Status Security Policies
HAE LAN Z2E
Type as Guest LAN(HAAE LANCE R38)2 MEistD Z2 0t 0|§2 FHFLICH 9800 Anchor
AEE2{o| MM LRI YD} AAE LAN Z2I QoM SYUsH 0|F S TAJsHok FLICH



WLANS > New

Type | iGuest LAN Vi |
Profile Name ‘ Guest-Profile !

ID 3 v

HAE LAN Z 2 E

2EHA|: General(2 ) B0l HAE LAN ZZE 9| Ingress(@12ElA) 2! Egress(0]2 2|2 ) QE{H|
O|AE OHEELICH

elapiA QEHO|lAE M EEI0|HET} EE2XMeE AESHE VLANYLICE
g A

o|z84 elE{mHo|AE= E2to|H

[m
N
%
I

General | Security | QoS = Advanced |

Profile Name [Gueat-Pmﬁle
Type Guest LAN
Status Enabled
Security Policies Web-Auth

(Modifications done under security tab will appear after applying tt

Ingress Interface | wired—guest d I

Egress Interface [ vlan2024 V]

NAS-ID ‘nc-ne

HAE LAN ZZ2E

3EHA|: Security(E2 2 > Layer 3(2ll0]01 3)2 2 o|S & L|C}.

o

Layer 3 Security as Web Authentication(®] 2/ 22 2i|0]0{ 3 Eoh)2 MBIt A @1F ACL



General I Security | QoS | Advanced |
|' Layer 2 I Layer 3 | AAA Servers \

Layer 3 Security | Web Authentication

Preauthentication ACL IPv4 IPre-Auth_ACL VI IPv6 | None v

Override Global Config2® [ Enable

ti{ojo{ 3 EoF EH
4ATHA:

AAA servers(AAA M) B10{ M Radius HHHE OH&E 5t Enabled(&&3HE) & QIS MEfEfLICEH

General | Security | QoS | Advanced |

Layer 2 | Layer 3 | AAA Servers |

Select AAA servers below to override use of default servers on th

RADIUS Servers

Authentication Servers Accounting Servers
Enabled () Enabled

Server 1 |IP:10.197.224.122, Port:1812 | None

Server 2 | None v | None

Server 3 | None V| None

Server 4 |None v | None

HAE LAN ZZZ0of RADIUS Mt OHZ

5EtAH|: WLAN H|O|X|2 0|S 35t HAE LAN Z2Lo| E ECI2 0}0|2 /o OIRA HME 224
= 11 Mobility Anchors(Z 2 2|E| B7{)E MEHFHLICY.



O 20 WLAN guest-1665 guest-1665 Disabled [WPA + WPAZ][Auth(PSK)] [~
|ﬂ 1 Guest LAN  Guest-Profile Enabled Web-Auth
Rermove
Oz Guest LAN  Guest Disabled Web-Auth [ |

Ze2|E| A

6EA: EECI2 59| ZUE(E| HFHE HAE LAN Z2Zof oiE &Lt

Mobility Anchors

‘WLAN SSID Guest-Profile

Switch IP Address (Anchor) . Data Path Co
ocal

[Mobility Anchor Create | e ei el
10.76.6.156

Switch IP Address (Anchor) + 10.76.118.70

Foot Notes

HAE LANO| 2 EIE2[E| Y7 OiE

A 71 9800 WLCL| 71|18 0|M

2 Of7) s B

1EHA|: Configuration(Z1I| 22| 0| M) > Security(2 ) > Web Auth(® 2/5)Z 0|53t Global(
)2 MEfEFLICH ZHEED] 2 AMZ X|™Ho| 7MY IP FA7 Z2 Zlof| S2HIEA oHEEIREX], RO
webauth2 MHEE|0of U=X| =elgfLct.



General Advanced

Parameter-map Name global Virtual IPv4 Address 192.0.2.1
Maximum HTTP connections 100 Trustpoint TP-self-signed-3...
Init-State Timeout(secs) 120 Virtual IPv4 Hostname
Type webauth - Virtual IPv6 Address XIXIKIKIX
Captive Bypass Portal D Web Auth intercept HTTPs D
Disable Success Window O Enable HTTP server for Web
Auth
Disable Logout Window O
Disable HTTP secure server O
for Web Auth
Disable Cisco Logo O
Sleeping Client Status O Banner Configuration
Sleeping Client Timeout (minutes) 720 Banner Title
Banner Type ® None O Banner Text

O Read From File
2 DH7H g4 o
2CHA|: Advanced(Z1 &) B0 Z2I0|HEE E|C|ZMélof 5t= 2F @ I Oo|X| URLS K| EL

Ct. 2392l 4l Ao A| ZlC|EME 8t 2IC|2M URLE T EHLICE Redirect On-Success A&
MEHR ZH1| a8 oA Lt



General Advanced

B—Preview-o-the-RedirestRE:

[ http://10.127.196.171/webauth/login.html?switch_url=https://192.0.2.1 flogin.html&redirect=<website-name>]

Redirect to external server

Redirect URL for login http://10.127.196.1 711\»{
Redirect On-Success http://10.127.196.1 71;»{
Redirect On-Failure http:H10.127.195.171N{

Redirect Append for AP MAC Address

Redirect Append for Client MAC Address

Redirect Append for WLAN SSID

Portal IPV4 Address 10.127.196.171
Portal IPV6 Address XIXIXIXIX
A==

CLI x| 8jo|

paranet er-map type webauth gl oba

type webauth

virtual -ip ipvd 192.0.2.1

redirect for-login http://10.127.196. 171/ webaut h/ | ogi n. ht n
redirect on-success http://10.127.196. 171/ webaut h/ | ogout . ht
redirect on-failure http://10.127.196. 171/ webaut h/fail ed. ht n
redirect portal ipv4 10.127.196.171

trust poi nt TP-sel f-si gned- 3010594951

webaut h- ht t p- enabl e



1 AAA I3 20| 9| B Foreign 9800 WLC 2| "Configure Wired Guest on catalyst
9800 anchored to another catalyst 9800" AlMoi| M|S &l Zdz| 22 |0|MH MEAtE S & X5t

A,

ME

) > Policy(5&)

Policy(&
oz % &H z2g

=

1EHA|: Configuration(Z4Z| 12| 0| M) > Tags & Profiles(Ef1 & =
Ch 2/ ZHEEEO HAE LAN Z2 Lo ArSElE Wt SY#
Ct.

=
o)

0% mok
I

S
3

m o

il



General Access Policies QOS and AVC Mobility Advanced

Name* Guest-Profile WLAN Switching Policy
Description Enter Description | Central Switching
Status | ENABLED . Central Authentication
Passive Client Central DHCP
IP MAC Binding Flex NAT/PAT
Encrypted Traffic Analytics
CTS Policy
Inline Tagging O

O

SGACL Enforcement

Default SGT 2-65519

X4 RH
S

|H

2ot

2CHA|: Access Policies(HM|A HA) Bo| EFCHR S R0 74 Z2H0|E vian2 OHE gLt



General Access Policies QOS and AVC Mobility Advanced

RADIUS Profiling O
HTTP TLV Caching O
DHCP TLV Caching O

WLAN Local Profiling

Global State of Device Disabled (i)
Classification

Local Subscriber Policy Name { Search or Select v ‘ @
VLAN

VLAN/VLAN Group | VLAN2024 v | ®
Multicast VLAN ‘ Enter Multicast VLAN ‘

M| &

3EHA: Mobility(2 & ZIE|) B of2ioll A Export Anchor(¥74 LHELHZ|)E MEHELICE



General Access Policies QOS and AVC Mobility Advanced

Mobility Anchors

Export Anchor

Static IP Mobility (@ oisaLeo J

Adding Mobility Anchors will cause the enabled WLANs to momentarily disable
and may result in loss of connectivity for some clients.

Drag and Drop/double click/click on the arrow to add/remove Anchors
Daz|E| B

CLI ZdZ|22f[o]M

wireless profile policy Guest-Profile
no accounting-interim
exclusionlist timeout 180
no flex umbrella dhcp-dns-option
mobility anchor
vlan VLAN2024
no shutdown

HAE LAN T2 E A

1Et7|: Configuration(Z1I| 22{|0[M) > Wireless(F 1) > Guest LAN(HAE LAN)2 £ 0|S5t1
Add(Z7HE MEi5to] HAE LAN Z2EE 74510 R4 VLAN AEIS HIZ st

H7{o| HAE LAN Z2I 0|E2 Q|8 WLCS| HAE LAN Z2u}tln} Zhotof grct.



General Security

Profile Name* ‘ Guest-Profile Client Association Limit | 2000
Guest LAN ID* ‘ 1 Wired VLAN Status |
mDNS Mode | Bridging v

Status | ENABLE .|

HAE LAN Z2E

2EHA|: Security(2 2h) B ok2ioll M Web Auth(2] @15)E &
Auth(® 215) o7~ 2 2 Authentication List(R!5 S 5)& MEHgrLICtH

dit Guest LAN Profile

General Security

Layer3

Web Auth EXE ]
Web Auth Parameter Map global

Authenncatlon List ISE List v

HAE LAN Eof EH

CLI Zdx|zzfo|M

guest-lan profile-name Guest-Profile 1



security web-auth authentication-1list ISE-List
security web-auth parameter-map global

HAE LAN H
1EtA|: Configuration(Z4I| 221 0| M) > Wireless(F41) > Guest LAN(AAE LAN)2 2 0|S & Lt
AH IT ic

Guest LAN MAP ZAx|28|o|M MMoi M Add(FE7HE MEHSET Policy Profile(H2 =2 Z)&
Guest LAN ZZZlof oj&Z & L|Ct.

Guest LAN Map Configuration

> Delete Map

ap: GuestMap

Guest LAN Profile Name Y  Policy Name T ‘

i Profile Name Guest-Profile
No records available.

10 v | items per pag o Policy Name |Guest—ProﬁId 7]
=

HAE LAN 2

#show-lan 2 2F

GLAN GLAN Profile Name Status
1 Guest-Profile up
2 Guest up

#show-lan id 1 AF2

<tfroot>

Guest-LAN Profile Name : Guest

Guest-LAN ID 2
Wired-Vlan :

11



Status

Enabl ed

Number of Active Clients : 0
Max Associated Clients : 2000
Security

WebAuth

Enabl ed

Webauth Parameter Map : global
Webauth Authentication List :

| SE- Li st
Webauth Authorization List : Not configured
mDNS Gateway Status : Bridge

#show O7HH 4+ B & webauth 1

<#froot>

Parameter Map Name : global
Type :

webaut h

Redirect:
For Login

http://10.127.196. 171/ webaut h/ | ogi n. ht
On Success
http://10.127.196. 171/ webaut h/ | ogout . ht m
On Failure
http://10.127. 196. 171/ webaut h/ f ai | ed. ht n
Portal 1ipv4
10.127.196. 171
Virtual-ipv4

192.0.2.1

#show-map type webauth name <profile name> (A AL XI5 2 Oi7 ¢ T2 EHE MBSt 8
<)

#show guest-lan-map 2 F

GLAN Profile Name PoTicy Name



IP Public Ip MAC Address

10.76.118.70 10.76.118.70 f4bd.9e59.314b

#show http AH AHEH 2HO

HTTP server status: Enabled

HTTP server port: 80

HTTP server active supplementary listener ports: 21111
HTTP server authentication method: Tocal

HTTP secure server capability: Present

HTTP secure server status: Enabled

HTTP secure server port: 443

HTTP secure server trustpoint: TP-self-signed-3010594951

SHAE LAN 22 EA|

Number of Guest LANS. ......iiiiiiiiiinrnnennnnn 1
GLAN ID GLAN Profile Name Status Interface Name
2 Guest Enabled wired-vlan-11

>show guest-lan 2

Guest LAN Identifier.......ciiiiiiinnnnnnnnnnnnn 2
Profile Name. . ...ttt e e eeeens Guest
10 - o Enabled
I oY o =V o wired-vlan-11
Radius Servers

Authentication.......coiiiiiiiiii it nnnnns 10.197.224.122 1812 *

Web Based Authentication...................... Enabled
Web Authentication Timeout.................... 300
IPVA ACL. . ittt it et ettt ettt Pre-Auth_ACL
Mobility Anchor List

GLAN ID IP Address Status

2 10.76.118.74 Up



>AFERKE B 25 EA|

Radius Authentication Method..................... PAP

CiSCO LOGO. .t i ittt it e s i et e EnabTed

CUSEOMLOGO. v vt ittt i e e st e None

Custom Title. .ot it e e et ettt e e e e ennanns None

CuStom MeSSage. .. v v vttt s i e nnns None

Custom Redirect URL.....u'iiiiininrnnnnnnnnnenns http://10.127.196.171/webauth/Togout.html
Web Authentication Login Success Page Mode....... None

Web Authentication Type......ciiiiiiiiinnnnnnnn. External

(oo Lo YU atee o Yo} o U 1S Enabled

External Web Authentication URL.................. http://10.127.196.171/webauth/login.html
QR Code Scanning Bypass Timer........oevuuuunnnn. 0

QR Code Scanning Bypass Count........oouuuuunnnn. 0

>show custom-web guest-lan 2

Guest LAN Status........iiiiiiinniiinnnnnnnnns Enabled
Web Security Policy........ciiiiiiiiininnnnn Web Based Authentication
WebAuth Type. ... ..o i it e e eanans External
Global Status.......viii it eeeennns Enabled

Z2I0|IE XA AR 4B
2|2 0i M
#show £ ZcI0|HE 29F

Ze0|HET 83 Moz ¢AEH oF HEED]S| 2ct0|UE HH 2h2|A &Ei7F RUNRILICE.

<{froot>

MAC Address AP Name Type ID State Protocol Meth

alOce.c8c3.a9%5 N/A
GLAN 1

Run
802. 3

Web Auth

Export Foreign

>show client detail aOce.c8c3.a9b5



<tfroot>

Client MAC Address. .....coiiiiiiiini i iainienannnn a0:ce:c8:c3:a9:b5
Client Username ........ouieiiennennennennnennenns N/A

Client Webauth Username .........cciiiiiinnnnnnnn N/A

Client State....iiiiii it it ettt e e aannnn Associated

User Authenticated by ............ i None

Client User GroUp....uvve et enenennnnnnns

Client NAC OOB State.....cuiiiiinnnnrinnnnnnnnnnn Access

guest-Tan. ...ttt i i e e e e 1

Wireless LAN Profile Name..........ciiiiiinnnn. Guest-Profile
MobiTlity State.......vviiiiiiiii i ittt iieeennnnns

Export Foreign

Mobility Anchor IP Address..........ccoiivinnnn.

10. 76.118. 70

Security Policy Completed...........covviivinnnn.

Yes

Policy Manager State........oiiiiiiinnnnnnernnnns

RUN

Pre-auth IPv4 ACL Name. ... ... uiniinnnnnnerrnnns Pre-Auth_ACL
EAP Ty, ittt it e ettt e Unknown
Interface. .. oo e s e

VLAN. .« i i ittt ittt e st e e, 2024
Quarantine VLAN. ... ...t ittt i e eaaanes 0
H7{0| A

<tfroot>

MAC Address AP Name Type ID State

a0ce.c8c3.a9%b5 10.76.6.156

GLAN 1

Webauth Pending
802. 3

Web Auth

Export Anchor

Zet0|UET QIS E[E YA 2E|XF 4 Ef7F RUN B2 TEHELCH

Protocol Meth



MAC Address AP Name

alOce.c8c3.a9%5 10.76.6.156

4r

#show £ E2}0|21E mac-address aOce.c8c3.a9b5 Al|

<ffroot>

Client MAC Address : aOce.c8c3.a9b5

Client MAC Type : Universally Administered Address
Client DUID: NA

Client IPv4 Address :

10. 105. 211. 69

Client State : Associated
Policy Profile : Guest-Profile
Flex Profile : N/A
Guest Lan:

GLAN Id: 1

GLAN Name: Guest-Profile

MobiTlity:
Foreign IP Address
10. 76. 118. 74
Point of Attachment : 0xA0000003
Point of Presence : 0
Move Count 1

Mobility Role

Export Anchor

Mobility Roam Type

L3 Requested

Policy Manager State:
Webaut h Pendi ng

Last Policy Manager State :
I P Learn Conpl ete

Client Entry Create Time : 35 seconds
VLAN : VLAN2024

Session Manager:
Point of Attachment : mobility_a0000003

IIF ID : 0xA0000003
Authorized : FALSE
Session timeout : 28800

Common Session ID: 4a764c0a0000008ea0285466
Acct Session ID : 0x00000000
Auth Method Status List

Method : Web Auth

xid
S

Protocol Meth



Webauth State

Login

Webauth Method

Webaut h

Server Policies:
ResuTltant Policies:

URL Redirect ACL :

WA-v4-int-10.127.196. 171

Preauth ACL

WA-sec-10. 127.196. 171

VLAN Name

VLAN
2024

Absolute-Timer
ol o|=
H L-O

: VLAN2024

: 28800

of d3etE Z2t0|AE T RUN &EfZ

=t

Lt

show wireless client mac-address aOce.c8c3.a9b5 detail

<#froot>

Client MAC Address : aOce.c8c3.a9b5

Client MAC Type : Universally Administered Address

Client DUID: NA
Client IPv4 Address :

10. 105. 211. 69
Client Username :

t est user

Client State : Associated
Policy Profile : Guest-Profile
Flex Profile : N/A
Guest Lan:

GLAN Id: 1

GLAN Name: Guest-Profile
Wireless LAN Network Name (SSID)
BSSID : N/A
Connected For : 81 seconds
Protocol : 802.3

Policy Manager State:

Run

Last Policy Manager State :

: N/A



Webaut h Pendi ng

Client Entry Create Time : 81 seconds
VLAN : VLAN2024

Last Tried Aaa Server Details:
Server IP :

10. 197. 224. 122

Auth Method Status List
Method : Web Auth
Webauth State : Authz
Webauth Method : Webauth

Resultant Policies:
URL Redirect ACL :

| P- Adm V4- LOGOUT- ACL

VLAN Name : VLAN2024
VLAN :

2024
Absolute-Timer : 28800

>show client detail a0:ce:c8:¢3:a9:b5

<#root>

Client MAC Address. .....coiiiiiiiii i it e eeaannn a0:ce:c8:c3:a9:b5
Client Username .........cuuiiiimmnneenannnennnnnn N/A

Client Webauth Username ............ccciiuiiunnnn. N/A

Client State.....iiiii ittt ettt eeeaaann Associated
Wireless LAN Profile Name.......... ..., Guest

WLAN Profile check for roaming................... Disabled
Hotspot (802.10U) .. u ittt e et eaanennnn Not Supported
Connected FOr ...ttt it ettt eeeaaann 90 secs

IP AdAressS. ... iii it i it ettt ettt 10.105.211.75
Gateway Address.........c.iiiiiiiinnnnnnnnnnnnnnns 10.105.211.1
1= ] 255.255.255.128

MobiTity State.....oviiiiii it ettt eeeeaann
Export Anchor
Mobility Foreign IP Address...............c.ccooo..
10.76.118.70

Security Policy Completed......... ..., No
PoTicy Manager State......ouiiiiinnnnnnnnnnennnnn

VEBAUTH_REQD
Pre-auth IPv4 ACL Name.......u.iiiiiiinnrnnennnnn

Pre- Aut h_ACLPre-auth

IPv4 ACL Applied Status................. Yes
Pre-auth IPv4 ACL Applied Status.................



HElLICH

Yes
ClE * Z2I0|ET RUN &4 EHZE TE
<#root>
show client detail aO:ce:c8:c3:a9:b5
Client MAC Address. ....cuviiiiiniinieninnnnnnnnn al0:ce:c8:c3:a9:b5

Client Username

w red-vlan-11

t est user
Client Webauth Username
t est user
Client State.....viiin ittt e e et eannnnn
Associ at ed
User Authenticated by ........... ... .. ..
RADI US Server
Client User GroUp. ..o eeeensiienneseeannneennnns testuser
Client NAC OOB State.....uouuiiimnnnnninnnnnnnnnns Access
Connected FOr ....iiiiii ittt e e et eannnnn 37 secs
IP Address. ... oii ittt it ittt ettt
10. 105. 211. 75
Gateway AdAress. ......coiiiiiiinneeennnrnennnnnnn 10.105.211.1
NEtMaSK . v et 255.255.255.128
Mobility State.....coviiiiiii it i e et eennnnn
Export Anchor
Mobility Foreign IP Address............ccviuunnn. 10.76.118.70
Security Policy Completed......... ..., Yes
Policy Manager State........c.uiiiiiiniiinnnnnnnn.
RUN
Pre-auth IPv4 ACL Name. . ... iiiinnnnnnnnnnnnn Pre-Auth_ACL
Pre-auth IPv4 ACL Applied Status................. Yes
EAP Ty, ittt i ittt e et e Unknown
INterface. ittt i i i e e e,
0

=X 52



AireOS ZAEE C|H
ZCI0[ME C|HO AFE
>debug Z2}0|1E <H.H.H>

CIHZ ol & d3t ==X & lstedH

CIHZE HIE 85tstedH
BT ClHa g gst
9800 Als &

Radio Active Tracing=2 & 4138}5t0{ CLIOIM X|HE MAC F40] CHEE E2t0|ME CIHO FXME
M ABHL|CE
ooH-™

Radioactive Tracing & 433} EtA:

DE ZUF C|HATH HIE G3tklo] Qe X # gLt

clear platform condition all

X|’8E mac F40f sl CIHE &&3tefLCt

debug wireless mac <H.H.H> monitor-time <Time is seconds>

no debug wireless mac <H.H.H>

RA &X0| &X|z|H ZHEE2{2] bootflasholl M C|tH 1 Tt 0| A4 EL|Ct.

show bootflash: | include ra_trace
2728 179 Jul 17 2024 15:13:54.0000000000 +00:00 ra_trace_MAC_aaaabbbbcccc_HHMMSS.XXX_timezone_Da



oS OF MEHol SAf,

copy bootflash:ra_trace_MAC_aaaabbbbcccc_HHMMSS.XXX_timezone_DayWeek_Month_Day_year.log tftp://<IP addr

ClHa 238 EA|ELICH

more bootflash:ra_trace_MAC_aaaabbbbcccc_HHMMSS.XXX_timezone_DayWeek_Month_Day_year.log

GUIOIAM RA == 445}

Add MAC/IP Address

MAC/IP Address* Enter a MAC/IP Address every newline

= Apply to Device

WebUIO M RA £ ALS

UH|C|= THZ! K

Troubleshooting(ZA| 3Z) > Packet Capture(I{Z! Z{*x{)Z2 O|SgfLICt Zi*{ 0|2 U=t WY
B LIl MAC2 Z Z2I0|HEQ MAC FAE KIMHELICH HIH 27|12 10022 MHEs T 23
QIEH|O|AE MEHGIO{ =41 A A THZ) S ZLIE{RIELICE.



Create Packet Capture

AHHIC|= ! A

v ] 3600 secs ~= 1.00 hour

Capture Name* TestPCap
Filter* any v
Monitor Control Plane @ ()
Inner Filter Protocol D DHCP
Inner Filter MAC ‘l
Buffer Size (MB)* 100
Limit by* Duration

Available (12) | search Q| Selected (1)
(5) Tworor > () rworor0
@ Tw0/0/2 3>
@ TWO0/0/3 >
@ Te0/1/0 -




2424 "Monitor

m
MK
o]}
o
|0
Hu
Pl
>
of
i
[m
o
jjs!
[0
he

Z1: A|IA"I CPURZ Z|C|REME|T O|Of
Control Traffic(M0{ EEHE ZLIET)" SMS MEIFLICEH

Troubleshooting(E22 #+ &) > Packet Capture(ZiiZ! Z4*{)Z 0|55t 1 Start(A|ZH)E AEHGI04 If
Zg HAELICH

Capture Name Y Interface Y Monitor Control Plane Y Buffer Size Y  Filter by T Limit Status Y Action

O TestPCap TwoGigabitEthernat0/0f0 No 0% any @ 3600 secs Inactive L p- Start, |

CLI ZAx|ago|M

monitor capture TestPCap inner mac <H.H.H>
monitor capture TestPCap buffer size 100
monitor capture TestPCap interface twoGigabitEthernet 0/0/0 both



monitor capture TestPCap start
<Reporduce the issue>

monitor capture TestPCap stop

show monitor capture TestPCap

Status Information for Capture TestPCap
Target Type:
Interface: TwoGigabitEthernet0/0/0, Direction: BOTH
Status : Inactive
Filter Details:
Capture all packets
Inner Filter Details:
Mac: 6c7e.67e3.6db9
Continuous capture: disabled
Buffer Details:
Buffer Type: LINEAR (default)
Buffer Size (in MB): 100
Limit Details:
Number of Packets to capture: 0 (no Timit)
Packet Capture duration: 3600
Packet Size to capture: 0 (no Timit)
Maximum number of packets to capture per second: 1000
Packet sampling rate: 0 (no sampling)

I XS Q|5 TFTP MHZ L= Huict.

monitor capture TestPCap export tftp://<IP address>/ TestPCap.pcap

Troubleshooting(E 21 + ) > Packet Capture(THZ%! Z4*1)2 0|31 Export(LH:Z LI 7()& H=43}
of 2 AlARof & S cr2= =gt

+ Add
Captura Name Y Interface Y Monitor Control Plane 'Y Buffer Size Y Filter by ¥ Limit Status Y Action
D TestPCap TwoGigabitEthernet0/0/0 No 0% any © 3600 secs Inactive m
1 10 Export Capture - TestPCap x
Export to* deskiop v
"0 Cancel & Export ]

EPCLCIRZEE

2
14
HU
N
>
AN



AireOS Q|F ZAEED{ EClO|MECIHO 2O
f4 Z2to|HENM M TS TA&LICH
a0:ce:c8:c3:a9:b5 Wired Guest packet from 10.105.211.69 on mobil

apfReceiveTask: May 27 12:00:55.127

ol

-.':a

apfReceiveTask: May 27 12:00:56.083

HESH YWY 27| Y7 23
a0:ce:c8:c3:a9:b5 Attempting anchor export for mobile al:ce:c8:c3
a0:ce:c8:c3:a9:b5 mmAnchorExportSend: Building ExportForeignLradM
a0:ce:c8:c3:a9:b5 SGT Payload built in Export Anchor Req 0

pfReceiveTask: May 27 12:00:56.083
=}

apfReceiveTask: May 27 12:00:56.083
(o = K=2 —|
o= -

R HEEHII HH HEEHE AH UHEUZI 2
a0:ce:c8:c3:a9:b5 Export Anchor request sent to 10.76.118.70

pfReceiveTask: May 27 12:00:56.083
a0:ce:c8:c

%o cj

247 Z2tolIEof ChEH A
May 27 12:00:56.091: a0:ce:c8:c3:a9:b5 Recvd Exp Anchor Ack for mobile

o
=
U

{HEE
EZL|C}.

*Dotlx_NW_MsgTask_5
Qe ZE S| Zeto|AEoi cigt ZUE|E| g ol 22HE HEWWES o]

—_—= — =2
apfReceiveTask: May 27 12:00:56.091: a0O:ce:c8:c3:a9:b5 0.0.0.0 DHCP_REQD (7) mobiTlity role update requ

Peer = 10.76.118.70, Old Anchor = 10.76.118.70, New Anchor = 10.76.118.70

(callerld:

AR&LICH

ZCI0|HE 7} RUN & E{Z TEH L
apfReceiveTask: May 27 12:00:56.091: a0:ce:c8:c3:a9:b5 0.0.0.0 DHCP_REQD (7) State Update from Mobilit

apfReceiveTask: May 27 12:00:56.091: a0:ce:c8:c3:a9:b5 Stopping deletion of Mobile Station
apfReceiveTask: May 27 12:00:56.091: a0:ce:c8:c3:a9:b5 Moving client to run state

9800 Foreign Controller 2 Als &%
EE0qoi AZ LIt

Zet0o|HETH HE



2024/07/15 04:10:29.087608331 {wncd_x_R0-0}{1}: [client-orch-state] [17765]: (note): MAC: aOce.c8c3.a%

od = ZLE|E| HAMo| T™ Lt

2024/07/15 04:10:29.091585813 {wncd_x_R0-0}{1}: [cTient-orch-state] [17765]: (note): MAC: aOce.c8c3.a%
2024/07/15 04:10:29.091605761 {wncd_x_R0-0}{1}: [cTient-orch-state] [17765]: (note): MAC: aOce.c8c3.a%

D z[E| HAMOo| #ME|E/H 2E0|HE 2 80| 2 E L3001 CHer o] ELIC.

2024/07/15 04:10:29.091664605 {wncd_x_RO-0}{1}: [mm-transition] [17765]: (info): MAC: aOce.c8c3.a9b5 MM
2024/07/15 04:10:29.091693445 {wncd_x_RO-0}{1}: [mm-client] [17765]: (info): MAC: aOce.c8c3.a9b5 Roam t

Qf HEED{7I A7 WLCH LHELHZ| d7H - 2Ll U&LICH

2024/07/15 04:10:32.093245394 {mobiTlityd_RO-0}{1}: [mm-client] [18316]: (debug): MAC: aOce.c8c3.a9%b5 Ex
2024/07/15 04:10:32.093253788 {mobiTlityd_R0O-0}{1}: [mm-client] [18316]: (debug): MAC: aOce.c8c3.a9%b5 Fo
2024/07/15 04:10:32.093274405 {mobilityd_RO-0}{1}: [mm-client] [18316]: (info): MAC: aOce.c8c3.a9b5 For

W HEESHIM UH LHELHT7| SES £418t1 AR Z2 Lo M vianS X 8tL|CH.

2024/07/15 04:10:32.106775213 {mobiTityd_R0-03}{1}: [mm-transition] [18316]: (info): MAC: aOce.c8c3.a9b5
2024/07/15 04:10:32.106811183 {mobilityd_R0O-03}{1}: [mm-client] [18316]: (debug): MAC: aOce.c8c3.a9b5 Ex
2024/07/15 04:10:32.107183692 {wncd_x_R0-0}{1}: [epm-misc] [17765]: (info): [aOce.c8c3.a%b5:Tw0/0/0] An
2024/07/15 04:10:32.107247304 {wncd_x_R0O-0}{1}: [svm] [17765]: (info): [aOce.c8c3.a9b5] Applied User Pr
2024/07/15 04:10:32.107250258 {wncd_x_R0-0}{1}: [aaa-attr-inf] [17765]: (info): Applied User Profile:

Export Anchor(¥74 LIELIZ]) 23 0| X2|=/H 20| E 0|54 & 0| Export Foreign(2|5 LK
2Uizhe 2 Hdo|EELICE.

2024/07/15 04:10:32.107490972 {wncd_x_R0O-0}{1}: [mm-client] [17765]: (debug): MAC: aOce.c8c3.a9b5 Proce
2024/07/15 04:10:32.107502336 {wncd_x_RO-0}{1}: [mm-client] [17765]: (info): MAC: aOce.c8c3.a9b5 Mobili
2024/07/15 04:10:32.107533732 {wncd_x_R0-0}{1}: [sanet-shim-translate] [17765]: (info): Anchor Vlan: 20
2024/07/15 04:10:32.107592251 {wncd_x_RO-0}{1}: [mm-client] [17765]: (note): MAC: aOce.c8c3.a9b5 Mobili

ZEl0|HE T} IP learn 4 EHE MEHEILICE



(note): MAC: aOce.c8c3.a9%

[client-orch-state] [17765]:
MAC: aOce.c8c3.a9%b5

2024/07/15 04:10:32.108210365 {wncd_x_R0-0}{1}:
2024/07/15 04:10:32.108293096 {wncd_x_R0O-0}{1}: [cTient-orch-sm] [17765]: (debug):
IP &t& & ZCI0|HEE 2/F WLCO|A RUN &EHZ TEHEL|CE

[cTient-orch-state] [17765]: (note): MAC: aOce.c8c3.a%

2024/07/15 04:10:32.108521618 {wncd_x_R0O-03}{1}:

AireOS Anchor Z1IEE8{ ZCI0|GECIHO 21
O R{0 LJE}

Q|F HEEC(0|M a8 LHELHT| HH 2 -

Anchor Export Request Recvd for mobile a0:c
mmAnchorExportRcv: Extracting mmPayloadExpo

:c8:c3:a9:b5
mmAnchorExportRcv Ssid=Guest useProfileNa

*Dotlx_NW_MsgTask_5: May 28 10:46:27.831: aO:ce:
May 28 10:46:27.831: a0:ce:c8:c3:a9:b5

*Dot1x_NW_MsgTask_5:
: May 28 10:46:27.831: a0:ce:c8:c3:a9:b5

*Dot1x_NW_MsgTask_5:

2Z =52|Z VLANO| 22l0|HEof M E/L|C}

Updated local bridging VLAN to 11 while app
Applying Interface(wired-vlan-11) policy on

a0:ce:c8:c3:a9:b5
After applying Interface(wired-vlan-11) pol

May 28 10:46:27.831:
May 28 10:46:27.831: a0:ce:c8:c3:a9:b5
May 28 10:46:27.831: a0:ce:c8:c3:a9:b5

*Dotlx_NW_MsgTask_5:
*Dotlx_NW_MsgTask_5:
*Dotlx_NW_MsgTask_5:

D EIZ|E| 40| Export Anchor(LHELHZ| A7{) 2! Client State(2 20|21 E A EHf) 7} Associated(d

2 2|E|
ZF)2 HerE L oh

May 28 10:46:27.831: a0:ce:c8:c3:a9:b5 0.0.0.0 START (0) mobility role update requ

*Dotlx_NW_MsgTask_5: :
Peer = 10.76.118.70, O1d Anchor = 0.0.0.0, New Anchor = 10.76.118.74
May 28 10:46:27.831: a0:ce:c8:c3:a9:b5
add client MAC aO:ce:c8:c3:a9:b5 IP 10.76.1

Dotl1x_NW_MsgTask_5:
*Dotlx_NW_MsgTask_5: May 28 10:46:27.831: a0:ce:c8:c3:a9:b5

Sent message to add aO:ce:c8:c3:a9:b5 on me
a0:ce:c8:c3:a9:b5 mmAnchorExportRcv (mm_listen.c:7933) Changi

*Dotlx_NW_MsgTask_5: May 28 10:46:27.832:

DRE|E|7} 2F2 E|RIELICH SEI0|HUE FEf7 BZEERem RUE(E] &2 Export Anchor(LH

7| 7)) Lct.

a0:ce:c8:c3:a9:b5 0.0.0.0 DHCP_REQD (7) State Update from Mob

*Dotlx_NW_MsgTask_5: May 28 10:46:27.832:
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&£/ AElE DHCPOIA] € ©
a0:ce:c8:c3:a9:b5 Static IP client associated to interface wired-vlan
Changing ARP Type from 0 ---> 1 for

E00|M &
to{ S AlstEL|Ct

(][]

a0:ce:c8:c3:a9:b5 dtlArpSetType

M
i

a0:ce:c8:c3:a9:b5 10.105.211.75 DHCP_REQD (7) Change state to WEBAUTH

May 28 10:46:58.356
May 28 10:46:58.356
May 28 10:46:58.356
=

=

a0:ce:c8:c3:a9:b5- Web-auth type External, using URL:http://10.1
, redirect URL 1is now http://

B 7
a0:ce:c8:c3:a9:b5- Preparing redirect URL according to configure

*dtTArpTask:
*dtTArpTask:
E

*dtTArpTask
Webauth URL2 2|8 Z[C|&M URL

gl 74

a0:ce:c8:c3:a9:b5- Added switch_url

webauthRedirect: May 28 10:46:58.500
webauthRedirect: May 28 10:46:58.500
&Lt
a0:ce:c8:c3:a9:b5- Added client_mac , redirect URL is now http:/
redirect URL is now
redirect URL is now http://10.127

webauthRedirect: May 28 10:46:58.500
WLANZ F 7t

URLO{ £2I0|%1E mac al
a0:ce:c8:c3:a9:b5- Added wlan
a0:ce:c8:c3:a9:b5- Added wlan

URL

Ok

webauthRedirect: May 28 10:46:58.500

webauthRedirect: May 28 10:46:58.500
M %

URL is now http://10.127.196

webauthRedirect: May 28 10:46:58.500
10.105.211.101 i HTTP GET2| 7+ & &
parser host is 10.105.211.1
a0:ce:c8:c3:a9:b5- parser path is /auth/discovery

a0:ce:c8:c3:a9:b5-
a0:ce:c8:c3:a9:b5-added redirect=

ELch

s A
e —
=

May 28 10:46:58.500
PSP

webauthRedirect
i : May 28 10:46:58.500
May 28 10:46:58.500
oM EC2I0|HER
a0:ce:c8:c3:a9:b5- 200 send_data =HTTP/1.1 200 OK

*webauthRedirect
webauthRedirect:

ok

Mg 2Lt
ElZ2 ™

i, EA
L|Ct. 22I0|HE 7} ZTE|AM 222l A}
é; EHLJ

2IC|3M URL2 200 OK & 1
Location:http://10.127.196.171/webauth/Togin.html?switch_url=https://192.0.2.1/1login.html&client_mac=a0
L
=
}.I=|

EFLCHF RUN

webauthRedirect: May 28 10:46:58.500
ZScto|MET} BlC|EM url ZAEQIS| TCP HZEAS MHE
£ MNZE5tH HEE247} radius AHE radius £

EJ7ITCP MME E

247}t Access-AcceptE =415t Z2H0|A

g% 018 L HIY
a0:ce:c8:c3:a9:b5 Sending the packet to v4 host 10.197.224.122:18

Ct.
May 28 10:46:59:077

aaaQueueReader



*aaaQueueReader: May 28 10:46:59:077: a0:ce:c8:c3:a9:b5 Successful transmission of Authentication Packe

*aaaQueueReader: May 28 10:46:59:077: AVP[01] User-Name. .. ...cuuuiiiiinniannnnnnnnnnnnn testuser
*aaaQueueReader: May 28 10:46:59:077: AVP[03] Calling-Station-Id.........coviiuunnnnn.. a0-ce-c8
*aaaQueueReader: May 28 10:46:59:077: AVP[04] Nas-Port......couiiiiiiiii ittt iaannnnnn 0x000000!
*aaaQueueReader: May 28 10:46:59:077: AVP[05] Nas-Ip-Address.......c.uuiiiiininnannnnnnn 0x0a4c76
*aaaQueueReader: May 28 10:46:59:077: AVP[06] NAS-Identifier.........ciiiiiiiiiinnnnnnn POD1586-

*aaaQueueReader: May 28 10:46:59:500: a0:ce:c8:c3:a9:b5 radiusServerFallbackPassiveStateUpdate: RADIUS
*radiusTransportThread: May 28 10:46:59:500: a0:ce:c8:c3:a9:b5 Access-Accept received from RADIUS serv

*Dot1x_NW_MsgTask_5: May 28 10:46:59:500: aO:ce:c8:c3:a9:b5 Processing Access-Accept for mobile al:ce:c

*apfReceiveTask: May 28 10:46:59:500: a0:ce:c8:c3:a9:b5 Moving client to run state
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2024/07/15 15:10:20.614677358 {mobilityd_R0-0}{1}: [mm-client] [15259]: (debug): MAC: aOce.c8c3.a9%b5 Re

9|—=|'— ZEE RA FHoM &l + Qe A7 HEEHM EH LIE 7| H7 SE S Zctol
HEIL A [EH QI HEECH oM LIEUZ| d7AH 2Es HA&LICH

2024/07/15 15:10:22.615246594 {mobilityd_R0O-03}{1}: [mm-transition] [15259]: (info): MAC: aOce.c8c3.a9b5

ZCto|UETL 4 YEiZ oSkl RUE(E| Jo| LHEL Y| 7= TEHEL|CH

2024/07/15 15:10:22.616156811 {wncd_x_R0O-0}{1}: [client-orch-state] [14709]: (note): MAC: aOce.c8c3.a9%
2024/07/15 15:10:22.627358367 {wncd_x_RO-0}{1}: [mm-client] [14709]: (note): MAC: aOce.c8c3.a9b5 Mobili

2024/07/15 15:10:22.627462963 {wncd_x_R0O-0}{1}: [dotll] [14709]: (note): MAC: alOce.c8c3.a%5 Client da
2024/07/15 15:10:22.627490485 {mobilityd_R0-0}{1}: [mm-client] [15259]: (debug): MAC: aOce.c8c3.a%9b5 Ex
2024/07/15 15:10:22.627494963 {mobilityd_R0-0}{1}: [mm-client] [15259]: (debug): MAC: aOce.c8c3.a9%5 Fo

IP &&0| 22 LA ZEI0IUE IP7I ARPE Sdll &EIi&LICH

2024/07/15 15:10:22.628124206 {wncd_x_R0-0}{1}: [client-iplearn] [14709]: (info): MAC: aOce.c8c3.a9%b5
2024/07/15 15:10:23.627064171 {wncd_x_R0O-0}{1}: [sisf-packet] [14709]: (info): RX: ARP from interface m



2024/07/15 15:10:24.469704913 {wncd_x_R0-0}{1}: [cTlient-iplearn] [14709]: (note): MAC: aOce.c8c3.a%5
2024/07/15 15:10:24.470527056 {wncd_x_R0-0}{1}: [cTlient-iplearn] [14709]: (info): MAC: aOce.c8c3.a9%b5
2024/07/15 15:10:24.470587596 {wncd_x_R0O-0}{1}: [cTient-orch-sm] [14709]: (debug): MAC: aOce.c8c3.a9%5
2024/07/15 15:10:24.470613094 {wncd_x_R0O-0}{1}: [cTient-orch-sm] [14709]: (debug): MAC: aOce.c8c3.a9%5

Z20|E HH HEl7}t §l 018 EF/ SILICH
2024/07/15 15:10:24.470748350 {wncd_x_RO-0}{1}: [client-auth] [14709]: (info): MAC: aOce.c8c3.a9b5 Cli

Mola= HEEDH0 oo AFEELICH Z2t0|UETHHTTP GETE TS E W IC[=]
o HMSE

Zolo|HEE 2lC|3ME URLTE TCP SHEM0|3 2 MA 5D Ho|X|E EE=38H0oF & LCt.

2024/07/15 15:11:37.579177010 {wncd_x_R0O-0}{1}: [webauth-httpd] [14709]: (info): mobility_a0000001[a0ce
2024/07/15 15:11:37.579190912 {wncd_x_R0O-0}{1}: [webauth-httpd] [14709]: (info): mobility_a0000001[a0ce
2024/07/15 15:11:37.579226658 {wncd_x_R0-0}{1}: [webauth-state] [14709]: (info): mobility_a0000001[a0ce
2024/07/15 15:11:37.579230650 {wncd_x_R0O-0}{1}: [webauth-state] [14709]: (info): mobility_a0000001[a0ce
2024/07/15 15:11:47.123072893 {wncd_x_R0O-0}{1}: [webauth-httpd] [14709]: (info): mobility_a0000001[a0ce
2024/07/15 15:11:47.123082753 {wnc2024/07/15 15:12:04.280574375 {wncd_x_R0-0}{1}: [webauth-httpd] [1470

Zelo|ET}L o =& mo|X|oAM 22! Xt
5 RADIUS MHHZ ™S EILICE.

ol
0%
jo
Pal
IV
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rl:l

1 Access-Request THZ!0| PIE 2 ¢

2024/07/15 15:12:04.281076844 {wncd_x_R0-03}{1}: [radius] [14709]: (info): RADIUS: Send Access-Request t
2024/07/15 15:12:04.281087672 {wncd_x_R0-03}{1}: [radius] [14709]: (info): RADIUS: authenticator e3 01
2024/07/15 15:12:04.281093278 {wncd_x_R0-03}{1}: [radius] [14709]: (info): RADIUS: Calling-Station-Id
2024/07/15 15:12:04.281097034 {wncd_x_R0-03}{1}: [radius] [14709]: (info): RADIUS: User-Name

2024/07/15 15:12:04.281148298 {wncd_x_R0-03}{1}: [radius] [14709]: (info): RADIUS: Cisco AVpair

Access-Accept?t RADIUS MEHO| A == &1E[™H webauth7t &3 ELICE.

2024/07/15 15:12:04.683597101 {wncd_x_R0-0}{1}: [radius] [14709]: (info): RADIUS: Received from id 1812
2024/07/15 15:12:04.683607762 {wncd_x_R0-0}{1}: [radius] [14709]: (info): RADIUS: authenticator 52 3e
2024/07/15 15:12:04.683614780 {wncd_x_R0-0}{1}: [radius] [14709]: (info): RADIUS: User-Name

R150] S SEt0[AE HA Ef7F RUNRILICEH

2024/07/15 15:12:04.683901842 {wncd_x_R0O-0}{1}: [webauth-state] [14709]: (info): mobility_a0000001[a0ce



2024/07/15 15:12:04.690643388 {wncd_x_R0O-0}{1}: [errmsg] [14709]: (info): %CLIENT_ORCH_LOG-6-CLIENT_ADD
2024/07/15 15:12:04.690726966 {wncd_x_R0-0}{1}: [aaa-attr-inf] [14709]: (info): [ Applied attribute :bs
2024/07/15 15:12:04.691064276 {wncd_x_R0-0}{1}: [client-orch-state] [14709]: (note): MAC: aOce.c8c3.a%

A5 gz FHx] E M

LHE S o2 2 2

No. Time Source Destination Length Protocol Info

- 804 15:10:24.826953 10.1085.211.69 10.105.211.1 HTTP GET fauth/discovery?architecture=9 HTTP/1.1
- 886 15:10:24.826953 190.185.211.1 10.185.211.69 HTTP HTTP/1.1 200 OK (text/html)

Frame 886: 863 bytes on wire (6984 bits), 863 bytes captured (6984 bits)
Ethernet II, Src: Cisco_59:31:4b (f4:bd:9e:59:31:4b), Dst: Cisco_34:98:cb (6c:5e:3b:34:98:ch
Internet Protocol Version 4, Src: 18.76.118.70, Dst: 19.76.6.156
User Datagram Protocel, Src Port: 16667, Dst Port: 16667
Control And Provisioning of Wireless Access Points - Data
Ethernet II, Src: Cisco_34:9@:d4 (6c:5e:3b:34:98:d4), Dst: Celink_c3:a9:b5 (a@ice:cBic3ialdibs
802.10 Virtual LAN, PRI: @, DEI: @, ID: 4995
Internet Protocol Version 4, Src: 16.105.211.1, Dst: 18.185.211.69
Transmission Control Protecol, Src Port: 8@, Dst Port: 54351, Seq: 1, Ack: 188, Len: 742
Hypertext Transfer Protocol
HTTP/1.1 200 OK\r\n
Location: http://10.127.196.171/webauth/login.html?switch_url=https://192.0.2.1/login.html&redirect=http .185.211.1/auth/discoveryfarchitecture=9\r\n
Content-Type: text/html\r\n
Content-Length: 527\r\n
Alatl
[HTTP response 1/1]
[Time since request: 9.00000000@ seconds]
[Request in frame: 804]
[Request URI: http://18.185.211.1/auth/discovery?architecture=3]
File Data: 527 bvtes

Zeto|METH 2 Ho|X|2 2IC[=ME LT

= S HFe S | | Cts | |.
ZIC|EM URLE B2 & M|Mo| & ElLCt.
B4 15:18:24.826953 10.185.211.69 10.185.211.1 HTTP GET fauthfﬂiscovery?arcnlteclure=5 HTTP/1.1
B85 15:1 4.826953 1.B 185. 211.‘1 16.185.211.69 TCP 88 - 54351 [ACK] Seq=1 Ack=188 Win=65152 Len=@ TSval=2124188437 TSecr=2231352508
4 = 85, HTTP/1.1 288 0K (text/html)
ae7 15 4,826953 10.195.211.69 10.185.211.1 TCP 54351 - B® [ACK] Seq=108 Ack=744 Win=131008 Len=0 TSval=223135250@ TSecr=2124108437
812 15:18:24,.835955 10.185.211.69 18.185.211.1 TCP 54351 = 80 [FIN, ACK] Seq=108 Ack=744 Win=131872 Len=0 TSval=2231352510 TSecr=2124108437
813 15:10:24.836947 10.105.211.1 19.105.211.69 TCP 80 - 54351 [FIN, ACK] Seq=744 Ack=109 Win=65152 Len=0 TSval=2124108447 TSecr=2231352510
814 15:18:24.836947 10.185.211.69 19.185.211.1 TCP 54351 - B® [ACK] Seq=189 Ack=745 Win=131872 Len=8 TSval=223135251@ TSecr=2124103447
EIC|EM URLE = 4I8H & TCP MlMo| B g

Zo0|MEE Z|C|HM URL SAEE TCP 3way SHEMO|ZE AR St HTTP GET &2 EHY

B0f 4T3 2 Mol CHEH TCP Al410] 2510 HEB{ol M 22H0I91E & 2Ha|RH 4Eh7t
RUNS = ZetELICt

138. 603957 4381 = 88 [ACK] Se=485 Ack=‘.|.'.|'3 Win=26@352 Len=@

:38.615965 10.185.211.69 18.127.196.171 HTTP GET /webauth/yourloego.jpg HTTR/1.1

£38.616957 10.127.196.171 1@.185.211.69 HTTP HTTP/1.1 304 Not Modified

138.616957 10.185.211.69 19.127.196.171 TCP 54381 - 88 [ACK] Seq=1113 Ack=188@ Win=261952 Len=@
:38.621961 10.185.211.69 18.127.196.171 HTTP GET /fwebauth/aup.html HTTR/1.1

138.623960 10.127.196.171 10.105,211.69 HTTP HTTP/1.1 304 Not Medified

:38.623968 88 [ACK] Seq=1786 Ack=2823 Win=261952 Len=@

£09.729957 10.1085.211.69 . -196.171 GET /fwebauth/logout.html HTTP/1.1
109.731956 18.127.196. 1?1 . »211.69 HTTP.I"l 1 384 NUI‘ Modified

Len=@
. . . Len=@
B87.965938 . .211. -127.196.171




ZCI0|ME 7} L& HO|X|0f HTTP GET SEE T&st1 2152 HEXMo R ta&Lct
Radius AAA 2% f3!
™ 2747 15:12:04.280976 10.76.118.70 10.197.224.122 RADIUS Access-Request id=e

Frame 2747: 405 bytes on wire (3248 bits), 4@5 bytes captured (3240 bits)
Ethernet II, Src: Cisco_59:31:4b (f4:bd:9e:59:31:4b), Dst: Cisco_34:98:cb (6c:5e:3b:34:90:chb)
Internet Protocol Version 4, Src: 18.76.118.7@, Dst: 10.197.224.122
User Datagram Protocol, Src Port: 60222, Dst Port: 1812
RADIUS Protocol
Code: Access—Request (1)
Packet identifier: @xe (@)
Length: 363
Authenticator: e3018f5d8e52fccbedd783dacla2@9es
[The response to this request is in frame 2751]
Attribute Value Pairs
AVP: t=Calling-Station-Id(31) 1=19 val=a®-ce-c8-c3-a9-b5
AVP: t=User-Name(1l) 1=10 val=testuser
AVP: t=Vendor-Specific(26) 1=49 vnd=ciscoSystems(9)
: t=Framed-IP-Address(8) 1=6 val=10.185.211.69
AVP: t=Message-Authenticator(8@) 1=18 val=6f469fa3@B834350d2aed4edb226cddf7
AVP: t=Service-Type(6) 1=6 val=Dialout-Framed-User(5)
AVP: t=Vendor-Specific(26) 1=29 vnd=ciscoSystems(9)
AVP: t=Vendor-Specific(26) 1=22 vnd=ciscoeSystems(9)
AVP: t=User-Password(2) 1=18 val=Encrypted
AVP: t=Vendor-Specific(26) 1=32 vnd=ciscoSystems(9)
AVP: t=Vendor-Specific(26) 1=20 vnd=ciscoSystems(9)
AVP: t=NAS-IP-Address(4) 1=6 val=10.76.118.7@
AVP: t=NAS-Port-Type(61) 1=6 val=Virtual(5)

AHMA F Tz

Radius HAMA ~2F T{Z!

2751 15:12:04.682963 10.197.224.122 10.76.118.70@ RADIUS Access—Accept id=0

Frame 2751: 151 bytes on wire (1288 bits), 151 bytes captured (1208 bits)
Ethernet II, Src: Cisco_34:90:cb (6c:5e:3b:34:9@:cb), Dst: Cisco_59:31:4b (f4:bd:9e:59:31:4b)
802.1Q Virtual LAN, PRI: @, DEI: @, ID: 2081
Internet Protocol Version 4, Src: 10.197.224.122, Dst: 10.76.118.70
User Datagram Protocol, Src Port: 1812, Dst Port: 60222
RADIUS Protocol
Code: Access-Accept (2)
Packet identifier: oxo (@)
Length: 1@5
Authenticator: 523eb@1399aba715577647alfbe3b899
[This is a response to a request in frame 2747]
[Time from request: 0.481987000 seconds]
Attribute Value Pairs
AVP: t=User-Name(1l) 1=1@ val=testuser
AVP: t=Class(25) 1=57 val=434143533a3030303030303030303030303030373342354243343437423a697365333167...
AVP: t=Message-Authenticator(8@) 1=18 val=223df8645f1387d7137428b20df9edcl

Catalyst 980001| A1 WLAN Anchor Mobility 7| 744
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https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213912-configure-mobility-anchor-on-catalyst-98.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213912-configure-mobility-anchor-on-catalyst-98.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213912-configure-mobility-anchor-on-catalyst-98.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213912-configure-mobility-anchor-on-catalyst-98.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/99470-config-wiredguest-00.html#anc6
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/99470-config-wiredguest-00.html#anc6
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