ISE & 9800 WLCO{| A Radius DTLS 8

AdEH AL - WLC 3! ISE RADIUS DTLS C[HIO|A QIEAM M4
openssl.cnf T} lof| 244 MM FIt
WLC HX|QIEM BHET
ISE C|HIO|A QIE M AlA
ClHto|A o QIZM 7tX 2 7]
ISEZ QIEM 7IX27
WLCOI| Q1B M 71X 27
RADIUS DTLS 4
ISE 74
WLC ZAm|aefojM

22 = Iol‘LE

QIEM XME 5Ol

E|AE QOIZ 431

s I |
WLCOHIM H T E of & gi= CA
ISEMlAM S T El of £~ ei= CA
| 7—1A|: x|l __E
_U_H?I 5’”7'(:{01 }\j DTLS Ej'—" Mz 2% gHﬁ

|

o] EMollMHE ISEQF 9800 WLC Zt2| RADIUS DTLSE A= O 2Rt QIS AE ot &= dhty
ofl CHaH A shict.

Hi S

RADIUS DTLSE RADIUS HIA|X|7} DTLS(Data Transport Layer Security) B2 & S35 M& &=

RADIUS Z2E 20| Hot HAIQILICH Q15 AMEHHet QIR Zhol|l o] H{EE W dsted™ QS M EE

Ol ZgfLIct. o] elZa M HEol M= £’ EKU(Extended Key Usage) 218 M & &2 M&5HoF &

I—IEP S5 WLC 2lE Aol Cigt ZEI0|UE 1B HH 215 I ISE 215 Mo CHet 20| E 2l
= o= Mxisfob 3LC).



MA T AL
QLT AME
CIS F=Xol chet XA ERS T QoM SE&L|CH
« 7|2 252 2|3l 9800 WLC, HMA ZRIEAP)E FMGHE g

« OpenSSL OHEZE|71[0|4M AtE HHEY
« PKI(Public Key Infrastructure) & C|X|& 215 A

ANBEls Fd A

Ol EMol HE= OIS AZEQ 0] X st=f0{ HEE ZIgte = gLt

MO

« OpenSSL OHEZ|7|0|M(KHT™ 3.0.2).
. ISE(H{F 3.1.0.518)
- 9800 WLC(HHF 17.12.3)

Ol BAQ| HiEs B5 2 B0l ClH0|AE ECHZ AMEYSLIC of 2Mol AFSE 2E Clbt
olat &7|SHE(7IE) HI|TRl0lMoE AIRElaLICH HA LIEYTT} & 50l B2 BE
Mol AAAQl WE e 2] S[stAl7| BHEFLIC

A

S

e

FE CAX & CAE At8stod =2 QIE QB Mol MBst= 2EA 25 7|ghe Bt=E 20l =5
I.

xqg;un:r RIS M7I MEEITHE WLC L ISEZ 7t SLICH OIX|2fe 2, CIHFo|AE SHE QIS ME
RADIUS DTLS 2I&5 € s£&sl=& FE/LICE.



21 0| EMHME Linux 28 B S AFE5t04 mtUE PtE1 MEELICH OpenSSLE
ANEE = AU CE R MAME SYUE 2 E s = UZSF 0| BHof CHalf M
st|CH

=

ME4 AFE - WLC & ISE RADIUS DTLS C|HtO|A Q1B M Y

RADIUS DTLS ZZEE2 DTLS B2 M5 7| {6l ISEQF WLC ZHof|l RI5ME m &5l ok &L
Ch. ol&l RE2t QI M7t gie B2 EZ CAE M50 QB AME e = A&LICH Configure
a Multi-level Certificate Authority on OpenSSL to Generate Clsco IOS® XE Compatible

CertificatesE & A5t A& HHRE S& CHAMK| E Mo QBE EHAHE s> LICH S7FHCA

ol_|§A.|E AHA—|oI-|__||_-_|._

= ooH

openssl.cnf Tt oi| 7144 MM F7}

openssl.cnf ZAL| I 2|0|M U ¥ 7 StEo| M | &8t CSR(Certificate Sign Request)E 44

Q
ot Ol AL El= WLC & ISE MM E S Atstod 20{E&LCh


https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/222461-configure-multi-level-ca-on-openssl-to-g.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/222461-configure-multi-level-ca-on-openssl-to-g.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/222461-configure-multi-level-ca-on-openssl-to-g.html

ISE_device_req_ext & WLC_device_req_ext Al ZtZE2 CSRof| £ &H& SAN 552 7+2|ZILICH.

#Section used for CSR generation, it points to the list of subject alternative names to add them to CSR
[ ISE_device_reg_ext ]
subjectAltName = @ISE_alt_names

[ WLC_device_reg_ext ]
subjectAltName = @WLC_alt_names

#DEFINE HERE SANS/IPs NEEDED for **ISE** device certificates
[ISE_alt_names]

DNS.1 = ISE.example.com

DNS.2 = ISE2.exampTe.com

#DEFINE HERE SANS/IPs NEEDED for **WLC** device certificates
[WLC_alt_names]

DNS.1 = WLC.example.com

DNS.2 = WLC2.exampTe.com

Hot ZX|2XM CAE CSRO| EXi5tE 2ZE SANES A& Q|50 MHEELICE HEkA FHEHo| Qe C

HHO|AE AL E = Qi OIE0l CHE R &8 QIBSAE B2 &= i&LICH MBE 215 M0 SANS
CHA| F=7+5t24™ subjectAltName OH7H B1~8 AL&310{ CSR Mol AFSEl ot SUE S5
SAN2 7t2/ZiLct.

ISEE 215 Mol serverAuth 2! clientAuth EKU7} 25 {1040k 3+ X|2F WLCE clientAuthPt 2 8L |
C}. o|2{8t @I85 MHE extendedKeyUsage OH7HE 2 MEE Q1F Mol FIHELICEH

openssl.cnf Tt &tEHO| QIF M MBof| AFS El= MME FALsto] 201 E&LCH

#This section contains the extensions used for the device certificate sign
[ ISE_cert ]

basicConstraints=CA:FALSE

subjectKeyIdentifier=hash

authorityKeyIdentifier=keyid,issuer:always

#EKU client and server 1is needed for RADIUS DTLS on ISE

extendedKeyUsage = serverAuth, clientAuth

subjectAltName = @ISE_alt_names

[ WLC_cert ]

basicConstraints=CA:FALSE
subjectKeyIdentifier=hash
authorityKeyIdentifier=keyid,issuer:always
#EKU client is needed for RADIUS DTLS on WLC
extendedKeyUsage = clientAuth

subjectAltName = @WLC_alt_names
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IntermCA.db.certs2t= 7 CA 215 M & LHoi OpenSSLO| Mx|E A|AE | WLC 2IZSMHE K
HE M EHE BHELICH M E2HE wLcet gulch.

mkdir ./IntermCA/IntermCA.db.certs/WLC

openssl.cnf TF | [WLC_alt_names] 4440 A{ DNS OH7iEd~E & EL|CH 3t Zholl CHaH A
SE oA o|§2 HAFLICE CFS L2 WLC 215 M2| SAN ZEE S LCH.

[WLC_alt_names]
DNS.1 WLC.example.com <----- Change the values after the equals sign
DNS.2 WLC2.example.com  <----- Change the values after the equals sign

SANE& WLC_device_req_ext AMo| HEHE AFE35t0{ WLC 712l 7| & WLC CSRE HMFLICt.

openss1 req -newkey rsa:4096 -keyout ./IntermCA/IntermCA.db.certs/WLC/WLC.key -nodes -config openssl.cn

OpenSSL2 DN(Distinguished Name) M|& HEE ¢/#d35let= CHeld ZEZEE L Ch.

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name [MX]:

State or province [CDMX]:

Locality [CDMX]:

Organization name [Cisco lab]:
Organizational unit [Cisco Wireless]:
Common name []:WLC.example.com




OI-J

ZFO|:chatAl ZEZ Eo|M A
[WLC_alt_names] AlMof Q=

5= B 0| (CN)2 openssl.cnf I+ 9|
Ol & stLtet S YsHoF & LICH.

IntermCAZt= CAE AFE5t0{ [WLC_cert]ol| Ho|El & & HE A& 36+0{ WLC.csrO|2t= WLC
CSRO| ME5tm, MEE 215 MHE /IntermCA/IntermCA.db.certs/WLC LiE0of| X{ZH&rL|ct. WLC
x| @215 M WLC.crtgt & L.|I:|-

openss1 ca -config openssl.cnf -extensions WLC_cert -name IntermCA -out ./IntermCA/IntermCA.db.certs/WL

9800 WLCE 7t 224 H QI M7t pfx 4{0lofok BLICH WLC @1F Mol M CAQl #i2lg =
gole M IS BHSLICH O|E certfileOl2t 1 B LILCE.



cat ./RootCA/RootCA.crt ./IntermCA/IntermCA.crt > ./IntermCA/IntermCA.db.certs/WLC/certfile.crt

ot

jo

B4 WLC HEol| ek Chs B & stLtE A-ELICH

mn

pfx It

17.12.1 O|M HFo| A=

openss1 pkcsl2 -export -macalg shal -legacy -descert -out ./IntermCA/IntermCA.db.certs/WLC/WLC.pfx -ink

B 17.12.1 O|Ato| AL

openss1 pkcsl2 -export -out ./IntermCA/IntermCA.db.certs/WLC/WLC.pfx -inkey ./IntermCA/IntermCA.db.cert

ISE C|H}O|A QIS A MM
IntermCA.db.certs2t= &7+ CA QIS A Z Lol OpenSSLO| A x|El A|AEI0| ISE 2IBME XME
g M ECHE tSLICH M EHE ISERtD BHL|CH

mkdir ./IntermCA/IntermCA.db.certs/ISE

openssl.cnf It Y 9| [ISE_alt_names] A0 A DNS OH7HEH~E $HELICH &5tE Zfoll CHall AlS
El oA 0|82 HZ@ELICE O] 22 WLC 2IE M2l SAN ZHEof A& LC

[ISE_alt_names]
DNS.1 = ISE.example.com  <----- Change the values after the equals sign
DNS.2 ISE2.example.com <----- Change the values after the equals sign

SANE ISE_device_req_ext MMo| MEHE AL&3104 ISE 7HQ! 7| & ISE CSR2 M/ dgrLICt.

openss1 req -newkey rsa:2048 -sha256 -keyout ./IntermCA/IntermCA.db.certs/ISE/ISE.key -nodes -config op
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OpenSSL2 DN(Distinguished Name) A& HE



You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name [MX]:

State or province [CDMX]:

Locality [CDMX]:

Organization name [Cisco lab]:
Organizational unit [Cisco Wireless]:
Common name []:ISE.example.com




IntermCAZt= CAE AL& 35104 [ISE_cert]ol| Ho|El & HZ ALE 510 ISE.csrO|2t= ISE CSRO|
MES D, MHE CIZME /IntermCA/IntermCA.db.certs/WLC LHE 0l K{& &fL|C}. ISE C|H}O|A
QIZE ME ISE.crt2tm &L|Ct

openss1 ca -config openssl.cnf -extensions ISE_cert -name IntermCA -out ./IntermCA/IntermCA.db.certs/IS

ClHFO|AO| QIS M 712 7]

ISEE QIE M 71X 27|

ro

1.ISE /5 M #|Qle| FE CAQUBME AZEE = Us AUEM MELZ TS LICH

2. Administration(& 2/)>System(A| A El)>Certificates(21 5 A1)>Trusted certificates(AMEE 4 U=

CIEM)E o|SELICt
3. 3ol2 7|2 225l 1 Root.crt It MENSFL|CE

4. Trust for authentication within ISE(ISE Li 21& £12l)2}t Trust for client authentication and
Syslog(Z2t0|HE @15 & Syslog &IZ|) &QlEtE MEAS O Submit(ME)2 228 L Ct

= Cisco ISE Administration - System Q @ L

Deployment Licensing Certificates Logging Maintenance Upgrade Health ¢ Click here to do visibility setup Do not show this again.

Import a new Certificate into the Certificate Store

Cartificate Managamant

System Certificates N -
* Certificate File | Browse... | RootCA crt
Trusted Certificates
Friendly Name
OCSP Client Profile
Certificate Signing Requests
Trusted For:
Certificate Periodic Check Se...
Trust for authentication within ISE
Trust for client authentication and Syslog
_'| Trust for certificate based admin authentication

Ceartificate Authority

C; Trust for authentication of Cisco Services

I_', Validate Certificate Extensions

Description
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= Cisco ISE

Deployment Licensing

Certificate Management ~
System Certificates
Trusted Certificates
QCSP Client Profile
Certificate Signing Requests

Certificate Periodic Check Se...

Certificate Authority >

Administration - System b E Q @ @ @
Certificates Logging Maintenance Upgrade Heaith ¢  Click here to do visibility setup Do not show this again.
Import a new Certificate into the Certificate Store
* Cenificate File | Browse... ;I IntermCA crt
Friendly Name O
Trusted For: 0
n Trust for authentication within ISE
n Trust for client authentication and Syslog
(] Teust for certificate based admin authentication
D Trust for authentication of Cisco Services
() validate Certificate Extensions
Description
Cancel

ISE &7 CA QIB M 7K 27| CHSt A&}




ZFO|: ISE 215 L WLC 2B M7 MZ CHE CAMM YU ZE B WLC 2B M |2lof| &
st= 2= CA QI3 ME 7Hx4{Qtof &HL|Ct ISEE= DTLS 13 A W&ol M CA RIS MHE 7HK
£ W7HX| WLC QIS MHE &£2l5HR| & LCt.



Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restare Admin Access Settings

Cortificate Managamant |I"I'IDOI'|. Server Certificate

System Certilicates * Salact Node iza-vbatn —
Trusted Cenificates
* Comificato Filg | Browse... | ISE.cnt
QCSP Client Profile
Certificate Signing Reguests * Private Key File Browse... | ISE_key
Certificate Periodic Chack Se... B
00000000
Certificate Authority > Friendly Name o

Allow Wildcard Cantificates [ (D

Validate Cenificate Extensions  [_] (7)
Usage

([ senin: use cericate to aut

ie the ISE Admin Portal
[ earAunentication: Use centlicate
B RADIUS DTLS: Use certifcale fo

for EAF protocols thal wse 55

e RADSEE S

[T pwGnia; use centificate for the prGrid Controlier

ISE C|HIO|A QIB M 7tA{ 27| M



Bl of B Aol ME ISE ClHtOl& 1B MEH 7HX{ 2P ElL|CH o] 2IZ M= ISEMIA DTLS E
22 d™5t7| s wtets ASMULICE 0|0 7kX2 CA 2/EME A& 3stod WLC ¢!
EM7t EQlE[22 WLC C|HIO|A QIB A & 7Hel 7|1& 7tME Ee 7t eigLict

= =1

WLCO| 215 M 71X 27|

1. WLCOI| M Configuration(Z1Z|12{|0|4) > Security( 2 2t) > PKI Management(PKI £ 2/)£ 0|
S35t Add Certificate(218 M F7I) IS 2 o|S & LICt.
2. Import PKCS12 Certificate(PKCS12 215 M 7t X2 7|) EECI2E Z&/6t1 ME RS
Desktop(HTTPS)2 2 A&d&tL|C}.
. Select File(Zt MEH) HE S 2|5t 0|0l ZH|EH .pfx TFUS MEHFLICE.
4. 7IM7| ¢35 £ 2l2dst T OHX|2A 2 2 Import(7HM 2 7)) & Z 28t Ct

w



“ Import PKCS12 Certificate

Transport Type De

sktop (HTTPS) -

Source File Path™ = Select File

0O

Certificate Password™

WLC. pfx

Import

WLC QIEM 7t 7| CHsh & &t

JtX27| T2 M| A0 CHEF RXFMIEH LI 2 Catalyst 9800 WLCO|A CSR QIS MMM Ol C22EE

EESHAAIR.

WLCO| HERIZE Sall &g = U= UBEM 5
M LHoll M sl x| AAE HIE E3tErLICH

9800#configure terminal

9800(config)#crypto pki trustpoint WLC.pfx
9800(config)#revocation-check none
9800(config)#exit

9800(config)#crypto pki trustpoint WLC.pfx-rrrl
9800(config)#revocation-check none
9800(config)#exit

HX| £50| e}

rr

74
o

? S 2


https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html#toc-hId--1629905883
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html#toc-hId--1629905883
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html#toc-hId--1629905883
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html#toc-hId--1629905883
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html#toc-hId--1629905883

& 1 Configure Multi-level CA on OpenSSL to Generate Cisco 10S XE Certificates(Cisco
I0S XE 15 ME MM5t7| 23 OpenSSLo| CHE Bl CA ) EME A8 5}0]
OpenSSLOi| CHE B[ CAE d/de B2 CRL M7} YHEEIX| o2 2 17| HALE H
g 3tat{oF grLCt.

AHSEHE 72712 WLC 215 M K sl CA QIS ME Zefete o Eed AZ XHE ddeL
Ct.



£l WLC 25 M7t ISE 2B M S U CANM Y= E F? WLC 2EM 7HX 2 7[00l A
Aoz dYE SUE AE XIHE AI8Y = UELICH ISE QIBME Er 2 7ixE E
It &Lt

WLC 218 M7}t ISE Q5 A} CHE CAMM Y= EI F2 WLC7HISE CIHIO|A QIS ME AMESIES
WLCO]| ISE CA IS ME 7FX{e}toF &rL|Ct.
FE CAO| CHEF A A E| X[HE MMl ISE FE CAE 71X SLICH

9800(config)#crypto pki trustpoint ISEroot
9800(ca-trustpoint)#revocation-check none
9800(ca-trustpoint)#enrollment terminal
9800(ca-trustpoint)#chain-validation stop



9800(ca-trustpoint)#exit
9800(config)#crypto pki authenticate ISEroot

Enter the base 64 encoded CA certificate.
End with a blank 1ine or the word "quit" on a line by itself

ISE CA #|R12| C}S &7t CA QIS M, & FE CA0M UZ 8t CA QISMHE 7K SLLCt.

hamariomedl(config)#crypto pki trustpoint ISEintermediate
hamariomedl(ca-trustpoint)#revocation-check none
hamariomedl(ca-trustpoint)#chain-validation continue ISErootCA
hamariomedl(ca-trustpoint)#enrollment terminal
hamariomedl(ca-trustpoint)#exit

hamariomedl(config)#crypto pki authenticate ISEintermediate

Enter the base 64 encoded CA certificate.
End with a blank T1ine or the word "quit" on a line by itself

& elo| Zk F7I cAdle Hx ol MR X|™o| ZHegfLIch A ele| Z+ AlZ| x| chain-validation
continue <Issuer trustpoint name> BHZ ALE 5104 7tX{2 QB M| & Z Xt QB M7t &l A=
x|x-|° xl-onol: oI-L_||:|.

CA HIQlol ZBHEl £BH3 0| CA QIBME 7HIZLICH ISE ClHOlA QIBAMO| TR CAR THAiR
£ 5 DL 0f 412 XIF0| OI8 S 7158 S AL,

RADIUS DTLS7} S35 WLCO|AM ISE C|HIO|A QIS ME 71X TR 7t gi&L|Ct.

RADIUS DTLS #+4
ISE 74

WLCE HE®3 C|HIO|A R ISE0| F7H&FLICt. O|F Al 5t2{P4 Administration(2 2/)>Network
Resources(HIE 3 2|4 A)>Network devices(HIE X 3 C|HIO|A)>Add(FE7HE O|S &rLICt
C|HFO|A S| 0|21} RADIUS EBfZIE AAlSHE WLC QIE{H0|A S| IPE Q248 LCt YEtdo =z
M el eIEH oA IPRILICE of2i 2 A3 &35H0{ RADIUS Authentication Settings(RADIUS 21&
A7) & DTLS Required(DTLS E<)E& MBSt T Submit(KME)2 2 =IgLICt



= Cisco ISE

Administration - Network Resources

Metwork Devices
———————

Network Devices
Default Device

Device Security Settings

Network Device Groups Network Device Profiles

Nemwork Devices List > New Newwork Device

Network Devices

Mame Radsecwic

External RADIUS Servers

Description

i1 IPAddress .. CIP: 172.16.5.11 12
Device Profile &% Cisco v @
Model Name ~
Sofiware Version ~

Network Device Group

Locarion All Locations: ~
IPSEC Is IPSEC Device ~
Davice Type All Device Types £

B -~ RADIUS Authentication Settings

M HES/3 ClHtolA ZHu| T2 olM

RADIUS Server Sequences

Set To Default

Set To Default

Set To Default

NAC Manage



RADIUS DTLS Settings )

DTLS Required ()

Shared Sacrat radius/drls

CoA Pon 2083

Issuer CA of ISE

Cerrificares for CoA Select if required (optional)| e
DNS Name

General Settings
[ Enable KeyWrap ()
Key Encryption Kay

Message Authenrticator

Code Key

Key Inpur Formart
D AsCll (O HEXADECIMAL

—] ~ TACACS Authentication Settings
~] ~ SNMP Settings

| ~ Advanced TrustSec Settings

ISEQ| HIE Q|3 C|HtO|A0f CHEF RADIUS DTLS A%

WLC Z1I|2gio|M

ISE IP =4 32! Radius DTLSQ| 7|2 ZE 9} & M Radius MHHE Zo|gtL|ct. o] ZAm|azo|Me

CLIOIAMBE AFZ & = &L

9800#configure terminal
9800(config)#radius server ISE
9800(config-radius-server)#address ipv4

9800(config-radius-server)#dtls port 2083

RADIUS DTLSE &% &3 radius/dtisE AHE 3l 0k

F AL

g LICE 9800 WLCE O] 7| o|2|e| FFHEl 7|1&



9800(config-radius-server)#key radius/dtls

DTLSdtistrustpoint client

E{' 2ol CH3H w&Heh WLC C|HtO|A QB M7t & El A2 X|Hg Fdste{t BHEE AFSELCh
ISEdtls trustpoint server

ClHto|A Q1B Aol CHe &= Rt CAZF Z & El AZE XM FdstciH BAEE AFSELICH

Z2t0|AUE & A MEZ|
gLt

ba

k=NeJ

ajn
rlo

WLC % ISE QB M7 S LS CAAM L ZE B2 S

9800(config-radius-server)#dtls trustpoint client WLC.pfx
9800(config-radius-server)#dtls trustpoint server WLC.pfx

ISE Q1B Mol QU= SAN(FA CHAl| 0|8) & slLEE = O_%PEE WLCE F/dgfLict o] Zu|ago|
M2 2IE M| SAN ZHEof = SAN & LS X&H5| Y x|3HoF &Lt

9800 WLCE SAN Z =0 I:H%H Ml 7|H|_|' ()Elﬂg %ﬂxl Eigl——“:f dtls match-server-identity hostname
+ examplecom &, SAN ZE0{ *.example.comO| Q= A LEFIE QIS Mo CHEr WP 0| SHFE X[BH
SAN E=0f www.example.comO| Z & Fl QIS Ao Ciet S et BHF 0| SHIEX| L& LICH

WLCE O|& Mol Ciali o] 0|§& = elst x| St&LICH

9800(config-radius-server)#dtls match-server-identity hostname ISE.example.com
9800(config-radius-server)#exit

I&0i M Radius DTLSE At23ste{™H M| M 22 ors L}

9800(config)#aaa group server radius Radsec
9800(config-sg-radius)#server name ISE
9800(config-sg-radius)#exit

Ol AIHFEI WLCH A CHE M 2&E MEE M Ol MH 2&E MEE + J&LICH F4 2t

O|HE 2150 0] MHHE A2 35t2{™ Catalyst 9800 Wireless Controller Series0|A] 802.1X @15 T
M2 A TSI AIAIQ.



http://www.example.com
http://www.example.com
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213919-configure-802-1x-authentication-on-catal.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213919-configure-802-1x-authentication-on-catal.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213919-configure-802-1x-authentication-on-catal.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213919-configure-802-1x-authentication-on-catal.html

OIEM M 2ol
openss1 x509 -in
-text -noout
A QB HEE EAIELICE Ol XIHE 2B Ao &Z X CAE & 2I5HHLE QIS A o] Ee st
EKU %! SANO| 23 &[0 UE=X| & Qlst= o REFLICH



Certificate:
Data:
Version: 3 (8x2)
Serial Number: 2 (8x2)
Signature Algorithm: sha256WithRSAEncryption
Issuer: C = MX, ST = CDMX, L = CDMX, O = Cisco lab, OU = Cisco Wireless, CN = Intermediate.example.com
Validity
Not Before: Jul 18 19:14:57 2024 GMT
Not After : Apr 14 19:14:57 2027 GMT
Subject: C = MX, ST = CDMX, L = CDMX, 0 = Ci lab, OU = Cisco Wireless, CN = WLC.example.com
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)
Modulus:
00:b1:10:7d:6c:6c:1U:2f:18:
56:2d:48:22:¥0:42:10:65:44:
b8:ab:c5:5f:f6:al:a3:5e:f6:
df:e8:a7:81:28:50:44:
10:7e:e2:46:42:ea:3c:
bb:3d:95:3b:e2:86:e6:
f8:6d:37:5c:89:28:cl:
5c:a2:37:Uf:71:da:6a:
ae:aa:13:42:3b:ff:a0:
6c:08:10:e0:b9:
68:bl:U6:c7:35:
d3:bf:c0:85:ab:
33:58:b0:62:12:
9c:ef:b9:9c:fc:2
97:11:67:cc:25:
af:fl:ec:al:c7:
53:ee:20:cc:d5:
62:bf
Exponent: 65537 (@x10001)
X589v3 extensions:
X509v3 Basic Constraints:
CA:FALSE
X509v3 Subject Key Identifier:
87:89:CA:28:06:95:D5:CE:7C:66:BU:75:81:AA:DY:19:EC:43:01:BB
X509v3 Authority Key Identifier:
keyid:2B:08:D8:UC:23:72:5B:62:03:EA:Ud:F6:9E:D9:F7:75:2E:64:97:DE
DirName : /C=MX/ST=CDMX/L=CDMX/0=Cisco lab/OU=Cisco Wireless/CN=RootCA
serial:01
X509v3 Extended Key Usage:
TLS Web Server Authentication, TLS Web Client Authentication
X509v3 Subject Alternative Name:
DNS:WLC.example.com, DNS:WLC2.example.com
Signature Algorithm: sha256WithRSAEncryption
Signature Value:
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9800#test aaa group Radsec testuser Ciscol23 new-code
User successfully authenticated
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9800#debug radius radsec

9800#terminal monitor
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9800#test aaa group Radsec testuser Ciscol23 new-code
User successfully authenticated

USER ATTRIBUTES

username
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0 "testuser"

%PARSER-5-HIDDEN: Warning!!! ' test platform-aaa group server-group Radsec user-na
RADIUS/ENCODE (00000000) :Orig. component type = Invalid

RADIUS/ENCODE (00000000): dropping service type, "radius-server attribute 6 on-for-
RADIUS (00000000): Config NAS IP: 0.0.0.0

vrfid: [65535] dipv6 tableid : [0]

idb is NULL

RADIUS (00000000): Config NAS IPv6:

RADIUS (00000000) : sending

RADIUS/DECODE (00000000): There 1is no General DB. Want server details may not be sp
RADSEC: DTLS default secret

RADIUS/ENCODE: Best Local IP-Address 172.16.5.11 for Radius-Server 172.16.18.123
RADSEC: DTLS default secret

RADIUS (00000000) : Send Access-Request to 172.16.18.123:2083 id 53808/10, len 54

RADIUS: User-Password [2] 18

RADIUS: User-Name [1] 10 '"testuser"

RADIUS: NAS-IP-Address [4] 6 172.16.5.11

RADIUS_RADSEC_ENQ _WAIT_Q: Success Server(172.16.18.123)/1d(10)
RADIUS_RADSEC_CLIENT_PROCESS: Got DATA SEND MSG

RADIUS_RADSEC_SOCK_SET: O Success

RADIUS_RADSEC_GENERATE_HASHKEY: hash key(0) generated for sock(0)
RADIUS_RADSEC_GENERATE_HASHBUCKET: hash bucket(0) generated for sock(0)
RADIUS_RADSEC_HASH_KEY_ADD_CTX: add [radius_radsec ctx(0x7522CE91BACO)] succeedd f
RADIUS_RADSEC_GET_SOURCE_ADDR: Success

RADIUS_RADSEC_GET_SOCK_ADDR: Success

RADIUS_RADSEC_SET_LOCAL_SOCK: Success

RADIUS_RADSEC_SOCK_SET: Success

RADIUS_RADSEC_BIND_SOCKET: Success

RADIUS_RADSEC_CONN_SET_LPORT: Success

RADIUS_RADSEC_CONN_SET_SERVER_PORT: Success

RADIUS_RADSEC_CLIENT_HS_START: Tocal port = 54509

RADIUS_RADSEC_SOCKET_CONNECT: Success

RADIUS_RADSEC_UPDATE_SVR_REF_CNT: Got radsec_data
RADIUS_RADSEC_UPDATE_SVR_REF_CNT: Got valid rctx, with server_handle B0000019
RADIUS_RADSEC_CLIENT_HS_START: TLS handshake in progress...(172.16.18.123/2083)
RADIUS_RADSEC_START_CONN_TIMER: Started (172.16.18.123/2083) for 5 secs
RADIUS_RADSEC_CONN_STATE_UPDATE: Success - State = 2
RADIUS_RADSEC_CLIENT_PROCESS: Got Socket Event
RADIUS_RADSEC_GENERATE_HASHBUCKET: hash bucket(0) generated for sock(0)
RADIUS_RADSEC_GENERATE_HASHKEY: hash key(0) generated for sock(0)
RADIUS_RADSEC_HASH_KEY_MATCH: hashkey1(0) matches hashkey2(0) TRUE
RADIUS_RADSEC_HASH_KEY_GET_CTX: radius radsec sock_ctx(0x7522CE91BAC0:0) get for
RADIUS_RADSEC_PROCESS_SOCK_EVENT: Handle socket event for TLS handshake(172.16.18.
RADIUS_RADSEC_STOP_TIMER: Stopped (172.16.18.123/2083)
RADIUS_RADSEC_START_CONN_TIMER: Started (172.16.18.123/2083) for 5 secs
RADIUS_RADSEC_HS_CONTINUE: TLS handshake in progress...(172.16.18.123/2083)
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RADIUS_RADSEC_SOCK_TLS_EVENT_HANDLE: Success

RADIUS_RADSEC_CLIENT_PROCESS: Got Socket Event

RADIUS_RADSEC_CLIENT_PROCESS: Got Socket Event

RADIUS_RADSEC_GENERATE_HASHBUCKET: hash bucket(0) generated for sock(0)
RADIUS_RADSEC_GENERATE_HASHKEY: hash key(0) generated for sock(0)
RADIUS_RADSEC_HASH_KEY_MATCH: hashkeyl(0) matches hashkey2(0) TRUE
RADIUS_RADSEC_HASH_KEY_GET_CTX: radius radsec sock_ctx(0x7522CE91BAC0:0) get for
RADIUS_RADSEC_PROCESS_SOCK_EVENT: Handle socket event for TLS handshake(172.16.18.
RADIUS_RADSEC_STOP_TIMER: Stopped (172.16.18.123/2083)
RADIUS_RADSEC_START_CONN_TIMER: Started (172.16.18.123/2083) for 5 secs
RADIUS_RADSEC_HS_CONTINUE: TLS handshake in progress...(172.16.18.123/2083)
RADIUS_RADSEC_SOCK_TLS_EVENT_HANDLE: Success

RADIUS_RADSEC_CLIENT_PROCESS: Got Socket Event

RADIUS_RADSEC_CLIENT_PROCESS: Got Socket Event

RADIUS_RADSEC_GENERATE_HASHBUCKET: hash bucket(0) generated for sock(0)
RADIUS_RADSEC_GENERATE_HASHKEY: hash key(0) generated for sock(0)
RADIUS_RADSEC_HASH_KEY_MATCH: hashkeyl(0) matches hashkey2(0) TRUE
RADIUS_RADSEC_HASH_KEY_GET_CTX: radius radsec sock_ctx(0x7522CE91BAC0:0) get for
RADIUS_RADSEC_PROCESS_SOCK_EVENT: Handle socket event for TLS handshake(172.16.18.
RADIUS_RADSEC_STOP_TIMER: Stopped (172.16.18.123/2083)

RADIUS_RADSEC_HS_CONTINUE: TLS handshake success!(172.16.18.123/2083) <-------- TL
RADIUS_RADSEC_CONN_STATE_UPDATE: Success - State = 3
RADIUS_RADSEC_UPDATE_SVR_REF_CNT: Got radsec_data
RADIUS_RADSEC_UPDATE_SVR_REF_CNT: Got valid rctx, with server_handle B0000019
RADIUS-RADSEC-HS-SUCCESS: Negotiated Cipher is ECDHE-RSA-AES256-GCM-SHA384
RADIUS_RADSEC_START_DATA_SEND: RADSEC HS Done, Start data send (172.16.18.123/2083
RADIUS_RADSEC_UNQUEUE_WAIT_Q: Success Server(172.16.18.123)/1d(10)
RADIUS_RADSEC_MSG_SEND: RADSEC Write SUCCESS(id=10)

RADIUS(00000000): Started 5 sec timeout

RADIUS_RADSEC_UNQUEUE_WAIT_Q: Empty Server(172.16.18.123)/Id(-1)
RADIUS_RADSEC_START_DATA_SEND: no more data available

RADIUS_RADSEC_IDLE_TIMER: Started (172.16.18.123/2083)

RADIUS-RADSEC-HS-SUCCESS: Success

RADIUS_RADSEC_SOCK_TLS_EVENT_HANDLE: Success

RADIUS_RADSEC_CLIENT_PROCESS: Got Socket Event

RADIUS_RADSEC_CLIENT_PROCESS: Got Socket Event

RADIUS_RADSEC_GENERATE_HASHBUCKET: hash bucket(0) generated for sock(0)
RADIUS_RADSEC_GENERATE_HASHKEY: hash key(0) generated for sock(0)
RADIUS_RADSEC_HASH_KEY_MATCH: hashkeyl(0) matches hashkey2(0) TRUE
RADIUS_RADSEC_HASH_KEY_GET_CTX: radius radsec sock_ctx(0x7522CE91BAC0:0) get for
RADIUS_RADSEC_MSG_RECV: RADSEC Bytes read= 20, Err= 0
RADIUS_RADSEC_SOCK_READ_EVENT_HANDLE: Radius Tength is 113
RADIUS_RADSEC_SOCK_READ_EVENT_HANDLE: Going to read rest 93 bytes
RADIUS_RADSEC_MSG_RECV: RADSEC Bytes read= 93, Err= 0
RADIUS_RADSEC_SOCK_READ_EVENT_HANDLE: Tinktype = 7 - src port = 2083 - dest port =
RADIUS: Received from id 54509/10 172.16.18.123:2083, Access-Accept, len 113 <----

RADIUS: User-Name [1] 10 "testuser"
RADIUS: C(Class [25] 83

43 53 3A 61 63 31 30 31 32 37 62 64 38 74 [CACS:acl0127bd8t]
50 47 4E 63 6C 57 76 2F 39 67 44 66 51 67 [GXPGNclWv/9gDfQg]
76 6C 35 47 72 33 71 71 47 36 4C 66 35 59 [cJv15Gr3qqG6Lf5Y]
2F 7A 57 55 39 59 3A 69 73 65 2D 76 62 65 [RB/zWU9Y:ise-vbe]
6E 63 6F 2F 35 31 30 34 33 39 38 32 36 2F [tanco/510439826/]

453:
453:
453:

[ 9]
RADSEC: DTLS default secret
RADIUS/DECODE (00000000): There 1is no General DB. Reply server details may not be r
RADIUS (00000000) : Received from id 54509/10
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Radsec testuser Ciscol23 new-code

%PARSER-5-HIDDEN: Warning!!! ' test platform-aaa group server-group Radsec user-na
RADIUS/ENCODE (00000000) :0rig. component type = Invalid

RADIUS/ENCODE(00000000): dropping service type, "radius-server attribute 6 on-for-
RADIUS(00000000): Config NAS IP: 0.0.0.0

vrfid: [65535] 1ipv6 tableid : [0]

idb is NULL

RADIUS(00000000): Config NAS IPv6:

RADIUS(00000000): sending

RADIUS/DECODE (00000000): There 1is no General DB. Want server details may not be sp
RADSEC: DTLS default secret

RADIUS/ENCODE: Best Local IP-Address 172.16.5.11 for Radius-Server 172.16.18.123
RADSEC: DTLS default secret

RADIUS (00000000) : Send Access-Request to 172.16.18.123:2083 id 52764/13, len 54

RADIUS: User-Password [2] 18

RADIUS: User-Name [1] 10 "testuser"

RADIUS: NAS-IP-Address [4] 6 172.16.5.11

RADIUS_RADSEC_ENQ_WAIT_Q: Success Server(172.16.18.123)/Id(13)
RADIUS_RADSEC_CLIENT_PROCESS: Got DATA SEND MSG

RADIUS_RADSEC_SOCK_SET: O Success

RADIUS_RADSEC_GENERATE_HASHKEY: hash key(0) generated for sock(0)
RADIUS_RADSEC_GENERATE_HASHBUCKET: hash bucket(0) generated for sock(0)
RADIUS_RADSEC_HASH_KEY_ADD_CTX: add [radius_radsec ctx(0x7522CE91BACO)] succeedd f
RADIUS_RADSEC_GET_SOURCE_ADDR: Success

RADIUS_RADSEC_GET_SOCK_ADDR: Success

RADIUS_RADSEC_SET_LOCAL_SOCK: Success

RADIUS_RADSEC_SOCK_SET: Success

RADIUS_RADSEC_BIND_SOCKET: Success

RADIUS_RADSEC_CONN_SET_LPORT: Success

RADIUS_RADSEC_CONN_SET_SERVER_PORT: Success

RADIUS_RADSEC_CLIENT_HS_START: Tocal port = 49556

RADIUS_RADSEC_SOCKET_CONNECT: Success

RADIUS_RADSEC_UPDATE_SVR_REF_CNT: Got radsec_data
RADIUS_RADSEC_UPDATE_SVR_REF_CNT: Got valid rctx, with server_handle B0000019
RADIUS_RADSEC_CLIENT_HS_START: TLS handshake in progress...(172.16.18.123/2083)
RADIUS_RADSEC_START_CONN_TIMER: Started (172.16.18.123/2083) for 5 secsUser reject

RADIUS_RADSEC_CONN_STATE_UPDATE: Success - State = 2
RADIUS_RADSEC_CLIENT_PROCESS: Got Socket Event

RADIUS_RADSEC_GENERATE_HASHBUCKET: hash bucket(0) generated for sock(0)
RADIUS_RADSEC_GENERATE_HASHKEY: hash key(0) generated for sock(0)
RADIUS_RADSEC_HASH_KEY_MATCH: hashkeyl(0) matches hashkey2(0) TRUE
RADIUS_RADSEC_HASH_KEY_GET_CTX: radius radsec sock_ctx(0x7522CE91BAC0:0) get for
RADIUS_RADSEC_PROCESS_SOCK_EVENT: Handle socket event for TLS handshake(172.16.18.
RADIUS_RADSEC_STOP_TIMER: Stopped (172.16.18.123/2083)
RADIUS_RADSEC_START_CONN_TIMER: Started (172.16.18.123/2083) for 5 secs
RADIUS_RADSEC_HS_CONTINUE: TLS handshake in progress...(172.16.18.123/2083)
RADIUS_RADSEC_SOCK_TLS_EVENT_HANDLE: Success

RADIUS_RADSEC_CLIENT_PROCESS: Got Socket Event



Jul 19 00:59:09.720: RADIUS_RADSEC_CLIENT_PROCESS: Got Socket Event

Jul 19 00:59:09.720: RADIUS_RADSEC_GENERATE_HASHBUCKET: hash bucket(0) generated for sock(0)

Jul 19 00:59:09.720: RADIUS_RADSEC_GENERATE_HASHKEY: hash key(0) generated for sock(0)

Jul 19 00:59:09.720: RADIUS_RADSEC_HASH_KEY_MATCH: hashkeyl1(0) matches hashkey2(0) TRUE

Jul 19 00:59:09.720: RADIUS_RADSEC_HASH_KEY_GET_CTX: radius radsec sock_ctx(0x7522CE91BACO:0) get for
Jul 19 00:59:09.720: RADIUS_RADSEC_PROCESS_SOCK_EVENT: Handle socket event for TLS handshake(172.16.18.
Jul 19 00:59:09.720: RADIUS_RADSEC_STOP_TIMER: Stopped (172.16.18.123/2083)

Jul 19 00:59:09.722: RADIUS_RADSEC_HS_CONTINUE: TLS handshake failed!

Jul 19 00:59:09.722: RADIUS_RADSEC_UNQUEUE_WAIT_Q: Success Server(172.16.18.123)/Id(13)

Jul 19 00:59:09.722: RADIUS_RADSEC_FAILOVER_HANDLER:Failng-over to new server = 0x0

Jul 19 00:59:09.722: RADIUS_RADSEC_UNQUEUE_WAIT_Q: Empty Server(172.16.18.123)/Id(-1)

Jul 19 00:59:09.722: RADIUS_RADSEC_FAILOVER_HANDLER: no more data available

Jul 19 00:59:09.722: RADIUS_RADSEC_STOP_TIMER: Stopped (172.16.18.123/2083)

Jul 19 00:59:09.722: RADIUS_RADSEC_CONN_CLOSE: Cleaned up timers for Radius RADSEC ctx

Jul 19 00:59:09.722: RADIUS_RADSEC_GENERATE_HASHKEY: hash key(0) generated for sock(0)

Jul 19 00:59:09.722: RADIUS_RADSEC_GENERATE_HASHBUCKET: hash bucket(0) generated for sock(0)

Jul 19 00:59:09.722: RADIUS_RADSEC_HASH_KEY_DEL_CTX: remove [radius_radsec ctx(0x7522CE91BACO)] succee
Jul 19 00:59:09.722: RADIUS_RADSEC_CONN_CLOSE: Hash table entry removed for RADSEC sock ctx

Jul 19 00:59:09.723: RADIUS_RADSEC_CONN_CLOSE: Success

Jul 19 00:59:09.723: RADIUS_RADSEC_SOCK_TLS_EVENT_HANDLE: Failed to complete TLS handshake <---------- D
Jul 19 00:59:09.723: RADIUS_RADSEC_STOP_TIMER: Stopped (172.16.18.123/2083)

Jul 19 00:59:09.723: RADIUS_RADSEC_CONN_CLOSE: Cleaned up timers for Radius RADSEC ctx

Jul 19 00:59:09.723: RADIUS_RADSEC_GENERATE_HASHKEY: hash key(-1) generated for sock(-1)

Jul 19 00:59:09.723: RADIUS_RADSEC_GENERATE_HASHBUCKET: hash bucket(-1) generated for sock(-1)
uwu-9800#

Jul 19 00:59:09.723: RADIUS_RADSEC_HASH_KEY_DEL_CTX: remove [radius_radsec ctx(0x7522CE91BACO)] succee
Jul 19 00:59:09.723: RADIUS_RADSEC_CONN_CLOSE: Hash table entry removed for RADSEC sock ctx

Jul 19 00:59:09.723: RADIUS_RADSEC_CONN_CLOSE: Success

Jul 19 00:59:09.723: RADIUS_RADSEC_SOCK_TLS_EVENT_HANDLE: Error

Jul 19 00:59:09.723: RADIUS_RADSEC_PROCESS_SOCK_EVENT: failed to hanlde radsec hs event

Jul 19 00:59:09.723: RADIUS/DECODE: No response from radius-server; parse response; FAIL

Jul 19 00:59:09.723: RADIUS/DECODE: Case error(no response/ bad packet/ op decode);parse response; FAIL
Jul 19 00:59:09.723: RADIUS_RADSEC_CLIENT_PROCESS: Got Socket Event

Jul 19 00:59:10.718: %RADSEC_AUDIT_MESSAGE-3-FIPS_AUDIT_FCS_RADSEC_SERVER_CERTIFICATE_VALIDATION_FAILUR
Jul 19 00:59:10.718: %RADSEC_AUDIT_MESSAGE-3-FIPS_AUDIT_FCS_RADSEC_SERVER_IDENTITY_CHECK_FAILURE: Chass
Jul 19 00:59:10.718: %RADSEC_AUDIT_MESSAGE-6-FIPS_AUDIT_FCS_DTLSC_DTLS_SESSION_CLOSED: Chassis 1 R0O/0:
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9800(config)#radius server

9800(config)#dtls match-server-identity hostname
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Steps
Overview P

91030 RADIUS DTLS handshake started
Event 5450 RADIUS DTLS handshake failed andshake stane

91104 RADIUS DTLS: no need to run Client Identity check
Lisemama 91031 RADIUS DTLS: received client hello message
Endpoint Id 91105 RADIUS DTLS: sent client hello verify request
Endpoint Profile 91105 RADIUS DTLS: sent client hello verify request

91031 RADIUS DTLS: received client hello message
Authorization Result 91037 RADIUS DTLS: sent server hello message

91033 RADIUS DTLS: sent server certificate

91034 RADIUS DTLS: sent client certificate request
Authentication Details 91035 RADIUS DTLS: sent server done message
Source Timestamp 2024-07-19 00:34:51.935 91035 RADIUS DTLS: sent server done message

91035 RADIUS DTLS: sent server done message
RecanCdiliesiang 2 O = 91036 RADIUS DTLS: received client certificate
Policy Server ise-vbetanco 91050 RADIUS DTLS: TLS handshake failed because of an

Event

Failure Reason

5450 RADIUS DTLS handshake failed

91050 RADIUS DTLS: TLS handshake failed because of an

unknown CA in the certificates chain

unknown CA in the certificates chain

Ensure that the certificate authority that signed the client's
certificate is correctly installed in the Certificate Store page
(Administration > System > Cenrtificates > Certificate

Resolution Management > Trusted Certificates). Check the
OpenSSLErrorMessage and OpenSSLErrorStack for more
information. If CRL is configured, check the System Diagnostics
for possible CRL downloading faults.
TR TR RADIUS DTLS: SSL handshake failed because of an unknown
oot Gause CA in the certificates chain
ISE 2to|= 27t & == 9= CAZ I8t DTLS #EM 0|3 ATHE BT &L|ct
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Jul 17 21:50:39.064: RADIUS_RADSEC_HASH_KEY_MATCH: hashkeyl1(0) matches hashkey2(0) TRUE



Jul 17 21:50:39.064: RADIUS_RADSEC_HASH_KEY_GET_CTX: radius radsec sock_ctx(0x780FB0715978:0) get for
Jul 17 21:50:39.064: RADIUS_RADSEC_PROCESS_SOCK_EVENT: Handle socket event for TLS handshake(172.16.18.
Jul 17 21:50:39.064: RADIUS_RADSEC_STOP_TIMER: Stopped (172.16.18.123/2083)
Jul 17 21:50:39.068: %PKI-3-CRL_FETCH_FAIL: CRL fetch for trustpoint WLCl.pfx failed
Reason : Enrollment URL not configured. <------ WLC tries to perform revocation c
Jul 17 21:50:39.070: RADIUS_RADSEC_HS_CONTINUE: TLS handshake failed!
Jul 17 21:50:39.070: RADIUS_RADSEC_UNQUEUE_WAIT_Q: Success Server(172.16.18.123)/Id(2)
Jul 17 21:50:39.070: RADIUS_RADSEC_FAILOVER_HANDLER:Failng-over to new server = 0x0
Jul 17 21:50:39.070: RADIUS_RADSEC_UNQUEUE_WAIT_Q: Empty Server(172.16.18.123)/Id(-1)
Jul 17 21:50:39.070: RADIUS_RADSEC_FAILOVER_HANDLER: no more data available
Jul 17 21:50:39.070: RADIUS_RADSEC_STOP_TIMER: Stopped (172.16.18.123/2083)
Jul 17 21:50:39.070: RADIUS_RADSEC_CONN_CLOSE: Cleaned up timers for Radius RADSEC ctx
Jul 17 21:50:39.070: RADIUS_RADSEC_GENERATE_HASHKEY: hash key(0) generated for sock(0)
Jul 17 21:50:39.070: RADIUS_RADSEC_GENERATE_HASHBUCKET: hash bucket(0) generated for sock(0)
Jul 17 21:50:39.070: RADIUS_RADSEC_HASH_KEY_DEL_CTX: remove [radius_radsec ctx(0x780FB0715978)] succee
Jul 17 21:50:39.070: RADIUS_RADSEC_CONN_CLOSE: Hash table entry removed for RADSEC sock ctx
Jul 17 21:50:39.070: RADIUS_RADSEC_CONN_CLOSE: Success
Jul 17 21:50:39.070: RADIUS_RADSEC_SOCK_TLS_EVENT_HANDLE: Failed to complete TLS handshake
Jul 17 21:50:39.070: RADIUS_RADSEC_STOP_TIMER: Stopped (172.16.18.123/2083)
Jul 17 21:50:39.070: RADIUS_RADSEC_CONN_CLOSE: Cleaned up timers for Radius RADSEC ctx
Jul 17 21:50:39.070: RADIUS_RADSEC_GENERATE_HASHKEY: hash key(-1) generated for sock(-1)
Jul 17 21:50:39.070: RADIUS_RADSEC_GENERATE_HASHBUCKET: hash bucket(-1) generated for sock(-1)
Jul 17 21:50:39.070: RADIUS_RADSEC_HASH_KEY_DEL_CTX: remove [radius_radsec ctx(0x780FB0715978)] succee
Jul 17 21:50:39.070: RADIUS_RADSEC_CONN_CLOSE: Hash table entry removed for RADSEC sock ctx
Jul 17 21:50:39.070: RADIUS_RADSEC_CONN_CLOSE: Success
Jul 17 21:50:39.070: RADIUS_RADSEC_SOCK_TLS_EVENT_HANDLE: Error
Jul 17 21:50:39.070: RADIUS_RADSEC_PROCESS_SOCK_EVENT: failed to hanlde radsec hs event
Jul 17 21:50:39.070: RADIUS_RADSEC_CLIENT_PROCESS: Got Socket Event

Nl

%! Mol M DTLS Eid A A siZ

9800 WLCE= EPC(Embedded Packet Capture) 7|s2 M33tH, O] 7|52 Ar&3stH X|HE QI
Ho|Ao] CHEt 2E ME U 4l EBEE RS = UELICH ISEE 4] L 2l ECfEE 2L

E{2l5t7| 8 TCP HXZate QA 7|52 MZELCH SAlo| AFRE AL F ClHI0|A 259
oM DTLS MM dY EciTlg EA4E = J&LCh

ISEO| M TCP HZE FA5t= RHAM|H B A= Cisco Identity Services Enqine ekt SEME &
ESIMA|L. EESF WLCO|M EPC 7SS 245t Yol CHE XFA|I8H L& € Catalyst 9800
Wireless LAN Controller 2X| SHAS & XA AR

AZEQI DTLS E{d A& o| of lLiCt.


https://www.cisco.com/c/en/us/td/docs/security/ise/3-0/admin_guide/b_ISE_admin_3_0/b_ISE_admin_30_troubleshooting.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-0/admin_guide/b_ISE_admin_3_0/b_ISE_admin_30_troubleshooting.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-0/admin_guide/b_ISE_admin_3_0/b_ISE_admin_30_troubleshooting.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html

No. Time Source Destination Protocol Length Info

r 1 2024-18-18 172.16.85.122 172.16.18.123 DTLEw1.2 237 Client Hello
1 2824-18-18 172.16.18.123 172.16.85.122 DTLSvL. 2 186 Helle Verify Request
3 2824-18-18 . 172.16.85.122 172.16.18.123 DTLSv1.2 269 Client Hello
6 2024-10-18 172.16.18.123 172.16.85.122 DILSv1.2 926 Server Hello, Certificate (Fragment), Certificate (Fragment), Certificafe (Fragment
§ 2024-18-18 172.16.18.123 172.16.85.122 DTLSv1. 2 608 Certificate (Fragment), Certificate (Fragment), Certificate (Fragment), [Certificate
9 2024-18-18 . 172.16.85.122 172.16.18.123 DTLSv1.2 278 Certificate (Fragment)
18 2924-1@8-18 172.16.85.122 172.16.18.123 DTLSv1. 2 178 Certificate (Fragment)
11 2824-18-18 . 172.16.85.122 172.16.18.123 DTLSV1.2 278 Certificate (Fragment)
12 2824-18-18 172.16.85.122 172.16.18.123 DTLEV1.2 278 Certificate (Fragment)
13 2024-10-18 172.16.85,122 172.16.18.123 DTLSvL. 2 278 Certificate (Fragment) BTLS Tunnel negatiation
14 2824-18-18 . 172.16.85.122 172.16.18.123 DTLSv1.2 378 Certificate (Fragment)
15 2024-10-18 172.16.85.122 172.16.18.123 DTLSv1. 2 178 Certificate (Fragment)
16 2824-18-18 . 172.16.85.122 172.16.18.123 DTLSv1.2 278 Certificate (Fragment)
17 2024-10-18 172.16.85.122 172.16.18.123 DTLSvL.2 27e Certificate (Fragment)
16 2024-108-18 172.16.65.122 172.16.18.123 DTLSv1.2 278 Certificate (Fragment)
19 2824-18-18 . 172.16.85.122 172.16.18.123 DTLSV1.2 278 Certificate (Fragment)
20 2024-18-18 172.16.85.122 172.16.18.123 DTLSVL. 2 278 Certificate (Fragment)
21 2824-18-18 172.16.85.122 172.16.18.123 DTLSV1.2 278 Certificate (Fragment)
12 7824-18-18 . 172.16.85.122 172.16.18.123 DTLSv1.2 7@ Certificate (Fragment)
13 1024-108-18 172.16.85.122 172.16.18.123 DTLSv1. 2 218 Certificate (Fragment)
24 2824-18-18 172.16.85.122 172.16.18.123 DTLSv1.2 378 Certificate (Fragment)
25 2024-10-18 12:94:2. 172.16.85.122 172.16.18.123 DTLSvL. 2 278 Certificate (Reassembled), Client Key Exchange (Fragment}
26 2024-19-18 121: .. 172.16.85.122 172.16.18.123 DTLSv1.2 278 Client Key Exchange (Reassembled), Certificate Verify (Fragment)
27 2024-18-18 12 . 172.16.85.122 172.16.18.123 DTLSv1.2 270 Certificate Verify (Frapment)
18 1024-108-18 12 172.16.85.122 172.16.18.123 DTLSw1.2 278 Certificate Verify (Reassembled), Change Cipher Spec, Emcrypted HandshaWe Message
9 2824-18-18 1Z: 172.16.18.123 172.16.85.122 DTLSV1.2 121 Change Cipher €, Encrypted Handshake Message
30 2024-18-18 12:04: 172.16.85.122 172.16.18.123 DTLSv1.2 133 Application Data
31 2824-18-18 12:84:2_ 172.16.18.123 172.16.85.122 DTLSVL.2 103 Application Data DTLS encrypted RADIUS Messages
48 2024-19-18 12:94:3. 172.16.85.122 172.16.18.123 DTLSV1.2 133 Application Data
4% 2024-19-18 12:04:3. 172.16.18.123 172,16.85.122 DTLSv. 2 183 Application Data
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