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** To troubleshoot INACTIVE/INVALID controllers verify that:

the controller is reachable

the controller's time is same or ahead of MSE time

the SNMP port(1l61l) is open on the controller

the NMSP port(16113) is open on the controller

the controller version is correct

the correct key hash is pushed across to the controller by referring the following:

e ettt - +
| MAC Address | 00:50:56:99:47:61 |
|

e ettt - +
| SHA1l Key | £216b284bal6ac827313ea2aa5f4decl1817£1069 |
e ettt - +
| SHA2 Key | 2e359bd5e83£32¢230b03ed8172b33652ce96c978e2733a742aaa3d47a653a02 |
e it et ettt e L T ST +

StLE ol & ol HIZEE JEf7I e B2 Chant &2 MIABAETL ZAIELCH

1. 4284

2. Azt

3. SNMP(Simple Network Management Protocol) 161 ZE
4. NMSP 16113 2 E

5. HT

6. AEE2{0| M SHIE SHAl FAIE

HEE 2o Q148 4 Ql=x| &Ql5t24H CMX0A WLCE pingS A8 8tLct.



Azt 5718
!

rr

RelLct.

oh

29 AlellE CMX2F WLCE 25 S8t NTP(Network Time Protocol) MHZ K|S
Unified WLC(AireOS)0 M= CHE BEo 2 ™ ELICH

config time ntp server <index> <IP address of NTP>
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(config) #ntp server <IP address of NTP>

CMXO{IM NTP MH{Q| IP FAE #4743 3t2{H(CMX 10.6 0|T)

1EHA|. BB =0l cmxadmin 2 29151 F E AF2 X} <su root>2 M&tshL|C}.
2CHA. cmxctl stop -a BHEE AFE 35101 2E CMX MH[AE SX|[EfLC}.

3EH7|. T MH|A ntpd stop2 ALE35t04 NTP CIE2& SXIELICE.
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8EHA. NTP AH{7F CMX&t S 718HE|™ cmxctl restart HE S A& 510 CMX MH|AE CHA| A|ZH&t
1 cmxadmin AF2 A2 CHA| MEHEFLCE.
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Snmpwalk -c <name of community> -v 2c¢ <IP address of WLC>.
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snmpwalk -v3 -1 authPriv -u <snmpadmin> -a SHA -A <password> -x AES -X <PRIvPassWord>
127.0.0.1:161 system
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netstat -a | grep 16113
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show nmsp status
show nmsp subscription summary
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http://www.cisco.com/c/en/us/td/docs/wireless/compatibility/matrix/compatibility-matrix.html#pgfld-
229490
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(Cisco Controller) >show auth-list

Authorize MIC APs against Auth-list or AAA ...... disabled
Authorize LSC APs against Auth-List ............. disabled
APs Allowed to Join

AP with Manufacturing Installed Certificate.... yes

AP with Self-Signed Certificate................ no

AP with Locally Significant Certificate........ no

Mac Addr Cert Type Key Hash

00:50:56:99:6a:32 LBS-SSC-SHA256


/content/en/us/td/docs/wireless/compatibility/matrix/compatibility-matrix.html#pgfId-229490
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config auth-list add sha256-1lbs-ssc <mac addr of CMX> <shal2key>
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nmsp enable

username<cmx mac-addr> mac aaa attribute list <list name>
aaa attribute list CMX

attribute type password <CMX sha2 key >

#T:cmx mac-addr2 #+5H 0t3 2&() 80| F7t5lof & L|Ct.
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Switch#show trace messages nmsp connection

[12/19/16 14:57:50.389 UTC 4dd 8729] sslConnectionInit: SSL_do_handshake for conn ssl 587c¢85e0,
conn state: INIT, SSL state: HANDSHAKING

[12/19/16 14:57:50.395 UTC 4de 8729] Peer certificate Validation Done for conn ssl 587c¢85e0,
calling authlist..

[12/19/16 14:57:50.396 UTC 4df 8729] Client Cert Hash Key
[2e359bd5e83£32c230b03ed8172b33652ce96c978e2733a742aaa3d4d7a653a02]

[12/19/16 14:57:50.397 UTC 4e0 8729] Authlist authentication failed for conn ssl 587c85e0
[12/19/16 14:57:51.396 UTC 4el 8729] Peer Not Validated against the AuthList
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