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ip dhcp excluded-address 192.168.101.1 192.168.101.10
ip dhcp excluded-address 192.168.100.1 192.168.100.10
|

ip dhcp pool AP_VLAN100

network 192.168.100.0 255.255.255.0

default-router 192.168.100.1

dns-server 192.168.1.254

|

ip dhcp pool VLAN101

network 192.168.101.0 255.255.255.0

default-router 192.168.101.1

dns-server 192.168.1.254

|

interface GigabitEthernetl/0/1
description AP9124_RAP (EWC)
switchport trunk native vlan 100
switchport trunk allowed vlan 100,101
switchport mode trunk

end

interface GigabitEthernetl/0/2
description AP9124_MAP_Staging
switchport trunk native vlan 100
switchport trunk allowed vlan 100,101
switchport mode trunk

end

interface GigabitEthernetl/0/8
description laptopl
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switchport access vlan 101
switchport mode access
spanning-tree portfast edge
end

AR|X| 2:

interface GigabitEthernet0/1
description AP9124_MAP

switchport trunk native vlan 100
switchport trunk allowed vlan 100,101
switchport mode trunk

end

interface GigabitEthernet0/8
description laptop2

switchport access vlan 101

switchport mode access

spanning-tree portfast edge

end
interface GigabitEthernet0/1
description AP9115

switchport trunk native vlan 100
switchport trunk allowed vlan 100,101
switchport mode trunk

end

EWC L RAP Z1I|2gy oM
EWC AP2| Day0 Z1I|1ai0|M & HIC|=E AP7F AA 2 ZQI5HoF B LT
1. FE AP & HA| APS| O|HH! mac =L E & x| 1B o FIHEHLICH Configuration(Z4 1| 124 0]44

) > Security(2 2 > AAA > AAA Advanced(AAA 112) > Device Authentication(C|HIO|A QIB)2 =2
0|58 Ctg HE =+Add(F7hHE E=&Lct.

y AAA
+ AdA Wizand
AR Aebeancd
Giobal Corég
MAGC Address
RADILIS Falback
o (I
Afinbute List Name
MALC Agcress T Amritute List Name T Descrigtion T WLAN Profie T
[m]
AP Poity (m]
1
Password Policy
AAN Intertace
=
MAC &4~

9124EWC(config)#username 3c5731c5ac2c mac description MeshAP-RootAP



9124EWC(config)#username 3c5731c5a9f8 mac description MeshAP-MAP

O|HY mac F4 & AP CLIOM "show controllers wired 0" A&5to{ &Qlg &~ Ql&LICt R E
AP 0f:

AP3(C57.31C5.AC2C#show controllers wired O
wired0 Link encap:Ethernet HWaddr 3C:57:31:C5:AC:2C

ok

7|18 AP Moj CHst M| A= CHS T ZH 0] "wireless ewc-ap shell username x" BH O Z 22 e £

A& LICH.

9124EWC#wireless ewc-ap ap shell username admin
[...]

admin@192.168.255.253"'s password:
AP3C57.31C5.AC2C>en

Password:

AP3C57.31C5.AC2C#

AP3C57.31C5.AC2C#1ogout

Connection to 192.168.255.253 closed.

9124EWC#
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Quick Setup: AAA Authentication

Method List Name™
Typa®

Group Type

Ayailable Server Groups Assigned Server Groups
radius

Idap
tacacs+

D Cance =l Apply to Device

o
ol
=
T
I
Ju

Quick Setup: AAA Authorization

Method List Name* MESH_Authorization
Type* credential-download » @
Group Type local v @

Authenticated D
Available Server Groups
radius

Idap
1acacs+

[Z] Apply to Device

9124EWC(config)#aaa authentication dotlx MESH_Authentication local
9124EWC(config)#aaa authorization credential-download MESH_Authorization local

3. Configuration(Z41I| 22| 0| M) > Wireless(F41) > Mesh(H A2 O|S & LIC}. O] EA{Q| Mo o]
H 2 2|2 0] 2282 2 Ethernet Bridging Allow BPDUs(O|HY! E2|E §{& BPDU)E &3 gf
L|Ct.



* » Mash

Glabal Contg
——

Genaral Alarm

Backhaul

Security

olciut 22| 518 BPDU

CLI H&:

9124EWC(config)#wireless mesh ethernet-bridging allow-bdpu
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“ 3 Mesh Edit Mesh Profile »

Profiles " . =

Advanced
Number of Profiles : 1

Name T  Bridpe Group Narme . 5 GHz Band Backhaul
Sseurity

[0 defauk-mesh-profile

A Rage Typas it -
1 - Method s

2.4 GHz Band Backhaul

Ethernat Bridging Fast Roaming

(] m]
8]
Bridge Group
|
:

72 HAlZ2E HE

CLI H&:

9124EWC(config)#wireless profile mesh default-mesh-profile
9124EWC(config-wireless-mesh-profile)#description "default mesh profile"
9124EWC(config-wireless-mesh-profile)#ethernet-bridging
9124EWC(config-wireless-mesh-profile)#ethernet-vlian-transparent
9124EWC(config-wireless-mesh-profile)#method authentication MESH_Authentication
9124EWC(config-wireless-mesh-profile)#method authorization MESH_Authorization

0| 7|52 MIAl AMA ZRIET} O|HS! EE|X| EEHEof CHE VLAN B2 & ®ME[ete e 2dd
gfLch
=

« VLAN Transparent(VLAN £ &)7t &3tEl Z<2 VLAN E{7t M2|E|X| ¢t miZ!0| Ef1
74 XIEEX| g2 WZle 2 EE(X|ELCH

. VLAN transparent7} 43t E 2 0||Z-|L-*I ZE Hu|ago|lMo| EstK| ef&Lct. o]
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ol 25 MEgLch.
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El: AP VLAN EfZ 2 AtE5tE{™ VLAN Transparent &
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SHX| 2
2 MAP Fof = CHE C|HIO|AE UH|O|E|IE VLAN(O47IA‘|'_

VLAN EfZE At
22 9|0/t ol =
VLAN 100)0ll 24 VLAN TransparentE & 43} 5 oF g LICt

WHES AE5t0 AP QI HEHE =QlE =

5. L8 AP7t EWCOH| =215t MH "show ap summary

&Lt




ap 29 Z A

AP7+ Flex+Bridge ZEZ EA|Z|= GUIE S35l ZQIEIAPE £ 5 QI&LICE O|A o4 AP2| Of
Eg HBE £ &Lt o] MYol M= AP9124_RAPEHE O|§0| AFSEILICE

BT Edit AP = |]

General

W All Access Points
General Tags

Current Active AP Name® APICET 31CEACIC y mrem————_—

default ocation

Admin 2
i AP Model i Sk | Subs U Time: Adimin Siotus lsr..m_sn -‘ Version
ICEACIC MM CHIZAAK-B 2 & g L

AP At M HE

Geolocation2 =&t CtS Mesh(H|Al) B0l 3HE Role(&&) 0| Root AP(FE AP)E T4 k|0
2410 Ethernet Port Configuration(O|HY! Z E Z41|18[0|M)0| 3iE VLAN IDE M85t EFA
(EE3)E IHE|0| U=X| =HE 5= U&LICH

-+ Accas POkt Edit AP x I

Mesh
W Al Access Points
General Ethernet Port Configuration
Current Active Block Chid [m] o
[m]
A 1@
Total APs: 1
e | > | 0000.0000.0000
i AP Model P oSiolm ! Swws Up Tima
ICSACIC il COIZ4AXI-B 2 -] il A
1
1 & . ]
5 GHz Radios Backhaul
2.4 GHz Radios °
Dual-Band Radlos
Country

LSC Provision

.
QG B3 Update & Apply to Device
v

AP Certificate Policy

|m

HIAl @

_|_LL
ek
Bl



Edit AP x

General Interfaces Inventory Geolocation Mesh Advanced -
General Ethermnet Port Configuration
Block Child D © Ethernet Bridging on the associated Mesh Profile should be enabled
to configure this section successfully
Daisy Chaining (]
Daisy Chaining strict- D Part | 1] - |
RAP : !
Made | trunk v |
Preferred Parent MAC ‘ 0000.0000.0000 ‘ ' :
r - Native VLAN ID* | 100 |
Role | Root v |
Allowed VLAN 1Ds | 101 'Ta|
Remove PSK @
Backhaul

@ Radio Type and Slot can be changed only for a Root

AP

Backhaul Radio Type | 5ghz v |
Backhaul Slot ID. 1 v
Rate Types | auto - |

[z] Update & Apply to Device

ol =E #AHu|ado|M

2

O|X| 9124 MAPO{| 7}

AlZhdLct.

1. AH|O|AE I3 MAP APE Switch10i @1ZE&ILICH. AP7F EWCO| £ 215t AP S50 ZAIE L
Cl. O|E2 AP9124_MAPI Z2 O|E2 2 HZA35I 1 Mesh(M|IAl) B0 A Mesh Role(HIA| [EH =

TJBHLICt. Update & Apply to Device(EIHHO|201 HE0|E

2 5g)E 22Y3fLc



"5 Ascass Pt ere

3 v y : Mesh
W All Access Points
General Ethernet Port Configuration
Current Active Block Chid o a
) O
Total APs 2
e 0000.0000.0000
AP Mama P AP Mool i Sots ! Swus 100
AFD124_MAP M CHIZ4AN-B 2 1] o
APG124_RAP bl C9124AX-B 2 ]
"
1 -
Backhaul
5 GHz Radios
2.4 GHz Radios
-
Dual-Band Radios
Country
LSG Provision D Car 2] Update & Appiy to Device:

MAP Z4x|1g|o|M

2. HIE®|{3 Ctolo{ ol 2t Switch10l A APE E 2|5t 2 Switch20] AZE LICH MAPE RAPE
Sl M QlE{u|o|AE S35 EwWCof| = IELICt.
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2to: 2l2lA 171218 E{E 802.11AX APL| 7|2 24 T4 £ 7} 9600bps0oil A
115200bps 2

He 74 =]
—-_O -

L|C.

EwCol Cier 40| Zo{ELCt.

A

| Y s I e 8 s I s Y s N s Y v s N o e N |

P

9124_MAP#

*01/11/2024

*01/11/2024
*01/11/2024
*01/11/2024
*01/11/2024
*01/11/2024
*01/11/2024
*01/11/2024
*01/11/2024
*01/11/2024
*01/11/2024
*01/11/2024

14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:

:23.
:28.
:28.
:31.
:31.
:33.
:34.
134
:37.
:37.
:40.
:40.

0214]
1474]
1474]
1485]
1486]
4214]
1495]

.1495]

1505]
1505]
1515]
1515]

chatter: Device wired0 notify state change 1link Df
Re-Tx Count=1, Max Re-Tx Value=5, SendSeqgNum=83, |

Re-Tx Count=2, Max Re-Tx Value=5, SendSegNum=83, |

chatter: Device wired0 notify state change 1link Ul
Re-Tx Count=3, Max Re-Tx Value=5, SendSeqNum=83, |

Re-Tx Count=4, Max Re-Tx Value=5, SendSeqNum=84, |

Re-Tx Count=5, Max Re-Tx Value=5, SendSeqNum=84, |



[*01/11/2024 14:08:43.1524] Max retransmission count exceeded, going back to I
[...]

[* 01/11/2024 14:08:48.1537] CRIT-MeshWiredAdj[0][3C:57:31:C5:A9:F8]: Blocklis:
[*01/11/2024 14:08:48.1538] CRIT-MeshWiredAdj[0][3C:57:31:C5:A9:F8]: Remove a:
[*01/11/2024 14:08:48.1539] CRIT-MeshLink: Link Down Block Root port Mac: 3C:!
[*01/11/2024 14:08:48.1542] CRIT-MeshWiredBackhaul[0]: Remove as uplink

a

Om

= = S5 CIAFHE| 2EE 0|85t A 360 M F4 HE S S5 RAP
EWCE X2 C}& of7]of & FEfLch.

I
e

[*01/11/2024 14:08:51.3893] CRIT-MeshRadioBackhaul[1l]: Set as uplink
[*01/11/2024 14:08:51.3894] CRIT-MeshAwppAdj[1][4C:A6:4D:23:AE:F1]: Set as Pal
[*01/11/2024 14:08:51.3915] wlan: [0:I:CMN_MLME] mlme_ext_vap_down: VAP (monO
[*01/11/2024 14:08:51.3926] wlan: [0:I:CMN_MLME] mime_ext_vap_down: VAP (apbh
[*01/11/2024 14:08:51.4045] wlan: [0:I:CMN_MLME] mlime_ext_vap_up: VAP (apbhrO
[*01/11/2024 14:08:51.4053] wlan: [0:I:CMN_MLME] mime_ext_vap_up: VAP (mon0Q) -
[*01/11/2024 14:08:53.3898] CRIT-MeshLink: Set Root port Mac: 4C:A6:4D:23:AE:|
[*01/11/2024 14:08:53.3904] Mesh Reconfiguring DHCP.
[*01/11/2024 14:08:53.8680] DOT11_UPLINK_EV: wgb_uplink_set_port_authorized: «
[*01/11/2024 14:08:53.9232] CRIT-MeshSecurity: Mesh Security successful auther
[...]

[* 01/11/2024 14:09:48.4388] Discovery Response from 192.168.100.40
[*01/11/2024 14:09:59.0000] Started wait dtls timer (60 sec)

[*01/11/2024 14:09:59.0106]

[*01/11/2024 14:09:59.0106] CAPWAP State: DTLS Setup

[*01/11/2024 14:09:59.0987] dtls_verify_server_cert: Controller certificate ve
[*01/11/2024 14:09:59.8466]

[*01/11/2024 14:09:59.8466] CAPWAP State: Join

[*01/11/2024 14:09:59.8769] Sending Join request to 192.168.100.40 through pol
[*01/11/2024 14:10:04.7842] Sending Join request to 192.168.100.40 through po
[*01/11/2024 14:10:04.7953] Join Response from 192.168.100.40, packet size 13¢
[..
[
[
[
[..

o]
*01/11/2024 14:10:06.6919] CAPWAP State: Run
*01/11/2024 14:10:06.8506] AP has joined controller 9124EWC

*01/11/2024 14:10:06.8848] Flexconnect Switching to Connected Mode!
_—

O|XN| MAPO| RAPE E&ll EwCOH| 7t UE LICtH.

O|A AP C91157F VLAN 1000 A IP FAE 7IX{2 CIS EWCO| =l £~ Ql&LCt.
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Z1: VLAN 1002 switchports EE 3 H|O|E|E VLANRILICE VLAN 1002| APO|AM 2 1LH
E2{=0]| VLAN 1002| WLCOH| =& 3524 HIA| 30f VLAN Transparent?Z} & 435} |04
2J04oF gLct. of

*01/19/2024
*01/19/2024
*01/19/2024
*01/19/2024
*01/19/2024
*01/19/2024
*01/19/2024
*01/19/2024
*01/19/2024
*01/19/2024
*01/19/2024
*01/19/2024
*01/19/2024
*01/19/2024

o]

11

11:
11:
11:
11:

11:
11:
11:
11:
11:
15:
15:
15:

:40:
40:
40:
40:
40:
:40:
40:
40:
40:
40:
40:
13:
13:
13:

pN Jof K=1
=

55

58.
58.
58.
.2150]
.2400]

58

56

58.
58.
58.
58.
.2670]
.0000]
56.
56.

.0710]

2070]
2070]
2150]

2530]
2600]
2600]
2670]

0070]
0070]

Al Z2 T olciul = E|E MMl £HELIH

ethernet_port wired0O, ip 192.168.100.14, netmask .
CAPWAP State: Init

CAPWAP State: Discovery
Discovery Request sent to 192.168.100.40, discove
Discovery Request sent to 255.255.255.255, discove

CAPWAP State: Discovery

Discovery Response from 192.168.100.40
Found Configured MWAR '9124EWC' (respIdx 1).
Started wait dtls timer (60 sec)

CAPWAP State: DTLS Setup



| s Y e s I s Y s 1 s Y s N s Y s s Y s Y s N s Y s N s 8 s s Y e s I v e s Yy ey |

*01/19/2024
*01/19/2024
*01/19/2024
*01/19/2024
*01/19/2024
*01/19/2024
*01/19/2024
*01/19/2024
*01/19/2024
*01/19/2024
*01/19/2024
*01/19/2024
*01/19/2024
*01/19/2024
*01/19/2024
*01/19/2024
*01/19/2024
*01/19/2024
*01/19/2024
*01/19/2024
*01/19/2024
*01/19/2024
*01/19/2024
*01/19/2024
*01/19/2024

15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:

13:
13:
13:
13:
13:
13:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:

.1660]
.9000]
.2980]
.2980]
.3170]
.8620]
.8070]
.8200]
.8200]
.3700]
.4440]
.4440]
.4440]
.4440]
.4880]
.5330]
.5520]
.5520]
.5600]
.6880]
.6890]
.8670]
.8670]
.9290]
.9310]

dtTs_verify_server_cert: Controller certificate ve
sudi99_request_check_and_load: Use HARSA SUDI cer:

CAPWAP State: Join

shared_setenv PART_BOOTCNT 0 &> /dev/null

Sending Join request to 192.168.100.40 through po!
Sending Join request to 192.168.100.40 through pol
Join Response from 192.168.100.40, packet size 13
AC accepted previous sent request with result cod
Received wlcType 2, timer 30

CAPWAP State: Image Data

AP image version 17.12.2.35 backup 17.9.4.27, Con
Version is the same, do not need update.

status 'upgrade.sh: Script called with args:[NO_UI
do NO_UPGRADE, part2 is active part

CAPWAP State: Configure

Telnet 1is not supported by AP, should not encode -
Radio [1] Administrative state DISABLED change to
Radio [0] Administrative state DISABLED change to

CAPWAP State: Run
AP has joined controller 9124EWC
Flexconnect Switching to Connected Mode!
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cisco

W Al Access Points

Cisco Embedded Wireless Controller on Catalyst Access Points
» Access Points
AP Narme®

) Totsl APs:3 ¢ e
AP Mame § AP Model i
d APS1IS s bl COT1BANE-B 2 .
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APS115
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a
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"show wireless mesh ap tree
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2”3 Mesh

iame [Hop Ctr,Link SNR,EG Mame,Chasmel,Pref Parest,Chan Util, clients]

(2, @, Default, (36), 9009.0000.0000, 3X, 9]
[1, 73, Default, (36), D000.0000.0000, 3%, &)
dge APs 1 2

APEL2
Nusiber of

s to wpdate or Ethernet Coneected Mesh AP,

HAl AP EE|

RAP 2! MAPO{ A "show mesh backhaul" BE2 AI&30{ HIA| BHHEE = Qg = U&LICH

API124 RAPSshow mesh backhaul

Wired Backhaul: @ [3C:57:31:C5:8C:2C)

idx Cost Uplink InterfaceType

a 16 TRUE WIRED

Mesh Wired Adjacency Info

Flags: Parent(F), Child(C), Reachable(R), CapwapUp(Wl}, BlockListed(B) Authenticated{A)}
Address Cost Rawlost BlistCount Flags: P C R W B A Reject reason
3Ci57:31:C5:AC:2C 16 16 -] T/F: TFTTFT Filtered

Wired Backhaul: 1 [3C:57:31:C5:AC:2C]

idx Cost Uplink InterfaceType

1 Inwalid FALSE WIRED

Mesh Wired Adjacency Info

Flags: Parent(P), Child(C), Reachable(R), CapwapUp(W}, BlockListed(B) Authenticated{a)}
Address Cost RawCost BlistCount Flags: P C R W B A Reject reason
3C:57:31:C5:AC:2C 16 16 2 T/F: FFFFFF Filtered

Radic Backhauwl: @ [4C:AG:40:23:AE:F1]
idx State Role RadioState Cost Uplink Downlink Access ShutDown ChildrenAllowed BlockChildState InterfaceType
2 INITIAL ACCESS UP Invalid FALSE FALSE TRUE FALSE FALSE ALLOWED RADIO

No Radio Adjacency Exists

Radio Backhaul: 1 [4C:A8:40:23:AE:F1]
idx State Role RadioState Cost Uplink Downlink Access ShutDown ChildrenAllowed BlockChildState InterfaceType
3 MAINT DOWMNLINK UP Invalid FALSE TRUE FALSE FALSE TRUE ALLCWED RADIC
Mesh AWPP Radio adjacency info
Flags: Parent(P), Child(C), Neighbor{M), Reachable(R), CapwapUp(K},
Blocklisted{B), Authenticated(A), HTCapable(H}, VHTCapable(V)
OldParent({0), BoScan(s)
Address Cost RewCost LinkCost ReportedCost Snr BCount Ch Width EBgn Flags: POC HR W B A HV 5 Reject reason
AC:AG:40:23:90:51 Invalid Invalid @ & -] 36 28 MMz - (T/F):: FFTFTFETTTF -

RAP £ H|A| BHE




APS124 MAPSshow mesh backhaul

Wired Backhaul: @ [3C:57:31:C5:A9:FB8]

igx Cost Uplink Interfacelype

@  Invalid FALSE WIRED

Mesh Wired Adjacency Info

Flags: Parent(P), Child(C), Reachable(R), CapwapUp(l), BlockListed(B) Authenticated(A)
Address Cost RawCost BlistCount Flags: PC R W B A Reject reason
IC:57:31:C5:49:F8 16 16 32 T/F: FFTFTT Blocklisted: GW UNREACHABLE

Hired Backhauwl: 1 [3C:57:31:05:49:F8]

idx Cost Uplink InterfaceType

1 Invalid FALSE WIRED

Mesh Wired Adjacency Info

Flags: Parent(P), Child(C), Reachable(R), CapwapUp(k), BlockListed(B} Authenticated{A}
Address Cost RewCost BlistCount Flags: P C R W B A Reject reason
F:57:31:Co:AD:FE 16 16 a T/F: FFFFFF Fllterad

Radio Backhaul: @ [4C:AB:4D:23:9D:51)
idx State Role RadiocState Cost Uplink Downlink Access ShutDown ChildrenAllowed BlockChildState InterfaceType
2 INITIAL ACCESS UP Invalid FALSE FALSE TRUE  FALSE FALSE ALLOWED RADIO

Ho Radio Adjacency Exists

Radic Backhaul: 1 [4C:AG:4D:23:9D:51]
Hops to Root: 1
idx State Role RadioState Cost Uplink Downlink Access ShutDown ChildrenAllowed BlockChilostate InterfaceType

3  BHAINT UPLINK P 217  TRUE TRUE FALSE FALSE TRUE ALLOWED RADIO
Mesh AWPP Radioc adjacency info
Flags: Parent(P), Child({C), Meighbor{N}, Reachable(R), CapwapUp(W},
BlockListed(B), Authenticated(A), HTCapable(H), VHTCapable(V)
0ldParent{0), BG5can(s)
Address Cost RawCost LinkCost Reportedfost Snr BCount Ch Width Bgn Flags: PO C MR W EBE AHWY 5 Reject reason

AC:AG:4D:23:AE:F1 217 272 256 16 B @ 36 28 MHZ - {T/F): TFFTTTFTTTEF -

arg1za_rarzifj

o 27| Al 4

AP S0{|M HIA| VLAN EZZ ZAI|ago|ME & elgd &= U&LICH

d

AP9124_RAP#show mesh ethernet vlan config static
Static (Stored) ethernet VLAN Configuration

Ethernet Interface: O
Interface Mode: TRUNK
Native Vlan: 100
AlTowed Vlan: 101,

Ethernet Interface: 1
Interface Mode: ACCESS
Native Vlan: 0O

Allowed Vlan:



Ethernet Interface: 2
Interface Mode: ACCESS
Native Vlan: O

Allowed Vlan:

A Qx| 20 AZE =27t VLAN 1010 M IP FAE Bt &LICY.

:\Users\luke>ipconfig

dindows IP Configuration

Ethernet adapter usb xhci:

pecific DNS Suffix
IPv4 Address.
Subnet Mask
Default Gateway

Switch10| Bi x| E! Laptop10| VLAN 10122 E{ IPE gt &LIC}.

Ethernet adapter Ethernet 6_White:

Connection-specific DNS Suffix .

Link-local IPv6 Address . . . . . : fe80::d1d6:f607:ff02:4217%18
IPv4 Address. . . . . . . . . . . : 192.168.101.13
Subnet Mask . . . . . . . . . . . i 255.255.255.0
Default Gateway . . . . . . . . . : 192.168.101.1

C:\Users\tantunes>ping 192.168.101.12 -i 192.168.101.13

Pinging 192.168.101.12 with 32 bytes of data:

Reply from 192.168.101.12: bytes=32 time=5ms TTL=128
Reply from 192.168.101.12: bytes=32 time=5ms TTL=128
Reply from 192.168.101.12: bytes=32 time=7ms TTL=128
Reply from 192.168.101.12: bytes=32 time=5ms TTL=128

Ping statistics for 192.168.101.12:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 5ms, Maximum = 7ms, Average = 5ms



£ 11- Windows C|HFO|A ZFH ICMPE HIAESE{H A|AE] 250 M ICMPE 5/ 350k
gHLICH 7|2 ™Mo 2 Windows CIHFO|AE A|AE] &5tE0iAM ICMPE AHEHEFLICEH

Ol HE|&S & l5l7| I8 £ CHE ZHHE HIAEE F ARQ|X|M| 25 VLAN 1018 SVIE &
T Switch2 SVIZE DHCPZ MXstE ZdL|Ct. VLAN 1012 AL|%|2 SVIE VLAN 1010 A IPE 7}
{2 M, Switch 1 VLAN 101 SVI for vlan 101 connectivity ZAIS $+3& 4 Ql&LICt

<#froot>

Switch2#show ip int br

Interface IP-Address OK? Method Status Protocol
Vlanl unassigned YES NVRAM up down

V1an100 192.168.100.61 YES DHCP up up

VI an101 192.168. 101. 11 YES DHCP up up

GigabitEthernet0/1 unassigned YES unset up up



[...]

Switch2#

Switch2#ping 192.168.101.1 source 192.168.101.11

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.101.1, timeout 1is 2 seconds:
Packet sent with a source address of 192.168.101.11

Success rate is 100 percent (5/5), round-trip min/avg/max = 3/4/7 ms
Switch2#

<tfroot>

Switchl#sh ip int br

Interface IP-Address OK? Method Status Protocol
Vlanl 192.168.1.11 YES NVRAM up up

V1an100 192.168.100.1 YES NVRAM up up

VI an101 192.168.101.1 YES NVRAM up up

GigabitEthernetl/0/1 unassigned YES unset up up
[...
Switchl#ping 192.168.101.11 source 192.168.101.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.101.11, timeout is 2 seconds:
Packet sent with a source address of 192.168.101.1

Success rate is 100 percent (5/5), round-trip min/avg/max = 4/6/8 ms
Switchl#

2Z 2L AP C9115k EWCO] & Ri&LICH
* » Access Points

W All Access Points

Current Active Current Standby Preferred Active

Total AP5:3 O

AP Name AP Model : Shis i Stalus Up Time : IP Address : BaseRadigMAC : Eihemet MAC 1 APMode :
P :

AP 91157} EWCO]| &7t

VLAN 1010| M|A =0 Ho|x[o] /= 37HS] WLAN, open, PSK & dot1x7t &2 = 2 Zloj| Of
A& Lct



AP Operational Configuration Viewer
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AP9124 RAPEshow mesh

adjacency
backhaul

bgscan

channel
client-debug-filter
config

convergence

dfs

dhcp

ethernet

forwarding

history
least-congested-scan
linktest

nat
res

security
stats
status
stp
timers

HIAl EA|

MESH Adjacency

MESH backhaul

MESH Background Scanning

ME5H channels

MESH client debugging filter set
MESH config paramenter

MESH convergence info

MESH dfs information

Flex-mesh Internal DHCP Server
show mesh ethernet bridging
MESH Forwarding

MESH history of events

Mesh least congested channel scan
MESH linktest stats

Flex-mesh MNAT/PAT

MESH RES info

MESH Security Show

MESH stats

MESH status

MESH daisychain STP info

MESH Adjacency timers



AP91.44 RAPadebug mesh

adjacency MESH adjacency debugs
ap-link MESH link debugs

bg-scan Mesh background scanning debugs
channel MESH channel debugs

clear RESET all MESH debugs
client Debug mesh clients
convergence MESH convergence debugs
dhcp MESH Internal DHCP debugs
dump-pkts Dump mesh packets

events MESH events

filter MESH debug filter

forward-mcast Mesh forwarding mcast debugs
forward-table Mesh forwarding table debugs

history MESH history of events

level Enable different mesh debug lewvels
linktest Mesh linktest debugs

nat Mesh MAT debugs

path-control MESH path-control debugs
port-control MESH port-control debugs

security MESH security debugs

=tp MESH daisychain STP debugs
wpa_supplicant Mesh WPA_SUPPLICANT debugs
wWstp MESH W5TP debugs

RAP/MAP C|H1 HIA| SM

WLCZ2| B
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<#froot>

AP9124_RAP#show debug
mesh:
adjacent packet debugging is enabled
event debugging is enabled
mesh linktest debug debugging is enabled
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
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omvergence details.
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.9559]
.9559]
.9560]
.9570]
.9588]
.9592]
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