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« 2t 0-199 &! 300-399= 0|2 k|0 U&LICE.

« 2t 200-299= HEXQI &2 E LIEHHZ=Z 0|24t Zf2 Disconnect-ACK = CoA-ACK M|
AIX| LHOMBE S E £ 2 Disconnect-NAK EE = CoA-NAK LHoMHE 7<'|"E|O-|A-I‘— of
=|L|C}.

« Zf 400-499= RADIUS MEH{O|M 7518 x| 2%
Disconnect-NAK HIA|X| LHOIMH HMESE = 1
A‘I M&SElo{Md= of ElLC.

« 2t 500-599= NAS EE= RADIUS ZEA|0|M & M5HE x|BXQ 27 E LIEFLHH, CoA-NAK
':" Disconnect-NAK HIA|X| LHOI M M&EE 4= 2 CoA-ACK EE £ Disconnect-ACK HIA|X|
LI M &0 = o ELICH 2F-Ql 212 RADIUS ME{o] ofsH 7| = |o{of &Lct.
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QF AL (AT Z EAIFE)2 S0 Z&Lc
# Value

201 Residual Session Context Removed>
202 Invalid EAP Packet (Ignored)
401 Unsupported Attribute

402 Missing Attribute

403 NAS Identification Mismatch
404 Invalid Request

405 Unsupported Service

406 Unsupported Extension

501 Administratively Prohibited
502 Request Not Routable (Proxy)
503 Session Context Not Found

504 Session Context Not Removable
505 Other Proxy Processing Error
506 Resources Unavailable

507 Request Initiated
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« NAS-IP-Address: NAS IP &2(COA/DM 270 = Z<)= ASR 5000 NAS IP 42 x|
&f{oF & L|C}.

« NAS-Identifier: 0| £430| Q= B s 2t ALE Xt MlMof| CHEH M A El nas-identifier?t &
X8 oF &rL(Ct.
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+ Acct-Session-ID: 0| EM40| /U= A2 Y 2t AFE X M|4A4 2] acct-session-id2t & x|3H oF

ghoict
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« Framed-IP-Address: O] 40| Q= B2 s k2 MM2| framed IP FA2F L X|5HOF L
Ct.

« AL2Xl O|&: 0| EMO| U B sliE 22 MMl AFE XL Ol 1 U x|5HOF EFLIC}.

« Calling- Statlon ID: A XS] S A 2 HEY 7FURE ID(IMSI) ILICE.

RADIUS DM Z4I|1 2| 0]

RADIUS DM2| Zix|1zf|o|M2 o &l&Lct 2E 2FQl2 Cia ZEA E(RADIUS Z1Z|12| 0|
Ol U= 2tlyoll M F4dsHoF ghLict.

radius change-authorize-nas-ip ip_F 4 [ encrypted ] 7| 7t x| [ZE ZE ]

[ eventtimestamp-window & ] [ no-nas-identification-check ]

[ no-reverse-path-forward-check][ mpls-label input in_label_value | 232} out_label_value1
[ out_label_value2 ]

£ 1: "radius change-authorize-nas-ip"= 2Z ZAEAE O| AAA QIE{H|O|A FA04oF & L|CH
O| CLI BH2 HE ES2| HelelLct.
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radius change-authorize-nas-ip 192.168.88.40 encrypted key <key value>
no-reverse-path-forward-check
no-nas-identification-check

A AlLIE|2 of

ASR 5000 &0{A ==4IE DM HIA|X|7} Q1

42710| UDP ZE 379901 CHaH EH|EIX| &t % 2 =+ U&LICH (RFC 375601 [It2t RADIUS
Disconnect-Request I{Z!0| UDP EZ E 37992 M&ELICH)



Ol S&H2 7tASIE £ QALICH TE CoA RS MEISte ZEMAE &4 SMC/MIO FHE
of = AAAMGR QIAEIA 3852]L|C} O] CLI HHE2 CHak HAHAE M A™sH ok ghLct.

#c1i test-commands password <xx> #show radius info radius group all instance 385

<tfroot>

#

show radius info radius group all instance 385 AAAMGR i nstance 385:
cb-list-en: 3 AAA Goup: <>

socket number: 19

socket state: ready

local ip address: 10.176.81.215
Tocal udp port: 50954

flow id: 0O

use med interface: no

VRF context ID: 66
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MYE %Y = ChE £=0| EAlx[o{oF ErLct.

show radius info radius group all instance 385 AAAMGR i nstance 385
cb-list-en: 3 AAA Goup: <>

socket number: 19>

socket state: ready

local ip address: 10.176.81.215
local udp port: 50954

flow id: 0O

use med interface: no

VRF context ID: 66

socket nunber: 21

socket state: ready



local ip address: 10.176.81.215

| ocal udp port: 3799

flow id: O
use med interface: no

ag|m AT SliE HEAE/VRL| CIH{Z AoilM 2 = UoqoF ghLCt.

<{froot>

bash-2.05b# netstat -lun | grep 3799
udp 0 O

10.176. 81. 215: 3799

0.0.0.0:%

UDP EZ E 33790 DM H|A|X| 10| EH|E! AZH
UDP EZE 33790] AZ!0| £H|Z|AX|TF 04715| DM HIA|X|7} EA|L|X| et &LICH Ol ofot=
radius change-authorize-nas-ip2| 2 E Z1L|22{|0|/HoZ 215 ““63* £ A&LICH DM 2F |

AlRlof {= & 2f0l RADIUSO CHEr 017128 2™ M M&El 2tnt UX[etx| eE&LICH

1A 27X

foh

<ttroot>

Thursday August 06 2015

<<<<OUTBOUND

Code: 4 (Accounting-Request)
Attribute Type: 44 (

Acct - Session-1d

)
Length: 18
Value: 42 43 37 31 44 46 32 36 BC71DF26
30 36 30 33 41 32 42 46 0603A2
BF

Attribute Type: 31 (

Calling-Station-Id

)
Length: 14
Value: 39 39 38 39 33 31 37 32 99893172
30 39 31 31 0911

Attribute Type: 4

( NAS- | P- Addr ess



Length: 6
Value: CO A8 58 E1 XL
(192.168.88.225)
Attribute Type: 8 (

Fr aned- | P- Addr ess
)
Length: 6

Value: OA 55 12 21 ULt
(10.85.18.33)

A4 SiAll 2%

<#froot>

Radius Protocol
Code: Disconnect-Request (40)
Packet identifier: 0x2 (2)
Length: 71
Authenticator: 4930a228f13da294550239f5187b08b9

Attribute Value Pairs
AVP: 1=6 t=NAS-IP-Address(4): 192.168.88.225

NAS- | P- Addr ess

: 192.168.88.225 (192.168.88.225)

AVP: 1=6 t=Framed-IP-Address(8): 10.85.18.33

Fr aned- | P- Addr ess

: 10.85.18.33 (10.85.18.33)

AVP: 1=14 t=Calling-Station-Id(31): 998931720911

Cal ling-Station-1d
: 998931720911

AVP: 1=18 t=Acct-Session-Id(44): BC71DF260603A2BF

Acct - Session-1d
: BC71DF260603A2

00

0| oflofl A ASR 500001 XM & E|E Acct-Session-1d2| Z£0| RADIUSZ M&E|E 743 Ch=2 0|7d0|
Ex|o| ¢delelL|ct. o] EXlE RADIUS S0 MAd5t A 8485104 s AE = AU &LIC}.



&M MlMof CiEt Acct-Session-IdE show subscribers ggsn-only aaa-configuration active imsi <>
BHE ALE 5o &l = U&LICH

<#froot>

[Tocall#

show subscri bers ggsn-only aaa-configuration active inmsi 434051801170727

Username: 998931720911@mihcl Status: Online/Active
Access Type: ggsn-pdp-type-ipv4 Network Type: IP
Access Tech: WCDMA UTRAN Access Network Peer ID: n/a
callid: 057638b8 imsi: 434051801170727

3GPP2 Carrier ID: n/a

3GPP2 ESN: n/a

RADIUS Auth Server: 192.168.88.40 RADIUS Acct Server: n/a
NAS IP Address: 192.168.88.225

Acct - session-id:

BC71DF260603A2BF

2 E EMo| Yx|5HX|BF ASR 50000] DM NAKO|| @& M|A|X| 401 - Unsupported
Attribute(X|HE|X| 2= §48)E EHHLICEH

ol AIZoliA 0l2{8t R &0l 27 HIAIXIE RADIUS ME{ollM BM 7+ e dstchs 232 ojnlgtuict
StX|BF Fodo| A =H=K| 04 %I HetSHX| &L 07| M, ASR 50002| A|&FH2 Radius DMO{| A
Called-station-Id& X|#dstX| Sf=Ct MEtM EAZlE 32 22 EAIE 27 &4 SEELICH
<tfroot>

INBOUND>>>>>

RADIUS COA Rx PDU, from 192.168.1.254:38073 to 192.168.1.2:1800

Code: 40

(Di sconnect - Request)

Id: 106
Length: 61
Authenticator: 8D F1 50 2E DD 79 49 39 79 A0 B5 FC 59 3E C4 51
Attribute Type: 32 (NAS-Identifier)
Length: 9
Value: 73 74 61 72 65 6E 74 starent
Attribute Type: 1 (User-Name)
Length: 10
Value: 74 65 73 74 75 73 65 72 testuser
Attribute Type: 30

(Cal |l ed-Station-1D)



Length: 9
Value: 65 63 73 2D 61 70 6E ecs-apn
Attribute Type: 31 (Calling-Station-Id)

Length: 13
Value: 36 34 32 31 31 32 33 34 64211234
35 36 37 567

<<<<OUTBOUND 06:57:42:683 Eventid:70902(6)
RADIUS COA Tx PDU, from 192.168.1.2:1800 to 192.168.1.254:38073
Code: 42 (

Di sconnect - Nak

)

Id: 106

Length: 26

Authenticator: 34 2E DE B4 77 22 4A FE A5 16 93 91 OD B2 E6 3B
Attribute Type: 101

(Error-Cause)

Length: 6
Value: 00 00 01 91

(Unsupported-Attribute)

AA B0 M "radius change-authorize-nas-ip" & 01 "no-nas-identification-check"&
A& LICH "NAS-Identification-Mismatch" @ F 7} #|& BHEH |4 LICEH

ol Am|aeiolMolME ChEx &2 Zrdol =E LIt

radius change-authorize-nas-ip 192.168.1.2 encrypted key
+A27wvx1gy06ia30pcqswmdajxdllckg4ns88i6192dghsqw7v77fl port 1800
event-timestamp-window O no-reverse-path-forward-check no-nas-identification-check

aaa group default

radius attribute nas-ip-address address 192.168.1.2

radius server 192.168.1.128 encrypted key
+A3ec01d8zs92edlgz2mytddjjrfllaf3uOwatpyr3gdOrs8mthlzc port 1812

radius accounting server 192.168.1.128 encrypted key
+A24x0pjdmjgnghOsclbnenlTm6fld6drn2nw3yf31tmf1dk9fr38e port 1813
#exit

L

2 PDP ZEIAE S| B2 214 &#7| 20| NAKed LT}

<tfroot>

INBOUND>>>>> 04:27:13:898 Eventid:70901(6)
RADIUS COA Rx PDU, from 192.168.1.254:42082 to 192.168.1.2:1800 (52) PDU-dict=starent-vsal
Code: 40 (Disconnect-Request)

Id: 115

Length: 52

Authenticator: BF 95 05 OB 87 B4 42 59 5F C6 CC 78 D7 17 77 7F



Attribute Type: 32 (

NAS- | denti fi er

)
Length: 9
Value: 73 74 61 72 65 6E 74

starent

Attribute Type: 1 (User-Name)
Length: 10
Value: 74 65 73 74 75 73 65 72 testuser
Attribute Type: 31 (Calling-Station-Id)
&nbsp Value: 36 34 32 31 31 32 33 34 64211234; Length: 13

35 36 37 567

Monday October 19 2015
<<<<OUTBOUND 04:27:13:898 Eventid:70902(6)
RADIUS COA Tx PDU, from 192.168.1.2:1800 to 192.168.1.254:42082 (26) PDU-dict=starent-vsal
Code: 42 (Disconnect-Nak)
Id: 115
Length: 26
Authenticator: 75 D1 04 3E 31 19 9C 92 B2 2E 5D 5F 98 B9 34 99
Attribute Type: 101 (Error-Cause)
Length: 6
Value: 00 00 01 93
(

NAS- | denti fi cati on-M smat ch

)

2L} O] 0| 7|2 AAA 20| T8 &= B!

radius attribute nas-identifier starent

SERNESE

<tfroot>

Monday October 19 2015
INBOUND>>>>> 05:19:01:798 Eventid:70901(6)
RADIUS COA Rx PDU, from 192.168.1.254:55426 to 192.168.1.2:1800 (52) PDU-dict=starent-vsal
Code: 40 (Disconnect-Request)
Id: 171
Length: 52
Authenticator: 3A 67 43 25 DC 18 5C E3 23 08 04 CO 9C 31 68 68
NAS-Identifier = starent
User-Name = testuser
Calling-Station-Id = 64211234567



Monday October 19 2015

<<<<OUTBOUND 05:19:01:799 Eventid:70902(6)

RADIUS COA Tx PDU, from 192.168.1.2:1800 to 192.168.1.254:55426 (26) PDU-dict=starent-vsal
Code: 41 (Disconnect-Ack)

Id: 171

Length: 26
Authenticator: 45 07 79 C5 EO 92 53 28 8F AD A3 E3 C4 B4 52 10
Acct-Termination-Cause =

Adm n_Reset

= AAA &0 M nas-AERIE #4435 K| 2E 1 Disconnect-Requestol A NAS-Identifier AVPE
M7 st B0l & SELc

<tfroot>

INBOUND>>>>> 05:14:41:374 Eventid:70901(6)
RADIUS COA Rx PDU, from 192.168.1.254:54757 to 192.168.1.2:1800 (43) PDU-dict=starent-vsal
Code: 40 (Disconnect-Request)
Id: 78
Length: 43
Authenticator: 84 5D FE 5E 90 OD C8 16 84 7A 11 67 FF 82 40 DB
User-Name = testuser
Calling-Station-Id = 64211234567

Monday October 19 2015

<<<<OUTBOUND 05:14:41:375 Eventid:70902(6

RADIUS COA Tx PDU, from 192.168.1.2:1800 to 192.168.1.254:54757 (26) PDU-dict=starent-vsal
Code: 41 (Disconnect-Ack)

Id: 78

Length: 26
Authenticator: 34 84 5B 8E AF 02 1C F2 58 26 1B 0C 20 37 93 33
Acct-Termination-Cause =

Adm n_Reset

Cisco B{1 ID CSCuw787860| & E|R&LICE O] EIAE = Release 17.2.0 & Release 150
M| A& LILCE.



https://tools.cisco.com/bugsearch/bug/CSCuw78786
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