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Cisco System ROMMON, Version 1.0.06, RELEASE SOFTWARE
Copyright (c) 1994-2018 Dby Cisco Systems, Inc.
Compiled Thu 04/06/2018 12:16:16.21 by builder
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Current image running: Boot ROMO

Last reset cause: ResetRequest
DIMM 1/1 Present
DIMM 2/1 Present

Platform FPR-2130 with 32768 MBytes of main memory
BIOS has been successfully locked !!
MAC Address: 0c:75:bd:08:c9:80

Use BREAK or ESC to interrupt boot.
Use SPACE to begin boot immediately.

U,
a1},

rommon 2 > factory-reset

o] A| oA Esc 7] E T

ol

T AEE T

3L ROMMON H 7 1.0.042] 7$- password_reset ™ & A&t} o] a3 2 o] F 1] % o] A]
factory-reset = 7 ¥ %4tk ROMMON H A4S 2Hel e A show infoZ ¢ 33U ).
rommon 1 > show info
Cisco System ROMMON, Version 1.0.06, RELEASE SOFTWARE
Copyright (c) 1994-2018 Dby Cisco Systems, Inc.

Compiled Wed 11/01/2018 18:38:59.66 by builder

TS AL v oA E -8 A1 A Sltet e wA A ZF o ] W A U T

B3 olmA g Helelis WA A 7F TAH A 0w boot WHS ¢ T

o A

Firepower 2100 & & 2=

rommon 2 > factory-reset

Warning: All configuration will be permanently lost with this operation
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and application will be initialized to default configuration.
This operation cannot be undone after booting the application image.

Are you sure you would like to continue ? yes/no [no]: yes
Please type 'ERASE' to confirm the operation or any other value to cancel: ERASE

Performing factory reset...

File size is 0x0000001b

Located .boot string

Image size 27 inode num 16, bks cnt 1 blk size 8*512

Rommon will continue to boot disk0O: fxos-k8-fp2k-1fbff.2.3.1.132.SSB
Are you sure you would like to continue ? yes/no [no]: yes

File size is 0x0817a870

Located fxos-k8-fp2k-1fbff.2.3.1.132.SSB

Firepower 1000, 2100, Secure Firewall 3100 2 Secure Firewall 4200 o] =&} o]~ =

Fa g Sl FXOsoll aeletal A Hd i g5 AAsteE TEZEV FAH YL 20
Qlsto] a7} 5] 4= FA W ASAVE F-B = wfj7hA] Al 71k oF Tt ASA S5 E o] A]
2alsor gtk 1| G4 s YN EE WA st ZEZEF R AH YT A 2= Hlo]
A FXOS Z1]1e] A8 A2 o] &4 st v eyt

rommon 2 > factory-reset
Warning: All configuration will be permanently lost with this operation
and application will be initialized to default configuration.
This operation cannot be undone after booting the application image.

Are you sure you would like to continue ? yes/no [no]: yes
Please type 'ERASE' to confirm the operation or any other value to cancel: ERASE

Performing factory reset...

Execute 'boot' command afterwards for factory-reset to be initiated.

Use of reset/reboot/reload command will cancel the factory-reset request!
rommon 3 > boot

firepower-2140 login:

Cisco ASA: CMD=-start, CSP-ID=cisco-asa.99.13.1.108 asa 001 JAD200900ZRN2001Al, FLAG="'"
Cisco ASA starting

[...]

firepower-2140 login: admin (automatic login)

Please wait for Cisco ASA to come online...l...

[...]

User enable 1 logged in to ciscoasa

Logins over the last 1 days: 1.

Failed logins since the last login: 0.

Attaching to ASA CLI ... Press 'Ctrl+a then d' to detach.

Type help or '?' for a list of available commands.

ciscoasa> enable

The enable password is not set. Please set it now.

Enter Password: **x%x

Repeat Password: ***x**

Note: Save your configuration so that the password can be used for FXOS failsafe access and
persists across reboots

("write memory" or "copy running-config startup-config").

ciscoasa# write memory
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Cisco System ROMMON, Version 1.0.06, RELEASE SOFTWARE

Copyright (c) 1994-2018 Dby Cisco Systems, Inc.

Compiled Thu 04/06/2018 12:16:16.21 by builder
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Current image running: Boot ROMO
Last reset cause: ResetRequest
DIMM 1/1 : Present

DIMM 2/1 : Present

Platform FPR-2130 with 32768 MBytes of main memory
BIOS has been successfully locked !!
MAC Address: 0c:75:bd:08:c9:80

Use BREAK or ESC to interrupt boot.
Use SPACE to begin boot immediately.

o] Aol Esc 715 e
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rommonei A 7= [l
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9.12 o] 3} ¥ A 2] 749, ROMMON®| 4| FXOSE F-93lal & A A X5 o|n| x| 7} i8] 7} 3
A9, dA AXH ol n| A o} FU g M-S FrE ] of sty th 1% %] ¢F oW FXOS/ASA W7l
EAA 2 Q18] ASA7F F=3H H U T 9.13 o] ¥ 2 o 4 ROMMON 2. 2 FX0SE F-§ 5}
ASAV} Ao w2 2 EF X &Y

Firepower USBell Al -8 3le] &= 749

Fa Aol Ad FRl dEjell A USB Eeto] HE At ate -9, Al2=TS A" #foF USB =
2ol B 7} el 4ok,

boot disk1:/path/filename

tlnko] 27} FXOS CLIZ &R Y ch. dir diskl: 8 %S AHg-ate] 023 )4 el gt

< A

rommon 1 > dir diskl:
rommon 2 > boot diskl:/cisco-asa-fp2k.9.20.2.SPA

Secure Firewall USBOl| A K-8l &}e] &= 7 $-

A2 0] 23 591 Fejo] 4| USB = ool 1.8 A sHz %9, A28 & A %5 8ok USB =

2ol n7} el AL},

Fa
boot ush:/path/filename

t]ulo] 227} FXOS CLIZ $-8 F Ut} dir ush: 88 S A&
o Al:

rommon 1 > dir usb:
rommon 2 > boot usb:/cisco-asa-fp3k.9.20.2.SPA

TETPo) A 3-8 5} = 2 5+
Management 1/19] th3+ I E 9] 3 A4 & A4 3}a1 th3 ROMMON & & A}-8-31o] ASA # 7|4 &
R

address management_ip_address
netmask subnet_mask

server tftp ip_address

gateway gateway ip_address
filepath/filename

set

sync

tftpdnld -b

FXOS o] 7] A 7} o2 = = 31 CLIC| F-8 g Yt}
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» sync- V[ EL] = A4S A3

« tftpdnld -b - FXOSE ==Yt}

o Al:

rommon 1 > address 10.86.118.4

rommon 2 > netmask 255.255.252.0

rommon 3 > server 10.86.118.21

rommon 4 > gateway 10.86.118.1

rommon 5 > file cisco-asa-fp2k.9.8.2.SPA
rommon 6 > set

ROMMON Variable Settings:
ADDRESS=10.86.118.4
NETMASK=255.255.252.0
GATEWAY=10.86.118.21
SERVER=10.86.118.21
IMAGE=cisco-asa-fp2k.9.8.2.SPA
CONFIG=
PSl="rommon ! > "

rommon 7 > sync
rommon 8 > tftpdnld -b
Enable boot bundle: tftp regsize = 268435456

ADDRESS: 10.86.118.4
NETMASK: 255.255.252.0
GATEWAY: 10.86.118.21
SERVER: 10.86.118.1
IMAGE: cisco-asa-fp2k.9.8.2.SPA
MACADDR: d4:2c:44:0c:26:00
VERBOSITY: Progress
RETRY: 40
PKTTIMEOUT: 7200
BLKSIZE: 1460
CHECKSUM: Yes
PORT: GbE/1
PHYMODE: Auto Detect

link up

[...]
Bl A4 A& sl 2t Pings A @ E Ut

rommon 1 > ping 10.86.118.21

Sending 10, 32-byte ICMP Echoes to 10.86.118.21 timeout is 4 seconds
rrrrrrrrnd

Success rate is 100 percent (10/10)
rommon 2 >

A g v 5 S Ag-sko] FX0sol =113
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factory-reset (373 718k (WU E A2A), 1 014 F2) S AHE-3te] 37 2]
= 3oy 4 27185 T8 § o] AAE AA 2k FXOS®= H-8 6L, 7|

¥ 217 Z7(admin/Admin123) .2 2 191§ o},

eMMCE U] EH Yt

connect local-mgmt

format emmc

yesE 93t

of| A

firepower-2110# connect local-mgmt
firepower-2110(local-mgmt) # format emmc
All bootable images will be lost.

Do you still want to format? (yes/no):yes

A Bl A ASA o] P A &t 2= = =S e QI o]~ AR
USBE AH83HE 49 o] 912 v 3 5 gyt
a) fabric-interconnect scopeS ¥ = &4 T}
scope fabric-interconnect a
b) A= #E P RS AT
set out-of-band static ip ip netmask Y vt~ = gw 7l o] E 9| o]
o T4 AN
commit-buffer

o All:

firepower# scope fabric-interconnect a

firepower /fabric-interconnect # set out-of-band static ip 10.1.1.5 netmask 255.255.255.0
gw 10.1.1.1

firepower /fabric-interconnect* # commit-buffer

Y

i O Q57 Al A ALES- AWl EEr] A o]l DHCPE W] &4 3sff o gk o). o 2 ™ = of
& w2} DHCPE ¥ &g sttt

firepower /fabric-interconnect* # commit-buffer

Error: Update failed: [Management ipv4 address (IP <ip> / net mask <netmask> ) is not
in the same network of current DHCP server IP range <ip - ip>.

Either disable DHCP server first or config with a different ipv4 address.]

firepower /fabric-interconnect* # exit

firepower* # scope system

firepower /system* # scope services

firepower /system/services* # disable dhcp-server

firepower /system/services* # commit-buffer
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%7 6 ASA 7] X & ] T2 =83 FE )

a)

b)

7)1 A & L Z =g th USB = TETPOA] YA HEglom 2 oln xS 27 t]A7d
ez s of g,
scope firmware
download image url
show download-task
g % ShbE ARESto] 7hA - kel o] URLE 4|4 Fhuh,
» ftp://username@server/[path/]image_name
* scp://username@server/[path/]image_name
* sftp://username@server/[path/limage_name
» tftp://server[:port]/[path/]limage_name

* usbA:/path/filename
of A:

firepower-2110# scope firmware
firepower-2110 /firmware # download image tftp://10.86.118.21/cisco-asa-fp2k.9.8.2.SPA
Please use the command 'show download-task' or 'show download-task detail' to check
download progress.
firepower-2110 /firmware # show download-task
Download task:

File Name Protocol Server Port Userid State

cisco-asa-fp2k.9.8.2.SPA
Tftp 10.88.29.21 0 Downloaded

7] A] th 2 =7} €5 5 W (Downloaded(th- 2 =) A El) 9 71 A & F-& o}
show package
scope auto-install

install security-pack version version

show package & & | 4] security-pack version ¥ 3-8 © & Package-Vers kS HALE U TH Al A|
ol ASA o)W %] 7} A X & 31 Aj A 7F A B = g U o

of A

firepower 2110 /firmware # show package

Name Package-Vers
cisco-asa-fp2k.9.8.2.SPA 9.8.2

firepower 2110 /firmware # scope auto-install

firepower 2110 /firmware/auto-install # install security-pack version 9.8.2

The system is currently installed with security software package not set, which has:
- The platform version: not set

If you proceed with the upgrade 9.8.2, it will do the following:
- upgrade to the new platform version 2.2.2.52
- install with CSP asa version 9.8.2
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SSD 1} A] 2~ thA] 3 9 (Firepower 2100) .

During the upgrade, the system will be reboot
Do you want to proceed ? (yes/no):yes

This operation upgrades firmware and software on Security Platform Components
Here is the checklist of things that are recommended before starting Auto-Install
(1) Review current critical/major faults

(2) Initiate a configuration backup

Attention:
If you proceed the system will be re-imaged. All existing configuration will be lost,

and the default configuration applied.
Do you want to proceed? (yes/no):yes

Triggered the install of software package version 9.8.2
Install started. This will take several minutes.
For monitoring the upgrade progress, please enter 'show' or 'show detail' command.

AT ALY AR-E o] ¢hmE W 7hA] 7 T H Y TH5~10+).

FXOS7} 25 81T b2 ASAZ} 25 & w744 53 5k 7]ehelof §hth The vl A %7k UEbd w7t
A 71y e,

firepower-2110#

Cisco ASA: CMD=-install, CSP-ID=cisco-asa.9.8.2.2 asa 001 JAD20280BWYOMEZR11l, FLAG="'
Verifying signature for cisco-asa.9.8.2.2

Verifying signature for cisco-asa.9.8.2.2 ... success

Cisco ASA: CMD=-start, CSP-ID=cisco-asa.9.8.2.2 asa 001 JAD20280BWY9OMEZR11, FLAG="'
Cisco ASA starting

Registering to process manager

Cisco ASA started successfully.

SSD 3} A 2~ H] t}A| iZ " (Firepower 2100)

FXOSell A4 02 A ut t] 223 &4 @ F wAI A 7F A 5= 4, FXOS % ASA 74 9]
ﬂﬂgqmbsﬁn TA] £ & 4= 91 &t} o] A= FXOS A S 24 7| Bgko 7 B9dhy
o EHF e A A v E R E = 7] g Admin123 o 2 Al g Y Th o] AakE Fashd
zmA¥@Eﬂ§@%HW.

o Ak hE e 44517 o), ol el @ w2 ol vl & §A5A SSDE

?E 7” uktiL4E+

KN
=

2 A A

A1 FXOS CLIS &4 X Eo| AZAg Yt}
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A (Firepower 2100)

o] A A~ H = 9] Firepower 2100 - X -] & X E A ASA A3t} FXOSo o
connect fxosadmin 3 %< ¢} & gy},

%0

ST 5
nm

2 L

E.= 9] Firepower 2100 - 2} &0l £& X E A FX0So| 1At} admin &2 27191
HE A EHS E g H g

e

SSD1-& thA] gty T
connect local-mgmt
format ssd1

o All:
Firepower 2100 o] Z&}o|dx &=

Fa 3] Fol FXOSI) 21913k el A v W S A sehe TET e EAH YD, 22
ool &) 7} ¥ A= A wk ASAZ} 8 E wj7hA] Al 7 vk oF S th ASA EE I E ] A
Z ol of Stk 12 W ?;_mg}u]g@ig W 7 e} = e ) A5 U o) A] <]
A FXOS 21910) AHg3HE 22 o] B4 8k wjEw sk,

firepower-2110# connect local-mgmt

firepower-2110(local-mgmt) # format ssdl

All configuration will be lost.

Do you still want to format? (yes/no):yes

Broadcast message from root@firepower-2140 (Fri Aug 16 19:53:45 2019):
All shells being terminated due to system /sbin/reboot

[ 457.119988] reboot: Restarting system

R R R e R R

Cisco System ROMMON, Version 1.0.12, RELEASE SOFTWARE
Copyright (c) 1994-2019 by Cisco Systems, Inc.
Compiled Mon 06/17/2019 16:23:23.36 by builder

R R R e R R

Current image running: Boot ROMO

Last reset cause: ResetRequest (0x00001000)
DIMM 1/1 : Present

DIMM 2/1 : Present

Platform FPR-2140 with 65536 MBytes of main memory
BIOS has been successfully locked !!
MAC Address: 70:7d:b9:75:23:00

Use BREAK or ESC to interrupt boot.
Use SPACE to begin boot immediately.
Located '.boot_string' @ cluster 98101.

Primary SSD discovered

Primary SSD has incorrect partitions

Skipping prompt because disk is blank

Formating Primary SSD...

Creating config partition: START: 1MB END: 1001MB

[...]
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firepower-2140 login:

Waiting for Application infrastructure to be ready...

Verifying the signature of the Application image...

Cisco ASA: CMD=-start, CSP-ID=cisco-asa.9.13.0.33_  asa 001 JMX2134Y38S4F4RBT1, FLAG="'
Cisco ASA starting

Cisco ASA started successfully.

INFO: Unable to read firewall mode from flash
Writing default firewall mode (single) to flash

INFO: Unable to read cluster interface-mode from flash

Writing default mode "None" to flash
The 3DES/AES algorithms require a Encryption-3DES-AES entitlement.
The 3DES/AES algorithms require a Encryption-3DES-AES entitlement.
Cisco Adaptive Security Appliance Software Version 9.13.0.33

User enable 1 logged in to ciscoasa

Logins over the last 1 days: 1.

Failed logins since the last login: 0.

firepower-2140 login: admin (automatic login)

Successful login attempts for user 'admin' : 1

Attaching to ASA CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.
ciscoasa> enable

The enable password is not set. Please set it now.

Enter Password: **%**
Repeat Password: ***x*%

A3 A F Thol ol A A S SR gy

TG 7 T e

FXOS T4 4 /1% FA o2 98 5 5 o 4348 Fashi ASA 75 2 T4 o] A4
B R AT 2% Adminizse 2 8 R AT EXOSA of 4R 5
B A w4 AN B S b glofor Ut Bel A W UM EE BEl B, ¥4 2715
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A2 3k7) Ao
o] a2 Fastel W 2 oA Aol Yojof Fuich.

L EZAA

@A 1 FXOS CLIS &4 X Eo| AZAg ).

connect fxos admin




Aolvl g g A2 B |

7|5} 3

A2 =24 dejo] dAag .

connect local-mgmt

o) A

firepower-2120# connect local-mgmt
firepower-2120 (local-mgmt) #

EE FXOS 7785 A1
erase configuration

o) A
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firepower-2120 (local-mgmt) # erase configuration
All configurations will be erased and system will reboot. Are you sure? (yes/no):

of
o
I

s

g ste] S Awths AS AT

Al o] AfAJA A BLE TS A

FXE yes
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A FXOS 2 71016] AF&-8h 20 o] 84 8 v] 2wl 5 91 o).
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Z713} 3}

Ht 7Rk 7] 8} 7] 52 SSDe] & HolHE X922 54 ES AME3| % doHE 5738 4 ¢l
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Firepower 21009] 7-- 2L E 9]lo] o] m| x| 7} A ] 4| %] ¥ 0 B & o] 3] ASAE F-HE T U5
THE 8] % 22 E o] o] A7} A9 L Cufol 27k A ol Pl A TR E T 4 9]
ROMMON© & §-§ 1t}

A 2Fst7] el

* Firepower 10002] 73 -%-, Threat Defense ol A ASARE Ajolu] A sl= 74 ¢, Hot 7|ut 27]3} 7] 5 &
3] 23t tlufo] 2~ 9] A Y-S A7}t o] Aok & 4= 951t} Threat Defense 6.5 0]} 0. 2
¢} el o] =& 7] L} Threat Defense 6.491 4] ASAZ Ao ABH= 7S Bt 7wk 27]3} 7] 5 S
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. Flrepower 210
o A A e

_40

9A2 =4 #eE A
local-mgmt

o) A

n:Ol'
L
:L

Firepower# connect local-mgmt
Firepower (local-mgmt) #

A1 3 SSD K.t 71 uk 7] 3}
erase secure {all | ssd1 | ssd2}

e all - & SSDE- A|53 Y U, Firepower 2100 == Secure Firewall 3100-> 2711 2] SSDE- ¥ 35} = wF
™ Firepower 1000-> SSD1%F X33t o},

« ssdl - SSD1RF A3 4 t}.
« ssd2 - SSD27%F A g1 T},

T 4 (Firepower 2100 E & 2= 5 4] 9] § FE 2 E) ROMMON S 2 28 3t} ROMMONS®] 4] ¥,
4 o] A o] wkg} A} o] n X & HEg )

A A Aol 1A 5l

o) W3} a3
A 22 E 9o o]

Aot olm A=

W Oulo]l 27 Al Y E 3 3 7] B A A 02 Eoliyt) o] AAE s &
A & T2 =3 fulo] 25 U2 =2 ALE-slo] 4 ou| A e} AXE
FAAS = 4G A ol A& APA T 7 ASFH T
Al &Fat7] el

« o] AxlE TPt H & YA 2~ Agho] glojof Pt

« ASA 7] A & TFTP A1 ¥ T= FAT322 W% USB Eg}o] B ol T} 2 =3},

|82 Az et A| ~Elo] Al 8 3=0] Abej o] A USB
gl 3 oF USB =2Fo] B 7} o121 5},

L USBE AH8-8H= 79, A 2157] ol = ko
S ERES ER
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@A 1 Smart Software Licensing 8] (ASA CLI/ASDM X+ Smart Software Licensing 8] )Oﬂ ] ASA =&
Az g,
7 2 FXOS CLIS & X Eo] AdZA gt}

* Firepower 2100 =31 & & Foll £& X E A FX0Soll A2t} admine. 2 21913}

3 A AU EH S

< 7)E RE 2d A g0 4 LE|A ASA] A%t} FX0Sl A3} connect fxos
admin ¥ %S 8T

A 3 Al 2~ES thA] g )
connect local-mgmt
format everything
yesZ ¢l 25 tjnfo] 27} A gl gt}
o A:

firepower-2110# connect local-mgmt
firepower-2110 (local-mgmt) # format everything

All configuration and bootable images will be lost.
Do you still want to format? (yes/no):yes

©7) 4 5-¥) 2o ROMMON Z & E o} o Adla}i= v A %] 7} el Esc 7] 2 FE Ut ZUE S A
8] Ay
o A:

R R R e R R T

Cisco System ROMMON, Version 1.0.03, RELEASE SOFTWARE
Copyright (c) 1994-2017 Dby Cisco Systems, Inc.
Compiled Thu 04/06/2017 12:16:16.21 by builder

R R R e R R R T

Current image running: Boot ROMO
Last reset cause: ResetRequest
DIMM 1/1 : Present

DIMM 2/1 : Present

Platform FPR-2130 with 32768 MBytes of main memory
BIOS has been successfully locked !!
MAC Address: 0c:75:bd:08:c9:80

Use BREAK or ESC to interrupt boot.
Use SPACE to begin boot immediately.
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boot disk1:/path/filename
dir disk1: =S AF8-3}9] Firepower 1000 2 21009 4] T 2~ W85 8219t T},
o All:

rommon 1 > dir diskl:
rommon 2 > boot diskl:/cisco-asa-fp2k.9.8.2.SPA

Secure Firewall USBol| A B-® 3le = 72 9

i Al2"lo] A FRl AdEjol A USB =eto]| HE AFQste 45, Al =8 S Al 73l USB =
gho] B.7} Q1A H Y1),

boot ush:/path/filename

dir ush: ¥ &8 A}-83}9] Secure Firewall 31000 A4 ©] ~3 &8 sy}

o) A

rommon 1 > dir usb:
rommon 2 > boot usb:/cisco-asa-fp3k.9.17.1.SPA

TETPO A F-B8}e = 4
Management 1/19]] t)$+ | E
AR B =

address management_ip_address
netmask subnet_mask

server tftp ip_address

Y3 AAES A3 tF-S ROMMON 3 &3-S AF-8-3lo] ASA F 7] A =

gateway gateway ip_address
filepath/filename
set

sync
tftpdnld -b

e AR FEAA L.

e sync- EY I AAHS A3y}

« tftpdnld -b- ASA 37| A & Z=FY .
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rommon 1 > address 10.86.118.4

rommon 2 > netmask 255.255.252.0

rommon 3 > server 10.86.118.21

rommon 4 > gateway 10.86.118.1

rommon 5 > file cisco-asa-fp2k.9.8.2.SPA
rommon 6 > set

ROMMON Variable Settings:
ADDRESS=10.86.118.4
NETMASK=255.255.252.0
GATEWAY=10.86.118.21
SERVER=10.86.118.21
IMAGE=cisco-asa-fp2k.9.8.2.SPA
CONFIG=
PSl="rommon ! > "

rommon 7 > sync
rommon 8 > tftpdnld -b
Enable boot bundle: tftp regsize = 268435456

ADDRESS: 10.86.118.4
NETMASK: 255.255.252.0
GATEWAY: 10.86.118.21
SERVER: 10.86.118.1
IMAGE: cisco-asa-fp2k.9.8.2.SPA
MACADDR: d4:2c:44:0c:26:00
VERBOSITY: Progress
RETRY: 40
PKTTIMEOUT: 7200
BLKSIZE: 1460
CHECKSUM: Yes
PORT: GbE/1
PHYMODE: Auto Detect

link up

[...]
M A7 2A S S A3k Ping AW e,

rommon 1 > ping 10.86.118.21

Sending 10, 32-byte ICMP Echoes to 10.86.118.21 timeout is 4 seconds
BEREERERE

Success rate is 100 percent (10/10)
rommon 2 >

A 6 A 2~Elo] 7HEE A 7] E A}-22} o] 221 admind} B] YW 5 ¢ Admin123& A-8-3Fo] FXO0Sel| =191

ok
A7 Al ASA oA = g2 = e E B QE o] S AT
USBE A3l 45 o] @A E Ay d 5= A5y th
=2 0]

a) fabric-interconnect scopeS ¢ & &1 T}

scope fabric-interconnect a
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set out-of-band staticip ip netmask Yt~ gw Al o] E ¢ 9]
e AN g

commit-buffer

SRE

firepower# scope fabric-interconnect a

firepower /fabric-interconnect # set out-of-band static ip 10.1.1.5 netmask 255.255.255.0
gw 10.1.1.1

firepower /fabric-interconnect* # commit-buffer

o

T Thg FIH S WA A AR e 7] 9] DHCPE 1] 34 8 of gk o} el 1 2ol

= u}z} DHCPE 1| &4 318y o).

firepower /fabric-interconnect* # commit-buffer

Error: Update failed: [Management ipv4 address (IP <ip> / net mask <netmask> ) is not
in the same network of current DHCP server IP range <ip - ip>.

Either disable DHCP server first or config with a different ipv4 address.]

firepower /fabric-interconnect* # exit

firepower* # scope system

firepower /system* # scope services

firepower /system/services* # disable dhcp-server

firepower /system/services* # commit-buffer

78 ASA 917142 T 2 ko] REFHLITL USB X TETPOl A A2 R glon e, ojuxg 27
U230 the e sok Aot

a)

N7 4 & the =g o,
scope firmware

download image url

show download-task

o Holl A1-8-3T A3} & TFTP A1¥11} USB E2fo]u i 7] /1014 A48 4 9t e
Aufel A 7)1 4 S the ZE S 5 QU B % b2 AHgstel 744 3¢ URLS A
g

» ftp://username@server/[path/]image_name

* scp://username@server/[path/]image_name
* sftp://username@server/[path/limage_name
« tftp://server[:port]/[path/]limage_name

* usbA:/path/filename
of A

firepower-2110# scope firmware

firepower-2110 /firmware # download image tftp://10.86.118.21/cisco-asa-fp2k.9.8.2.SPA
Please use the command 'show download-task' or 'show download-task detail' to check
download progress.

Aolvl g 8 Azw 57 [
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firepower-2110 /firmware # show download-task
Download task:
File Name Protocol Server Port Userid State

cisco-asa-fp2k.9.8.2.SPA
Tftp 10.88.29.21 0 Downloaded

9} 7] 2] o} 2 =7} ¢k 8 = H(Downloaded (T2 = 58) A E)) 9 7] A & F-& g},
show package
scope auto-install

install security-pack version version

show package % = ol A security-pack version 1 3-8 © 2 Package-Vers #t= HAMSU T A A]

ol ASA 971217} A4 2] =] a2 A A 7L A -5 g Y o)

o A

firepower 2110 /firmware # show package

Name Package-Vers
cisco-asa-fp2k.9.8.2.SPA 9.8.2

firepower 2110 /firmware # scope auto-install

firepower 2110 /firmware/auto-install # install security-pack version 9.8.2

The system is currently installed with security software package not set, which has:
- The platform version: not set

If you proceed with the upgrade 9.8.2, it will do the following:
- upgrade to the new platform version 2.2.2.52
- install with CSP asa version 9.8.2

During the upgrade, the system will be reboot

Do you want to proceed ? (yes/no):yes

This operation upgrades firmware and software on Security Platform Components
Here is the checklist of things that are recommended before starting Auto-Install
(1) Review current critical/major faults

(2) Initiate a configuration backup

Attention:
If you proceed the system will be re-imaged. All existing configuration will be lost,

and the default configuration applied.
Do you want to proceed? (yes/no):yes

Triggered the install of software package version 9.8.2
Install started. This will take several minutes.
For monitoring the upgrade progress, please enter 'show' or 'show detail' command.

Fa "B 7EAAA 0l EAH L VR Aol A8k HAAE FA Al L. A

of A|AA A o 7] o] A& A sy

719 ANAZE 2R w7 7 SR E 7 H(5~104) FXOSOl w22 2 91 o

FXOS7 45 31 H ok = ASAZ} 45 & Wl 7b4) 53 5k 7| chelof G th th vl A A7k vhebd w7t
A 7 e,

firepower-2110#
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RECREESEN

Cisco ASA: CMD=-install, CSP-ID=cisco-asa.9.8.2 asa 001 JAD20280BWY90MEZR11, FLAG="'
Verifying signature for cisco-asa.9.8.2 ...
Verifying signature for cisco-asa.9.8.2 ... success

Cisco ASA: CMD=-start, CSP-ID=cisco-asa.9.8.2 asa 001 _JAD20280BW90MEZR11, FLAG='"
Cisco ASA starting ...

Registering to process manager ...

Cisco ASA started successfully.

SRS

715 H A A - AL

Bt 7Rk 7] 5} 9.13(1) | RSt A 9-7] 7]'52 SSDE] L& HolH & A -2 54 55 AHE = volHE 5738 5
gl Utk tuto] 25 AMuj A TA S wj= Bk 7ak 2 7] 845 sl s oF gt

A Tt/A) 28 78 & : erase secure (local-mgmt)
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